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While the Internet is increasingly

used for shopping it also offers

a new channel for e-con artists

to exploit consumers. Buying

and selling at Internet auctions

is accessible and convenient,

but their very anonimity has

made them a vehicle for one

of the most pervasive forms of

fraudulence on the Net.

According to the National

Consumer League in the US,

consumers reported over US$3.2

million (A$5.3 million) lost on

Internet fraud in 1999 alone,

87 per cent of which came from

Internet auction sales. The average

loss per consumer to Internet

auction sales was US$293 (A$489).

Complaints received by the US

Federal Trade Commission (FTC),

increased from 107 in 1997 to

10 700 in 1999. Most complaints

were about sellers who:

didn't deliver the advertised

goods;

delivered something far less

valuable than they had

advertised;

didn't deliver in a timely way;

or

failed to disclose all the

relevant information about

the product or terms of sale.
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In February 2000 US law

enforcement authorities, including

the FTC, Department of Justice,

US Postal Inspection Service and

the National Association of

Attorneys General, announced

they had taken more than 35

actions against Internet auction

frauds with many more in the

pipeline. The most common

offence was sellers failing to

deliver goods they had promised.

Like traditional auction houses,

Internet auction websites offer

places for people to buy and sell

merchandise through a bidding

process. An auction website can

also operate like a newspaper

classified or a virtual flea market

offering various goods, either

new or second-hand, with a

single price.

Internet auction trade can be either

business-to-person or person-to-

person. Business-to-person is where

operators of the auction website

have physical control of the goods

on offer and accept payment for

them. In person-to-person trade,

operators of the auction website

act as trading places and are not

involved in the actual trade.

Individuals or retailers offer their

goods for auction directly on the

websites and buyers pay them

directly. Most online auction frauds

take place in person-to-person

trade.

Internet auctions:

how they work

Types of auction

To become a buyer
or seller

Bidding

To trade in online auctions,

whether you are buying or selling,

first you have to register as a

member of the site using your real

name, address, phone number and

other information such as credit

card details. Most auction websites

charge sellers listing fees and/or

transaction fees (a percentage on

the final transaction price after a

successful bid). A few offer free

trading places to both sellers and

buyers.

Buyers can bid only when they

become members of the auction

site. In a traditional auction, sellers

offer one item for sale at a time.

The highest bidder at closing time

wins the bid. The winner must buy

the item although there are a few

exceptions. Sometimes sellers may

set a minimum price (or reserve

price). If the bidding price at the

closing time is lower than the

reserve, the item won't be sold.

In some cases, a seller may offer

multiple identical items for bidding.

Buyers can bid on the entire stock

or on the quantity that they want

to buy, but all winning bidders pay

the same price, which is the lowest

successful bid. Auction websites

often refer to this as a Dutch

auction. (A Yankee auction is similar

to a Dutch auction except that the

winning bidder has to pay their

high bid at the end of the auction.)



For buyers: before
you start to bid

Most Internet auction frauds

occur during person-to-person

trade where consumers are dealing

with an unknown third party such

as individuals, small businesses or

retailers. Whether they are in a

business-to-person or person-to-

person auction, consumers should

know about the safety of Internet

shopping before they bid. Useful

fact sheets, Shopping on the

Internet: Facts for Consumers

#1– #6, (http://www.noie.gov.au/

projects/consumer/shopping_

online/index.htm) have been jointly

published by the Department of

Communications, Information

Technology and the Arts,

the National Office for the

Information Economy and the

Commonwealth Treasury.

Following are some important tips

for Internet auctions.

Read the introductory

information carefully before

you become a member of

the site.

Understand what the site offers

to protect you from frauds.

Does it have a customer

support program?

What is the website's privacy

policy?

Choose the website that fits

your purpose and that you

know you can trust.
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Know the websites

Know the item you
want to bid

Know the terms of trade
and negotiate your
payment options
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Do your homework first.

Know the item's retail price or

market price.

Read the seller's description of

it carefully. If a photograph is

posted, examine it closely.

what is not, and whether the

product comes with a warranty.

If it is listed on a foreign

website, you should know if

the product meets all required

regulations in your country

(product safety, product

labelling etc.). If you are not

sure, ask the seller.

You should know what the

seller's terms of trade are.

Who pays shipping and

handling costs?

Are the goods insured?

Who pays the insurance cost?

Some websites offer free

insurance up to a certain value.

What are the return and refund

policies?

What form of payment will

the seller accept—credit card,

personal cheque, cashier's

cheque or money order?

Consider using your credit card

8

8

Know what is included and

if possible. It is relatively safer

because you can dispute the

charges if the goods don't

arrive or are not as described

in the advertisement.

Unfortunately, most auction

trades are person-to-person and

individual sellers usually don't

accept credit card payments.

According to the National

Consumer League in the US,

In the US, a purchase paid by

credit card may be governed

by the Fair Credit Billing Act,

which creates different liability

protection and responsibilities

for buyers. For example,

consumers are limited to US$50

for an unauthorised charge.

Consumers can also ask banks

to chargeback if they don't

receive goods or services; or if

the goods are not delivered in

the agreed condition and have

been returned to the seller.

In Australia, many financial

institutions offer similar

protection against unauthorised

use of credit cards and have a

chargeback policy against sellers

who fail to deliver.

If the seller declares that they

accept only cashier's cheques

or money orders, you have to

decide whether you want to

take the risk to send payment

‘… in the incidents reported
to Internet Fraud Watch,
consumers overwhelmingly
pay for goods with cheques
and money orders, losing out
on the rights they would have
if they had used a credit card.
T h i s i s b e c a u s e m a n y
consumers are not able to pay
with a credit card on online
a u c t i o n s i f s e l l e r s a re
individuals, not business. Credit
c a r d s a c c o u n t f o r
only 3 per cent of those
transactions.’

Advice for buyers:
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before you receive the product.

You may want to negotiate

escrow service or cash on

delivery with the seller instead

of sending payment in

advance, if credit card payment

is not available. An escrow

service acts as a third party

between the buyer and seller

during an online auction.

The buyer sends the payment

to the escrow service and the

seller sends the merchandise to

the buyer. Once the buyer

accepts the item, the escrow

service sends the buyer's

payment to the seller. Expect

some extra cost if you decide

to use this service.

Almost all auction websites provide

a users' feedback forum, which has

information from buyers and sellers

about their trading experiences.

Read the sellers' previous trade

rating and contact other users

about them. Obviously new

sellers won't have any

feedback.

Ask the seller any questions

you feel are necessary.

Beware of those sellers who

post false feedback information

(all websites ban such

conduct). Sometimes a ring

of e-con artists build up their

reputations over time at a site

by ranking each other's

reliability and then defrauding

buyers all at once.
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Identify the seller and
check the seller's
feedback rating

Set the highest price
you're willing to pay
and stick to it

Save all your transaction
information

You should know the relative price

(or market price) of the product.

Calculate carefully its total cost

including tax, shipping and

insurance costs.

If the item is listed on a foreign

website, you should know the

exchange rate at the time of

auction.

You should factor in tariffs and

other relevant taxes.

Set your own highest price on

the item and stick to it. Some

auction sites offer a proxy

bidding (or automatic bidding)

service. You set your highest

bidding price and the

computer will bid for you.

Be warned—although

prohibited by all auction

websites, some sellers use false

identities to bid up the prices of

their own goods.

Keep all transaction records,

such as the item description,

the seller's identification, the

date, time and price you bid

on the item.

You should also keep all email

you send or receive from the

website or the seller.
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After you have

won the bid:

Contact the seller to

discuss or confirm your

payment and shipment

options

Contact the seller
immediately should you
encounter any problem

Once you win the bid, you are

obliged to buy the item. You may

receive a notice stating that you

have won the auction from either

the website or the seller.

Steps include:

Try to resolve any problems with

the seller or the website directly.

You can file a complaint to the

website if you believe the seller

is defrauding you.

If the website has an insurance

policy for buyers, you could also

file a claim.
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You have to discuss payment

options and shipment with the

seller directly.

If you have discussed these

before the auction, confirm

them with the seller afterwards.

Try to get the seller's address and

telephone number in case there

is any problem.

Ask the date that you might

receive the item, and when

it arrives check it to see if it fits

the description of the

advertisement.

Advice for buyers:

I n t e r n e t a u c t i o n s



Before you enter any

transaction, know your legal

liabilities.

prohibits any conduct

by business which is

misleading or deceptive, or

which is likely to mislead or

deceive. It also contains other

provisions regarding consumer

protection. The Act also applies

to all online transactions in

Australia. You must provide

accurate information about

your product and the terms of

trade when you post goods for

auction.

All auction websites have

policies that prohibit selling

illegal items such as weapons,

drugs or child pornographic

materials.

They also ban the sale of

goods such as pirated CDs,

audio or video tapes, DVDs

and computer software that

may violate copyright laws,

or counterfeits that may violate

trade mark or patent laws.

Accurate and detailed information

can help you sell the goods more

easily and reduce disputes

between buyers and you. It can

also help you build a positive

reputation for an easier transaction

next time.
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The Trade Practices

Act 1974

For sellers: before

you sell

Know your legal

liabilities

Provide accurate
information about
goods and terms of sale
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You should provide the item's

name, model or type, size,

manufacturer, year of

manufacture, colour, condition,

warranty etc. as fully and

accurately as possible.

Remember to describe what is

included and what is not. Don't

take for granted that consumers

understand what they will get

from the transaction.

You should also specify the

terms of trade in detail:

If you don't want to accept bids

from other countries, say so in

the terms of trade.

After the auction is closed,

contact the winner as soon

as possible and confirm the

final price and shipping

arrangements.

Ship the items by the agreed

time.

–

–

–

–

who will pay the shipping
and handling costs;

what form of payment are
you willing to accept;

what are the return and
refund policies; and

who will pay for the
shipping costs if the item is
returned.

Answer all questions as
soon as possible and
deliver your items on
time

Where to turn

for help

If you, as a buyer, are not happy

with the website or the seller's reply

and wish to take further action,

consider whether the seller is in

Australia or overseas. If the seller is

an overseas company or individual,

you may contact the government

body responsible for consumer

protection in that country for help.

Also you may contact the

Australian Competition and

Consumer Commission for advice.

If the seller is in Australia, contact

your regional Consumer Affairs

office or Fair Trading office for

advice and assistance in resolving

a dispute, or call the Australian

Competition and Consumer

Commission for consumer

protection advice.

Advice for sellers:

I n t e r n e t a u c t i o n s



Consumer Affairs/Fair
Trading offices

NSW

VIC

SA

ACT

QLD

TAS

WA

Australian Competition
and Consumer Commission

Ph: 02 9895 0111
http://www.fairtrading.nsw.gov.au

Ph: 03 9627 6000
http://www.justice.vic.gov.au/oftba

Ph: 1800 804 072 (free call), or
08 8204 9515
http://www.ocba.sa.gov.au/scams.htm

Ph: 02 6207 0400
http://www.consumer.act.gov.au

Ph: 07 3246 1560
http://www.consumer.qld.gov.au

Ph: 1800 005 220 (free call)
http://www.justice.tas.gov.au/ca

Ph: 1300 304 054
http://www.fairtrading.wa.gov.au

Ph: 02 6243 1111
http://www.accc.gov.au

NT
Ph: 08 8999 6124
http://www.nt.gov.au/caft


