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Foreword

One of the main threats to Australia’s security is the spread 

of weapons of mass destruction (WMD). This is not a 

new concern for Australians. Our soldiers were amongst 

the victims of chemical weapons in the First World War. 

We formed part of the great majority of nations which 

subsequently agreed that these appalling weapons be 

outlawed. And when the regime of Saddam Hussein 

used them, in Iraq’s war on Iran and also against his own 

citizens, Australia took the initiative that led to the adoption 

of today’s Chemical Weapons Convention that bans their 

use or production. Similarly, we took the lead after 1977 in 

setting stringent international standards for safeguards for the legitimate use of nuclear 

power, to ensure that there would be no diversion of Australian-sourced uranium to 

weapons programs.

The Cold War, and the massive accumulation of nuclear and other WMD arsenals in a 

decades-long strategic contest, shaped our views on what was at stake for Australia and 

our policy options. It brought home to Australians that, when it comes to devastating 

new technology, our geography is no strategic guarantee for our security.

With the end of the Cold War, the nature of the threat from WMD proliferation has 

changed. It has done so in ways that signifi cantly affect Australia. The purpose of 

this publication is to set out for Australians the nature of these changes and how the 

Government has responded. 

Superpower arsenals have been signifi cantly reduced. This is no longer the central 

threat, even though we would like the major powers to do more. In the 21st century an 

increasing number of countries will pursue their legitimate right to tap nuclear power and 

master nuclear technology; the corollary will be that the industrial and scientifi c capacity 

to develop nuclear weapons will continue to increase. It will also be easier for more 

states to develop other types of WMD. Hence today’s imperative is to make a concerted 

effort to contain and reverse proliferation to new state users. 

We must also address realistically the threat of WMD in the hands of terrorist groups. 

We know that Usama Bin Laden and others would like to have and be able to use such 

weapons. We need to make every effort to make it impossible for them to do so. Again, 

the growing access to information globally and the diversifi cation and liberalisation of 

international trade that characterise globalisation also mean that we must be smart and 

adaptable in responding to a different type of threat. 

The Howard Government has built actively on the serious, sustained effort that 

successive governments have made to contribute to containing proliferation of WMD. 

The emerging threats that we now face have, however, required new thinking and new 

approaches. Our contribution to the success of the Proliferation Security Initiative is a 
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case in point. It demonstrates that Australia has not only been a willing partner in new 

approaches that serve our national interests but also has been innovative and 

adaptable in strengthening our national capacity and taking the initiative internationally. 

These are the themes of this paper. It is not intended as a technical treatise or scholarly 

study but as an accessible, thorough account of the threat we face and what the 

Government is doing about it. 

Alexander Downer

Minister for Foreign Affairs
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OVERVIEW
A CHANGING WORLD: AUSTRALIA’S RESPONSE

Preventing the further spread of weapons of mass destruction (WMD) and achieving 

their ultimate elimination are long-standing priorities for Australia. Successive Australian 

governments have recognised that more states acquiring WMD could threaten 

Australian, regional and global security. In the last decades of the twentieth century the 

increase in the number of countries with ballistic missiles capable of delivering WMD has 

intensifi ed concerns. More recently, the emergence of a new form of global terrorism has 

added urgency to the threat that terrorists might one day acquire and use WMD. 

Australia has built up over many years a strong reputation as an energetic and 

practical contributor on non-proliferation and disarmament issues. Our active interest 

in preventing proliferation is informed by the reality that acquisition of WMD by any 

state, even those far removed from Australia, has the potential to weaken global 

restraints on WMD and ballistic missile proliferation. Failure to address proliferation in a 

comprehensive way also risks creating sources of WMD materials and technology both 

for states, including in regions of instability, and potentially for terrorists. The support and 

vigilance of the Australian people is of paramount importance to ensure Australia does 

not inadvertently contribute to the spread of WMD.

WEAPONS OF MASS DESTRUCTION — WHAT ARE THEY?

This paper uses the generally accepted defi nition of WMD as meaning nuclear, 

biological and chemical weapons. This should not be taken to suggest all WMD 

are equal. Nuclear weapons are the most lethal of all WMD. Fortunately, the 

obstacles to developing usable nuclear weapons — in particular the need to 

obtain suffi cient fi ssile material — are far greater than for other WMD. Biological 

and chemical agents can be acquired more readily, but converting them into 

weapons capable of causing mass casualties remains diffi cult. 

It would not be easy for terrorists to develop and use military-style WMD capable 

of causing mass casualties without considerable assistance from a state or 

persons experienced in developing such weapons. But it would be well within 

the reach of terrorists to produce crude chemical, biological and radiological 

weapons which could harm small numbers of people and cause widespread 

disruption with a signifi cant economic impact. These types of weapons are 

discussed further in Chapter One. 
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A changing world 

WMD threats are not new. Chemical weapons were used in both World Wars and nuclear 

weapons for the fi rst and only time in the bombings of Hiroshima and Nagasaki at the 

end of the Second World War. During the Cold War the superpowers built up massive 

nuclear arsenals, coming perilously close to nuclear confl ict during the 1962 Cuban 

missile crisis. Biological weapons were used by Japan in its war with China in the 1930s. 

In the 1980s Iraq used chemical weapons against Iran and its own Kurdish people. 

More detail on these and contemporary proliferation threats is provided in Chapter One. 

The end of the Cold War has had many positive effects. The prospect of large-scale 

confl ict involving use of WMD by major powers has receded. The United States and 

Russia are no longer strategic adversaries, which has opened up new possibilities for 

cooperation to prevent WMD proliferation. But the post-Cold War era also presents new 

challenges for Australian and international efforts to prevent the further spread of WMD 

and advance their elimination. Chapter Three looks at the historic changes since the 

Cold War. 

Globalisation and the spread of economic development have made the technical 

capacity to produce WMD and ballistic missiles more accessible than ever before. 

Thirty years ago few countries had the capacity to produce nuclear weapons. Today, 

some estimates suggest as many as 35 to 40 countries could do so if they chose.1 

While dissolution of the Soviet Union greatly reduced the threat of superpower confl ict, 

it has elevated the risk of leakage of WMD-related materials and expertise, as many of 

the former Soviet republics have limited capacity to manage the nuclear and other 

WMD-related legacies of the Soviet Union. 

WMD and ballistic missiles are increasingly sought by governments with little regard 

for established standards of international behaviour. Iraq’s extensive nuclear, chemical 

and biological weapons programs prior to the 1991 Gulf War and its use of chemical 

weapons in the 1980s is a case in point. North Korea’s nuclear weapons program has 

been another.

Three states — Iraq under Saddam Hussein, North Korea and, before its welcome 

decision to renounce WMD, Libya — have violated the Treaty on the Non-Proliferation 

of Nuclear Weapons (NPT) by pursuing nuclear weapons. Saddam’s WMD intentions are 

no longer a threat. A fourth state — Iran — has committed serious breaches of its NPT 

safeguards obligations and is the subject of ongoing International Atomic Energy Agency 

(IAEA) investigations. 

India and Pakistan have not joined the NPT. In 1998 both countries conducted nuclear 

tests. In response, Australia and many other countries protested against the emergence 

of new nuclear-armed states. The subsequent voluntary moratorium on testing by both 

1  M ElBaradei, IAEA Director General, “Towards a Safer World”, The Economist, 18–24 October 2003, 
pp. 51–2; see also Le Monde, “Nucléaire: La sécurité doit devenir un principe absolu du droit 
international”, 31 October 2003.
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these countries was welcomed by Australia. Israel has also stayed outside the NPT 

and has unsafeguarded nuclear activities. While there is broad speculation that Israel 

is a nuclear-weapon-capable state, its possession of nuclear weapons has never been 

offi cially confi rmed. 

The US-India announcement on civil nuclear cooperation in July 2005 offers the prospect 

of a substantial expansion of India’s nuclear non-proliferation commitments, including 

wider application of IAEA safeguards to India’s civil nuclear facilities, and India’s 

adherence to the guidelines of the Nuclear Suppliers Group and the Missile Technology 

Control Regime. 

The exposure in 2003 of the extensive procurement network established by Pakistani 

engineer Abdul Qadeer Khan showed just how far proliferators have been able to 

circumvent preventative measures. To countries prepared to pay, the Khan network 

supplied not only the technology needed to produce fi ssile material for nuclear weapons, 

but even nuclear weapon design information. Known clients were states of proliferation 

concern — North Korea, Iran and Libya. While the Khan network is no longer active, 

the international community needs to be certain it has been dismantled completely and 

that effective controls are in place to prevent such networks from operating. There is 

a danger that the existence of such a black market could be exploited by terrorists to 

acquire the means to develop WMD. 

The Cold War was a fearful time but delivered a measure of stability between two broadly 

equivalent power structures, each deterred from the use of WMD by the assurance the 

other side could and would deliver massive retaliation. With the loosening of international 

structures in the post-Cold War world, the global strategic situation has become more 

complex. Deterrence remains a part of defence postures but is no longer suffi cient or as 

central as it was in the Cold War, especially in dealing with WMD threats from states of 

concern armed with ballistic missiles and, potentially, from non-state actors. 

A further challenge is the gradual spread of proliferation-sensitive nuclear technologies 

for uranium enrichment and plutonium separation through reprocessing of spent fuel and 

the lowering of technical and economic barriers to their acquisition. These technologies 

can be used to produce both fuel for peaceful nuclear applications, such as nuclear 

power, and the fi ssile nuclear material needed to make nuclear weapons. States of 

proliferation concern could seek to misuse the NPT’s provisions on access to peaceful 

nuclear technology to acquire the technical basis for rapid development of nuclear 

weapons (so called “break-out” capability). 

The need for stronger international controls to limit the spread of sensitive nuclear 

technology is widely recognised, including in proposals made by IAEA Director General 

ElBaradei and G8 countries. Australia is working to address this shortcoming in the NPT. 

Chapters One and Two include further information on this issue. 

Some terrorist groups, such as Al Qaida, have shown a continuing interest in chemical, 

biological, radiological and even nuclear weapons. They are unlikely to be readily 

deterred from WMD use, notwithstanding the international response a terrorist act 
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involving WMD would provoke. The discovery of a rudimentary chemical and biological 

manual in a Jemaah Islamiyah safe-house in the Philippines in 2003 shows that terrorists 

in our region share these ambitions, even if their capacity to develop or use such 

weapons is not yet evident. While there are limitations on terrorists’ ability to develop, 

obtain or use WMD, efforts to guard against terrorists acquiring WMD need to be 

stepped up. 

Australia’s response

It is a reality of the complex security environment we fi nd ourselves in that no single 

tool can prevent WMD being acquired by states of concern or terrorists. Different 

problems will require different emphases. Meeting current and emerging WMD 

proliferation challenges requires fl exibility, the capacity to employ a wide range of 

measures and being ready and able to work with many partners. Australia has responded 

to the changed WMD environment with broad-based whole-of-government policies 

focused on practical responses to the new challenges we face. We are pursuing our 

objectives through a greater national effort, including enhanced coordination between 

government agencies, at the country-to-country level, through regional action and in 

international fora. 

Australia is a strong supporter of the major WMD treaties — the NPT, the Chemical 

Weapons Convention (CWC), the Biological and Toxin Weapons Convention (BWC) and 

the Comprehensive Nuclear-Test-Ban Treaty (CTBT) — and will continue working to 

strengthen their implementation. The WMD treaties have established global rules most 

states follow. They have helped contain the scale of the WMD threat, but much remains 

to be done if the treaties are to be universally effective. Chapter Two outlines the main 

components of the global WMD non-proliferation and disarmament architecture. 

We are working to avoid both horizontal nuclear proliferation (acquisition of nuclear 

weapons by more states) and vertical nuclear proliferation (growth in the arsenals of 

states which already have nuclear weapons). The NPT is crucial to these goals — it is the 

only global treaty dedicated to the containment of nuclear weapons and their eventual 

elimination. The CTBT bans nuclear test explosions and any other nuclear explosions 

and so inhibits weapons development by potential new nuclear weapon states. For 

states which already have nuclear weapons the cessation of nuclear testing required 

when they join the CTBT makes it more diffi cult for them to develop more sophisticated 

nuclear warheads. 

Negotiation of a treaty to ban the production of fi ssile material for nuclear weapons 

use — a Fissile Material Cut-off Treaty (FMCT) — is a priority. By further tightening 

international controls on fi ssile material, an FMCT would reduce risks of leakage of this 

material to proliferators or terrorists. An FMCT would also advance nuclear disarmament 

objectives by imposing a quantitative cap on the amount of fi ssile material available 

for nuclear weapons. Australia will continue working with others to achieve a start to 

FMCT negotiations. We will also maintain our support for nuclear weapon free zones, 
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including the South Pacifi c Nuclear Free Zone Treaty which we joined in 1986. The CTBT, 

FMCT and nuclear weapon free zones are addressed in the section on “Nuclear non-

proliferation” in Chapter Two.

While our commitment to the multilateral WMD treaties is unequivocal, Australia remains 

realistic about what they can deliver. There will always be those who break or seek to 

evade their legal commitments. This applies to the multilateral rules-based mechanisms, 

just as it does to the national laws we rely upon to maintain order in Australia. But, as 

with the domestic legal system, we must do our utmost to ensure that those who break 

the rules are detected and subjected to appropriate sanction. 

Violation of freely-given obligations by a few countries and weaknesses in verifi cation 

continue to constrain the WMD treaty system. Australia will therefore continue to 

give priority to improved compliance and verifi cation measures in order to protect 

the benefi ts provided by the multilateral regimes, improve their effectiveness and 

maintain their relevance. Chapter Two provides further information on verifi cation 

and compliance challenges. 

We strongly support a more active and fi rm United Nations Security Council role 

on WMD issues. Governments must be prepared to take action to uphold compliance. 

Australia welcomed adoption by the UN Security Council in April 2004 of its ground-

breaking resolution on WMD proliferation (UNSCR 1540). The Council needs to do 

more to build international confi dence that it can and will act appropriately as 

the ultimate guarantor of WMD non-proliferation standards. The fi nal section of 

Chapter Two describes the role of the Council and other UN bodies in addressing 

proliferation challenges. 

Effective controls on international trade in sensitive materials and technology help deny 

those seeking to develop WMD and ballistic missiles from acquiring what they need to 

achieve this. Australia is chair of the Australia Group under which participating countries 

agree to apply the same level of control over exports of goods and technologies 

that could be used to produce chemical and biological weapons. We also contribute 

strongly to the work of the other export control regimes — the Nuclear Suppliers Group 

and Zangger Committee, the Missile Technology Control Regime and the Wassenaar 

Arrangement. Chapter Four sets out the various export control regimes and describes 

Australia’s national efforts to support effective regulation of trade in items that have 

WMD applications. 

Stronger barriers to state-level proliferation through the multilateral treaties and export 

control regimes also improve defences against leakage of sensitive materials and 

technology to terrorists. However, much of the WMD control regime was designed to 

counter state-level threats. Continued attention is needed to ensure regimes adapt 

effectively to meet increased concern that terrorists may acquire WMD. To this end, 

Australia is working with others to strengthen international protection of WMD-usable 

and radioactive materials, relevant equipment, facilities and technology to ensure they 

are well protected from proliferators and terrorists. Sections in Chapters Two, Three and 
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Six on “Nuclear non-proliferation”, “Innovative approaches to post-Cold War problems” 

and “Australia’s regional activities” respectively describe measures in this area.

WMD proliferation must be tackled globally as part of a coordinated international 

response. But there are signifi cant regional dimensions to the problem as highlighted 

by North Korea’s nuclear weapons programs and its role in ballistic missile proliferation. 

As a result, WMD issues have become an area of growing regional engagement for 

Australia and our regional neighbours. 

Mr Downer, Minister for Foreign Affairs, and Dr Mohamed ElBaradei, Director General of the International 
Atomic Energy Agency, at the Asia–Pacifi c Nuclear Safeguards and Security Conference, November 2004, 
Sydney (Photo: Jason McCormack)

Building regional political commitment and cooperating on practical improvements serve 

to strengthen the region’s defences against WMD proliferation, and protect Australian 

and global security interests in the process. As part of our increased engagement 

with regional countries on WMD issues, we hosted the ministerial-level Asia–Pacifi c 

Nuclear Safeguards and Security Conference in November 2004. Strengthening regional 

barriers against the threat of nuclear and radiological terrorism was a key theme at 

the conference. Non-proliferation in the Asia–Pacifi c region and Australian regional 

engagement are addressed in Chapter Six. 

Strict national controls on WMD and missile-related goods and technology are a vital 

element to contain the spread of WMD. As well as export controls, it is essential that 

governments have effective customs, law enforcement and intelligence arrangements 

to detect, deter and respond to WMD proliferation threats. Australia’s system of 

national export controls aims to ensure our business and academic communities do not 

inadvertently become part of the WMD supply chain. Chapter Four describes domestic 

measures to combat proliferation. The role of export controls is detailed in Chapter Five. 
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The Government continues to strengthen Australia’s domestic capacity to deny 

proliferators opportunities and deal with a WMD attack. New arrangements are in place 

to formulate national policy and monitor implementation of national strategy and policy 

decisions. These include the Chemical, Biological, Radiological, Nuclear (CBRN) Strategy 

Group formed to provide whole-of-government strategic direction on CBRN issues. 

Increased attention is being directed at preventing illegal or unauthorised access to, 

and use of, sensitive materials, including a nationwide review of the regulation, security, 

storage, sale and handling of hazardous materials. Australia also has measures in place 

to minimise the risk that visitors to Australia could seek to gain information that could be 

of use in a WMD program. 

New thinking for changing times

We need to be imaginative and fl exible in addressing the dynamic set of challenges 

posed by WMD proliferation in the current security environment. The Government’s 

early and strong support for the Proliferation Security Initiative (PSI) is an example of 

the sort of new thinking we have already embraced. The PSI provides a fresh approach 

to working in concert with other governments concerned about WMD proliferation. 

It has quickly proved its worth as a means of strengthening the ability of governments 

to disrupt illicit trade in WMD materials and their delivery systems. 

Chapter Five provides more detail on the role Australia is playing in shaping this 

important new tool for countering proliferation. We hosted the second PSI meeting in 

Brisbane in 2003 and the fi rst ever maritime interdiction exercise under PSI auspices. 

Over 60 countries now support the PSI, but more work remains to be done to broaden 

support for the initiative, particularly on a regional basis. Increased cooperation is the 

key to maintaining and enhancing the PSI’s effectiveness.

The Government’s decision to participate in the United States’ Missile Defence Program 

is another dimension of Australia’s non-proliferation efforts. Missile defence is a 

defensive response to the threat posed by ballistic missile proliferation and sends an 

important message to would-be proliferators not to pursue development of missiles. 

Australia and the United States signed a Memorandum of Understanding (MOU) 

on US Missile Defence in 2004, which provides a framework for cooperation on the 

development of a system to protect against missile attack. The MOU gives Australia the 

fl exibility to determine its appropriate level of participation, based on an assessment of 

our long-term strategic objectives. 

A long-term commitment

There is no easy solution or quick fi x to preventing the proliferation of WMD and their 

delivery systems. A sustained, comprehensive and cooperative approach is required over 

the long term. Australia will need to make full use of existing measures and help develop 

new measures to close the gaps in our defence against the spread of WMD. Bilateral, 

regional and global cooperation will be essential — WMD proliferation and the risk of 

WMD terrorism are global problems which governments cannot deal with in isolation. 
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CHAPTER one

THE PROLIFERATION THREAT



10 Australia’s role in fi ghting proliferation

THE PROLIFERATION THREAT

The spread of WMD and their delivery systems poses one of the greatest threats to 

international peace and security. Over recent years, proliferation activities have become 

more sophisticated with greater efforts made to circumvent well-established non-

proliferation norms. Other states continue to develop WMD in defi ance of international 

rules and norms. 

One distinct change to the international security environment is that we can no longer 

assume that proliferation activities are the exclusive preserve of states. There is an 

increasing risk that terrorists will acquire and use WMD, albeit with less destructive effect 

than state-developed weapons. 

Current state capabilities and trends

Nuclear weapon proliferation

Nuclear weapons are immensely powerful and destructive. They release energy either 

by fi ssion (splitting) of heavy atoms (uranium or plutonium) or by fusion of light atoms 

(hydrogen). Testing aside, nuclear weapons have only been used in the bombings of 

Hiroshima and Nagasaki in August 1945.

Nuclear weapons are also the most diffi cult and expensive WMD to produce. While basic 

information about nuclear weapons design is now widely available, manufacturing even 

the simplest nuclear weapon requires a high level of scientifi c and technical expertise. 

States with nuclear weapons ambitions need a complex and expensive array of nuclear 

facilities to master the nuclear fuel cycle and thus produce suffi cient quantities of fi ssile 

material for a nuclear weapon.2 Alternatively, such states could seek to acquire fi ssile 

material from an external source, but to do so would need to circumvent international 

controls which so far appear to have been successful in controlling the spread of fi ssile 

material. Compared to the “signifi cant quantities” used by the International Atomic 

Energy Agency (IAEA) as the notional quantity of fi ssile material needed to make a 

nuclear weapon, the quantities known to have been traffi cked are small. States with 

nuclear weapons ambitions have almost no choice but to try to develop their weapons 

in secret.States acting within NPT rules

Five states — the United States, Russia, the United Kingdom, France and China — are 

recognised as nuclear-weapon states (NWS) under the Nuclear Non-Proliferation Treaty.3 

NPT members — including the NWS — have committed to work towards, and eventually 

achieve, nuclear disarmament. 

2  A state producing nuclear weapons for the fi rst time will require around 25 kg of uranium-235, or 8 kg 
of plutonium-239, for one weapon. An explanation of the nuclear fuel cycle, the process of producing 
these two fi ssile materials (including uranium conversion and enrichment, and plutonium separation by 
reprocessing spent fuel), can be found in the Australian Safeguards and Non-Proliferation Offi ce Annual 
Report 2003–04, p. 105, <http://www.asno.dfat.gov.au/annual_report_0304/ASNO_2004_AR.pdf>.

3  See Chapter Two for more information on the NPT.
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Hiroshima, Japan, in 1947 after the 1945 nuclear bombing. The building at the centre has been preserved as 
a monument and is known today as the “A-Bomb Dome” (Photo: AWM No. P0125.037).

Chapter Three describes how the United States and Russia — the NWS with by far the 

largest arsenals — have reduced signifi cantly the size of their nuclear arsenals from their 

historic highs during the Cold War. Australia actively encourages the NWS to take further 

practical steps towards ultimate nuclear disarmament. 

Several other NPT members also possess nuclear materials and technologies for civil 

use which could be re-directed to produce nuclear weapons. While Australia strongly 

supports the right of all NPT members to benefi t from the peaceful uses of nuclear 

energy, we view the further spread of nuclear technologies which could be diverted to 

weapon programs as potentially undermining NPT objectives. Like many other states, 

Australia does not believe NPT members have an unqualifi ed right to pursue the full 

nuclear fuel cycle, as this involves acquiring technologies which have applications 

beyond peaceful use and are therefore proliferation-sensitive. 

There is no fundamental tension between expanding the use of nuclear power and 

applying effective controls on proliferation-sensitive technology. Nevertheless, the 

expected growth in use of nuclear power over the coming decades underscores the 

need to address the two issues raised by the spread of proliferation-sensitive 

nuclear technology: 

• the potential for states of proliferation concern to misuse their rights under the NPT 

to develop peaceful nuclear programs as cover to acquire the technical basis 

(“break-out capability”) for a future nuclear weapons program; and 

• the risk of illicit transfer of sensitive technologies to states or to non-state entities. 
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States with a genuine commitment to NPT compliance can still pose a nuclear 

proliferation risk. Weak physical security infrastructure for nuclear facilities and materials 

can result in misappropriation of sensitive goods and technologies. Following the 

dissolution of the Soviet Union in 1991, serious concerns have arisen that poorly 

secured nuclear assets in Russia and other former Soviet republics, as well as poorly 

paid former Soviet nuclear weapons scientists, could be exploited by proliferators and 

terrorist groups.

According to IAEA fi gures,4 there were over 200 reports of confi rmed incidents of 

unauthorised movement or possession of nuclear material between 1993 and 2004 

— 18 involving highly enriched uranium or plutonium, and three (during the 1990s) 

involving more than one kilogram of these sensitive nuclear materials. IAEA fi gures 

indicate a fall over the past ten years in reports of unauthorised movement or possession 

of nuclear material.

The three non-NPT members

India and Pakistan possess nuclear weapons. The moratorium on nuclear testing 

maintained by both countries since 1998 has limited their ability to develop new 

nuclear weapons and, as such, has been welcomed by Australia and the international 

community. Israel has unsafeguarded nuclear activities. While there is broad speculation 

that Israel is a nuclear-weapon-capable state, Israel has never confi rmed that it 

possesses nuclear weapons. 

Because these three states have never been NPT members, their nuclear programs do 

not breach their international treaty obligations. Australia, however, has consistently 

called on India, Pakistan and Israel to join the NPT as non-nuclear-weapon states and 

to adhere to other nuclear non-proliferation disciplines — such as robust national export 

controls on sensitive materials and technology — to ensure they do not contribute to 

nuclear proliferation directly or indirectly.

In July 2005, US President Bush and Indian Prime Minister Manmohan Singh 

announced that India would submit its civilian nuclear facilities to IAEA safeguards 

and make other important non-proliferation commitments, in return for enhanced civil 

nuclear cooperation. 

4  Available at <http://www.iaea.org/NewsCenter/Features/RadSources/Fact_Figures.html> and 
<http://www.iaea.org/NewsCenter/Features/RadSources/fact_fi gures2004.pdf>.
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Nuclear Weapon Capabilities, 2005 
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SOME NUCLEAR NON-PROLIFERATION SUCCESSES

In the 1990s, South Africa, Belarus, Ukraine and Kazakhstan all renounced 

nuclear weapons and joined the NPT as non-nuclear-weapon states. South Africa 

had developed a small nuclear arsenal, which it dismantled. Belarus, Ukraine 

and Kazakhstan had inherited part of the Soviet nuclear arsenal when the Soviet 

Union dissolved in 1991. These were transferred to Russia in the early 1990s. 

Argentina’s and Brazil’s renunciation of nuclear weapons when they joined the 

NPT in the 1990s allayed concerns about the direction of their nuclear programs. 

In December 2003, following secret negotiations with the United States and 

the United Kingdom, Libya renounced its clandestine nuclear weapon program 

and began to dismantle it under IAEA supervision. Libya also reaffi rmed its 

commitment to the NPT which it ratifi ed in 1975.

These examples show that nuclear proliferation is reversible and it is possible for 

states to renounce WMD programs transparently in ways that add to, rather than 

diminish, their security.

States acting outside the rules

The international community has had success in recent decades in encouraging a 

number of states to renounce nuclear weapons and to join — or return to compliance 

with — the NPT (see box). These successes owe much to the fact that the NPT is almost 

universally accepted. However, the activities of North Korea and Iran — currently the 

states of greatest nuclear proliferation concern and the subject of continuing efforts to 

bring them into conformity with multilateral non-proliferation regimes5 — highlight the 

contemporary nuclear proliferation challenge of ensuring that NPT non-nuclear-weapon 

states adhere to their NPT obligations.

North Korea claimed in February 2005 that it had produced nuclear weapons. It is 

likely that North Korea has suffi cient fi ssile material for a small number of nuclear 

weapons. However, there is no conclusive evidence that North Korea has manufactured 

nuclear weapons.

In November 2003, the IAEA reported that Iran’s nuclear program consisted of 

“a practically complete front end of a nuclear fuel cycle including uranium mining and 

milling, conversion, enrichment, fuel fabrication, heavy water production, a light water 

reactor, a heavy water research reactor, and associated research and development 

facilities”.6 The IAEA said that, in pursuing these activities in secret, Iran had failed 

to meet its obligations under its safeguards agreement in many areas.7 In the same 

5  See Chapter Three.
6  See IAEA Director General Report No GOV/2003/75, 10 November 2003, Paragraph 45, 

<http://www.iaea.org/Publications/Documents/Board/2003/gov2003-75.pdf>.
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month, the IAEA Board of Governors adopted a resolution deploring Iran’s breaches of 

its obligations as an NPT member to declare fully the nature and extent of its nuclear 

activities over nearly two decades.8 These sensitive nuclear activities, which Iran has 

admitted conducting in secret over nearly two decades, have raised international 

concerns that it may be seeking to develop nuclear weapons. 

Iran has taken some steps to improve transparency. But its resumption of uranium 

conversion in August 2005 in defi ance of IAEA Board of Governors resolutions, its desire 

to retain uranium conversion and enrichment capabilities, and its lack of complete 

transparency about its sensitive nuclear activities (including plutonium separation in 

the 1990s) continue to undermine the credibility of its claims that its nuclear program is 

directed purely towards civil nuclear power generation.

The case of Iraq 

Despite joining the NPT as a non-nuclear-weapon state in 1970, Iraq ran a clandestine 

nuclear weapons program from the early 1970s. In the course of inspections in Iraq 

which followed the 1991 Gulf War, the IAEA’s Iraq Nuclear Verifi cation Offi ce found that, 

in violation of its NPT and IAEA safeguards obligations, Iraq had a “well funded” nuclear 

program “aimed at the indigenous development and exploitation of technologies for the 

production of weapons-grade nuclear material and production and manufacturing of 

nuclear weapons”.9 

Following Coalition military action in 2003 as a result of Iraq’s repeated violations of UN 

Security Council resolutions and refusal to cooperate fully with UN inspectors,10 the Iraq 

Survey Group reported in 2004 that Iraq’s nuclear program ended when dismantled by 

IAEA inspectors after the Gulf War in 1992. The Iraq Survey Group also found evidence 

that Saddam Hussein had nevertheless maintained the intention to rebuild Iraq’s nuclear 

capabilities when conditions were favourable, including once UN sanctions against Iraq 

were removed.11 The possibility of this intention being realised was eliminated with the 

removal of Saddam Hussein from power in 2003.

Chemical weapons proliferation

Chemical weapons can cause death, temporary incapacitation or permanent harm 

to humans or animals by the toxic effects of particular chemical agents dispersed by 

these weapons. These agents include lung irritants (such as chlorine and phosgene); 

blood agents (such as hydrogen cyanide) which kill by depriving the blood of oxygen; 

blistering agents (such as mustard agent) which cause blistering, conjunctivitis and 

7  Ibid, Paragraph 47.
8  IAEA Board of Governors, Resolution No GOV/2003/81 of 26 November 2003, Paragraph 2, 

<http://www.iaea.org/Publications/Documents/Board/2003/gov2003–81.pdf>.
9  See <http://www.iaea.org/OurWork/SV/Invo/factsheet.html>.
10 See box on “The Security Council and Iraq’s WMD”, Chapter Two.
11 Comprehensive Report of the Special Advisor to the Director of Central Intelligence 

on Iraq’s Weapons of Mass Destruction, 30 September 2004, Chapter 4, 
<http://www.cia.gov/cia/reports/iraq_wmd_2004/chap4.html>.
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lung damage; and nerve agents (such as sarin, tabun and VX) which attack the nervous 

system. Toxicity of chemical agents varies, but in optimal conditions the most lethal can 

kill large numbers of people in extremely small doses. 

Chemical weapons were most prominently used during the First World War, including 

against Australian soldiers in Western Europe. During the Iran-Iraq War from 1980 to 

1988, Iraq used mustard agent and tabun against Iranian troops. Iraq also employed 

chemical weapons against Iraqi Kurd civilians in 1988. Libya is widely believed to have 

used mustard agent against Chad in 1987.12 

Members of the 6th Australian Light Horse Regiment in line wearing gas helmets, Abasan, Egypt, 1917 
(Photo: AWM No. P00144.005)

International revulsion at the use of chemical weapons led most states to renounce 

chemical weapons during the course of the twentieth century. The pursuit and 

possession of chemical weapon capabilities by states is now considered to be 

unacceptable international behaviour. Nevertheless, chemical weapons proliferation 

remains a challenge.

Crude chemical agents, such as mustard agent, are not diffi cult to produce. However, 

states intent on acquiring and retaining chemical weapons have historically sought a 

chemical weapon capability which can infl ict mass casualties. This requires large scale 

chemical agent production and the means to weaponise and deliver chemical agents 

primarily as an aerosol. This in turn requires considerable expertise, technology, source 

materials and supporting infrastructure.

12  See <http://www.nti.org/e_research/profi les/Libya/index.html> and 
<http://www.defenselink.mil/pubs/prolif97/meafrica.html#libya>.
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All known production facilities which have supported state chemical weapon capabilities 

have been deactivated. Some states still hold stockpiles of chemical weapons which 

have been declared and are being destroyed in accordance with requirements under the 

Chemical Weapons Convention (CWC),13 which requires the complete elimination of all 

chemical weapon stockpiles by approved deadlines. The largest of these stockpiles are 

held by Russia and the United States (approximately 40 000 tonnes and 20 000 tonnes 

respectively at the end of 2004).14 India also has a signifi cant declared chemical weapon 

stockpile. Most recently, Albania and Libya declared chemical weapon capabilities 

in 2003 and subsequently initiated programs for their verifi able destruction. Declared 

stockpiles can pose a proliferation risk because weakened state infrastructure and 

security systems can potentially make them vulnerable to theft. 

Some states inadvertently retain old and undeclared stocks of chemical weapons, often 

as a result of being lost or incompletely destroyed many years ago. In May 2004, eleven 

Second World War-vintage chemical munitions — later found to contain no chemical 

agents — were dug up at a military site near Lithgow in New South Wales. In accordance 

with its international obligations, Australia declared the discovery, and the munitions 

were destroyed in June and October 2004 in consultation with the Organisation for the 

Prohibition of Chemical Weapons.

A few states are suspected of cheating on their CWC commitments by retaining 

undeclared chemical weapon programs and stockpiles. These states are able to do so in 

part because many of the chemicals used to produce chemical weapons are “dual use” 

— they are used widely in civil chemical industries but can also have military applications 

(see box). North Korea and Syria — two states which are not members of the CWC 

— are suspected of having sizeable chemical weapon programs and stockpiles. Australia 

assesses that no country in South–East Asia or the South Pacifi c now has chemical 

weapons, although old unusable chemical-fi lled munitions from past confl icts have been 

found in some countries.

Biological weapons proliferation

Biological weapons can kill and injure humans and animals, and damage or destroy 

plants and crops by exposing them to certain biological agents. These agents include 

pathogens (bacteria, viruses or fungi) which cause disease — such as anthrax, cholera, 

plague, smallpox, foot and mouth disease (FMD), karnal bunt and wheat stem rust, or 

toxins (poisonous but non-living chemical substances derived from living organisms) 

such as botulinum toxin and ricin. Thousands of pathogens and toxins occur naturally, 

but only a relatively small number have been used to make biological weapons.

13  See Chapter Two.
14  J Cirincione, J Wolfsthal and M Rajkumar, Deadly Arsenals: Nuclear, Biological, and Chemical Threats, 

Carnegie Endowment for International Peace, pp. 64, 122; US Army Chemical Materials Agency press 
release, “One Third of the Nation’s Chemical Agent Now Safely Destroyed”, 28 December 2004.
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THE CHALLENGE OF “DUAL USE”: WHAT DOES IT MEAN?

Many of the materials and much of the equipment used to make chemical, 

biological and nuclear weapons are vulnerable to misuse because they are dual 

use — i.e. in addition to having legitimate peaceful and commercial uses in the 

pharmaceutical, chemical, biotechnology, civil nuclear power industries and other 

high-tech industries, these same materials and equipment could be used in WMD 

programs. Many of them are traded widely and their misuse for military purposes 

can be hidden within ostensibly civil activities.

The term “dual use” embraces a wide range of goods and technology. In some 

cases dual-use items may be obvious. Helicopters and explosives, for instance, 

have clear commercial applications, but can also be used for military purposes. 

The dual-use nature of numerous other goods and technologies is less clear 

cut. Mass spectrometers, of which Australia is a leading producer, provide 

detailed analyses of a wide variety of materials and have a diverse range of uses, 

including in hospitals, the mining industry and in determining water quality. 

Many can also be used to measure the level of uranium enrichment for nuclear 

weapon programs. 

Sodium cyanide is a common industrial chemical with a range of commercial 

uses, including in the extraction of gold and silver from ore and the production 

of insecticides and fumigants. There is considerable trade in sodium cyanide, 

with Australia being a major exporter as well as domestic user in relation to 

gold mining.

Sodium cyanide can also be a precursor to tabun (a nerve agent used by Iraq 

in 1984 against Iranian forces), and to hydrogen cyanide and cyanogen chloride 

(a blood agent used during the First World War). Neither blood agent would be 

regarded as a viable military chemical weapon agent in current times, although 

adaptation for terrorist use is possible.

The potential health and economic impact of biological agents varies, but they may be 

more damaging than chemical agents — including because of the capacity of many to 

reproduce and spread beyond initial sites of infection. Although occurring naturally, the 

2001 FMD outbreak which caused signifi cant economic damage in the United Kingdom 

began at a single pig farm in North–East England.15

15  UK Department for Environment, Food & Rural Affairs, Foot and Mouth Disease in the United Kingdom: 
Report to the OIE. Part I: Great Britain, 2002. See also <https://web01.aphis.usda.gov/db/mtaddr.nsf/0/
c7cb73ecfc6564db85256bb2003f6c20/$FILE/OIE%20Report%20V8.doc>.



Australia’s role in fi ghting proliferation 19

Consulate General employee, Lakpa Sherpa, takes precautions sorting mail at Australia’s diplomatic mission 
in New York following a series of anthrax letter attacks in New York, October 2001 (Photo: DFAT).

Some pathogens can also withstand environmental extremes and survive for extended 

periods. Anthrax spores are known to persist in soil and water for many years and resist 

degradation by sunlight.16

During the Second World War, many countries, including Allied Nations, possessed 

offensive biological weapons capabilities. Japan is the only state known to have 

employed biological weapons in the modern era, when Japanese forces used 

weaponised agents for anthrax, cholera, plague, typhoid and other diseases against 

Chinese civilians and Allied prisoners of war before and during the Second World War.17 

As with chemical weapons, the pursuit and possession of biological weapon capabilities 

by states is now considered unacceptable international behaviour. Nonetheless, the 

manner in which biological weapons can be produced and the current limitations of the 

international regime governing biological weapons underline the contemporary challenge 

biological weapons still pose.

Under the Biological and Toxin Weapons Convention (BWC),18 states are permitted to 

maintain research programs for defence against biological weapons. These programs 

can pose a proliferation risk because they can be transformed quickly into offensive 

biological weapon programs. In addition, the rapid growth of the biotechnology industry 

has spread the technical capability for production of biological agents. General medical, 

16  US Army Medical Institute of Infectious Diseases, Fort Detrick, Maryland, USAMRIID’s Medical 
Management of Biological Casualties Handbook, 5th edition, 2004, p. 18. See also 
<http://www.usamriid.army.mil/education/bluebook.htm>.

17  See <http://www.fas.org/nuke/guide/japan/bw/> and 
<http://www.nti.org/e_research/profi les/Japan/index.html#2714>. 

18  See Chapter Two.
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veterinary and agricultural research can also be used to hide offensive programs. As a 

result, and without unilateral declarations by states or the type of coercive inspections 

which exposed Iraq’s biological weapon program after the 1991 Gulf War (see box), it is 

diffi cult to determine which states have offensive biological weapon programs.

Production of biological agents requires only a moderate level of technical expertise. 

For example, once a strain of anthrax agent is obtained or isolated, as often occurs 

in civil medical and veterinary research for the purposes of disease diagnosis, bulk 

quantities of the agent can be grown in civil fermenting facilities similar to those used in 

breweries. With the correct materials and the intent, many biotechnology laboratories 

could produce agents for biological weapons. 

While it is easy to produce many micro-organisms on a large scale in brewery-like 

facilities, a relatively high level of technical expertise is required to convert the resulting 

agents into suitable forms and to weaponise them. The effect of biological weapons is 

diffi cult to control, limiting their usefulness as battlefi eld weapons, although this would 

not be a consideration for terrorists. Naturally occurring and reasonably robust biological 

agents such as anthrax are of particular concern.

CHEATING ON BIOLOGICAL WEAPONS — TWO CASES: 

IRAQ AND THE SOVIET UNION

According to the United Nations Special Commission (UNSCOM), Iraq began 

biological weapon research in the early 1970s. By 1989, Iraq began full-scale 

production of biological warfare agents, and in early 1991 deployed weaponised 

biological warfare agents. Iraq acknowledged the existence of its biological 

weapons program only in 1995, when it declared it had produced thousands 

of litres of botulinum toxin, anthrax and afl atoxin, as well as weaponising and 

deploying biological warfare agents. Iraq claimed it had unilaterally destroyed 

its biological weapons and agents in 1991, after the Gulf War. Following its 

departure from Iraq in 1998 due to the Iraqi Government’s refusal to cooperate, 

UNSCOM reported it had “no confi dence that all bulk [biological warfare] agents 

have been destroyed; that no [biological warfare] munitions or weapons remain in 

Iraq; and that a [biological weapon] capability does not still exist in Iraq”.19 

Inspectors of the United Nations Monitoring, Verifi cation and Inspection 

Commission (UNMOVIC) entered Iraq in 2002, but Iraq did not cooperate 

fully on substantive issues (including those relating to biological weapons), as 

required by UN Security Council Resolution 1441. In its fi nal report before the 

Coalition military action in 2003, UNMOVIC noted that Iraq had still not given >

19  UNSCOM, Report No S/1999/94, 29 January 1999, Appendix III, <http://www.un.org/Depts/unscom/
s99-94.htm>.
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Ballistic missile proliferation

WMD can be delivered through a range of means — including aerial bombers, ground-

based artillery and potentially even suicide-bombers. The ballistic missile is a WMD 

delivery system particularly favoured by states. Ballistic missiles can deliver all forms 

of WMD — including nuclear, chemical and biological warheads — as well as high-

yield conventional warheads. They can penetrate national defences, hitting targets at 

extremely long range. Their high speed makes them very diffi cult to intercept. Australia’s 

cooperation with the United States on missile defence forms part of Australia’s response 

to the threat posed by ballistic missiles.23

Ballistic missiles are not universally banned and form a part of many states’ conventional 

defence planning. It is diffi cult to know how many ballistic missiles exist throughout 

the world, because of restrictions on information relating to national security and 

commercial confi dentiality. 

A number of states showed interest in developing ballistic missiles following the Second 

World War, but most of these programs failed due to a lack of technical capability. 

By 1975 only the United States, the Soviet Union, France, China and Israel were 

indigenously producing ballistic missiles. The number of states with ballistic missiles 

grew rapidly due to proliferation by the Soviet Union to its allies. The number of states 

with ballistic missiles peaked in the early 1990s. Since the late 1980s, several states 

“immediate, unconditional and active” cooperation.20 In 2004, the Iraq Survey 

Group found that despite its ratifi cation of the BWC in 1991 and its claims of 

unilateral destruction of its biological weapons and agents the same year, Iraq 

undertook actions between 1991 and 1996 which demonstrated an intention to 

“preserve its [biological weapon] capability and return to a steady, methodical 

progress toward a mature [biological weapon] program when and if the 

opportunity arose”.21 

The Soviet Union ratifi ed the BWC in 1975. In 1992, Russia publicly 

acknowledged that the Soviet Union had retained a biological weapon program 

up to its dissolution in 1991. Some sources have reported that this program led 

to an accidental anthrax outbreak in the central Russian city of Ekaterinburg 

(then Sverdlovsk) in 1979 which killed 64 people.22 The Russian Government 

ordered the program to be dismantled.

>

20  UNMOVIC, Report No S/2003/232, 28 February 2003, Paragraph 72, <http://www.un.org/Depts/
unmovic/new/documents/quarterly_reports/s-2003-232.pdf>.

21  Comprehensive Report of the Special Advisor to the Director of Central Intelligence on Iraq’s Weapons 
of Mass Destruction, Chapter 6, <http://www.cia.gov/cia/reports/iraq_wmd_2004/chap6.html>.

22  See <http://www.nti.org/f_wmd411/f1a4_2.html>.
23  See Chapter Five.
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Ballistic Missile Capabilities, 1972 
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Ballistic Missile Capabilities, 2005 
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have attained an indigenous production capability. A number of states now produce 

their own missiles, although most need to import components or materials from 

other states. 

According to published sources, eleven states currently possess medium-range 

(1 000–3 000 km), intermediate-range (3 000–5 500 km) and/or intercontinental 

(over 5 500 km) ballistic missiles, and at least another nineteen states possess only 

short-range (less than 1 000 km) ballistic missiles.24

A clear correlation has emerged between states of proliferation concern and those 

which seek ballistic missiles — a fact which argues strongly for measures to control their 

proliferation. Ballistic missiles are widely present in regions of instability — North–East 

Asia, South Asia and the Middle East. 

Most states which seek ballistic missile capabilities are unable to produce them 

independently, relying on assistance and technology acquired from other states. 

For this reason, clandestine transfers of missiles, missile components and related 

technology represent an increasing proliferation concern for Australia and the 

international community.

UNMANNED AERIAL VEHICLES

Unmanned aerial vehicles (UAVs) are pilotless aircraft, either remotely controlled 

or programmed to fl y autonomously, which have military utility for surveillance 

and weapons delivery. They were developed after the First World War and, 

with advances in technology, now range from the size of an insect to that of a 

commercial airliner. 

The Australian Defence Force has deployed surveillance UAVs in the Solomon 

Islands to determine in advance the safety of the environment in which Australian 

police were to operate.

The advantages of UAVs also make them a potential security threat. They have 

been described as the “poor person’s missile”, offering a cheaper option for 

delivery of weapons than conventional missile technology, especially given 

the commercial availability of small kit aircraft. They also have the potential to 

disperse chemical or biological agents across a wide area, although they have a 

limited payload capacity, and often cannot be detected by military radar.

UAVs have legitimate civilian uses, such as inspecting powerlines, for search 

and rescue or obtaining aerial scenes for fi lm producers, journalists or the 

tourism industry. As with all dual-use technology, these applications need to be 

considered when controls are placed on the proliferation of this technology.

24  J Cirincione, J Wolfsthal and M Rajkumar, Deadly Arsenals: Nuclear, Biological, and Chemical 
Threats, Carnegie Endowment for International Peace, 2005, p. 15; see also <http://www.
carnegieendowment.org/fi les/DeadlyII.Ch01.FINAL.pdf>. A Feickert, Missile Survey: Ballistic and Cruise 
Missiles of Selected Foreign Countries, Congressional Research Service, July 2005, p. 7; see also 
<http://www.fas.org/sgp/crs/weapons/RL30427.pdf>. 
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Cruise missiles

Cruise missiles are different from ballistic missiles in a number of important respects. 

They are cheaper to produce, can be more readily re-directed once launched, and 

rely on aerodynamic lift (like an aeroplane) for most of their fl ight, rather than rocket 

propulsion. Cruise missiles can be launched from aircraft, ships, submarines and even 

trucks. While slower than ballistic missiles and therefore easier to intercept, they stay in 

the atmosphere and can fl y at low altitudes to avoid detection by early warning radars. 

Like ballistic missiles, cruise missiles form a legitimate part of many states’ conventional 

defence planning. They are a cost-effective way of penetrating national defences, and 

can deliver all forms of WMD as well as conventional warheads. A number of the NWS 

deploy cruise missiles with nuclear warheads. A new generation of stealthy cruise missile 

is presently being developed in a number of countries.

WMD proliferation and terrorism

The sarin gas attacks in the Tokyo subway in 1995 and anthrax letter attacks in the 

United States in 2001 demonstrated the stark reality that materials for WMD can fall into 

the hands of non-state actors with deadly effect. The fact that WMD-related materials, 

technology and expertise have become increasingly available in our globalised age 

intersects ominously with another contemporary reality — the grave threat posed by 

transnational terrorists prepared to use violence on a previously unknown scale.

The risk of WMD being acquired by terrorists is hard to quantify. Terrorists are not 

accountable to international arms control agreements, nor can their procurement efforts 

be monitored easily. Their activities are much less visible than those of states — even 

states of proliferation concern which have to varying degrees successfully concealed 

their WMD programs from international scrutiny.

Al Qaida leader Usama Bin Laden in Southern Afghanistan (Photo: EPA/AAP)
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While the great majority of terrorist attacks will continue to use conventional explosives 

and weapons, we do know that transnational terrorist groups — notably Al Qaida 

— have expressed interest in and preparedness to use WMD. There is strong evidence 

that several such groups have actively sought to acquire WMD capability. The 

9/11 Commission reported that Al Qaida had been pursuing an anthrax program in 

Afghanistan in 2001.25 In 2004, the Jordanian Government foiled a plot by a terrorist 

cell linked to the Al Zarqawi network to launch an attack involving toxic chemicals and 

explosive devices in Amman.26 The discovery of a rudimentary chemical and biological 

manual in a Jemaah Islamiyah safe-house in the Philippines in 2003 shows that terrorists 

in our own region share these ambitions.27

This new breed of terrorist is intent on wreaking as much physical, economic and 

psychological damage as possible. Unlike states, terrorist groups like Al Qaida cannot 

be constrained in their actions by negotiation or threats of retaliation. It is imperative, 

therefore, that the international community works to arrest the risk of a terrorist attack 

using WMD. Responses need to anticipate and address the various means by which 

terrorists could acquire or develop WMD.

Thankfully, the technology and infrastructure required for developing nuclear weapons 

are well beyond the reach of terrorists. Similarly, few terrorist groups are at present 

suffi ciently well resourced to master technologically complex processes for weaponising 

chemical and biological agents effectively. Accordingly, options most likely to be 

pursued are based on theft from existing WMD stocks, purchase from or supply by 

WMD possessors (none of which would be straightforward), or development of crude or 

improvised chemical, biological and radiological devices.

The high security surrounding nuclear weapons arsenals mitigates against the possibility 

of terrorists stealing ready-made weapons. However, instances of theft of radioactive 

sources (as opposed to nuclear materials) have increased considerably over recent 

years, especially in Russia. The placing of caesium-137 by Chechen terrorists in a 

Moscow park in 199528 highlighted the possible dangers posed by inadequate security 

at sensitive facilities in the former Soviet republics. Such material could be used to 

construct radiological weapons or dispersal devices (see box). Given tight controls on 

chemicals which can be used to produce WMD, terrorists are also more likely to turn to 

commercially available toxic industrial chemicals to make crude devices, sourcing and 

potentially using them domestically to avoid scrutiny at borders.

25  The 9/11 Commission Report, p. 151, <http://www.9–11commission.gov/report/911Report.pdf>. 
26  See Jordanian King Abdullah II, press release, “King Voices Pride in Intelligence and Public 

Security Departments Efforts”, 13 April 2004, <http://www.kingabdullah.jo/news/details.php?kn_
serial=2005&menu_id=26&lang_hmka1=>. 
See also <http://news.bbc.co.uk/2/hi/middle_east/3635381.stm>.

27  See <http://www.abc.net.au/lateline/content/2004/s1190177.htm>.
28  See <http://www.iaea.org/NewsCenter/PressReleases/2002/prn0209.shtml>.
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While crude chemical and biological weapons and radiological weapons are unlikely to 

present a risk of mass casualties, they could spread mass panic and have a signifi cant 

economic impact if used in densely populated areas. Preying on deep-seated public 

fears of radioactivity and disease, they stand to have a disproportionate psychological 

impact on civilian populations. Similar motivations might lead terrorists towards using 

conventional means to attack nuclear and chemical manufacturing facilities.

RADIOLOGICAL WEAPONS OR “DIRTY BOMBS”

Radioactive sources are used widely throughout the world, including Australia, 

for a wide range of peaceful purposes. While they cannot be developed into 

nuclear weapons, a small proportion of radioactive sources could be attached to 

conventional explosive devices to create radiological weapons or “dirty bombs”.

Australia has strong domestic measures to secure its radioactive sources. 

Protection of radioactive sources throughout the world is improving. However, 

the application of strengthened IAEA standards to protect radioactive sources 

is not yet universal. According to IAEA fi gures,29 there were over 400 reports of 

confi rmed incidents of unauthorised movement or uncontrolled possession of 

radioactive sources (as opposed to nuclear materials) between 1993 and 2004. 

In the vast majority of incidents, the sources were too weak to cause serious 

health problems.

The threat posed by dirty bombs should not be overstated. Dirty bombs have 

never been used. Because dirty bombs seek to disperse radioactive material 

— rather than relying on nuclear chain reactions — these weapons should not 

be confused with highly destructive nuclear weapons. Their effect, both from 

the initial explosion and dispersal of radioactive material, would be localised. 

Nevertheless, depending on the design and size of the weapon and the 

radioactivity of the source used, the economic cost of decontamination could 

be substantial. 

The Australasian Radiation Protection Society has assessed that beyond the 

initial explosion, the greatest impact from the detonation of a dirty bomb would 

not be radiation-related health problems, but indirect psychological effects 

— including “uncontrolled panic”.30 Because of their economic and psychological 

effect, dirty bombs may still be attractive to terrorists and therefore pose 

a challenge. 

29  See <http://www.iaea.org/NewsCenter/Features/RadSources/Fact_Figures.html> and <http://www.iaea. 
org/NewsCenter/Features/RadSources/fact_fi gures2004.pdf>.

30  See <http://www.arps.org.au/Dirty_Bombs.htm>.
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Secondary proliferation and trade diversion

Several states which were once recipients of WMD-related technologies and materials 

are now themselves sources of these same technologies to other countries of 

proliferation concern. The ability and willingness of these states, or individuals therein, 

to export WMD-related technologies and materials — known as secondary proliferation 

— to other states outside of, or in non-compliance with, international non-proliferation 

rules is a serious threat. Secondary proliferation demonstrates that the free movement 

of goods, individuals and knowledge — the positive products of globalisation which are 

essential to economic growth — can be misused. 

THE KHAN NETWORK

The seizure in October 2003 of the German-owned 

cargo vessel BBC China, which was carrying container 

loads of centrifuge parts (used to enrich uranium) 

bound for Libya’s nuclear program, led to the exposure 

of the extensive nuclear black market network 

operated by Pakistani engineer Dr Abdul Qadeer Khan. 

Khan — a key fi gure in Pakistan’s nuclear program 

— used the access he obtained from his senior 

position to build a global proliferation network which 

traded for profi t in nuclear technologies and know-how 

with states of proliferation concern. The Khan network 

exploited weak enforcement of export controls in 

several states and revealed the increasingly devious 

and sophisticated methods being used by proliferators. 

Khan’s network is believed to have sourced nuclear components from up to 

30 companies in 12 countries, including in Europe and South–East Asia.

Libya renounced its WMD program shortly after the seizure of the BBC China. 

Libya’s subsequent admissions concerning its procurement activities provided 

clear cut evidence against Khan and his network. Saif Qadhafi , son of the Libyan 

President, admitted that Libya had paid “millions of pounds” to purchase nuclear 

technologies from the Khan network.31 Investigations into the extent of Khan’s 

trade with North Korea, Iran and possible other recipients are continuing.32 

31  See <http://www.nti.org/d_newswire/issues/2004_1_5.html#370D78D5>.
32  See also DE Sanger, “The Khan Network”, paper presented at the Conference on South Asia and the 

Nuclear Future, Stanford University, 4–5 June 2004, <http://iis-db.stanford.edu/evnts/3889/Khan_
network-paper.pdf>.

Dr Abdul Qadeer Khan 
(Photo:AP/AAP)
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Brokers or distributors, in the form of front companies and intermediaries, are sometimes 

used to hide the true fi nal destination and end-use of exports destined for use in a WMD 

program and to avoid domestic controls intended to prevent such exports. Transhipment 

(when goods are transferred at port from one transport vehicle to another) is also used to 

conceal fi nal destinations. Re-export of goods received in one country then exported to 

a third country is also a widely used diversionary tactic. 

Secondary proliferation compounds the risks of terrorists acquiring WMD. While the 

Khan nuclear procurement network (see box) assisted state nuclear programs, it is not 

diffi cult to imagine a situation in which former WMD scientists might seek to profi t from 

terrorist interest in acquiring WMD.

RE-EXPORT OF DUAL-USE CHEMICALS: A RECENT CASE STUDY

On 8 August 2003 the Be Gae Bong, a North Korean cargo ship, was intercepted 

by customs offi cials while transiting the Kaohsiung port in Taiwan. The ship was 

discovered to be carrying 158 drums of phosphorus pentasulfi de — a dual-use 

chemical which can be used in the production of the deadly nerve agent VX.33 

The shipment originated in Italy where it had received an export licence for 

shipment to Bangkok. The importer in Bangkok then re-exported the goods to 

North Korea via Taiwan: at the time, Thailand did not apply export requirements 

on phosphorus pentasulfi de. Upon receipt of information on the shipment, 

Taiwanese customs offi cials were able to seize the cargo on the basis of Taiwan’s 

export control laws applying to the transit of WMD-related materials.34

33  See <http://www.nti.org/d_newswire/issues/newswires/2003_8_13.html>.
34  See <http://www.taipeitimes.com/News/taiwan/archives/2003/08/13/2003063425/>.
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GLOBAL WMD DISARMAMENT AND 
NON-PROLIFERATION ARCHITECTURE

Australia has over many years invested considerable effort in the development and 

maintenance of global WMD non-proliferation and disarmament norms. These norms are 

the internationally accepted standards of behaviour embodied in the main international 

treaties on WMD, their verifi cation mechanisms and various bilateral, regional and 

multilateral measures supporting the main treaties. Neither these nor the other elements 

of the global non-proliferation and disarmament architecture stand alone. Rather, they 

comprise a system of interlocking and mutually reinforcing parts.

The global WMD non-proliferation architecture was developed to prevent proliferation 

by states but to a large extent is also useful in preventing terrorist acquisition of WMD. 

The existing regimes have already turned their attention to ways in which they can work 

better to prevent terrorists acquiring WMD. 

Nuclear non-proliferation

The objectives of the Treaty on the Non-Proliferation of Nuclear Weapons (NPT) are: 

to prevent the spread of nuclear weapons; advance and eventually achieve nuclear 

disarmament; and facilitate the peaceful uses of nuclear energy. Despite changed 

international political and strategic circumstances since its entry into force in 1970, the 

NPT remains the keystone of the international system of treaties and other arrangements 

making up the nuclear non-proliferation regime. 

The NPT contains some important bargains. The fi ve nuclear-weapon states (the 

United States, Russia, the United Kingdom, France and China) and all NPT parties 

have committed to work to reduce and ultimately eliminate nuclear weapons. In 

return, non-nuclear-weapon states forswear nuclear weapons and accept application 

of International Atomic Energy Agency (IAEA) safeguards to verify this commitment. 

Non-nuclear-weapon states also receive undertakings on facilitating access to the 

peaceful uses of nuclear energy. 

The NPT should not be seen as simply a two-way bargain between the non-nuclear-

weapon states and the nuclear-weapon states. In fact, it is a three-way bargain. 

The commitment non-nuclear-weapon states give to their fellow non-nuclear-weapon 

states — that they will not acquire or develop nuclear weapons — is an essential part 

of the NPT. 

Australia signed the NPT in 1970 and ratifi ed it in 1973. In the 1950s and 1960s prior 

to the NPT, Australia was one of a number of countries which had not expressly ruled 

out the option of developing nuclear weapons. An important factor in Australia deciding 

against the nuclear weapons option was the strong support the NPT was attracting. 

In its decision that Australia sign the NPT, the Cabinet of then Prime Minister John 

Gorton noted that “failure by Australia to sign could lead to reactions internationally 
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which could be adverse to Australia’s interests”. Cabinet also confi rmed its “opposition 

to the proliferation of nuclear weapons and its support for an effective treaty”.35 

The NPT serves important Australian national security interests. The Treaty has 

established nuclear non-proliferation as a global norm. In our immediate region the 

NPT helps keep the South–East Asian region free of nuclear proliferation, avoiding 

destabilising and economically draining arms races. The Treaty is also crucial to 

continued progress on nuclear disarmament — it is the only global treaty dedicated 

to the containment of nuclear weapons and their eventual elimination. The assurance 

provided by the NPT and IAEA safeguards that states’ nuclear activities are peaceful 

provides the foundation for responsible trade and cooperation in the peaceful uses of 

nuclear energy, including Australia’s uranium exports. 

Then Australian Ambassador to the United States, Sir Keith Waller, signs the Nuclear Non-Proliferation 
Treaty for Australia at the US Department of State in February 1970. The United States is one of three 
NPT depository states (Photo: Robert H McNeill, US Department of State).

In the 1960s, it was widely feared that nuclear proliferation was inevitable and there 

could be as many as 25 nuclear-armed states by the 1990s. Instead, today there are 

fewer than ten states which possess or claim to possess nuclear weapons.36 This 

situation is clearly not ideal but is very much better than if there had been no NPT. 

35  Third Gorton Ministry Cabinet Decision 141, 18 February 1970.
36  See Chapter One.
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The NPT has come under serious challenge in recent years. That some states have been 

able to pursue clandestine nuclear programs while party to the NPT, and subject to IAEA 

safeguards, indicates clear weaknesses in the verifi cation mechanism to ensure states 

are adhering to their NPT obligations. 

These proliferation cases also underscore the dangers of inadequate controls on 

international trade and technology transfers, and the challenge to NPT objectives posed 

by the spread of sensitive nuclear technology which can be used both to produce fuel 

for peaceful nuclear applications such as nuclear power and the fi ssile nuclear material 

needed to make weapons. North Korea’s announced withdrawal from the NPT in 2003 

brought to the fore the risk of states acquiring sensitive nuclear technology on the basis 

of being an NPT member and for ostensibly peaceful use, and subsequently withdrawing 

from the NPT to pursue nuclear weapons. 

NPT parties meet every fi ve years to review the operation of the Treaty, most recently in 

May 2005 in New York. Australia has been a strong contributor at all review conferences 

which we have used to pursue strengthened operation of the Treaty. We played a 

substantial role at the 1995 NPT Review and Extension Conference which took the 

crucial decision to extend the NPT indefi nitely following its initial 25-year duration. 

In his address to the 2005 NPT Review Conference 

Mr Downer said “no multilateral treaty has 

done as much to strengthen our collective and 

national security as the NPT in its 35 years” but 

warned that “if the NPT is to continue serving 

our interests well, this Review Conference must 

tackle the serious challenges we now face”.37 

Australia was disappointed that the 2005 NPT 

Review Conference could not reach consensus on 

measures to strengthen the Treaty. We worked hard 

to fi nd common ground with others on key issues 

including nuclear disarmament, nuclear safeguards 

and peaceful uses issues, and greater disincentives 

to NPT withdrawal.38 

The NPT’s disarmament, non-proliferation and peaceful uses objectives are closely 

inter-related but movement on nuclear disarmament or other issues cannot be made a 

precondition for improvements to the non-proliferation regime. To do so would put at 

risk the essential security benefi t all NPT parties derive from assurances that nuclear 

programs in non-nuclear-weapon states are peaceful. 

37  A Downer, Minister for Foreign Affairs, Statement at Seventh Nuclear Non-Proliferation Treaty Review  
Conference, New York, 2 May 2005, <http://www.foreignminister.gov.au/speeches/2005/050502_7th_
nuclear_conference.html>.

38  See <http://www.dfat.gov.au/security/npt.html> and <http://www.un.org/events/npt2005/documents.
html> for Australian statements at the 2005 NPT Review Conference and working papers submitted by 
Australia. 

Mr Downer, Minister for Foreign Affairs, 
addresses the NPT Review Conference 
at the UN headquarters in New York, 
May 2005 (Photo: AP/AAP).
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SAFEGUARDS AND THE IAEA

The IAEA is an independent inter-governmental organisation within the United 

Nations and functions as the world’s “nuclear inspector”. The IAEA safeguards 

nuclear material and activities under agreements with more than 140 states. 

More than 900 facilities around the world are under IAEA safeguards. 

Safeguards may be described as a system of technical measures — including 

inspections, measurements and information analysis — to verify the performance 

of legal commitments, namely, commitments given by states under the NPT 

and related international agreements to use nuclear materials and facilities for 

exclusively peaceful purposes. Non-nuclear-weapon states party to the NPT 

undertake to accept IAEA safeguards on all present and future nuclear activity. 

In the nuclear-weapon states, safeguards are applied to specifi ed materials 

and facilities. 

The objectives of IAEA comprehensive safeguards are to: determine whether 

nuclear material is being diverted from peaceful nuclear activities to manufacture 

nuclear weapons or other nuclear explosive devices, or for unknown purposes; 

deter such diversion by the risk of early detection; and detect undeclared nuclear 

material and activities in a state. 

The implementation of an Additional Protocol in a state signifi cantly strengthens 

the IAEA’s capacity to detect undeclared nuclear material and activities. 

IAEA safeguards

An important maxim of international arms control is to “trust but verify”. In the NPT’s 

case verifi cation is provided by the IAEA safeguards system (see box). 

Credible IAEA safeguards allow non-nuclear-weapon states to demonstrate to 

their neighbours, and indeed the whole international community, that their nuclear 

programs are for peaceful purposes only. This assurance is an important component of 

international security. 

Weaknesses in IAEA safeguards are being remedied through the IAEA’s strengthened 

safeguards system, in particular the Additional Protocol to IAEA safeguards agreements, 

which extends and improves the IAEA’s inspection, information and access rights. 

The Additional Protocol was developed following the revelation of Iraq’s clandestine 

nuclear weapons program in the 1990s. The strengthened safeguards system enables 

the IAEA to provide assurance not only that declared nuclear activity is peaceful but also 

on the absence of undeclared nuclear materials and activities.39 

39  Information on states which have signed or ratifi ed the Additional Protocol can be found at <http://www.
iaea.org/OurWork/SV/Safeguards/sg_protocol.html>. 
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Australia has played a leading role in developing the strengthened safeguards system 

and in 1997 was the fi rst country to conclude an Additional Protocol with the IAEA. 

We announced in May 2005 our intention to make the Additional Protocol a condition 

for the supply of Australian uranium to non-nuclear-weapon states — the fi rst country to 

do so.40 We urge all nuclear suppliers to apply a similar requirement. Australia is working 

with the IAEA and other countries to increase the number of Additional Protocols in 

force, in particular through assistance to states in our region. 

Australia’s contribution to the IAEA 

Australia has been a member of the IAEA’s Board of Governors continuously since the 

Agency’s inception in 1957. We hold one of the designated Board seats (meaning it is 

not subject to election) on the basis of the advanced state of Australian nuclear science 

and technology and our position as a major uranium exporter. 

The Board is the principal executive body of the IAEA, so continued occupancy of 

a designated seat is an important element in the Government’s strategy for pursuing 

our objectives in the Agency. Australia is prominent in many key areas of the Agency’s 

work including as a leading advocate of a fi rm and consistent stand against non-

compliance by NPT members with IAEA safeguards obligations. We contribute by 

participating in nearly all of the IAEA’s main advisory groups including: the Standing 

Advisory Group on Safeguards Implementation; the Standing Advisory Group on Nuclear 

Applications; the Commission on Safety Standards; and the Standing Advisory Group 

on Technical Cooperation.

Australia’s contribution to the work of the IAEA draws heavily on our expertise and 

international standing in the area of uranium mining and nuclear technology, including 

the state-of-the-art research reactor currently under construction at Lucas Heights. 

40  Refer to Chapter Five for information on Australian uranium exports.

The IAEA’s Standing Advisory Group 
on Safeguards Implementation. The 
Chair of the Group, Director General of 
ASNO, Mr John Carlson, is seated centre 
(Photo: ASNO).
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Australia has the 10th largest assessed contribution to the IAEA’s regular budget, 

providing $6.67 million in 2005. We provided an additional $2 million for technical 

cooperation in 2004 and contribute extra-budgetary funding for the IAEA’s regional 

technical cooperation program for the Asia–Pacifi c region. 

IAEA safeguards are an essential element of the nuclear non-proliferation regime but are 

by no means the only barrier against nuclear proliferation. 

The Comprehensive Nuclear-Test-Ban Treaty 

The Comprehensive Nuclear-Test-Ban Treaty (CTBT) reinforces other elements of the 

nuclear non-proliferation regime by banning all nuclear explosions. By September 2005, 

the CTBT had been signed by 175 countries and ratifi ed by 124. This strong support 

confi rms the importance the international community places on the norm against 

nuclear testing established by the CTBT. However, 44 specifi ed countries must ratify the 

CTBT to trigger its entry into force. Of the 44, 33 (including Australia) had ratifi ed as at 

September 2005. 

All fi ve nuclear weapon states have signed the CTBT, although China and the United 

States are yet to ratify. Australia continues to work through diplomatic channels to 

achieve CTBT entry into force. We have also worked to register with the United States, 

China and the three nuclear-capable states (India, Pakistan and Israel) that they must 

maintain moratoria on nuclear explosive testing pending CTBT entry into force. Israel has 

signed but not yet ratifi ed the CTBT. India and Pakistan have neither signed nor ratifi ed. 

While the United States has stated it does not intend ratifying the CTBT,41 it continues 

to support the development of the primary CTBT verifi cation mechanism — the 

International Monitoring System (IMS) — and currently contributes 22.3 per cent 

(US$9.47 million) of the total IMS budget. The United States also continues to observe 

a nuclear testing moratorium which is an important factor to ensure other states do not 

resume testing.

The CTBT permits “stockpile stewardship” activities such as sub-critical experiments 

and computer simulations to enable nuclear weapon states to maintain confi dence in the 

safety and reliability of their nuclear deterrent. 

41  US Department of State, Bureau of Arms Control, Article VI of the Non-Proliferation Treaty, 2005, 
stated that “the United States continues to observe a nuclear testing moratorium and encourages other 
states not to test” and that “The United States does not support the Comprehensive Test Ban Treaty 
(CTBT) and will not become a Party to it, but does support the work of the CTBT Organization (CTBTO) 
Preparatory Commission and its Provisional Technical Secretariat with respect to the International 
Monitoring System (IMS)”. 



38 Australia’s role in fi ghting proliferation

Detecting a nuclear test (AAP)
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THE CTBT: AUSTRALIA’S ROLE 

Action against nuclear weapons testing has been an important part of Australian 

foreign policy for many years. Australia was one of the fi rst non-nuclear-weapon 

states to ratify the 1963 Partial Test Ban Treaty (a major step towards the CTBT, 

which banned all nuclear testing in the atmosphere, in outer space and under 

water). We have strongly opposed testing in our own region, including in 

the Pacifi c. 

The “rolling text” used as the basis for the CTBT negotiations in the Conference 

on Disarmament (CD) was in large part based on elements Australia tabled in 

1994. When the CTBT could not overcome the fi nal hurdle of being adopted 

in the CD, Mr Downer led international action in taking the treaty to the United 

Nations in New York in 1996, where an overwhelming majority of countries 

adopted it.42 

Australia continues to work for the CTBT’s entry into force. Australia, Mexico and 

New Zealand put forward a resolution on the CTBT at the UN General Assembly 

every year. In September 2005 Mr Downer chaired a conference of CTBT States 

Parties on ways to accelerate CTBT entry into force.

Australia is making a signifi cant contribution to the establishment of the 

IMS to verify that CTBT States Parties comply with their commitments. 

The IMS comprises a global network of 321 monitoring stations supported by 

16 laboratories. More than half of the IMS facilities are now operational. Australia 

will host 21 IMS facilities, the third largest number of any country (after the United 

States and Russia). Australia also contributes actively to the development of 

on-site inspection arrangements which will permit events of concern identifi ed 

by the IMS to be investigated more closely. 

42  UN General Assembly Resolution 50/245 of 10 September 1996.

Mr Downer, Minister for 
Foreign Affairs, opens 
the Cape Leeuwin CTBT 
monitoring station in 
Western Australia, 
2002, with Dr Wolfgang 
Hoffmann, then 
Executive Secretary of 
the CTBTO Preparatory 
Commission 
(Photo: ASNO).
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Fissile Material Cut-off Treaty

For Australia, negotiation of a Fissile Material Cut-off Treaty (FMCT) is a priority. Fissile 

material (highly enriched uranium and plutonium) is the central component to the 

manufacture of nuclear weapons. By further tightening international controls on such 

material, an FMCT would reduce the risk of leakage of fi ssile material to proliferators or 

terrorists. Capping the amount of fi ssile material available for nuclear weapons through 

an FMCT would also buttress nuclear disarmament gains made to date. An FMCT 

would usefully complement the CTBT. While the CTBT impedes development of nuclear 

weapons by preventing testing, an FMCT would impose a quantitative limit on the 

amount of fi ssile material available for weapons use. 

Australia is concerned that a start to FMCT negotiations remains blocked by the 

deadlock in the Conference on Disarmament over other aspects of the CD work 

program. Pending the start of FMCT negotiations, we have been an active participant in 

informal fora on issues the FMCT would need to cover, including developing a possible 

verifi cation approach. 

Australia’s position is that to be effective and credible the FMCT should include 

appropriate measures to verify that FMCT members are complying with their obligations. 

For Australia, the fi rst priority is to start, without preconditions, negotiation of the FMCT 

to end the production of fi ssile material for nuclear weapons. Verifi cation measures could 

be the subject of subsequent negotiations. 

Better controls on the spread of sensitive nuclear technology

Continuing doubts about the motives for Iran’s pursuit of uranium enrichment have 

triggered renewed attention to the long-recognised need for stronger international 

controls to limit the spread of proliferation-sensitive nuclear technology. 

The issue of improving controls on sensitive nuclear technology is being pursued across 

a broad range of fronts. The IAEA Director General established an expert group to look 

at ways to strengthen controls in this area in 2004.43 The United States is pursuing 

proposals President Bush made in February 2004 on tighter controls on sensitive nuclear 

technology, including access to nuclear fuel for states which forego enrichment and 

reprocessing.44 The Group of Eight (G8) major industrialised countries and the main 

nuclear export control body, the Nuclear Suppliers Group (NSG),45 are also working to 

improve controls on sensitive nuclear technology. 

Australia is an active participant in international dialogue on sensitive technology issues. 

We support development of a new framework to limit the spread of sensitive nuclear 

technology while respecting the rights of NPT parties to peaceful nuclear energy. 

43  The expert group’s report is at <http://www.iaea.org/NewsCenter/News/2005/fuelcycle.html>.
44  President Bush’s proposals are outlined in a speech at the National Defense University on 11 February 

2004, available at <http://www.whitehouse.gov/news/releases/2004/02/20040211-4.html>.
45  Refer to Chapter Four for details on the Nuclear Suppliers Group.



Australia’s role in fi ghting proliferation 41

Such an approach could include: enhanced controls on the supply of sensitive nuclear 

technology; strengthened verifi cation and detection in states with such technologies; and 

internationally guaranteed measures to ensure reliable access to fuel for civil reactors by 

states that forego enrichment and reprocessing. An Australian expert participated in the 

fi rst phase of the IAEA Director General’s expert group, and the Australian-coordinated 

G-10 group of countries tabled a working paper on sensitive nuclear technology issues 

at the 2005 NPT Review Conference.46 In the NSG, we are working for adoption of 

agreed criteria, including strict non-proliferation measures which recipient states would 

need to meet before any supplier would transfer sensitive nuclear technology. 

Stronger nuclear security 

Strong physical security of nuclear and other radioactive materials and at nuclear 

facilities is essential to protecting against nuclear and radiological terrorism. The IAEA 

makes a crucial contribution in this area and in March 2002 approved an action plan 

designed to upgrade worldwide protection against acts of terrorism involving nuclear and 

other radioactive materials. Australia was one of the fi rst countries to contribute to the 

IAEA’s Nuclear Security Fund set up to support the action plan. IAEA activities include 

provision of advice and technical assistance in areas such as protection of nuclear and 

other radioactive materials from theft or diversion, protecting nuclear installations and 

transport against sabotage and other malicious acts, and combating illicit traffi cking in 

nuclear and other radioactive materials. 

We are a strong advocate for the Convention on the Physical Protection of Nuclear 

Material (CPPNM) which seeks to prevent illicit traffi cking of nuclear materials and the 

acquisition of nuclear material by terrorists. Australia chaired the main committee at 

the July 2005 Diplomatic Conference to amend the CPPNM to extend its application. 

In addition to specifying a control and protection regime for nuclear material in 

international transport, the amended CPPNM applies also to domestic use, storage 

and transport, and criminalises, inter alia, sabotage of nuclear facilities and traffi cking, 

thereby signifi cantly strengthening global nuclear security. We are increasing our efforts 

to encourage countries in our region to accede to the amended CPPNM. 

Another priority for Australia is enhanced security of radioactive sources. In 2003, 

Australia chaired negotiations in the IAEA which developed the Code of Conduct on 

the Safety and Security of Radioactive Sources, establishing international best practice 

standards in this area. Australia has urged all countries to implement the Code. In light 

of increased concern about radiological terrorism, Australia is working domestically 

and with regional countries to improve and strengthen regulatory controls on 

radioactive sources. 

46  The Vienna based G-10 comprises ten strong NPT supporters which take a special interest in NPT 
safeguards and peaceful uses of nuclear energy issues. G-10 members are Australia, Austria, Canada, 
Denmark, Hungary, Ireland, the Netherlands, New Zealand, Norway and Sweden. The G-10 paper on 
sensitive nuclear technology issues can be found at: <http://daccessdds.un.org/doc/UNDOC/GEN/
N05/324/78/PDF/N0532478.pdf?OpenElement>.
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Strengthening of regional defences against nuclear and radiological terrorism was a 

key objective at the ministerial-level Asia–Pacifi c Nuclear Safeguards and Security 

Conference Australia hosted in November 2004. Mr Downer’s speech at the conference 

underlined Australia’s commitment to promote the highest international standards of 

nuclear security and work with countries in the region to combat the threat of nuclear 

and radiological terrorism.47 

Australia welcomes the recent conclusion of the United Nations Convention for the 

Suppression of Acts of Nuclear Terrorism as an important addition to the twelve 

existing sectoral counter-terrorism treaties. We look forward to becoming a party to 

this Convention at the earliest possible opportunity. 

Nuclear Weapon Free Zones 

Australia has been a longstanding supporter of the creation of nuclear weapon 

free zones (NWFZs) as a means of enhancing regional security and reinforcing the 

global nuclear non-proliferation regime based on the NPT. NWFZs contain a more 

comprehensive commitment to forgo nuclear weapons than the NPT: not only do the 

parties reject the acquisition or use of nuclear weapons themselves, but they also 

preclude others from producing, storing, installing, testing or deploying nuclear weapons 

on their territories. The 1961 Antarctic Treaty was the fi rst NWFZ. Among its provisions 

the Treaty provides that Antarctica shall be used for peaceful purposes only and prohibits 

nuclear explosions and radioactive waste disposal in Antarctica. Australia ratifi ed the 

Treaty in 1961.

NWFZs are also important as a vehicle for the nuclear-weapon states to provide binding 

negative security assurances to non-nuclear-weapon states in those zones. Negative 

security assurances provided under NWFZs are assurances given by the nuclear-weapon 

states not to use or threaten to use nuclear weapons against NWFZ parties. 

Australia played a leading role in establishing the 1986 South Pacifi c Nuclear Free Zone 

(Treaty of Rarotonga) which we ratifi ed in the same year and continue to support fully. 

The South–East Asia Nuclear Weapon Free Zone (established by the Treaty of Bangkok) 

entered into force in 1997 covering countries in South–East Asia. 

Chemical weapons non-proliferation

The use of chemical weapons during the First World War led to the negotiation in 1925 of 

the Geneva Protocol48 which prohibited the use of chemical weapons but did not prohibit 

their acquisition or stockpiling. It was this omission which permitted states to continue to 

develop chemical weapons programs legally. 

47  A Downer, Minister for Foreign Affairs, “Protecting against nuclear and radiological terrorism: a 
comprehensive approach”, speech at the Asia–Pacifi c Nuclear Safeguards and Security Conference, 8 
November 2004, <http://www.foreignminister.gov.au/speeches/2004/041108_nuclear_safeguards_and_
security.html>.

48  The Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or other Gases and of 
Bacteriological Methods of Warfare, which opened for signature in 1925.
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The international reaction to Iraq’s use of 

chemical weapons in the 1980s created 

impetus to move forward with long-stalled 

negotiations for an international treaty 

stronger than the Geneva Protocol to ban 

chemical weapons. The discovery that Iraq 

had been able to source the ingredients for 

its chemical weapons from the legitimate 

chemical industries in developed countries’ 

also inspired Australia in 1985 to initiate the 

export control regime on chemicals, and other 

dual-use goods, that has become known as 

the Australia Group.49

In 1992 Australia presented the draft text 

which was to form the basis for the Chemical 

Weapons Convention (CWC) to the Conference 

on Disarmament. The Convention came into 

force in April 1997. As the fi rst treaty to require 

the complete elimination of an entire class 

of weapon with a comprehensive verifi cation 

mechanism, the Convention established 

its own authority, the Organisation for the 

Prohibition of Chemical Weapons (OPCW), 

to act as an independent and transparent 

body to oversee the implementation of the 

Convention’s objectives. 

All parties to the CWC are bound: to destroy all chemical weapons stockpiles; to declare 

specifi ed chemical activities; and to allow inspections of certain declared chemical and 

research facilities by the OPCW. The Convention also allows for any state party to ask 

the OPCW to perform a “challenge inspection” of any facility or location anywhere in the 

territory of another party. To date, this provision has not been exercised.

As at September 2005, there are 173 States Parties to the Convention, all of which 

are subject to the oversight of the OPCW. The CWC binds countries to destroy their 

stockpiles by 2007 — ten years after the treaty came into force. A fi ve-year extension to 

this deadline is available if required, although any further extension must be agreed to by 

other CWC members. Albania and Libya have already obtained extensions, and Russia 

and the United States have agreement for extensions to their intermediate and fi nal 

destruction deadlines.

49  Refer to Chapter Four for information on the Australia Group and the other export control regimes.

Iraqi Kurd Hamidah Hassan, at a 2002 protest, 
holds a picture of her brother Mohammad, who 
was a victim of Iraq’s 1988 chemical weapons 
attack on the Iraqi–Kurdish city of Halabja. 
An estimated 5 000 civilians were killed in the 
attack (Photo: AFP/AAP).
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UN INVESTIGATIONS INTO IRAQ’S USE OF CHEMICAL WEAPONS 

IN THE IRAN–IRAQ WAR

From 1984 to 1987 the United Nations sent three missions to Iran and one to Iraq 

to investigate the alleged use of chemical weapons by Iraq against Iran. Australia 

contributed a Defence scientist to these missions. 

Despite confi rmation following the fi rst visit of the UN team of specialists that 

mustard agent and the nerve agent tabun had been used, and an appeal from 

the UN Secretary General for both sides to abide by the Geneva Protocol, Iraq 

persisted in using chemical weapons against Iranian forces. 

The detailed reports from subsequent UN missions, including descriptions of the 

injuries infl icted on soldiers and civilians, failed to stop Iraq from using chemicals 

as a method of warfare. By 1987, this led the fi nal UN mission to conclude that 

“an end to the chemical war must be sought through strong political action”.50

Biological weapons non-proliferation

The Biological and Toxin Weapons Convention (BWC) entered into force in 1975. The 

BWC prohibits the development, production, stockpiling, acquisition and retention of 

microbial or other biological agents or toxins for non-peaceful purposes. Although the 

BWC does not explicitly outlaw the use of biological weapons (already banned by the 

1925 Geneva Protocol), the prohibitions it contains and its requirement that all States 

Parties destroy stockpiles of biological weapons amounts to an effective ban on use. 

As at September 2005, the BWC has 155 States Parties. Another 16 countries have 

signed but not ratifi ed the Convention. The BWC bans members from assisting other 

countries in any way to acquire biological weapons.

In contrast to most other treaties, the BWC has no verifi cation and enforcement 

mechanisms. Negotiations on a protocol to strengthen verifi cation of the BWC were 

undertaken from 1995 but stalled in the lead-up to the 2001 BWC Review Conference.

Efforts to identify and agree on practical ways to strengthen the BWC are continuing in 

the lead-up to the 2006 BWC Review Conference. Australia has been a strong supporter 

and active participant in a three-year program of work to strengthen the BWC which 

emerged at the end of 2002. This work focused on national and international measures 

to strengthen the BWC and covered national legislation, security and oversight of 

pathogens, enhanced international capabilities for dealing with disease outbreaks, 

national and international mechanisms for disease surveillance and codes of conduct for 

scientists. In Geneva, Australia coordinates the Western Group of countries which meet 

to discuss BWC issues. 

50  United Nations Security Council, “Report of the Mission Dispatched by the Secretary-General to 
Investigate Allegations of the Use of Chemical Weapons in the Confl ict Between the Islamic Republic of 
Iran and Iraq”, Document S/18852, 8 May 1987, New York, USA.
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Missile non-proliferation

There is currently no international treaty regime covering ballistic missile proliferation. 

Efforts to stop their proliferation focus on coordinated action among concerned states, 

especially in relation to controlling exports of missile-related materials and technologies. 

The Hague Code of Conduct (HCOC), a non-legally binding instrument to curb the 

proliferation of ballistic missile systems worldwide, was created in 2002. Australia was 

one of the 93 original states to join the Code, and over 120 states have now joined. 

The Code does not ban states from possessing ballistic missiles but calls for greater 

restraint in the development, testing, use and spread of ballistic missiles. To increase 

transparency and reduce mistrust, it introduces confi dence-building measures such as 

annual reporting on missile programs and an obligation to announce ballistic missile 

and space launches in advance. Australia is working with other HCOC subscribers 

to broaden awareness of the Code and to encourage states to join, particularly in the 

Asia–Pacifi c region.

Australia is a member of the Missile Technology Control Regime (MTCR)51 under which 

members apply common export guidelines on an agreed list of controlled items. We 

have also been active in the UN Panel of Governmental Experts on Missiles to advance 

international understanding of the problem of ballistic missile proliferation.

The United Nations

Role of the UN Security Council

The UN Security Council has primary responsibility under the UN Charter for the 

maintenance of international peace and security. While other UN bodies — such as the 

General Assembly — make recommendations to member governments, the Security 

Council has the power to take decisions that UN members are obliged to implement 

under the UN Charter and which can include enforcement measures such as economic 

sanctions or the use of military force, if necessary. Chapter VII of the UN Charter gives 

the Security Council broad responsibility to decide on steps to be taken in response to 

“threats to the peace, breaches of the peace, and acts of aggression”. 

The Security Council’s membership of 15 countries consists of ten non-permanent 

members elected by the UN General Assembly to serve a two-year term and fi ve 

permanent members — China, France, Russia, the United Kingdom and the United 

States, also known as the P-5. The P-5 have the right to veto any Security Council 

resolution, meaning that if any one of them votes against a resolution, it will fail. 

Expansion of the Security Council to include a limited number of new permanent 

members and additional non-permanent members is being considered as part of the 

current debate on UN reform. 

51  Refer to Chapter Four for information on the MTCR and the other export control regimes.
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THE SECURITY COUNCIL AND IRAQ’S WMD

Iraq’s failure to comply with the Security Council’s resolutions adopted following 

Iraq’s invasion of Kuwait resulted in the 1991 Gulf War. In April 1991, the Security 

Council adopted Resolution 687 which set out the terms of a cease-fi re and 

required the elimination of Iraq’s biological, chemical and missile capabilities. 

Resolution 687 established the UN Special Commission (UNSCOM) to oversee 

the destruction of Iraq’s chemical, biological and missile programs and 

authorised the IAEA to supervise the elimination of Iraq’s nuclear weapons 

program. Iraq agreed to the terms of Resolution 687, including to give its full 

cooperation to UN inspections, but for the next eight years hindered and sought 

to mislead international inspectors trying to verify its compliance.

In September 1998 the Security Council adopted Resolution 1194 demanding 

Iraq rescind its decision to suspend cooperation with UNSCOM and the IAEA. 

Iraq continued to refuse to cooperate, and UNSCOM and the IAEA were forced 

to withdraw from Iraq in December 1998. 

By the time of its withdrawal, the IAEA had been able to obtain a full picture of 

Iraq’s extensive nuclear weapons program and had ensured it was dismantled, 

although concerns subsequently arose that Iraq was attempting to reconstitute 

it. When UNSCOM inspectors left Iraq, they had been unable to account for 

a substantial amount of chemical and biological weapons materials that Iraq 

claimed to have destroyed. 

After a prolonged debate on how to resolve the Iraq situation, the Security 

Council in December 1999 adopted Resolution 1284 creating a successor 

to UNSCOM — the UN Monitoring, Verifi cation and Inspection Commission 

(UNMOVIC). Iraq continued to obstruct resumption of inspections. In November 

2002, the Security Council unanimously adopted Resolution 1441 which found 

Iraq was in material breach of is obligations and gave Iraq a “fi nal opportunity to 

comply with its disarmament obligations under relevant resolutions”. Inspections 

resumed but Iraq again hindered efforts to implement the Council’s resolutions. 

A US-led Coalition took military action in March 2003 on the basis of Iraq’s 

persistent failure to comply with mandatory UN Security Council resolutions 

which would have brought about the verifi able ending of its WMD and long-

range missile programs. When intensive diplomacy failed to secure a peaceful 

resolution of this crisis, the Coalition moved forces into Iraq. 

Following the war, the Iraq Survey Group (ISG) set up by the Coalition to search 

for WMD programs in Iraq found that while it found no evidence of WMD 

stockpiles or post–1991 WMD production, Saddam wanted to reconstitute >
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Iraq’s  WMD programs once UN sanctions were lifted and conditions were 

favourable. The ISG concluded that Saddam retained aspirations to develop a 

nuclear capability, but initially planned to focus on ballistic missile and tactical 

chemical warfare capabilities.52 

Australia was the fourth largest national contributor to UNSCOM — 

110 Australians served with UNSCOM. After UNSCOM was dissolved 

a number of Australians served with UNMOVIC, and in the ISG.

UNSCOM inspectors disarming chemical weapons in Iraq, 2002 (Photo: AFP/AAP).

>

52  See <http://www.globalsecurity.org/wmd/library/report/2004/isg-fi nal-report/>.
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The Security Council and WMD

Australia is promoting a fi rmer and more active UN Security Council role on WMD issues. 

The Council fi rst addressed the WMD proliferation threat at a 1992 summit-level meeting 

which recognised that the proliferation of all WMD is a threat to international peace and 

security. But it took heightened concerns about WMD terrorism post–11 September 

and revelation of the Khan proliferation network to produce the ground breaking 

UN Security Council Resolution 1540 adopted on 28 April 2004 (see box). Australia 

strongly supported adoption of Resolution 1540 which we hope will trigger substantially 

increased levels of Security Council attention to WMD issues, including the threat from 

WMD terrorism. 

UN SECURITY COUNCIL RESOLUTION 1540

The UN entered a new era in addressing the threat of WMD proliferation with the 
unanimous adoption of UN Security Council Resolution 1540. 

The purpose of UNSCR 1540 is to require states to criminalise the proliferation 
of WMD, enact strict export controls and secure sensitive materials. Importantly, 
UNSCR 1540 applies to all UN member states thereby bringing into the non-
proliferation regime states which have remained outside the WMD treaties and 
other instruments. Specifi cally UNSCR 1540 requires:

• all states to refrain from providing any form of support to non-state actors that 
attempt to develop, acquire, manufacture, possess, transport, transfer or use 
nuclear, chemical or biological weapons and their delivery systems;

• all states to take and enforce effective measures to establish domestic 
controls to prevent the proliferation of nuclear, chemical or biological weapons 
and their means of delivery, including by establishing appropriate controls over 
related materials;

• all states to establish, develop, review and maintain appropriate effective 
national export and transhipment controls over WMD-related items; and

• establishment of a committee (the 1540 Committee) comprising all 
Security Council members, which would report on the implementation of 
the Resolution.

UNSCR 1540 obliged states — by October 2004 — to present a fi rst report 
on steps they had taken or intended to take to implement UNSCR 1540. 
Australia’s and other UN members’ reports on implementation of the Resolution 
can be read at the 1540 Committee website <http://disarmament2.un.org/
Committee1540/report.html>.
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UNSCR 1540 was adopted as a measure pursuant to Chapter VII of the UN Charter 

and so established legally binding obligations for all UN member states. It showed the 

Security Council is able to act quickly to achieve what in other fora would probably 

have taken years of diffi cult negotiations. This action underlined the Security Council’s 

capacity to act promptly and creatively to strengthen international defences against 

WMD proliferation and the threat of terrorists acquiring WMD. 

By its adoption of Resolution 1540 the Security Council has reconfi rmed that the 

proliferation of WMD constitutes a threat to international peace and security, that it has a 

mandate to uphold compliance with the WMD treaties, and to take appropriate measures 

in cases of non-compliance. As part of an increased Security Council role on WMD, 

Australia considers any notice of withdrawal from the NPT should result in automatic 

consideration and action by the Security Council. 

In the current discussion of Security Council reform, an important consideration for 

Australia in assessing the credentials of prospective new Security Council members will 

be their willingness to support a fi rmer, more active Security Council in combating 

WMD proliferation. 

REFERRING NON-COMPLIANCE TO THE UN SECURITY COUNCIL

The IAEA is required by its Statute to report any fi nding of non-compliance with 
a safeguards agreement to all IAEA members, to the UN Security Council and 
to the UN General Assembly. The IAEA has found four states to be in non-
compliance with consequential referral to the Security Council: Iraq (1991), 
Romania (1992), North Korea (1993 and 2003), and Libya (2004). 

What is of most consequence to the state concerned is not referral to the 
Security Council as such, but the terms of the referral. In the cases of Romania 
and Libya, referral was essentially a matter of record as political circumstances 
in these countries had changed and both states were cooperating fully to remedy 
the situation. In contrast, the Iraqi and North Korean referrals were based on both 
evidence of undeclared nuclear material and activities, and refusal to cooperate 
with the IAEA. 

When states are referred to the Security Council by the IAEA it is crucial that 
the Security Council’s response is appropriate to the circumstances applying to 
the referral. The Security Council should leave no doubt that it will act fi rmly to 
defend WMD non-proliferation standards and hold to account those who cheat 
on their commitments. Security Council responses to IAEA referrals have not 
always lived up to the Council’s responsibilities in this regard, for example, with 
North Korea in 2003. 

Both the CWC and BWC have provision for alleged violations of particular gravity 
to be referred to the Security Council for consideration, and in the case of the 
CWC to the United Nations General Assembly as well. These provisions have not 
been used to date. 



50 Australia’s role in fi ghting proliferation

General Assembly First Committee

The First Committee of the UN General Assembly is the main forum for international 

consideration of WMD issues. Each year, the First Committee considers a wide range of 

resolutions on disarmament, arms control and non-proliferation issues. Australia remains 

committed to an active, constructive role in the First Committee, but is concerned that 

too much of the Committee’s time is spent on unproductive, repetitive work. In order to 

stay relevant and enjoy the support of member states, the First Committee cannot be 

seen to be operating in a vacuum, isolated from current threats and priorities. 

Conference on Disarmament 

The CD was established in 1979 as the single multilateral disarmament negotiating forum 

of the international community. The CD and its predecessors have made a decisive 

contribution to international peace and security, having negotiated the main WMD 

treaties — the NPT, BWC, CWC and CTBT. 

The CD has become increasingly marginalised. Because of disagreements over its 

program of work (which all CD members must agree to) the CD has done no substantive 

work in the past eight years. It is of particular concern that the paralysis in the CD has 

prevented a start to negotiation of the FMCT. Australia is ready to support proposals for 

a CD work program capable of attracting the support of CD members and getting the 

CD back to work. 

Other UN bodies

Australia participates constructively in other related UN bodies such as the Disarmament 

Commission and the Committee on the Peaceful Uses of Outer Space. 



CHAPTER three 

MAJOR POWER INITIATIVES IN A 
CHANGING SECURITY ENVIRONMENT
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MAJOR POWER INITIATIVES IN A 
CHANGING SECURITY ENVIRONMENT

The international security environment — and the nature of WMD proliferation threats for 

Australia and the world — have changed markedly since the fi rst nuclear weapons were 

developed during the Second World War. 

The international community has emerged from the Cold War period when the threat 

from WMD existed largely in the context of superpower competition, and when the 

global WMD non-proliferation and disarmament architecture was still being built. 

Superpower competition has receded and norms against the pursuit of WMD have 

widespread acceptance.

WMD threats have, however, become more complex since the end of the Cold War. 

Some states which acquired WMD during the Cold War require assistance to protect 

and in many cases dispose of their legacy WMD. Smaller states now have the material 

and intellectual capacity to acquire a broader range of WMD and their delivery systems 

— as well as the preparedness to exploit ambiguity and weaknesses in international 

non-proliferation regimes. More recently, even non-state actors have demonstrated 

their interest in WMD.

Given their military, strategic and industrial capacity, the major powers have borne and 

continue to bear a special burden in responding to the threats posed by WMD. This 

chapter highlights some of those responses — from the beginning of the Cold War to 

the present. Their responses have evolved with the change in WMD proliferation threats, 

and underline the value and importance of innovative approaches, which can be outside 

— but support the goals of — multilateral non-proliferation diplomacy. Australia has a 

stake in how the major powers take up this responsibility, and has been active in seeking 

to infl uence and — where possible — support constructive action by them.

Limiting and reducing nuclear arsenals

Efforts to control nuclear weapons date back to the beginning of the nuclear age. 

As early as 1946 the United States put forward the Baruch Plan, which proposed 

international control or ownership over all nuclear facilities and materials of potential use 

in nuclear weapons programs. If the plan had been adopted the United States — at the 

time the only nuclear-weapon state — would have undertaken to give up its then small 

nuclear arsenal. 

While the Baruch Plan attracted support among UN members, it fell victim 

to Cold War distrust. In 1949 the Soviet Union exploded its fi rst nuclear weapon, 

followed by the United Kingdom in 1952, France in 1960 and China in 1964.
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The Cold War

During the Cold War, WMD concerns centred mainly on the rapid expansion of the 

nuclear arsenals of the United States and the Soviet Union. In 1952 the United States 

exploded the fi rst hydrogen bomb. The Soviet Union followed with its own hydrogen 

bomb in 1953. The fi rst atomic bomb had the power of 15 000 tons of TNT, whereas the 

destructive power of hydrogen bombs was measured in megatons, the equivalent of 

millions of tons of TNT. Strategic or long-range nuclear delivery systems were developed 

to include heavy bombers, intercontinental ballistic missiles and submarine-launched 

ballistic missiles. Tactical nuclear warheads were employed for artillery shells, mines, 

short-range missile systems and naval depth charges. 

Nuclear deterrence — “Mutually Assured Destruction”

Military planners during the Cold War were concerned the other side might launch a 

nuclear fi rst strike so devastating it would prevent any signifi cant military response. 

A consequence of this fear was that US and Soviet nuclear forces sought to be able 

to survive an all-out nuclear attack and still infl ict grave damage on an adversary. This 

found expression in the Cold War doctrine of “mutually assured destruction” (MAD) as 

a basis for deterring nuclear attacks. Massive nuclear arsenals were built up and steps 

taken to ensure substantial nuclear forces could still be employed in the event of a fi rst 

strike. Keeping a large part of nuclear forces on high alert and ready to strike at the 

shortest notice was an important component of this doctrine. 

Cold War nuclear deterrence was based on two broadly equivalent power structures. 

It assumed rational decision-making — that neither side would launch a nuclear attack 

because the other side was willing and able to deliver massive retaliation. This instilled 

great caution in the nuclear stand-off between the Cold War superpowers. 

Nuclear deterrence remains an important part of nuclear-weapon state defence 

policies. It is part of Australian defence policy, because US nuclear deterrence extends 

to its allies. However, nuclear deterrence is less certain in the post-Cold War world. 

Nuclear-armed states outside the major power blocs are a reality. In addition to 

deterrence, some states may acquire nuclear weapons for coercion, blackmail and 

psychological intimidation. Ambiguity over their capacity to develop a “break-out 

capability” could be employed by states. As a result, motivations governing possible 

use of nuclear weapons may be far removed from those of the Cold War. 

In the case of terrorists, deterrence is unlikely to have any signifi cant impact. This 

especially applies in the case of transnational groups, like Al Qaida, whose extremist 

mindset is not amenable to negotiation and is largely unperturbed by the prospect of 

retaliatory action. The force of deterrence against such groups is also limited by the 

decentralised nature of their networks, which complicates the targeting of terrorists in 

response to any attacks they might launch.
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Anti-Ballistic Missile Treaty

A central tenet of Cold War deterrence was that the superpowers had to remain 

vulnerable to a retaliatory attack by the other side. This was given formal effect in the 

1972 Anti-Ballistic Missile Treaty (ABM Treaty), under which the United States and the 

Soviet Union agreed to limit the deployment of systems capable of shooting down 

incoming ballistic missiles. The ABM Treaty prevented the United States and the Soviet 

Union from attempting to develop nationwide defences against ballistic missile attack 

and so preserved the deterrent effect of MAD.

In 2002 the United States withdrew from the ABM Treaty in order to develop a national 

ballistic missile defence system to defend against a limited threat from states of concern 

or terrorists using WMD and ballistic missiles against the United States and its allies, 

including as instruments of coercion. The US missile defence system recognises the 

changed nature of WMD and ballistic missile threats in the post-Cold War era and was 

made possible by the transformation of US–Russia relations. 

Arms control negotiations

The Cold War build-up of nuclear arsenals was accompanied by rising concern over 

the nuclear arms race coupled with fears of a global nuclear catastrophe. The Cold War 

superpowers began to develop bilateral negotiations as an avenue for nuclear arms 

reductions, beginning with the agreements which emerged from the Strategic Arms 

Limitation Treaty (SALT I, 1969–72, and SALT II, 1972–79). 

SALT I and II were followed in 1987 by the Intermediate-Range Nuclear Forces Treaty 

under which the United States and the Soviet Union eliminated an entire category of 

nuclear weapons from their arsenals. Then came two treaties to reduce the number 

of strategic nuclear warheads and launchers operationally deployed by the United 

States and the Soviet Union (later Russia) — the 1991 Strategic Arms Reduction Treaty 

(START I) and START II of 1993.53

End of the Cold War

The end of the Cold War provided the United States and Russia with the opportunity 

to move beyond an adversarial relationship to a new strategic relationship. The nuclear 

arms race has ended and been reversed. At the signing of START I in 1991 the United 

States and Russia each deployed around 10 000 strategic nuclear warheads. By 

2001, both had reduced deployed strategic nuclear warheads to 6 000 — a 40 per 

cent reduction. 

53  START II was never fully ratifi ed by the United States and Russia, and did not enter into force. 
Among a series of measures, START II required each country to reduce and limit by 2007 their 
operationally deployed strategic nuclear warheads to between 3 000 and 3 500, and to eliminate 
multiple warheads on ICBMs. 
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In 2001, the United States announced unilaterally that it would reduce its operationally 

deployed strategic nuclear warheads to between 1 700 and 2 200. Russia then 

announced it would reduce its nuclear forces to the same level. These cuts were 

codifi ed in the 2002 Strategic Offensive Reductions Treaty (widely known as the Moscow 

Treaty) under which the United States and Russia have agreed to reduce by 2012 their 

operationally deployed strategic warheads by nearly two-thirds from 2002 levels. The 

Moscow Treaty does not include verifi cation requirements and leaves both sides free 

to determine the composition and structure of their nuclear forces within the agreed 

ceilings. In terms of deployed strategic warheads, however, the reductions achieved are 

substantially greater than those which would have applied under START II and of 

a similar level to those contemplated for the START III negotiations. 

The signifi cance of the Moscow Treaty lies not just in its quantitative reductions but in 

ushering in a more cooperative US–Russia arms control relationship. Australia looks 

to the United States and Russia to continue reductions to strategic and non-strategic 

nuclear weapons in both deployed and reserve holdings. 

Australia welcomes the steps taken to reduce the operational readiness of nuclear 

weapon systems, including the elimination of designated targets and reductions in the 

alert status of some nuclear weapon systems. The US–Russia, UK–Russia and US–China 

bilateral “de-targeting” and “non-targeting” agreements in the 1990s were important 

readiness-reduction measures. At the May 2005 NPT Review Conference, Australia 

called on the nuclear-weapon states to pursue further reductions in the operational 

status of nuclear weapon systems in ways that promote international security 

and stability.54 

Individual reductions

The United States and Russia have also unilaterally reduced their total number of 

nuclear warheads from their respective Cold War highs. The United States is estimated 

to have around 10 300 warheads (down from over 30 000 in the 1960s) and Russia has, 

according to some estimates, around 16 000 warheads (down from over 40 000 in the 

1980s).55 In June 2004, the US Department of Energy announced that the United States 

would reduce its nuclear warhead arsenal by “almost half” by 2012.56

54  See “Statement by M Smith, Ambassador and Permanent Representative of Australia to the United 
Nations, Geneva, and to the Conference on Disarmament”, Main Committee I, Seventh Review 
Conference of the Parties to the Treaty on the Non-Proliferation of Nuclear Weapons, 19 May 2005, 
<http://www.dfat.gov.au/security/npt.html>.

55  Estimates of nuclear-weapon states’ current warhead arsenals taken from J Cirincione, J Wolfsthal 
and M Rajkumar, Deadly Arsenals: Nuclear, Biological, and Chemical Threats, Carnegie Endowment 
for International Peace, 2005, p. 8. See also <http://www.carnegieendowment.org/fi les/DeadlyII.Ch01.
FINAL.pdf>. Estimates of peak US and Soviet arsenal counts taken from R S Norris and H M Kristensen, 
“Global Nuclear Stockpiles, 1945–2002”, Bulletin of the Atomic Scientists, vol. 58, no. 06, November/
December 2002, pp. 103–4. See also <http://www.thebulletin.org/article_nn.php?art_ofn=nd02norris>.

56  See <http://www.nnsa.doe.gov/docs/speech_%20Carnegie_Nuclear%20_Policy_(6–04).pdf>.
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Australia also welcomes the steps taken by the United Kingdom and France to reduce 

nuclear arsenals from Cold War peaks. Public sources indicate that France currently 

has around 350 nuclear warheads and the United Kingdom around 200. China, starting 

from a low base, is modernising its strategic nuclear forces, including upgrading its 

long-range ballistic missiles. The same public sources estimate that China has up to 

a total of 410 strategic and tactical nuclear warheads.57 (Any comparison of nuclear 

arsenals would need to take into account several factors other than warhead numbers, 

including delivery capacity, vulnerability to a fi rst strike and ability to overcome an 

adversary’s defences.)

Innovative approaches to post-Cold War problems

The dissolution of the Soviet Union signifi cantly reduced the threat of superpower 

confl ict in which WMD might be used. At the same time, it elevated the risk of “leakage” 

of WMD, related materials, technology and expertise from the former Soviet republics to 

proliferators and transnational terrorists. Most of these states have limited capacity to 

manage the nuclear and other WMD legacies of the Soviet Union. A number of important 

initiatives, refl ecting the cooperative relationships which emerged in the post-Cold War 

period, have been taken to combat these risks.

These have included the February 1993 Russian Highly Enriched Uranium (HEU) 

Disposition Agreement, under which the United States agreed to convert over a 

twenty-year period 500 tonnes of surplus HEU, no longer required for weapons 

purposes, into low enriched uranium fuel for US civil nuclear power reactors. 

In September 2000, the United States and Russia also concluded the Plutonium 

Management and Disposition Agreement, under which the two countries agreed 

each to dispose of 34 tonnes of surplus weapons-grade plutonium and fabricate it 

into mixed oxide fuel for nuclear power reactors. 

The most signifi cant of the post-Cold War initiatives are the Cooperative Threat 

Reduction Program and the G8 Global Partnership Against the Spread of 

Weapons and Materials of Mass Destruction, which was launched by G8 leaders 

at the June 2002 Kananaskis Summit in Canada. 

The Cooperative Threat Reduction Program

In 1991, the United States Congress established the Cooperative Threat Reduction 

(Nunn–Lugar) Program in response to proliferation risks in the former Soviet republics. 

Through Nunn–Lugar, the United States has dedicated technical expertise and over 

US$9 billion to cooperative projects to safeguard and destroy WMD, related materials 

and technology in the former Soviet Union and to assist in the demilitarisation of defence 

industries. Nunn–Lugar was also the fi rst project to focus on re-employing former 

57  See footnote number 55.
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weapons scientists — who might be tempted to sell their expertise to proliferators and 

transnational terrorists — in peaceful industries. 

According to US State Department fi gures, Nunn–Lugar’s successes include deactivation 

or destruction in the former Soviet Union of:

• 6 312 nuclear warheads; 

• 537 Intercontinental ballistic missiles (ICBMs); 

• 128 bombers; 

• 708 nuclear air-to-surface missiles; 

• 408 submarine missile launchers; 

• 496 submarine-launched missiles; and

• 27 nuclear submarines. 

Nunn–Lugar funding assisted in the removal to Russia of nuclear weapons from Belarus, 

Kazakhstan and Ukraine in the early 1990s.58 In 2004, Albania became the fi rst country 

outside the former Soviet Union to be allocated Nunn–Lugar funding, when the United 

States agreed to assist that state to destroy its 16 ton stockpile of chemical weapons 

by 2007.

G8 Global Partnership 

The G8 Global Partnership Against the Spread of Weapons and Materials of Mass 

Destruction was launched by G8 leaders in June 2002 with a primary (but not exclusive) 

focus on the security of WMD, related materials, technology and expertise in Russia and 

the other former Soviet republics. The G8 Global Partnership has four main priorities:

• contributing to the destruction of the approximately 40 000 tonnes of declared 

chemical weapons stocks in Russia;

• dismantling decommissioned ex-Soviet nuclear submarines, including securing and 

destroying their spent nuclear reactor fuel;

• enhancing security at storage sites for weapons-grade nuclear material and other 

radiological material; and

• creating employment opportunities for former weapons scientists who might be 

tempted to sell their expertise to proliferators and transnational terrorists.

G8 leaders have committed to raise up to US$20 billion for the G8 Global Partnership 

over ten years. The United States is the largest contributor, with US$10 billion pledged. 

Russia has pledged US$2 billion and the other G8 countries and the European Union 

around US$7 billion. Thirteen non-G8 states (including Australia) have joined the G8 

Global Partnership as donors to Global Partnership projects.

58  See US State Department, “United States Initiatives to Prevent Proliferation”, <http://www.state.gov/t/
np/rls/other/45456.htm>.
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AUSTRALIA’S CONTRIBUTION TO THE G8 GLOBAL PARTNERSHIP

In June 2004, the Government announced that Australia would contribute 

A$10 million to the G8 Global Partnership through the Japanese–Russian program 

to dismantle nuclear submarines decommissioned from Russia’s Pacifi c fl eet.

Currently, more than 40 decommissioned general purpose nuclear submarines 

are moored on Russia’s Pacifi c coast around Vladivostok and the Kamchatka 

Peninsula. Most have been moored for over ten years and are therefore likely to 

have corroded hulls. Many still have spent nuclear reactor fuel on board. Aside 

from its high radioactivity and potential to contaminate the environment, this 

spent nuclear reactor fuel represents a proliferation risk.

The regional focus of this project was an important element in Australia’s decision 

to contribute funding. Dismantling of the fi rst submarine under this program was 

completed in late 2004 at a cost of US$6.7 million.

Other cooperative initiatives designed to reduce the potential for proliferators and 

transnational terrorists to acquire WMD, related materials, technology and expertise 

include the Global Threat Reduction Initiative (GTRI) launched by the United States in 

May 2004. In cooperation with the International Atomic Energy Agency (IAEA) and the 

international community, the GTRI aims to:

• repatriate all Russian-origin fresh high enriched uranium fuel and spent nuclear fuel 

by 2005 and 2010 respectively;

• accelerate and complete the repatriation of all US-origin research reactor spent fuel 

around the world;

• work to convert the cores of civilian research reactors throughout the world which use 

high enriched uranium to use low enriched uranium fuel; and

• work to identify other nuclear and radiological materials and related equipment not yet 

covered by existing threat reduction efforts, and rapidly address the most vulnerable 

facilities to ensure no gaps which would enable terrorists to acquire these materials.59 

Most recently, in May 2005, the IAEA, the United States and Russia used GTRI funding 

to help Latvia repatriate to Russia around three kilograms of highly enriched uranium 

from a shut-down research reactor near Riga.60

59 <http://www.energy.gov/engine/doe/fi les/dynamic/264200491138_Vienna_GTR_Fact%20Sheet_FINAL1_
052604%20.pdf>; and International Atomic Energy Agency, “IAEA Welcomes New US Global Threat 
Reduction Initiative”, News Centre Report, 27 May 2004, <http://www.iaea.org/NewsCenter/News/2004/
GTRI_Initiative.html>.

60  International Atomic Energy Agency, “Nuclear Weapons Grade Material Removed from Latvia”, News 
Centre Report, 26 May 2005, <http://www.iaea.org/NewsCenter/News/2005/latvia_uranium.html>.
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Decommissioned Russian nuclear submarines (Photo: AP/AAP)

Diplomatic initiatives to address non-compliance

While the prospect of large-scale confl ict involving use of WMD has receded, the 

risk of further horizontal proliferation remains. Breaches and failures to comply with 

international rules have challenged the international community and the multilateral 

non-proliferation framework. In response, major powers have undertaken a number of 

important initiatives, both to prevent possible breakdown of global non-proliferation 

norms and to ensure their continued integrity and effectiveness.

North Korea

North Korea became an NPT member in 1985. Since the fi rst open dispute between 

North Korea and the international community over nuclear issues in 1992, there has been 

a series of major diplomatic initiatives by Asia–Pacifi c states to encourage North Korea 

away from developing nuclear weapons. These included the 1994 Agreed Framework.61

In late 2002, North Korea fi rst admitted then denied it had a clandestine uranium 

enrichment capability. It then terminated IAEA inspections of its nuclear activities in 

violation of its NPT obligations. In January 2003, North Korea subsequently announced 

its withdrawal from the NPT. These actions led to the unravelling of the Agreed 

Framework. In February 2003, the IAEA referred North Korea to the UN Security Council 

— for the second time in a decade. 

61  See <http://www.kedo.org> for background information on the 1994 Agreed Framework. The Korean 
Peninsula Energy Development Organisation (KEDO) was established by the United States, Japan and 
South Korea in 1995 to implement the provisions of the Agreed Framework. Australia joined the same 
year, and between 1995 and 2002 contributed $22 million to KEDO, making it the largest contributor 
after the three founding states and the EU.
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In April 2003, the United States, China and North Korea met for trilateral talks in 

Beijing. Japan, South Korea and Russia joined the process in Beijing in August 2003 

for the fi rst round of six-party talks. In February 2005, North Korea claimed that it had 

produced nuclear weapons, and announced it was suspending its participation in the 

six-party talks indefi nitely. Australia has used its diplomatic relations with North Korea to 

encourage it back to the negotiating table and welcomed the resumption of the six-party 

talks in July 2005.

US and North Korean delegates at the six-party talks in Beijing, 26 July 2005 (Photo: AP/AAP)

Australia regards the six-party talks as the most viable and appropriate mechanism 

for fi nding a peaceful and lasting resolution to the North Korean nuclear issue. At the 

fourth round in September 2005 the parties agreed to a joint statement of principles 

under which North Korea committed to abandoning all nuclear weapons and existing 

nuclear programs and returning to the NPT and IAEA safeguards. Other parties offered 

North Korea security assurances, energy assistance and economic cooperation. This 

was a welcome step by North Korea toward its stated commitment to a denuclearised 

Korean Peninsula. Effective international verifi cation will be an essential element of 

any lasting solution.

Iran

Iran became an NPT member in 1970. Widespread international concern about Iran’s 

sensitive nuclear activities — undeclared to the IAEA over nearly two decades62 — led 

France, Germany and the United Kingdom (the so-called EU3) to begin a series of talks 

with Iran in 2003. Australia has supported the EU3–Iran process.

In October 2003, Iran concluded an agreement with the Foreign Ministers of France, 

Germany and the United Kingdom on a number of measures aimed at settling all 

outstanding IAEA issues relating to Iran’s nuclear program and at enhancing confi dence 

62  See Chapter One.
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for peaceful nuclear cooperation. Chief among these measures was Iran’s suspension of 

all enrichment and reprocessing activities as defi ned by the IAEA. Iran also indicated it 

would implement the Additional Protocol on strengthened IAEA safeguards in advance 

of its ratifi cation. In return, France, Germany and the United Kingdom said the full 

implementation of Iran’s decision should enable the immediate situation to be resolved 

by the IAEA Board of Governors. The three European governments said that this would 

open the way to a dialogue as a basis for longer-term cooperation.

Iranian nuclear experts at the Esfahan uranium conversion plant, August 2005 (Photo: EPA/AAP)

A further agreement was reached by the four parties plus the Offi ce of the EU High 

Representative in November 2004 in Paris. This followed threats by Iranian authorities to 

resume enrichment and conversion activities. In the second agreement, Iran undertook 

to continue and extend its suspension to include all enrichment-related and reprocessing 

activities and to sustain this suspension while negotiations proceeded on a mutually 

acceptable agreement on long-term arrangements. 

In August 2005, the EU3 presented to Iran its “Framework for a Long-Term Agreement”63 

to Iran. The proposed long-term agreement would commit Iran to provide objective 

guarantees that Iran’s nuclear program would be for exclusively peaceful purposes. 

It would provide Iran with commitments on security issues and guarantees on nuclear, 

technological and economic cooperation. Iran has since rejected the EU3 proposal and 

resumed uranium conversion in defi ance of IAEA Board of Governors resolutions and the 

November 2004 agreement.

Australia believes that Iran needs to make a committed effort to restore the international 

community’s confi dence that its nuclear activities will be used for exclusively peaceful 

purposes. Australia has urged Iran to comply with IAEA Board of Governors resolutions, 

to re-establish full suspension of its sensitive nuclear activities and to continue to 

63  See IAEA Information Circular INFCIRC/651, 8 August 2005, <http://www.iaea.org/Publications/
Documents/Infcircs/2005/infcirc651.pdf>.
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negotiate with the EU3. Australia has also urged the international community to take fi rm 

and credible action if Iran does not comply.

Libya

The most successful recent initiative leading to the elimination of a state’s WMD program 

was the series of secret negotiations conducted by the United States and the United 

Kingdom with Libya, which ended in 2003. On 19 December 2003, Libya publicly 

admitted the existence of its WMD programs in violation of international obligations. 

Libya undertook to: open and dismantle its active programs under international 

inspection (by the IAEA and the Organisation for the Prohibition of Chemical Weapons); 

re-commit to a number of international non-proliferation instruments (including the 

NPT and the Biological and Toxin Weapons Convention); adhere to or ratify others (the 

IAEA Additional Protocol and the Chemical Weapons Convention); and eliminate its 

ballistic missile capabilities beyond a 300-kilometre range. In October 2004, the United 

States announced that the dismantling of Libya’s WMD programs had been completed 

and verifi ed.

Libya’s decision to disclose and dismantle its WMD programs — in return for diplomatic 

rehabilitation and the lifting of many bilateral economic sanctions — stands as a 

prominent example of the benefi ts available to states which embrace transparency and 

commit to compliance with the highest non-proliferation standards. The efforts of the 

United States and United Kingdom with Libya also demonstrated the potential value of 

parallel initiatives which complement multilateral non-proliferation diplomacy.

Proliferation fi nancing

Major power initiatives continue in response to the changing nature of WMD threats. 

The threats now posed by smaller states and potentially even non-state actors, 

combined with the greater ease of fi nancial transactions due to globalisation, require the 

development of new, innovative approaches. In this context, blocking the fl ow of funds 

to individuals and entities involved in illicit trade in WMD-related items has become a 

further means to disrupt WMD proliferation. 

In June 2005, US President Bush issued an executive order freezing the US-based 

assets of individuals or entities engaged in WMD-proliferation activities and prohibiting 

US nationals from doing business with them.64 The order — the fi rst of its kind to address 

WMD-proliferation fi nancing directly — singled out eight entities in North Korea, Iran 

and Syria. 

64  The full text of the order can be found at 
<http://www.whitehouse.gov/news/releases/2005/06/20050629.html>.
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CUTTING SUPPLY TO WMD PROGRAMS

An important way to limit WMD proliferation is to deny proliferators the materials and 

technologies they need for this purpose. Many states of proliferation concern are not in 

a position to source all these items domestically and look to procure them from abroad. 

This especially applies in the case of technologically advanced infrastructure required 

to develop nuclear weapons and ballistic missiles and to weaponise chemical and 

biological agents. 

A central tool to prevent proliferators from acquiring WMD is cooperation between dual-

use supplier countries on monitoring and controlling the destination of their exports of 

goods and technologies having both civil and military applications.65 Export controls 

play an important role in complementing and supporting the non-proliferation provisions 

of the multilateral treaties by making it more diffi cult for a country to acquire WMD and 

impeding further development of existing WMD programs. Following the adoption of UN 

Security Council Resolution 1540 in 2004,66 all states are obliged to implement effective 

export controls, among other measures, to prevent the spread of WMD.

Australia is especially vigilant in relation to export controls as our sophisticated 

manufacturing capability and export-oriented economy make us a potential supply 

source for proliferators. In addition to our strong national-level controls and awareness-

raising activities with Australian industry, we work closely with like-minded countries to 

harmonise these controls and minimise the risk of WMD-relevant items falling into the 

wrong hands. 

Preventing proliferation through export controls

All the multilateral arms control and non-proliferation treaties have provisions that 

commit members to guard against transfers of materials that could be diverted to 

WMD programs. However, these provisions are not always backed up by adequately 

defi ned mechanisms for controlling transfers of relevant goods and technology. 

For example, apart from its lack of verifi cation provisions, the Biological and Toxin 

Weapons Convention (BWC) provides no specifi c guidance on what sort of materials 

and technologies pose a proliferation risk and should be subject to scrutiny. Similarly, 

although the Chemical Weapons Convention (CWC) imposes regulatory and reporting 

obligations on scheduled chemicals, these obligations do not cover controls on the 

transfer of production and related equipment and technologies.

The need to develop common understandings of treaty requirements, coupled with 

the increasingly sophisticated procurement efforts of proliferators, have prompted 

Australia and other like-minded countries to seek to harmonise their national-level 

efforts to ensure their exports of sensitive items are not contributing, or being diverted, 

to WMD programs. The rationale for this is clear: the more countries prepared to share 

information on proliferation concerns and harmonise their national-level controls, the 

65  See box in Chapter One for further explanation of dual-use items.
66  See box on UNSCR 1540 in Chapter Two.
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fewer opportunities for proliferators to source materials and technologies for their 

WMD programs.

The fi ve export control regimes — the Zangger Committee, the Nuclear Suppliers 

Group, the Australia Group, the Missile Technology Control Regime and the Wassenaar 

Arrangement (see below) — were set up in response to evidence of countries 

of proliferation concern abusing legitimate trade channels to source goods and 

technologies for their WMD programs. From the beginning, the regimes have strived to 

maintain a balance between addressing real proliferation concerns while not restricting 

legitimate trade, which is in the economic interests of all exporting countries in our 

increasingly globalised economy. Because participants agree to harmonised conditions 

of supply, the export control regimes ensure that the normal process of commercial 

competition does not lead to outcomes that could contribute to WMD proliferation. 

Australia is an active member of all the export control regimes and, in the case of the 

Australia Group, has functioned as the chair and secretariat since the Group’s inception 

as an Australian initiative in 1985. While the regimes focus on different items of concern, 

they share several basic principles in prosecuting export controls — operating at 

the national levels in each participating country on lists of controlled items; sharing 

information on developments of proliferation concern and on denied exports; and 

benchmarking their enforcement measures in relation to export controls.

Over recent years, proliferators have developed new ways to circumvent export 

control regimes. Increased transparency — especially in relation to what items the 

regimes cover — has prompted determined proliferators to develop more sophisticated 

procurement networks, working through front companies and involving more circuitous 

shipping routes, such as in the case of the Khan network. Proliferators have also made 

increasingly concerted efforts to acquire intangible technology — that is, know-how 

through engagement of scientists and technicians with WMD expertise, or acquiring 

such expertise through the internet or research opportunities in foreign universities.

In response, the export control regimes are devising new measures to control brokering 

activity and transfers of intangible technology. Several countries have followed the 

lead of Australia and a small number of other countries in screening foreign nationals 

visiting their countries for WMD proliferation risk, especially research students and 

businesspeople.67 The export control regimes are also increasingly anticipating new 

challenges posed by emerging technologies that could be adapted to WMD purposes.

A major priority for the export control regimes is transparency and increased 

engagement with countries outside the regimes that are developing their technological 

capabilities and manufacturing base. Encouragingly, an increasing number of 

these countries are recognising the guidelines and measures set by the regimes as 

benchmarks for their own export control systems. China — a major potential source 

of dual-use items due to its large and expanding industrial sector — has introduced 

legislation and new regulatory arrangements to improve adherence to established export 

67  See section on Migration Regulations in Chapter Five.
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control standards. At the same time, important trading countries are coming to accept 

that an effectively administered and enforced export control system does not restrict 

legitimate trade and, in fact, provides a useful trade security measure.

Building on its role as chair of the Australia Group, Australia is taking steps to improve 

export control standards in the Asia–Pacifi c region. We have a robust program with 

countries in our region to provide assistance with export control legislation, and licensing 

and enforcement training. This program draws on the extensive experience of Australian 

agencies, including the Department of Defence, the Australian Customs Services, the 

Australian Safeguards and Non-Proliferation Offi ce and the Department of Foreign Affairs 

and Trade. Australia’s regional counter-proliferation activities are discussed in detail in 

Chapter Six.

The export control regimes

The Zangger Committee

The Zangger Committee68 was established in 1971 when major nuclear suppliers, 

including Australia, came together to reach a common understanding on how to 

implement their obligation under the Treaty on the Non-Proliferation of Nuclear Weapons 

(NPT) not to supply nuclear material and equipment to non-nuclear-weapon states 

outside the NPT unless International Atomic Energy Agency (IAEA) safeguards were 

in place. 

In 1974, the Committee published a list of items — known as the “Trigger List” — that 

could be transferred to non-nuclear-weapon states outside the NPT only on condition 

of certain safeguards and assurances. The Committee established three conditions 

for supply: an assurance of non-explosive use, a requirement that the item be placed 

under IAEA safeguards, and an assurance that the receiving state would apply the same 

conditions when transferring the items to other states. 

Australia remains active in the Zangger Committee and has supported steps to ensure 

transparency of Committee operations to enhance the international acceptability of 

nuclear export controls. The Zangger Committee currently has 35 members.

Nuclear Suppliers Group

The Nuclear Suppliers Group (NSG),69 created in 1974, aims to prevent civilian nuclear 

trade from contributing to nuclear weapons programs in non-nuclear-weapon states. 

Whereas the Zangger Committee focuses on controlling transfers to states outside 

the NPT, the NSG’s guidelines (fi rst published in 1978) deal with the transfer of 

nuclear-related items to all non-nuclear-weapon states regardless of their NPT status. 

These guidelines require recipient governments to provide formal assurances that 

transferred items will not be diverted to unsafeguarded nuclear facilities or nuclear 

68  <http://www.zanggercommittee.org>.
69  <http://www.nuclearsuppliersgroup.org>.
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explosive activities. The guidelines also set out strengthened re-transfer provisions and 

requirements for the physical protection of nuclear material and facilities. They require 

particular restraint with respect to trade in facilities, technology or equipment that may 

be used for uranium enrichment or plutonium reprocessing — the two key paths to the 

manufacture of nuclear weapons. 

In the early 1990s, it became clear that Iraq had being pursuing a clandestine nuclear 

weapons program, largely by acquiring dual-use items not covered by export controls 

then in place. This development prompted the NSG in 1992 to establish additional 

guidelines for transfers of nuclear equipment, material and technology with both civil 

and military applications. The NSG also amended its guidelines to require non-nuclear-

weapon states to accept the application of IAEA safeguards on all their current and 

future nuclear activities as a condition of nuclear supply. 

The NSG now comprises 45 states, more than half of which are nuclear technology 

suppliers. With China’s accession in 2004, the NSG now includes all the major suppliers 

of nuclear technology. Australia continues to work actively with other NSG participants to 

strengthen the NSG’s guidelines in response to contemporary proliferation challenges. 

The Australia Group

In response to evidence that Western countries had inadvertently supplied Iraq with 

dual-use chemicals which Iraq had diverted to its chemical weapons program, Australia 

led a group of 15 chemical supplier countries in establishing the Australia Group70 in 

1985 to prevent such instances recurring. In 1990, the Group expanded its scrutiny 

to biological materials as information came to light that Iraq had also been pursuing a 

biological weapons program. Since that time, the Group has developed comprehensive 

control lists covering dual-use chemicals, biological materials and production and other 

equipment. Participation in the Australia Group has grown from 15 participants in 1985 

to 39 countries plus the European Commission in 2005.

Coordination of national export control measures assists Australia Group participants 

to fulfi l their obligations under the CWC and the BWC to the fullest extent possible. In 

the absence of a verifi cation body for the BWC, the Group’s development of control lists 

covering biological materials and technologies represents the only form of internationally 

harmonised control over these items.

Since the fi rst meeting of the Australia Group in 1985, Australia has functioned as the 

chair and secretariat of the Group. Accordingly, Australia plays a key role in maintaining 

the policy momentum behind the Group’s activities by convening and chairing annual 

plenary meetings. The Australia Group Secretariat, based within the Department 

of Foreign Affairs and Trade, manages the day-to-day administration of the Group, 

including document distribution.

70  <http://www.australiagroup.net>. See speech by A Downer, Minister for Foreign Affairs, “Twentieth 
Anniversary Plenary of the Australia Group”, Sydney, 18 April 2005, <http//www.foreignminister.gov.
au/speeches/2005/050418_ag.html>; and press release, “2005 Australia Group Plenary”, April 2005, 
<http://www.australiagroup.net/en/releases/press_2005.htm>.
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THE AUSTRALIA GROUP: TWENTY YEARS

Marking its twentieth anniversary, the Australia Group met for its annual plenary 

in Sydney in April 2005. The plenary agreed on several new measures to enhance 

participants’ export controls and set a forward-looking agenda for tackling new 

and emerging challenges, including terrorism. 

To encourage broader adherence to Australia Group measures, the Sydney 

Plenary further refi ned outreach strategies in regions of proliferation concern. 

Participants also reiterated a willingness to assist countries to meet their UN 

Security Council Resolution 1540 obligations to establish effective export 

controls. Agreement was reached on improving the utility of the Group’s website 

as an outreach tool and implementation guide by incorporating more practical 

information and translating the site into the offi cial UN languages.

Addressing concerns over terrorists’ interest in dispersal devices for biological 

agents, the plenary agreed to add the most threatening aerosol sprayers to the 

biological equipment control list. As part of the Group’s ongoing efforts to keep 

its common control lists up to date and scientifi cally relevant, participants also 

agreed to examine the addition of up to 25 more biological agents to the 

control lists.

Discussions dealing with information sharing and enforcement provided clearer 

insights into proliferation behaviour by state and non-state actors, as well as 

practical measures for addressing it. A live documentary-style exercise for 

enforcement offi cials, drawing out some of the measures discussed at the 

plenary, was hosted by the Australian Customs Service.

Under Australian stewardship, the Sydney Plenary set the Australia Group an 

active and focused agenda for future work, including: expanding outreach 

activities with a more practical focus; combating terrorism through more effective 

awareness raising and stricter controls on sources; controlling brokering and 

other activities by intermediary agents; and addressing emerging technologies 

that could be applied to develop chemical and biological weapons.

The twentieth anniversary plenary of the Australia Group, Sydney, April 2005 
(Photo: Dominique Werner)
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Missile Technology Control Regime

The Missile Technology Control Regime (MTCR)71 was established in 1987 by a small 

group of like-minded countries with advanced aerospace-manufacturing capabilities 

to prevent their exports contributing to ballistic missile programs in countries of 

proliferation concern. Current MTCR controls relate to both ballistic and cruise missiles, 

complete rocket systems, unmanned aerial vehicles and related technology for those 

systems capable of carrying a 500-kilogram payload at least 300 kilometres, as well 

as systems intended for the delivery of WMD. These items are listed in the MTCR 

Equipment, Software and Technology Annex.

Australia joined the MTCR in 1990 and has contributed actively to address areas of 

recent concern, notably by advancing a proposal to develop best practice controls 

on brokering, transit and transhipment. Thirty-four countries currently participate in 

the MTCR.

The MTCR oversaw the fi rst steps towards the International Code of Conduct 

Against Ballistic Missile Proliferation (also known as the Hague Code of Conduct).72 

Consultations on the Code took place within the MTCR until 2001 when it was decided 

to universalise the draft text, severing the MTCR’s connection. The Code 

complements the important ongoing work of the MTCR.

Wassenaar Arrangement

The Wassenaar Arrangement73 was established in 1995 to control transfers of 

conventional weapons and defence and dual-use goods and technologies which 

are major elements in the development, production, use or enhancement of military 

capabilities. The Arrangement aims to promote transparency, exchange of information, 

and greater responsibility in preventing destabilising accumulations of advanced 

conventional weapons and dual-use technologies. Since December 2001, the Wassenaar 

Arrangement has pursued as one of its purposes the prevention of weapons proliferation 

to terrorist groups.

Australia will chair the Wassenaar Arrangement in 2006 and will use this opportunity to 

pursue the Government’s agenda to strengthen the regime’s non-proliferation goals, 

especially by increasing awareness among non-participating countries.

Australia’s export control system

Australia has a robust institutional and legislative export control framework. The 

Department of Defence is responsible for implementing Australia’s export controls on 

all defence and strategic items,74 except nuclear fuels and special fi ssionable material 

71  <http://www.mtcr.info/english/index.html>.
72  See Chapter Two.
73  <http://www.wassenaar.org>.
74  See <http://www.defence.gov.au/strategy/dtcc/default.htm>.
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which are administered by the Department of Industry, Tourism and Resources.75 The 

Defence Trade Control and Compliance section (DTCC) in the Department of Defence is 

responsible for issuing export permits and licences to individuals and companies seeking 

to export controlled goods. DTCC assesses approximately 4 000 export applications 

per year.

The Australian Customs Service is the enforcement agency of Australia’s export control 

system. Acting on behalf of permit-issuing authorities, Customs is responsible for 

enforcing controls on the movement of restricted goods and preventing the export or 

import of prohibited goods. Customs uses a variety of technologies such as equipment 

to detect and identify radioactive sources and explosives, neutron scanning of air 

cargo, container and pallet x-rays, mobile x-rays, and fi rearms, explosives and 

chemical detector dogs.

A Customs offi cial uses a chemical detector dog to inspect freight (Photo: Australian Customs Service).

75  See box in Chapter Five for information on Australia’s uranium exports.
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CONTROLLED GOODS: AUSTRALIA’S CRITERIA FOR ASSESSING 

EXPORT APPLICATIONS 

Generally, the export of controlled defence and dual-use goods and technologies 

will not be permitted:

• to countries against which the UN Security Council or General Assembly 

has imposed a mandatory arms embargo;

• where the goods are likely to be used in a manner either contrary to a 

decision of the Security Council or contrary to the provisions of international 

instruments to which Australia is a party;

• to countries with policies or interests which are inimical to the strategic 

interests of Australia or its friends and allies;

• to governments that might use the goods to compromise the rights 

of their citizens;

• where foreign and strategic policy interests outweigh export benefi ts;

• if the export would be reasonably judged to affect adversely Australian 

military capability;

• to governments that seriously violate their citizens’ rights unless there is 

no reasonable risk that the goods might be used against those citizens in 

violation of their human rights; 

• if there is reason to believe the goods could be used in mercenary, terrorist or 

other criminal activities; and

• if specifi c foreign policy or other national interests justify notifi cation of the 

intended destination.

The legislative basis for controls on the export of defence and dual-use goods is the 

Customs Act 1901. Controls are executed through the Customs (Prohibited Exports) 

Regulations 1958, Regulation 13E. The Weapons of Mass Destruction (Prevention of 

Proliferation) Act 1995 (WMD Act) and its derived regulations also provide for the control 

of exports which are not controlled under other legislation and where it is known or 

suspected that the exports may be used in or assist a WMD program (catch-all controls). 

The WMD Act covers the export of WMD-related goods from Australia and the provision 

of WMD-related services, both within and outside Australia. DTCC administers both 

Regulation 13E and the WMD Act.

The Defence and Strategic Goods List (DSGL) is Australia’s list of controlled defence and 

dual-use goods and technologies. The DSGL draws on the international export control 

regimes’ guidelines and control lists for its basis. It was fi rst published in 1996 when 

the Customs (Prohibited Exports) Regulations were consolidated and revised and is 

updated at least annually. The DSGL includes equipment, assemblies and components, 
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associated test, inspection and production equipment, materials, software and 

technology, and is divided into two parts. Part One covers defence and related goods, 

including military goods and non-military lethal goods. Part Two covers dual-use 

goods and is divided into ten categories, including nuclear materials, chemicals 

and toxins, electronics, computers, telecommunications and information security 

and propulsion systems.

Goods listed in the DSGL may only be exported from Australia with the permission of the 

Minister for Defence or the Minister’s delegate. Only the Minister for Defence may deny 

an export application. The Minister is also the only person who may revoke a permit or 

licence if a condition is breached or foreign policy or strategic circumstances change 

signifi cantly in the country to which goods are to be exported.

Sensitive applications (where there are concerns about the proposed end-use and/or 

end-user) can be referred by the Department of Defence to an inter-departmental 

committee — the Standing Inter-Departmental Committee on Defence Exports (SIDCDE) 

— for review and advice. SIDCDE is chaired by Defence and includes relevant Defence 

agencies, and representatives of the Department of Foreign Affairs and Trade, Attorney-

General’s Department, the Department of the Prime Minister and Cabinet, the Australian 

Customs Service and Austrade.

The Government is also working to increase awareness on the part of domestic industry 

and the academic community in relation to the broader objectives of Australia’s export 

control system as well as how it operates and what obligations it places on exporters. 

Awareness-raising activities are undertaken by the Department of Defence, the 

Australian Safeguards and Non-Proliferation Offi ce and the Department of Foreign 

Affairs and Trade.

Outreach briefi ngs inform exporters and academics who may be dealing with dual-use 

technologies about export licensing requirements, and also raise awareness of methods 

employed by proliferators to obtain controlled goods and technologies. The intention 

is to foster cooperation between the Government and the Australian business and 

academic communities on proliferation-related issues.

IF YOU HAVE A CONCERN

Preventing proliferation is everybody’s business. The public is encouraged to 

report transactions of, or enquiries about, WMD-related goods to Defence Trade 

Control and Compliance on (02) 6266 3459 or email dtcc@defence.gov.au.
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NEW RESPONSES TO CONTEMPORARY CHALLENGES

The complex, evolving nature of the threat posed by WMD and missile proliferation 

requires multidimensional responses. Traditional measures to curb the spread of WMD, 

established by the framework of multilateral treaties and export control regimes, remain 

valid. But experience shows that they alone are not suffi cient. Their effectiveness has 

been increasingly challenged in recent years by secondary proliferation and terrorism, as 

outlined in Chapters One and Two.

Fresh thinking and innovative approaches are required to meet these challenges and 

stay one step ahead of proliferators. To this end, the Government has actively supported 

the Proliferation Security Initiative (PSI) since its inception.76 Building on existing 

measures for stopping fl ows of WMD and related materials in transit, the PSI has proved 

to be a valuable practical tool in countering proliferation as it occurs. We are also 

collaborating with the United States on the development of missile defence — another 

new and practical measure to protect Australia and Australian interests from the threat of 

WMD and contributing to broader efforts to discourage the spread of WMD and long-

range missiles.

NON-PROLIFERATION AND COUNTER-PROLIFERATION

Non-proliferation might broadly be described as the suite of preventive measures, 

based on norms and rules agreed by the international community, that act as 

disincentives for, and obstacles to, pursuing WMD. These include provisions to 

act on breaches committed by members of the non-proliferation regimes, such as 

referral to the United Nations (UN) Security Council. 

Counter-proliferation generally refers to specifi c measures and actions taken to 

arrest instances in which non-proliferation measures have been circumvented, 

such as stopping illicit WMD-related cargoes from reaching their destinations. In 

particular, they are directed at the problem of secondary proliferation involving 

WMD-related transfers between states outside or beyond the reach of non-

proliferation regimes, as well as terrorist groups. The Proliferation Security Initiative 

is a good example of a counter-proliferation tool. 

Some measures, such as export controls, apply in both cases: they are intended 

to support the non-proliferation provisions of the WMD treaties while providing 

scope for active intervention in preventing illicit cargoes being approved for export. 

Intervention of this sort relies heavily on the provision of intelligence on WMD 

proliferation trends and procurement networks. 

Given that counter-proliferation measures effectively relate to enforcement of non-

proliferation norms, they should be seen as complementary and mutually reinforcing.

76  See A Downer, Minister for Foreign Affairs, “Weapons of Mass Destruction: The Greatest 
Threat to International Security”, speech at second PSI meeting, Brisbane, 9 July 2003, 
<http://www.foreignminister.gov.au/speeches/2003/030709_wmd.html>.
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The Government is acting to ensure its policies to prevent the spread of WMD are 

implemented in a consistent and coordinated way across all levels of government. 

The recent strengthening of the counter-proliferation capabilities of our intelligence 

agencies underlines the Government’s commitment to ensuring whole-of-government 

policy formulation is adequately resourced. We are also working through inter-agency 

processes to tighten domestic controls on hazardous materials, strengthen our border 

protection measures and reduce the risks of proliferation-relevant knowledge and 

technology being transferred through person-to-person contacts or other intangible 

means. At the same time, the Government is working with industry and the academic 

community to improve awareness and understanding of proliferation risks. 

The Proliferation Security Initiative 

The PSI was announced by US President George Bush in May 2003 during a G8 meeting 

in Cracow, Poland as an innovative and practical measure for closing gaps in multilateral 

non-proliferation regimes. The initiative operates as an informal arrangement between 

countries sharing non-proliferation goals to cooperate with each other, as necessary, 

to disrupt WMD-related trade. 

The PSI specifi cally responds to the urgent need to capture WMD-related transfers 

between states of proliferation concern, or to non-state actors, that breach international 

non-proliferation norms or are beyond the reach of the export control regimes. To this 

end, countries participating in the PSI have agreed to take steps, either alone or with 

others, to impede the transfer or transport of WMD, their delivery systems and related 

material. In addition to reinforcing multilateral non-proliferation regimes, the PSI plays 

an important role in supporting United Nations Security Council Resolution 1540 which, 

among other measures, calls on states to take cooperative action to prevent illicit 

traffi cking in WMD, their means of delivery and related materials. UN Secretary General 

Kofi  Annan has welcomed the initiative’s role in fi lling “a gap in our defences”.77

The PSI has played an important role in providing the framework for action to disrupt 

proliferation in several instances.78 In October 2003, for example, Italy, Germany and 

the United States worked together to stop the German-owned vessel BBC China from 

delivering a cargo of centrifuge parts for uranium enrichment destined for Libya’s nuclear 

weapons program. Soon after, the Libyan Government renounced its WMD programs. 

Australia has been one of the principal drivers of the PSI since its launch in 2003. 

We were one of ten countries invited by the United States to participate in the PSI’s 

inaugural meeting in Madrid in June 2003. We hosted the pivotal second meeting of 

the PSI in Brisbane in July 2003 which advanced a statement detailing the initiative’s 

core objectives and methods and identifying specifi c steps to effectively interdict WMD 

77  K Annan, United Nations Secretary General, “A Global Strategy for Fighting Terrorism”, speech 
at International Summit on Democracy, Terrorism and Security, Madrid, Spain, 10 March 2005, 
<http://www.unfoundation.org/fi les/pdf/ 2005/A_Global_Strategy_for_Fighting_Terrorism.pdf>.

78  See remarks by C Rice, US Secretary of State, on the second anniversary of the PSI, 
<http://www.state.gov/secretary/rm/2005/c14856.htm>.
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shipments at sea, in the air or on land. The document, known as the Statement of 

Interdiction Principles, was endorsed by PSI countries at a subsequent meeting in Paris 

in September 2003.

The PSI already enjoys the support of well over 60 countries. It is a form of multilateral 

cooperation based on practical activities. The initiative has no secretariat, no 

headquarters and no overarching treaty. The PSI does not itself grant authority to 

conduct interdictions and is not designed to create new powers. Rather, guided by the 

Statement of Interdiction Principles, PSI countries aim to operate within national and 

international law to combat WMD proliferation and to work together to strengthen 

these laws.

A priority for Australia, and all other PSI participants, is to maintain and refi ne capabilities 

for interdicting WMD-related trade. In just two years, countries participating in PSI 

activities have developed their maritime, air and ground interdiction capabilities through 

a program of joint training exercises in Europe, Asia and North America. These exercises 

are designed to: enhance operational responsiveness by testing national interdiction 

capacity; improve mechanisms for conducting joint interdiction operations with other 

countries; bridge differences in training and operational systems, and allow operational 

crews and policy experts to learn to work together in a cooperative and collaborative 

manner. By the end of 2006, 28 exercises will have been held.

Australia has attended all PSI interdiction exercises and also led the fi rst maritime 

interdiction exercise held under PSI auspices in 2003, “Exercise Pacifi c Protector”. 

The exercise was held in the Coral Sea, off the central Queensland coast, and involved 

approximately 800 military and law enforcement personnel from Australia, France, 

Japan and the United States. Representatives from Germany, Italy, Poland, the 

United Kingdom, Spain and the Netherlands also observed the exercise. Australia 

will lead another multi-nation PSI exercise in 2006, this time focusing on an 

air/ground interdiction.

Australia hosted a second major meeting of PSI participants in Sydney in December 

2004. This meeting of legal and operational experts was one of a series focused on 

the nuts and bolts of conducting interdiction operations. Participants agreed to begin 

exploring steps involved in conducting air interdiction exercises and operations and to 

expand cooperation between government and key industry sectors, including container 

and air freight sectors. Participants also endorsed greater participation in PSI exercises 

by a broader range of countries to help increase understanding of the operational 

objectives of the initiative. 
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PSI Exercise Pacifi c Protector, Australia, September 2003 (Photo: Department of Defence)

A major priority for the PSI is efforts to universalise support for its objectives. 

Australia is working to raise awareness of, and expand support for, the initiative in the 

Asia–Pacifi c region.79 

To maximise capacity to participate in PSI operations, participants have also agreed 

to strengthen relevant laws. PSI countries are participating in negotiations in the 

International Maritime Organization to amend the Convention for the Suppression of 

Unlawful Acts Against the Safety of Maritime Navigation (SUA Convention). The proposed 

amendments would create new offences in relation to the transport by sea of WMD and 

related materials and establish a boarding regime in relation to suspect vessels.

Missile defence

Missile defence is another practical response to the proliferation of WMD. Our 

Memorandum of Understanding (MOU) with the United States on Missile Defence 

cooperation refl ects Australia’s strong interest in supporting a defensive system that 

could be part of a more secure international order by making it harder for potential 

adversaries to develop effective ballistic missile threats. 

79  See Chapter Six on Australia’s regional counter-proliferation activities.
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Missile defence adds a critical dimension to our counter-proliferation objectives and is 

consistent with our broader national strategic and national security interests. It will have 

a positive effect by dissuading potential adversaries from investing in ballistic missiles, 

deterring ballistic missile use by denying the benefi ts of attacking, and defending against 

missile attack should deterrence fail. 

Mr Downer, Minister for Foreign Affairs, and Senator Hill, Minister for Defence, with the then US Secretary 
of State, Colin Powell and US Secretary for Defence, Donald Rumsfeld, following the signing of the MOU on 
missile defence, Washington, 7 July 2004 (Photo:AFP/AAP)

Our missile defence engagement complements our commitment to the detection and 

tracking of ballistic missile launches through the Joint Defence Facility at Pine Gap. It 

also enhances Australia’s long-standing cooperation with the United States within the 

framework of the Alliance relationship.

The major element of our collaborative effort is joint research and development aimed 

at detecting and tracking missiles, particularly in the early launch phase. Australian 

know-how and cutting-edge technology is making a material contribution to the US 

Missile Defence Program. This engagement also benefi ts Australia’s defence capabilities, 

particularly in surveillance and air defence. 

Australia and the United States have recognised the need to act decisively against the 

threat of ballistic missiles. The importance of pursuing all counter-proliferation options 

available to us and the value to regional security that missile defence capabilities can 

provide is appreciated by many nations. Japan, the United Kingdom and Russia, for 

example, also cooperate with the United States on missile defence. In May 2005, NATO 

announced that it aimed to fi eld an Active Layered Theatre Ballistic Missile Defence 

capability by 2010.
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Regional nations understand the rationale for Australia’s involvement in missile defence. 

Australia ensures that these nations are kept informed of developments in missile 

defence and we consult regularly with dialogue partners such as China, Japan, South 

Korea, Indonesia and Thailand. Multilateral activities, such as those held under the 

auspices of the ASEAN Regional Forum, also provide an opportunity to ensure the 

transparency of Australia’s activities in the missile defence arena.80

A coordinated whole-of-government response

The effectiveness of Australia’s overall response to the proliferation threat and its various 

dimensions relies on close coordination between several government agencies with 

specifi c roles in implementing the range of available non-proliferation and counter-

proliferation measures. These roles range from representing Australian interests in 

multilateral arms control and non-proliferation fora to managing our export control 

system; detecting and deterring illicit transfers of WMD-related materials; maintaining 

disaster response preparedness; and collecting and analysing intelligence. Inter-agency 

coordination on counter-proliferation issues has been signifi cantly enhanced over recent 

years to ensure that objectives and policies of individual agencies are complementary 

and refl ect a comprehensive and consistent whole-of-government strategy.

The Department of Foreign Affairs and Trade (DFAT) works closely with a wide range 

of agencies to coordinate Australia’s policy positions on international security and 

counter-proliferation issues. As a part of this, DFAT chairs the inter-agency Non-

Proliferation Coordination Group which aims to tighten domestic arrangements and 

inform participation in international efforts aimed at curbing WMD proliferation. DFAT’s 

role also includes advocating Australia’s interests in multilateral non-proliferation and 

disarmament fora, promoting Australia’s security interests within the United Nations and 

managing Australia’s policies and positions within the export control regimes and the 

PSI. The Department also actively promotes Australia’s counter-proliferation objectives 

at the regional and bilateral levels, including through its counter-proliferation outreach 

program and counter-terrorism cooperation.81

Australia’s export control system is managed by the Department of Defence and 

enforced by the Australian Customs Service, as outlined in Chapter Four. Both agencies 

also contribute to Australia’s participation in the PSI and export control regimes, 

including by sharing relevant information on enforcement experiences and trends with 

other countries. Customs also works closely with other agencies to detect and deter 

illegal transactions of WMD-related materials and technologies.

Defence manages operational aspects of Australia’s participation in the PSI, and 

contributes technical expertise relating to Australia’s engagement with the global 

WMD non-proliferation and disarmament regimes and fora. It also leads in Australia’s 

80  More information about missile defence is available at <http://www.mda.mil> and <www.fas.org>.
81  Described in Chapter Six.
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engagement with the United States and other contributing nations on missile defence. 

DFAT and Defence are also actively engaged in developing regional understanding and 

acceptance of missile defence activities.

Both the Attorney General’s Department (AGD) and Defence are involved in legal 

aspects of the development and implementation of activities such as the PSI. AGD is 

also involved in efforts to strengthen international law, such as amendments to the SUA 

Convention (described above). The AGD’s involvement in implementing counter-terrorism 

measures also contributes to and complements the Government’s broader counter-

proliferation agenda.

Investigations of offences under the Weapons of Mass Destruction (Prevention of 

Proliferation) Act 1995 and the Nuclear Non-Proliferation (Safeguards) Act 1997 are 

undertaken by the Australian Federal Police (AFP). The AFP also works with other 

agencies and the international law enforcement community to prevent and investigate 

terrorism, including WMD-related offences.

The role of intelligence

Information provided by Australia’s intelligence community is of fundamental importance 

to the Government’s understanding of WMD programs, procurement activities and 

networks. A strong intelligence capability is essential for the development of whole-

of-government policies and strategies on counter-proliferation and to understand and 

respond to evolving threats. As proliferators continue to devise new ways of avoiding 

scrutiny, the operating environment for intelligence agencies will remain complex 

and challenging. 

The Government has expanded Australia’s intelligence capabilities to enhance 

the provision of specialist and technical advice on WMD and global proliferation 

developments. Extra funding of $43 million over four years from 2005 until 2009 has 

been committed to the Defence Intelligence Group, the Australian Secret Intelligence 

Service (ASIS) and the Australian Security Intelligence Organisation (ASIO) to enhance 

collection, coordination and analysis of intelligence related to proliferation. Among 

other outcomes, enhanced intelligence capability will improve implementation and 

enforcement of our export control system. 

As part of these enhancements, the Government also has established an inter-

departmental coordination group chaired by the Offi ce of National Assessments (ONA).82 

This group brings together all Australia’s intelligence agencies as well as the relevant 

Commonwealth policy departments to help inform Government counter-proliferation 

policy. ONA also produces assessments of direct relevance to the Government’s 

counter-proliferation policies.

82  This enhanced role for ONA fl ows from recommendations of the Flood Inquiry, as adopted by the 
Government, which calls for ONA to take a greater role in coordinating the activities of the Australian 
intelligence community. See <http://www.pmc.gov.au/publications/intelligence_inquiry/>.
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ASIO’s counter-proliferation effort is concentrated on identifying, investigating and 

recommending actions to prevent the exploitation of Australian products, resources or 

knowledge by foreign governments or non-state actors, including terrorist groups, which 

would assist in the development of WMD.

Foreign intelligence collection relating to WMD is performed by ASIS in support of the 

Government’s counter-proliferation efforts. ASIS also engages with overseas intelligence 

agencies to promote exchanges on proliferation issues and developments.

The Defence Intelligence Group has increased its analytical resources and is 

strengthening its ability to provide detailed technical advice on aspects of WMD 

proliferation.

Our long-standing intelligence relations with close allies, such as the United States and 

the United Kingdom, have been central to Australia’s counter-proliferation strategy. 

Australia is an active contributor in these arrangements, particularly through our 

expertise and understanding of developments in our region. Our intelligence agencies 

also work closely with regional partners, including through the sharing of information and 

encouraging joint action within the region to combat proliferation. 

Tighter national measures against proliferators and terrorists

Domestic measures play a vital role in Australia’s response to the threat posed by the 

proliferation of WMD and the risk they may be acquired by terrorists. Responding to the 

risk of illegal or unauthorised access to and use of sensitive materials in Australia has 

required an inventive, fl exible approach. In all these issues, there is a delicate balancing 

act between the interests of legitimate users of sensitive goods and the risk that these 

goods may be diverted to illicit uses.

The domestic fi ght against proliferation requires coordinated input from numerous 

Australian government agencies, all the states and territories and many of their agencies, 

and private industry. For example, the Australian Government Chemical, Biological, 

Radiological, Nuclear (CBRN) Strategy Group has been formed recently to provide 

whole-of-government strategic direction on CBRN issues. The Group will formulate 

national policy, monitor the implementation of national strategy and policy decisions, 

and focus on the threat of the malicious use of CBRN materials against civilians.

The Council of Australian Governments

In 2002 the Council of Australian Governments (COAG)83 agreed to a national review of 

the regulation, reporting and security around the storage, sale and handling of hazardous 

materials. Priority was given to the regulation of ammonium nitrate, which has legitimate 

commercial and agricultural uses but has also been used as a readily accessible 

ingredient in illicit explosives manufacture, as evidenced by the Oklahoma City bombing. 

83  <http://www.coag.gov.au>.
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INCIDENT RESPONSE REGIMENT 

The Incident Response Regiment (IRR) is a defensive unit within the ADF which 

specialises in rapidly responding to chemical, biological, radiological, nuclear 

and/or explosive hazards, as well as other hazardous material and situations, 

including fi re. The Regiment was created building upon the experience gained 

during the Sydney 2000 Olympic Games and the Commonwealth Heads of 

Government Meeting in Queensland in 2002. 

IRR personnel include specialists in intelligence, communications, bomb 

disposal, urban search and rescue, hazardous materials, medicine, and relevant 

scientifi c fi elds. Using detection equipment, specially trained dogs and a variety 

of specialist kits, the IRR is able to fi nd, disarm and dispose of a device, and 

decontaminate and treat victims and the exposed area. The unit plays an 

integrated role in Australia’s national approach to deterring, detecting, responding 

to and managing any terrorist incident. The Regiment is available to assist state 

and territory authorities in response to domestic emergencies and in support 

of Australian forces deployed overseas in high threat environments. The IRR 

served in Iraq from February to May 2003, where it assisted with the search and 

clearance of Al Asad Airbase.

A training exercise of the Incident Response Regiment (Photo: Department of Defence)
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COAG’s Principles for the Regulation of Ammonium Nitrate were released in June 2004 

and outline a licensing regime to ensure that ammonium nitrate is only accessible to 

people who have a demonstrated legitimate need for the product, are not of security 

concern, and will store and handle the product safely and securely. The regulations have 

already been implemented in several states and are in the process of being implemented 

in others. Reports exploring current and potential regulation of chemicals, biological 

agents and radioactive materials are due for release in late 2005.

Australian Radiation Protection and Nuclear Safety Agency

The Australian Radiation Protection and Nuclear Safety Agency (ARPANSA)84 is 

responsible for protecting the health and safety of people, and the environment, from 

the harmful effects of radiation.

In 2002, ARPANSA published a national strategy for the security of radioactive sources 

in recognition of the need to address and reduce the risk posed by radiological 

terrorism. The Australian Government has funded ARPANSA to implement the strategy’s 

recommendations. As a result of the funding, ARPANSA has produced a draft Code 

of Practice on the Security of Radioactive Sources and is in the latter stages of 

implementing a national register of high hazard sources and a set of strengthened import 

and export controls for radioactive material. The Code of Practice, if approved by the 

Australian Health Ministers Advisory Council, will be implemented as part of the uniform 

national framework in the National Directory for Radiation Protection. The national 

strategy supports the review of hazardous materials being undertaken by COAG.

Australian Safeguards and Non-Proliferation Offi ce

The Australian Safeguards and Non-Proliferation Offi ce (ASNO)85 is the national 

authority for International Atomic Energy Agency (IAEA) safeguards in Australia. In 

the implementation of safeguards ASNO administers a system of permits, approvals, 

notifi cations and reports to ensure that nuclear materials are properly accounted 

for and to ensure the security of nuclear facilities and materials. The majority of this 

work relates to Australia’s sole nuclear facility operated by the Australian Nuclear 

Science and Technology Organisation (ANSTO) at Lucas Heights, but uranium mines, 

uranium transport companies and small quantity permit holders are also subject to 

safeguards regulation. 

In 2005 ASNO completed a comprehensive security risk review of the Australian uranium 

industry, covering mine and transport infrastructure. The review was carried out for 

ASNO by ASIO, and in cooperation with the state and territory governments. The review 

identifi ed no signifi cant shortcomings in protective security arrangements at the three 

uranium mines and during transport, but some strengthening measures are envisaged.

84  <http://www.arpansa.gov.au>.
85  <http://www.asno.dfat.gov.au>.
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ASNO is also responsible for the domestic implementation of Australia’s obligations 

under the Chemical Weapons Convention (CWC), and administers a system of permits 

for the import, use or production of chemicals included in the CWC schedules, and a 

notifi cation system for certain other chemical manufacturing activities. These systems 

are under regular review and ASNO has increased reporting and security requirements. 

ASNO facilitates inspections of Australian chemical facilities by the Organisation for the 

Prohibition of Chemical Weapons (OPCW)86 and has an active outreach program to the 

Australian chemical industry.

These institutional activities are supported by a robust framework of legislation. The 

Australian Government is committed to ensuring Australian laws and regulations provide 

adequate and effective protection from illicit activity involving chemical, biological, 

radiological and nuclear materials. For example, the Non-Proliferation Legislation 

Amendment Act 2003 strengthened arrangements for the protection of nuclear material, 

facilities and associated information, and formed part of the basis for the Comprehensive 

Nuclear-Test-Ban Treaty to come into force for Australia.

86  <http://www.opcw.org>.

The nuclear fuel cycle
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THE AUSTRALIAN URANIUM INDUSTRY

Australia has 29 per cent of the world’s medium-cost uranium reserves87 and 

currently has three operating uranium mines: the Ranger mine in the Northern 

Territory, and the Olympic Dam and Beverley mines in South Australia. 

Australia’s uranium is exported for exclusively peaceful purposes, primarily 

electricity generation.

Australian uranium and nuclear material derived from Australian uranium 

— known as Australian-Obligated Nuclear Material (AONM) — will be supplied 

to a country only when Australia is satisfi ed this will not contribute to production 

of nuclear weapons or any other military purpose. Australia will only supply 

countries with which it has a bilateral safeguards agreement88 setting out a range 

of conditions that apply to AONM:

• non-nuclear-weapon states must be a party to the Nuclear Non-Proliferation 

Treaty and must have concluded a comprehensive safeguards agreement with 

the IAEA. Australia announced in 2005 that it intends to make the Additional 

Protocol to IAEA safeguards agreements a condition for the supply of 

Australian uranium to non-nuclear-weapon states;

• in the case of nuclear-weapon states, the material must be covered by the 

state’s safeguards agreement with the IAEA;

• Australian consent is required for transfers to third countries (ensuring the 

AONM cannot leave the safeguards agreement network), high enrichment 

and reprocessing;

• an assurance must be given that internationally agreed standards of physical 

security will be applied to AONM; and

• detailed administrative arrangements setting out the procedures which would 

apply in accounting for and reporting on AONM to Australia must be followed.

These measures ensure that Australian uranium is not diverted to weapons 

programs or other military purposes as it makes its way through the international 

nuclear fuel cycle. The Department of Industry, Tourism and Resources (DITR) in 

consultation with ASNO is responsible for issuing uranium export permits.

87  Defi ned as recoverable resources extractable at under US$80 per kg, see OECD Nuclear Energy Agency 
and International Atomic Energy Agency, Uranium 2003, Resources, Production and Demand, 2003, 
p. 15.

88  See ASNO’s Annual Report 2003–04 at <http://www.asno.dfat.gov.au> for further information on 
Australia’s bilateral nuclear safeguards agreements. Australia has 19 safeguards agreements covering 36 
countries. A list of these countries can be found at <http://www.dfat.gov.au/security/nuclear_safeguards.
html>. 
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Preventing knowledge from falling into the wrong hands: Migration Regulations: 

Public Interest Criterion 4003(b)

Controls to prevent the proliferation of WMD apply to people as well as goods and 

technology. This has two aspects — controls over citizens and residents of Australia and 

controls over foreign nationals seeking to enter Australia.

Activities that may contribute to a program to develop WMD are illegal under Australian 

law. State and federal legislation create these offences and provide for penalties. For 

example, exporting controlled goods without authorisation attracts substantial criminal 

penalties under the Customs Act 1901. Under the Weapons of Mass Destruction 

(Prevention of Proliferation) Act 1995, any person who knowingly supplies any goods or 

services, including intangible assistance such as knowledge, to another person for use in 

a WMD program, is guilty of an offence punishable by imprisonment of up to eight years.

Under Australia’s border management system, any non-citizen (except New Zealand 

citizens) wanting to enter Australia must obtain a visa from the Department of 

Immigration and Multicultural and Indigenous Affairs (DIMIA). Under the Migration Act 

1958, DIMIA must refuse a visa application if the Minister for Foreign Affairs 

determines that the applicant may be directly or indirectly associated with WMD 

proliferation — Public Interest Criterion 4003(b). In 2004–05, over 10 000 visa 

applications were screened under this criterion.
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THE PROLIFERATION CHALLENGE IN THE ASIA–PACIFIC

No country or region can claim to be immune from the problem of proliferation. The 

preference of proliferators to use normal international trading networks has placed 

a particular focus on the Asia–Pacifi c. Seven of the largest international ports by 

volume are located in the Asia–Pacifi c. High trade volumes through the region create 

opportunities for diverting WMD and missile-related trade to destinations of 

proliferation concern.

Australia is working closely with regional countries to advance consideration of non-

proliferation issues in the main regional fora. At the same time, we are sharing our 

experience and offering regional countries technical assistance on improving counter-

proliferation measures, with a focus on export controls, safeguards and security of 

radioactive sources.

Singapore shipping port — a major transhipment hub in the Asia-Pacifi c. Singapore has introduced tight 
new export controls to prevent the diversion of trade to WMD programs (Photo: AFP/AAP).

Relationship between global and regional non-proliferation

The activities of the Khan nuclear procurement network stretched across the globe. 

Centrifuge components for enriching uranium, for instance, were manufactured in 

Malaysia, at the request of a Sri Lankan based in Dubai. Specialised lathes were sourced 

from Spain, furnaces from Italy, centrifuge motors and frequency converters from 

Turkey, enrichment technology from South Africa and Switzerland, and aluminium from 
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Singapore. The range of Khan’s network and the sophistication of the goods it obtained 

showed how proliferation activities are able to exploit normal international trading links.89

Despite the growth of international trade and technological capabilities in the region, few 

Asia–Pacifi c countries participate in the international export control regimes. This has 

refl ected an historical tendency for many developing countries to place lower priority on 

proliferation issues, not least because their immediate focus has been on economic and 

industrial development.

There is now, however, a growing awareness within the Asia–Pacifi c of the dangers 

presented by WMD-related proliferation — including the risk of WMD falling into the 

hands of terrorists — and of the particular problems faced by a region with a high 

proportion of world trade. This awareness has been reinforced by growing acceptance 

of best-practice international non-proliferation standards, refl ected in the International 

Atomic Energy Agency’s (IAEA) Additional Protocol on safeguards and United Nations 

(UN) Security Council Resolution 1540. Recent events within the region — notably North 

Korea’s nuclear posture — have added to an emerging sense in the region that WMD 

proliferation is a common threat.

North Korea — a regional proliferation challenge

North Korea has been one of the states of greatest proliferation concern globally. As well 

as its nuclear weapons programs,90 North Korea is suspected of possessing extensive 

chemical weapons programs and stockpiles. It is not a member of the Chemical 

Weapons Convention (CWC) and hence is not subject to inspections by the Organisation 

for the Prohibition of Chemical Weapons (OPCW). Through its advanced ballistic missile 

program, which has been a signifi cant source of revenue, North Korea is also a major 

secondary proliferator by providing delivery systems to other states of proliferation 

concern (see box), with consequences for the security of other regions such as the 

Middle East.

The challenges posed by North Korea’s proliferation-related activities are of even greater 

signifi cance to Australia because those activities are taking place in our region. Beyond 

their direct consequences for the security of Australia and our region, these activities 

have the potential to destabilise North Asia — the destination in 2004 of over a third 

of Australia’s total exports of goods and services — and thus could have a serious 

economic impact on Australia and our regional neighbours.

89  See CD Lutes, “New Players on the Scene: AQ Khan and the Nuclear Black Market”, Foreign Policy 
Agenda, March 2005.

90 See Chapter Three.
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NORTH KOREA AND ITS MISSILES 

North Korea is widely estimated to have deployed over 500 of two locally 

produced versions of the SCUD ballistic missile. These have estimated ranges of 

around 300 kilometres and 500 kilometres respectively. North Korea has begun 

fl ight-testing a variant of the Russian SS-21, known as the KN-02. This is the fi rst 

solid propellant ballistic missile to be developed by North Korea.

North Korea has also deployed the locally produced No Dong ballistic missile. 

The No Dong has a range of at least 1 300 kilometres, capable of striking targets 

throughout the Korean peninsula and almost the entire Japanese archipelago. 

Recent reports indicate that North Korea has begun work on deploying a new 

intermediate range ballistic missile (3 000–4 000 kilometres).

North Korea continues to develop an inter-continental ballistic missile (ICBM), 

the Taepo Dong-2 (TD-2). The range of any TD-2 system that North Korea might 

deploy would depend, among other things, on the number of stages used and 

payload. Operational deployment of North Korea’s long-range ballistic missile 

systems is probably still some years away. Given that these missiles have not 

been tested, their accuracy, range and potential payload is unknown.91

North Korea has also been a leading supplier of missile-related exports for 

countries seeking to acquire or develop ballistic missile capabilities, which has 

provided it with a major source of hard currency. It has actively marketed and 

supplied a wide range of goods and services, including complete missiles, 

components, technical support and production facilities. Customers have 

included countries in unstable regions such as South Asia and the Middle East.92

North Korea announced a moratorium on long-range missile testing in September 

1999, but has threatened to end it. Australia has consistently urged North Korea 

to maintain the moratorium, and emphasised that any resumption of ballistic 

missile testing would be highly provocative, exacerbating tensions over the 

nuclear issue. 

91  Sourced from a US unclassifi ed summary of a National Intelligence Estimate, “Foreign Missile 
Developments and the Ballistic Missile Threat Through 2015”, December 2001, <http://www.cia.gov/
nic/special_missilethreat2001.html>; and Federation of American Scientists’ report on DPRK missiles, 
at <http://www.fas.org/nuke/guide/dprk/missile/>.

92  J Cirincione, J Wolfsthal & M Rajkumer, Deadly Arsenals: Nuclear, Biological and Chemical Threats, 
Carnegie Endowment for International Peace, 2005, pp. 107–112.
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South Koreans protest against North Korea’s nuclear and missile programs in Seoul, 2004 
(Photo: AP/AAP).

Regional initiatives

Australia supports a number of initiatives undertaken by institutions in the Asia–Pacifi c. 

Progress is being made in organisations such as the ASEAN Regional Forum (ARF) and 

the Asia–Pacifi c Economic Cooperation (APEC) forum to increase awareness and cement 

political will on the need for measures to stop the spread of WMD. 

ASEAN Regional Forum

The ARF is the principal forum for multilateral security dialogue in Asia. Australia was 

a founding member of the ARF and has been an energetic participant in the Forum’s 

discussions and activities. The ARF builds on the political objective of regional peace 

and stability pursued by the Association of Southeast Asian Nations (ASEAN). In July 

2004, ARF Ministers endorsed a statement by the ARF Chair on the ARF’s support for 

UN Security Council Resolution 1540 and national measures to counter the proliferation 

of WMD, including export controls, a code of conduct on the security of radioactive 

sources, de-nuclearisation of the Korean Peninsula and cooperation with the IAEA 

and OPCW.

Australia has been a consistent advocate of a stronger response to proliferation threats 

through the ARF. We have welcomed and fostered the greater priority now being given 

to these issues and to the nexus between counter-proliferation and counter-terrorism.
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THE ASEAN REGIONAL FORUM 

The ASEAN Regional Forum (ARF) was established in 1994. It draws together 

24 countries which have a bearing on the security of the Asia–Pacifi c region. 

It comprises: the ten ASEAN member states (Brunei, Burma, Cambodia, 

Indonesia, Laos, Malaysia, the Philippines, Singapore, Thailand and Vietnam); the 

ten ASEAN dialogue partners (Australia, Canada, China, the European Union, 

India, Japan, New Zealand, South Korea, Russia and the United States); one 

ASEAN observer (Papua New Guinea); as well as North Korea and Mongolia. 

Pakistan was admitted to the ARF in 2004, and East Timor in 2005. Bangladesh 

will join in 2006.

In parallel with the ARF’s offi cial work, second-track (non-offi cial) institutions — such 

as the Council for Security Cooperation in the Asia Pacifi c (CSCAP) — have been 

instrumental in generating ideas and inputs for ARF consideration. CSCAP has formed 

a Study Group on Countering the Proliferation of Weapons of Mass Destruction in the 

Asia Pacifi c, which met for the fi rst time in May 2005. The Australian Government has 

provided grants to support the activities of the Australian Member Committee of CSCAP. 

Prime Minister Howard meets with (from left to right) US President Bush, Japanese Prime Minister 
Koizumi, Singapore Prime Minister Lee, Russian President Putin and Chinese President Hu Jintao at the 
APEC Summit in Santiago, Chile, November 2004 (Photo: AP/AAP).
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Asia–Pacifi c Economic Cooperation

Despite its primarily economic focus, APEC has given more attention in recent years 

to security issues. In 2003, at its annual Economic Leaders Meeting in Bangkok, APEC 

acknowledged that transnational terrorism and the proliferation of WMD pose “direct 

and profound challenges to APEC’s vision of free, open and prosperous economies”.93 

The leaders committed to strengthen international non-proliferation regimes, adopt and 

enforce export controls and take legitimate and appropriate measures 

against proliferation.

This security focus continued at the 2004 Economic Leaders Meeting in Santiago de 

Chile. In particular, leaders recognised that all APEC economies were committed to 

concluding an Additional Protocol with the IAEA by the end of 2005.

The APEC security agenda is developed intersessionally by the Counter-Terrorism 

Task Force (CTTF). The CTTF is responsible for coordinating measures to enhance 

human security, including the Secure Trade in the APEC Region (STAR) initiative, and 

for assisting economies to identify and assess their counter-terrorism needs. Recent 

initiatives in the CTTF have included work on effective export control systems and 

securing radioactive sources.

Australia will host APEC in 2007 — the fi rst time Australia has been host since the 

inaugural meeting in Canberra in 1989. One of Australia’s priorities as host will be to 

encourage continued progress on implementing national measures against the threats 

of terrorism and the proliferation of WMD.

ASIA–PACIFIC ECONOMIC COOPERATION

APEC facilitates economic growth, cooperation, trade and investment in the 

Asia–Pacifi c region. It has 21 Member Economies — Australia, Brunei, Canada, 

Chile, China, Hong Kong, Indonesia, Japan, South Korea, Malaysia, Mexico, New 

Zealand, Papua New Guinea, Peru, the Philippines, Russia, Singapore, Chinese 

Taipei (Taiwan), Thailand, the United States and Vietnam. It is not a regulatory 

organisation, but a forum for sharing best practice and capacity-building.

Other regional initiatives

In addition to initiatives emerging from major regional groupings, concerned regional 

states have developed two fora to discuss counter-proliferation issues. The Asian 

Senior-Level Talks on Non-Proliferation (ASTOP), fi rst held in Tokyo in November 2003 

as an initiative by Japan, enjoy broad regional participation, including by virtually all 

East and South–East Asian countries, as well as Australia and the United States. ASTOP 

provides an opportunity for regional countries to discuss a broad range of proliferation 

93  <http://www.apec.org/apec/leaders__declarations/2003.html>.
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threats and issues, including the Proliferation Security Initiative (PSI). ASTOP held its 

second meeting in February 2005. Further meetings are planned on an annual basis.

A second major regional counter-proliferation initiative, also initiated by Japan, is the 

Asian Export Control Policy Dialogue. The Dialogue, which has held two meetings to 

date, provides an opportunity for states to share experiences on the administration and 

promotion of export control systems. Australia will host the next meeting of the Dialogue. 

In addition to Australia, the Dialogue includes Japan, China, Hong Kong, South Korea, 

Singapore, Thailand and the United States.

UN Security Council Resolution 1540 requires states to report to the Security Council 

on the steps they have taken to comply with the resolution. Because of limited capacity, 

most South Pacifi c states have not complied with this requirement. Australia is 

supporting a project begun by New Zealand to assist Pacifi c Island states to meet their 

UN Security Council resolution reporting obligations, including in relation to Resolution 

1540. This process will provide a useful guide to regional non-proliferation measures, 

and help to better target further assistance to Pacifi c Island states.

Australia’s regional activities

Australia is actively engaging governments in the Asia–Pacifi c through bilateral contacts 

to encourage and, where appropriate, assist national counter-proliferation measures. As 

chair of the Australia Group, Australia has long been involved in encouraging regional 

countries to adhere to the Group’s standards. More recently, the Government has 

stepped up efforts to promote the adoption of national export control systems for all 

WMD-related commodities, as well as improve understanding of, and expand support 

for, stronger cooperation on other forms of counter-proliferation. 

The Department of Foreign Affairs and Trade (DFAT), with active assistance from other 

Australian government agencies, is currently undertaking a three-year regional program 

to increase our engagement with regional countries on WMD counter-proliferation. 

DFAT’s approach draws on Australia’s own experience in implementing and enforcing 

export controls. The program tailors practical assistance to local needs, including 

advice on the development of export control legislation and control lists, the conduct of 

industry outreach and licensing and enforcement training for offi cials. It is designed to 

complement and reinforce the regional training and assistance programs undertaken by 

the Australian Safeguards and Non-Proliferation Offi ce (ASNO) and other agencies such 

as the Australian Customs Service and the Department of Defence.

Australia is also working with the United States and Japan to maximise the resources 

available for counter-proliferation outreach to the region. Together with the United States, 

for instance, Australia held a counter-proliferation and safeguards training seminar for 

Thai offi cials and industry representatives in Bangkok in November 2004. Thailand, a 

major transhipment hub of growing signifi cance as an exporter of dual-use goods, has 

committed to developing its own capacity; targeted assistance with training is a practical 

way to assist them in this goal.
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The increased threat of bio-terrorism, and the problem of emerging technologies with 

a potential biological weapons application, make efforts to strengthen the international 

biological non-proliferation treaties system all the more urgent. Australia is actively 

working with regional countries on effective domestic implementation of measures 

under the Biological Weapons Convention (BWC) to reduce the possibility of inadvertent 

assistance to biological weapons programs and bio-terrorism in the Asia–Pacifi c region. 

In February 2005 Defence jointly hosted with Indonesia a BWC regional workshop in 

Melbourne. The seminar focused on domestic implementation and enforcement of BWC 

obligations, model legislation, export controls, security of pathogens and toxins and 

codes of conduct for scientists.

Australia also offers technical assistance to Asia–Pacifi c countries to assist them to 

meet multilateral non-proliferation commitments. The Australian Nuclear Science and 

Technology Organisation (ANSTO), for example, offers training and practical assistance 

to regional countries on securing and protecting dangerous, highly radioactive sources. 

ASNO and the IAEA jointly conduct regional training seminars on national safeguards 

and the Additional Protocol, and the physical protection of nuclear material. In addition, 

ASNO cooperates with the IAEA in conducting a wide variety of ad hoc training activities 

both in Australia and overseas. ASNO also provides training and advice to regional 

states on CWC implementation, drawing on Australia’s own experiences. This has 

included providing advice on legislative requirements for implementing the CWC.

Australia has also sought to explore ways in which WMD-related incidents could 

be managed on a region-wide basis. In June 2003, we co-hosted with Singapore a 

consequence management seminar sponsored by the ASEAN Regional Forum to 

discuss practical measures to prepare for, respond to and recover from a major terrorist 

attack, including dealing with the effects of a terrorist attack which deployed chemical, 

biological or radiological agents or devices. The seminar provided an opportunity for 

participants to share their expertise in managing structural collapse; urban search and 

rescue; treatment of disaster sites as crime scenes; special challenges arising from 

the deployment of chemical, biological or radiological agents or devices; and medical 

capability for handling mass casualties.

The Australian Government is also funding a three-year project on improving regional 

radiological safety. The project is being run by ANSTO and aims to improve regional 

capacity to respond to radiological risks, such as aquatic environmental risks and 

radiological emergencies, including acts of terrorism.
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FUTURE CHALLENGES 

The efforts of committed countries like Australia to check the spread of WMD materials 

and know-how have had considerable success. Most countries eschew WMD and this 

is likely to remain the case. Saddam Hussein’s WMD intentions are no longer a threat; 

Libya has taken the right decision and renounced WMD. 

There is, however, no cause for complacency. Recent proliferation cases have 

demonstrated the pressing need to strengthen the WMD non-proliferation regime and 

to develop practical response measures. The threat of terrorists acquiring WMD adds 

urgency to this task. The international community must ensure counter-measures 

keep pace with increasingly sophisticated methods for procuring WMD and their 

delivery systems, as well as the emergence of new technologies and spread of 

WMD-relevant knowledge. 

Strengthening international action

The multilateral treaty regime must show it can deal with the hard cases — including 

states which cynically use treaty membership as cover to build up WMD programs 

— or it risks losing relevance. Australia will continue to underline the pressing need 

for strengthened international political will to deal with challenges to WMD standards. 

When cheats are identifi ed, the international community must be ready to enforce WMD 

standards fi rmly, supporting strong political censure and appropriate sanction. 

Controlling sensitive materials and dual-use trade

There is a strong framework of legal, political and moral obligations for states to control 

WMD sensitive materials, equipment and technology effectively. But much remains to 

be done to secure universal implementation of this framework. If the full benefi ts of work 

to reinforce barriers to WMD proliferation are to be realised effective measures must be 

applied by all countries. 

Strengthening the export control regimes and building broader support for them in order 

to cut supply to those who defy international standards is a priority. Australia is leading 

work to identify best-practice controls on brokering activities involving WMD-sensitive 

items in both the Missile Technology Control Regime and the Australia Group. Tighter 

controls on brokering and other intermediary activity will assist countries to identify and 

break up procurement networks, such as the one operated by Abdul Qadeer Khan. We 

will continue to take an active role to strengthen export control measures, especially in 

our role as chair of the Australia Group. 

Proliferation Security Initiative

The PSI has already become an important part of the international WMD counter-

proliferation architecture. Australia will work with other countries to increase international 

support for the PSI, especially in the Asia–Pacifi c region, ensuring it becomes a truly 
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global initiative. Continued development of practical cooperative arrangements for 

conducting PSI interdictions is another priority. 

Practical cooperation: information sharing, training, technical assistance

We need to increase information sharing and practical cooperation at the regional and 

international level to disrupt and impede traffi cking in WMD and missile-related items. 

This has many facets. Providing training and technical assistance to states needing 

to improve national technical capacity is important. States should work in concert, 

including with relevant bodies such as the International Atomic Energy Agency (IAEA), 

to unravel illicit traffi cking networks and create the strongest possible structures so that 

such networks are never re-activated. 

WMD proliferation is a problem for all countries

Some progress has been made in deepening a common appreciation of the risks of 

WMD proliferation. But there remains a tendency for WMD proliferation to be seen 

primarily as a major industrialised country concern. Continued effort is needed to 

engage with other countries to explain the threats posed to international, regional and 

national security and to assist in application of best practice standards. It is essential 

that states traditionally not active on WMD counter-proliferation be brought on board 

more fully, especially those emerging industrial countries with under-developed domestic 

controls. The challenge is to forge partnerships based on mutual respect and support for 

legitimate interests in economic and scientifi c development. 

On the supply side, the PSI has shown the scope to do more, nationally, and with 

other governments, to disrupt and discourage the networks that support proliferation. 

The demand side of the WMD proliferation equation also requires continued attention. 

Sustained and resolute diplomatic efforts are needed from the international community, 

particularly the fi ve permanent members of the United Nations Security Council, to 

address the long-standing tensions driving WMD proliferation in the Middle East, the 

Korean Peninsula and South Asia. Libya stands as a valuable case study of the role 

of diplomatic action in resolving WMD proliferation, including by addressing security 

interests motivating a government to take a proliferation path. 

Verifi cation and compliance

IAEA safeguards have traditionally applied a uniform approach, resulting in heavy use 

of scarce resources in states of limited proliferation concern. For example, around 40 

per cent of resources available for IAEA safeguards are spent applying safeguards in 

Canada, Germany and Japan, all of which have strong non-proliferation credentials. 

Verifi cation regimes need to function intelligently, focusing their efforts on countries 

posing the highest proliferation risks. The challenge is to develop verifi cation approaches 

that are objective and non-discriminatory but appropriately refl ect state-specifi c 

factors. The IAEA is working in this direction through the development of “integrated 
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safeguards”, an optimal combination of traditional and strengthened safeguards 

measures based on a state-level approach. 

Following the failure of the 2005 Nuclear Non-Proliferation Treaty (NPT) Review 

Conference to reach consensus on measures to address the compliance and verifi cation 

challenges facing the NPT, Australia will in the near term need to focus its efforts on 

bodies such as the IAEA Board of Governors and the Nuclear Suppliers Group. In 

addition to our work to secure wide application of the IAEA safeguards strengthening 

Additional Protocol, we will continue to advocate improved controls on the spread of 

sensitive nuclear technology. We will promote the revised Convention on the Physical 

Protection of Nuclear Material as essential for the security of nuclear facilities and 

materials worldwide. 

Verifi cation arrangements need to be subject to continuous improvement. We strongly 

support and will participate actively in the new committee the IAEA Board of Governors 

has decided to establish on safeguards and verifi cation. Through this committee and 

the Standing Advisory Group on Safeguards Implementation we will pursue new and 

strengthened verifi cation approaches in the nuclear sphere. We will work in the IAEA and 

elsewhere to sharpen the focus on proliferation sensitive fuel cycle activities. 

Australia will continue to strongly support efforts to strengthen the Biological and Toxin 

Weapons Convention (BWC). In the lead up to the sixth BWC Review Conference 

in 2006 we shall intensify our efforts to promote more effective implementation of 

BWC commitments, especially in our region. We will work with other States Parties to 

universalise the BWC and encourage adoption and implementation of proposals arising 

from the three-year program of work. In the absence of a BWC verifi cation mechanism, 

the Australia Group will remain a crucial defence against biological 

weapons proliferation. 

While there is broad international compliance with the Chemical Weapons Convention 

(CWC), effective implementation of obligations and particular provisions, such as the 

requirement to introduce national-level legislation, is uneven. Australia will continue to 

strongly support and contribute to the efforts of the Organisation for the Prohibition of 

Chemical Weapons to improve State Party compliance, as well as to provide targeted 

assistance and training to improve CWC implementation within our own region.

Ending nuclear testing and strengthening controls on fi ssile material

Ending nuclear testing remains central to global nuclear non-proliferation and 

disarmament efforts. Australia will continue to pursue actively the entry into force of the 

Comprehensive Nuclear-Test-Ban Treaty and, pending the Treaty’s entry into force, to 

support the existing international moratorium on testing. Likewise, we will continue to 

press for a start to negotiation of a Fissile Material Cut-off Treaty (FMCT). The FMCT 

would cap the amount of fi ssile material available for weapons — an essential step 

towards irreversible nuclear disarmament. It would further strengthen barriers to leakage 

of fi ssile material, both to states and potentially to terrorists. 
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Innovative and timely international action has substantially reduced the risk of leakage of 

WMD materials and expertise from the countries of the former Soviet Union. But much 

remains to be done in this area. Programs to improve security on WMD and related 

materials, particularly in the former Soviet republics, must remain a priority. 

Cooperation in our region

Constructive engagement, especially in our region, is fundamental to Australia’s WMD 

strategy. Building and maintaining political commitment is essential to the region’s 

defences against WMD proliferation. We will continue to focus on achieving concrete, 

practical results which improve the overall security of the region and protect Australian 

and global interests in the process.

As well as existing regional work in areas such as strengthened IAEA safeguards 

and better protection of radioactive sources there are opportunities for expanding 

border and maritime security cooperation with a counter-proliferation focus. Australian 

agencies in areas such as law enforcement, intelligence and customs have cooperative 

arrangements with their regional counterparts of potential value in strengthening regional 

barriers to WMD proliferation and protecting regional countries against WMD terrorism. 

Australia’s strong defence relationships with countries in the region are a further avenue 

to enhance the region’s WMD counter-proliferation capacity. The Australian Defence 

Force’s Incident Response Regiment is already contributing to chemical, biological, 

radiological and nuclear response capacity-building efforts in the region. 

Australia has important WMD counter-proliferation relationships with countries outside 

our immediate region. The most important of these are with the United States and Japan. 

Both are making strong contributions to WMD counter-proliferation awareness raising 

and capacity building in the region. Our Alliance relationship has enabled Australia 

to work closely with the United States on the leading role it has taken to strengthen 

international defences against WMD proliferation and terrorism. Intelligence cooperation 

with the United States and other key partners will continue to be a critical part of 

Australia’s WMD counter-proliferation strategy. 

Everyone has a part to play

Individuals, businesses, the scientifi c community, academic and other institutions need 

to be brought more fully into the fi ght against WMD and ballistic missile proliferation. 

Efforts must be redoubled to explain methods used by proliferators, and national and 

individual responsibilities to prevent WMD proliferation. All countries must ensure they 

have in place, and rigorously enforce, appropriate WMD legislation, including imposition 

of substantial criminal penalties on those breaching prohibitions on the supply of 

tangible and intangible goods and services that may contribute to a WMD program. 

Australia has over many years made a strong contribution to combating WMD 

proliferation but there is more we can — and must — do. The reality is the potential 
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consequences of WMD proliferation, including the prospect of a WMD attack by 

terrorists, are so high all Australians must take these threats seriously. But we cannot 

tackle this threat alone, looking only to protect our own shores. Better cooperation by all 

states, at all levels, remains an essential goal in combating WMD proliferation.

We have seen that proliferators will use any means available to them. In response to 

this, Australia — and the international community — must be energetic and fl exible in 

developing new responses. As with all elements of our foreign and trade policy, the 

Government will take a pragmatic approach, supporting measures which get the job 

done and make a real difference. 
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Glossary

ADF Australian Defence Force

AFP Australian Federal Police

AGD Attorney General’s Department

ANSTO Australian Nuclear Science and Technology Organisation

AONM Australian-Obligated Nuclear Material

APEC Asia–Pacifi c Economic Cooperation

ARF ASEAN Regional Forum

ARPANSA Australian Radiation Protection and Nuclear Safety Agency

ASEAN Association of Southeast Asian Nations

ASIO Australian Security Intelligence Organisation

ASIS Australian Secret Intelligence Service

ASNO Australian Safeguards and Non-Proliferation Offi ce

BWC Biological and Toxin Weapons Convention

CBRN Chemical, Biological, Radiological, Nuclear Strategy Group

CD Conference on Disarmament

COAG Council of Australian Governments

CPPNM Convention on the Physical Protection of Nuclear Material

CSCAP Council for Security Cooperation in the Asia Pacifi c

CTBT Comprehensive Nuclear-Test-Ban Treaty

CWC Chemical Weapons Convention

DFAT Department of Foreign Affairs and Trade

DIMIA Department of Immigration and Multicultural and Indigenous Affairs

DITR Department of Industry, Tourism and Resources

DSGL Defence and Strategic Goods List

DTCC Defence Trade Control and Compliance

EU European Union

FMCT Fissile Material Cut-off Treaty

GTRI Global Threat Reduction Initiative

IAEA International Atomic Energy Agency

IMS International Monitoring System

IRR Incident Response Regiment

MOU memorandum of understanding

MTCR Missile Technology Control Regime

NATO North Atlantic Treaty Organisation
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NPT Treaty on the Non-Proliferation of Nuclear Weapons

NSG Nuclear Suppliers Group

NWFZ nuclear weapon free zone

NWS nuclear-weapon states

ONA Offi ce of National Assessments

OPCW Organisation for the Prohibition of Chemical Weapons

PSI Proliferation Security Initiative

SALT Strategic Arms Limitation Treaty

SIDCDE Standing Inter-Departmental Committee on Defence Exports

START Strategic Arms Reduction Treaty

SUA  Convention for the Suppression of Unlawful Acts Against the Safety of 

Maritime Navigation

UAV unmanned (or uninhabited) aerial (or air) vehicle

UN United Nations

UNMOVIC United Nations Monitoring, Verifi cation and Inspection Committee

UNSC United Nations Security Council

UNSCR United Nations Security Council Resolution

UNSCOM United Nations Special Commission

US United States

WMD weapons of mass destruction
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