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Abstract   

In this article we explore how online daters use technology to assess and manage the 
real and perceived risks associated with online dating. Online in depth interviews were 
conducted with 29 participants. The interview transcripts were analysed using thematic 
analysis. All participants believed that online dating was risky in some manner. To 
manage these risks participants used technology in various ways: to assist them in 
assessing authenticity and compatibility, to limit their self disclosure and exposure, to 
undertake surveillance of others and to control their online interactions. The participants 
made pragmatic use of the technologies available to them to minimise the risks, 
deploying risk management strategies throughout their online dating experiences.  
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Online Daters and the Use of Technology for 
Surveillance and Risk Management  

Introduction 

Online dating is an increasingly popular way for people to meet romantic and sexual 
partners (Henry-Waring & Barraket 2008; Lawson & Leck 2006; Malta 2007; Padgett 
2007; Toma, Hancock & Ellison 2008; Valkenburg & Peter 2007). In a time-poor world it 
may be seen as an efficient way to seek and manage potential relationships (Ellison, 
Heino & Gibbs 2006). Online dating can offer online daters a number of benefits 
including opportunities to seek companionship, provide comfort after difficulties and 
crisis, control over self-presentation, freedom from commitment, opportunities to step 
outside of stereotypical roles, along with a sense of adventure and possibilities for 
romantic fantasies (Lawson & Leck 2006). It is increasingly seen as a channel which can 
offer romantic ‘success’ culminating in a long-term relationship or marriage (Madden & 
Lenhart 2006).  Yet, online dating may be considered risky from a number of 
perspectives. In this article, we present the findings from a qualitative study of online 
daters focusing on how online daters use technology to minimise and manage the risks 
of online dating.  

Globally, approximately 29 percent of the world’s population have used the Internet, and 
73 percent of North Americas, 61 percent of Oceanians/Australians and 53 percent of 
Europeans have used the Internet (Internet World Stats 2010).   

A report from the Pew Internet and American Life project found that 74 percent of 
Americans have used the Internet in some manner to further their romantic interests, 
with 11 percent of Internet users noting they had specifically used online dating 
websites. In a subset of their sample who were single and currently seeking a romantic 
partner, 37 percent had gone to an online dating website (Madden & Lenhart 2006). In 
2005, Americans spent $503.4 million on online dating, and it was the second highest 
paid content category after lifestyles and entertainment (Online Publishers Association 
2006). 

In Australia, Nielsen recently conducted a survey for the Australian online dating 
website, RSVP. The survey sampled 7000 people from the general population and found 
that 25 percent of people had used an online dating website.  Of those who had done so, 
63 percent had then proceeded to date someone they had met online. Furthermore, 34 
percent had a short-term relationship from their online dating and 16 percent had a long-
term relationship. Seventy-two percent of those using online dating were looking for a 
long-term relationship (Nielsen 2010). 

Online Dating and Risk 

Despite the potential opportunities and benefits of sexual and romantic relationships that 
might be facilitated through online dating, online dating may be perceived as risky. Early 
research into online dating focused on the risks of transmission of sexually transmitted 
infections (STIs) (Bull & McFarlane 2000; Davis et al. 2006; McFarlane, Bull & Rietmeijer 
2000; McFarlane et al. 2004).  

More recent research investigated the risk of deceit and lying in online dating 
interactions and online dating profiles. Less attractive online daters were found to lie with 
greater frequency when describing their physical attractiveness than attractive online 
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daters, and were also more likely to provide self-enhancing photos in their profiles 
(Toma & Hancock 2010). Further research found that men more commonly lie about 
their height, and women more commonly lie about their weight (Toma et al. 2008). In 
qualitative interviews about online daters’ experiences, concerns about lies and deceit 
were ubiquitous (Couch & Liamputtong 2007; 2008).   

Additional risks identified by online daters include possible rejection and loss of face 
(Lawson & Leck 2006), physical danger (Lawson & Leck 2006), emotional safety and 
public exposure on websites (Couch & Liamputtong 2007). 

Increasingly, online dating is seen as exposing people to criminal risks (Rege 2009). In 
the US, for instance, a report found that 66 percent of Internet users thought that online 
dating was a “dangerous activity because it puts personal information on the internet” 
(Madden & Lenhart 2006: i). For those who had actually used online dating, 43 percent 
thought that online dating involved risk, although just over 50 percent did not see it as a 
dangerous activity. Media coverage of crimes related to online dating may also 
contribute to people’s perceptions of the risks of online dating.  

In Australia in 2005, there was heavy media coverage of the ‘Maria Korp Case’, where a 
Melbourne woman was strangled and then bundled into the boot of her car, and later 
died after being in hospital in a coma for some time. The case and the related media 
were strongly associated with the use of the Internet as a means of meeting sexual 
partners, in particular through adult dating or ‘swinging’ websites (Australian Associated 
Press (AAP) 2005a; 2005b). This media coverage impacted on online daters’ 
experiences and concerns around online dating, particularly around the risks of being 
exposed professionally or publicly as a user of such websites, along with being the 
potential of being exposed to the ‘dangerous’ people using these websites (Couch & 
Liamputtong 2007). Some online daters removed their profiles and ceased online dating 
in response to the media coverage. 

There have been growing concerns of dating and romance scams being undertaken 
through online dating websites. The Australian Government’s Competition and 
Consumer Commission (ACCC) has a webpage dedicated to these scams on its 
Scamwatch website (ACCC 2008). In 2008, the ACCC received complaints about online 
dating scams from 430 consumers, and this increased to 550 consumers in 2009 (ACCC 
2010). The ACCC suspects that far more people experience online dating scams than 
the ACCC is notified of, as many people may be too embarrassed to admit they have 
been using online dating and that they have been scammed (Singer 2010). The media 
have reported the risks of these scams along with tips on how to stay safe when online 
dating (Singer 2010). The risks of online dating scams are also publicised in other 
countries. In the U.S., for example, the Overseas Security Advisory Council has provided 
warnings on online dating scams, and in the U.K. the Office of Fair Trading offers 
warnings and advice on how to avoid being scammed through online dating (Overseas 
Security Advisory Council 2005; Office of Fair Trading 2010).  

In the U.S., there is also a burgeoning industry of companies which specialise in 
undertaking background checks of online daters (Andrejevic 2005). These checks can 
include information on whether someone is a sex offender, a felon or is married, so that 
people can feel more knowledgeable of and therefore safer with, the people they meet 
from online dating websites. American States are also trying to pass acts and legislation 
to ensure that online dating companies warn their users of the dangers of meeting 
strangers through online dating (Gormley 2010; State of New Jersey 2007).  These 
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studies, media coverage and government sources suggest that online dating may 
present real and perceived risks to online daters. 

Risk and Risk Assessments 

Within modern societies, people have become increasingly aware of risks, particularly, 
those risks which are “caused by technology and ‘lifestyle’ habits” (Lupton 1995: 77); so 
much so, that risk has become a central cultural construct (Douglas 1990; Lupton 1995). 
Risk is perceived to be a product of human action and thus should be controlled through 
personal responsibility (Hall 2001; Lupton 2006).  Beck (1999: 3) defines risk as “the 
modern approach to foresee and control the future consequences of human action, the 
various unintended consequences of radicalised modernisation”. It relates to dangers 
that are assessed for their potential impact and thus risk assumes decisions should be 
made. 

In a qualitative study of male and female online daters, Couch and Liamputtong (2007) 
found that online daters employed a variety of methods to minimise their exposure to the 
risks of online dating, including limiting the amount of information they shared about 
themselves online and how they used technology, such as webcams, to assess veracity. 
Similarly, in a study of women, online dating and personal and sexual safety, Padgett 
(2007) found that the women in her study used various methods to enhance their safety. 
For personal safety, the women screened prospective dates using online screening, 
email negotiation and protective strategies during their face-to face meetings. In their 
online screening of other online daters, some of the women undertook background 
checks (via search engines, friends or paid agencies), they also checked for 
inconsistencies in communications, assessed the way potential dates communicated 
(email, chat and telephone), the provision of photos, and they relied on their instinct and 
gut feeling. Many of the women also required a photo before meeting a man face-to-
face. A study of young Ghanaians’ use of online dating also found webcams to be an 
important tool to ensure honesty and reduce the risk of deceit (Fair et al. 2009). 

People do not have to expose themselves directly over the Internet (Lawson & Leck 
2006), and this may help people manage the risks of being online. Online 
communication can provide people with a large measure of control over their self-
presentation and self-exposure. Although specifically discussing online text-based 
communication, Markham (2004: 371) notes “anonymity in text-based environments 
gives one more choices and control in the presentation of self.” Arguably, this control 
over self-presentation online relates to online presentation more broadly than just text-
based presentation, where online daters can decide when or when not to provide 
photos, when to share instant messaging (IM) details, whether or not to consent to web-
camming, and they can decide when to appear online and available for communication – 
many online dating websites and IM programs allow users to appear offline when they 
are actually online, thus allowing users a high degree of control over their online self-
presentation and accessibility to others. Online daters can, therefore, block all 
communication and interactions with other individual users if they wish to. For many 
online, control is a key issue concerning why and how they use their online 
communications (Markham 1998). 

In a study of dating through social networking sites, Lee and Bruckman (2007: 374) 
found that participants assessed others’ interactions with friends and “felt that 
understanding friendship connections can help determine the person’s credibility". The 
participants in this study also indicated that they were more authentic in their social 
networking profiles compared to their online dating profiles, as their profiles on social 
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networking sites could be scrutinised by their friends. If they were not ‘real’ in their social 
networking profiles they might be ridiculed by the friends.  

The use of online background checks (Padgett 2007) and assessment of online friend 
interactions and networks (Lee & Bruckman 2007) may be conceived as undertaking 
personal surveillance online. The Internet offers ample opportunity for surveillance. Lyon 
(2002: 242-243) argues that “surveillance by electronic means is an increasingly 
significant mode of governance in so-called knowledge-based or information societies” 
and that “much everyday convenience, efficiency and security depends upon 
surveillance”.  

Although focused more broadly on the social context of surveillance, Lyon’s (2002) 
views on surveillance have relevance in the world of online daters.  With the rise of new 
technologies and relationships mediated through these technologies, other methods are 
needed to authenticate people rather than the face-to-face or physical methods used in 
offline interactions. Increasingly electronic communications mean that people can no 
longer rely on the physical presence of a person when making their judgements, and so 
other forms of information have become important. Previously people may have been 
verified from a signature or from a wax seal (Lyon 2002) or could be assessed through 
“local information networks that provided references, guarantees and controls on social 
and economic interactions” (Andrejevic 2005: 488), but now data is used to verify 
people.  

Andrejevic (2005: 488) explores the concept of lateral surveillance (also called peer-to- 
peer monitoring) which is “the use of surveillance tools by individuals, rather than by 
agents of institutions public or private, to keep track of one another”, and notes that this 
type of surveillance can be divided into three major categories, namely romantic 
interests,  family, and  friends or acquaintances. For online surveillance, the two main 
methods are background checks undertaken by companies and do-it-yourself 
background checks through the use of search engines (Andrejevic 2005).  Online 
surveillance is a modern method which can assist in building trust and in reducing the 
risk of deceit. 

The Internet, which offers access to vast amounts of data through search engines, 
through publicly available databases and from the personal profiles of online dating sites 
and social networking sites, offers a potential treasure trove for surveillance for online 
daters. 

The current project was undertaken to explore how people engage and interact with 
others they meet through online dating, including in a sexual context, and to investigate 
any public health risks and opportunities. This article presents the findings from this 
research project which focuses on how online daters manage the risks they encounter 
online through the use of technology, and seeks to further elaborate on the lived 
experiences of online daters. 

Methods 

The data collection method used was qualitative, with online in-depth interviews 
conducted via the IM software program Windows Messenger. Using in-depth interviews 
allowed us to probe and seek clarification from participants and for participants to 
explain their experiences and to participate in a two-way conversation about these 
experiences. Qualitative methods, including online interviews, are appropriate when 
describing and seeking to understand people (King & Horrocks 2010) and to gain deep 
insights into the lived experiences of individuals. 
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Between November 2008 and November 2009, a total number of 28 online dating 
websites were contacted about the study and asked if they would promote the study to 
members of their website. Of the 28 websites contacted, two websites sent out details to 
their members, one other website wrote a blog post on the study to promote it, and one 
website responded that it would not promote the study. Four websites provided a generic 
email response advising that ‘One of our Customer Care Agents will respond to your 
inquiry within 24 hours’ or similar, yet no response was forthcoming after these initial 
emails. The remaining websites did not respond to the request at all. During this period, 
the first author (DC) posted details of the study in the dating section of an online 
classifieds site, but the posting was removed after several days, although it was not 
clear why. An article about online dating, which also included details of how to 
participate in the study, also appeared in an Australian adult magazine in late 2009.  

To be included in the study, potential participants had to have used online dating as a 
method for seeking romantic partners and/or sexual interaction.  Inclusion was also 
dependent on the participant having access to free IM software such as Windows 
Messenger, Yahoo Messenger or Skype, as chat software was the medium used for 
conducting the in-depth online interviews.  All interviews were conducted on MSN 
Messenger because all participants approached used this software program.  The study 
was approved by the La Trobe University Faculty of Health Science, Human Ethics 
Committee.  

When the study was promoted through the various channels, people were asked to visit 
the study website (a page set up on La Trobe University’s website) which contained 
further details about the study and the information and consent form. Potential 
participants could opt in to the study by adding the study email address 
(onlinedating@latrobe.edu.au) to their IM (chat) program or alternatively they could 
immediately add the study IM address to their IM program and find out more from the 
interviewer when both were next online. 

When potential participants were online at the same time as the interviewer and 
indicated their interest in participating – either by initiating a conversation with the 
interviewer or by responding to a conversation initiated by the interviewer – they were 
provided with the link to the project webpage and asked that they read the information 
sheet and consent form.  Potential participants were then asked to advise the 
interviewer, via the chat window, whether they consented or declined to participate 
(participants may have already viewed the information and consent form when they had 
received the initial email promoting the study, but it was important to ensure and confirm 
this information before the commencement of each interview). All people who read the 
information and consent form agreed to participate. IM software has conversation history 
functionality, so when consent was provided in the typed conversation there was a 
written record of the consent. The conversation history also provided the interview 
transcripts for the project. Participants’ online handles (names) and the names of the 
online dating websites have been changed to ensure anonymity. 

Twenty-nine people were interviewed between December 2008 and January 2010. 
There were 27 online synchronous (chat) interviews and two email interviews. The chat 
interviews lasted between 60 and 180 minutes. The email interviews ran over seven to 
14 days of correspondence. Of the two participants who chose to be interviewed via 
email, one cited that they did not have a chat program on their computer and the other 
would not be interviewed via chat, as he would not use instant messaging/chat programs 
at all because of his security concerns with these programs. 
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Conducting the in-depth interviews using online means offers benefits and challenges 
(Beck 2005; Chen & Hinton 1999; Crichton & Kinash 2003; Davis et al. 2004; Stieger & 
Göritz 2006). Interviewing online can make participants who cannot or do not want to 
attend a face-to-face interview more accessible. One of the areas the interviews 
explored was sex and participants’ sexual behaviours which resulted from online dating. 
There are often cultural taboos surrounding the discussion of sex and this can influence 
how and which people participate in sex research (Smith et al. 2003). Participating in an 
online interview can allow participants to respond more freely, without feeling 
constrained by what might be perceived as risky or socially deviant behaviours 
(Markham 2004). This data collection method also allowed participants to maintain 
confidentiality and privacy. It may also have assisted in ensuring the data collected best 
represented the actual sexual interests, activities and behaviours being sought and lived 
through online dating. It also meant that the project was not constrained by geography or 
time (Liamputtong 2009). 

It is important to note that conducting interviews via chat and email may present some 
difficulties. Online interviewing is its own distinctive research form and should not be 
simply compared or equated to face-to-face interviewing; the dialogue is not always 
linear and wordplay such as, jest, sarcasm or the use of metaphors can cause ambiguity 
(Davis et al. 2004). To minimise this possibility, we sought clarification of any ambiguities 
in participants’ comments and remarks during the interviews. All participants consented 
to be contacted after the interviews if we needed to follow up on any areas of 
investigation or clarify any part of the interview. The interviewer had also personally 
spent time online dating and was a frequent user of IM, so she had been ‘immersed’ in 
the field of study and sensitised to the norms of online dating and IM. 

The data was analysed using thematic analysis.  This form of analysis allows for 
inductive interpretation of the data, but at the same time allows for the consideration of 
pre-existing theory. Analysis began after the initial interviews with open coding. This 
allowed us to explore the data as we were collecting it and to define the units of analysis, 
including concepts, issues and topics; allowing the codes to emerge from the data 
(Saldaña 2009). Open coding also allowed us to adjust the theme list to further explore 
issues and refine the methods by which we explored certain topics in the subsequent 
interviews.  In presenting quotes, we have used fictional names for participants in order 
to preserve confidentiality (some quotes may include typographical errors as we have 
included the quotes as typed in the interviews).   

Results 

Overview of Participants 

We conducted online interviews with 29 individuals.  These participants ranged in age 
from 18 to 70 years of age.  Seventeen of the participants were male and 12 were 
female. Twenty-eight of the participants were from Australia and one participant was in 
the United States. Twenty-two were located in metropolitan areas of Australia and one in 
a metropolitan area in the US; five participants lived in regional areas (New South Wales 
(NSW), Queensland (QLD) and Victoria (VIC)) and one participant lived in a rural area 
(Western Australia (WA)).  Twenty-three of the participants identified their relationship 
status as single, one participant was “unsure” and five participants were in a relationship. 
The participants’ level of education ranged from some secondary education to post-
graduate.  Twenty-four of the participants identified as heterosexual or “straight”, four as 



Couch, Liamputtong & Pitts: Online Dating and Risk 

                                                                                                                                       123  

bi-sexual and one as bi-curious. A table of the key details of each participant is provided 
in Appendix 1. 

The Risks of Online Dating 

All participants had some concerns about risk. These concerns varied between 
participants and included physical, emotional and sexual risks, the risk of being 
scammed, the risk of encountering dangerous and dodgy people, the risk of pregnancy, 
risks to family, the risk of lies and deceit. To counter these risks, participants undertook 
various activities which made use of the technological resources available to them and 
also assessed how others did or did not use technology. 

Managing Online Dating Risks through Technology 

Assessing Authenticity 

Assessing authenticity was a strong theme as nearly all participants were concerned 
about encountering deceit online. Participants’ expectations of how others would present 
themselves online and what technology they would use to do so factored into 
participants’ assessment of authenticity. Participants had expectations that their fellow 
online daters would make photos available for them to view – this was the most basic 
means for assessing authenticity.  Phil, a 45 year old male, remarked: 

One cannot determine truth online. But a photo of the other person is a good 
start. When individuals do not post photos of themselves one wonders why.  

Beyond photos, participants assessed whether the people they were interacting with 
would use webcam, online chat, had an online presence elsewhere (such as on social 
networking websites such as Facebook and MySpace) and whether or not they would 
provide a mobile or home phone number. Participants also conducted searches using 
search engines and other online data tools (such as Google maps) to assess 
authenticity. One male participant who frequently spoke with women overseas noted:  

Most times when I got there details like country and city. I'd use google maps 
n ask them questions about there area. To try and catch them out. (Mel, 44 
year old male.   

The participant’s use of the term to ‘catch them out’ refers to determining if they are 
lying.  He also made use of two IM accounts in his endeavours to assess authenticity: 

I would also try and add them to another IM account to see if they would 
reply. I like to use both at the same time and catch them out straight away. 
But I use 1 on my phone and the other on my laptop so they are coming from 
2 dif IP address.  

Similarly, Clare, a 38 year old female participant, detailed how she started using the 
Internet to find out more about prospective dates: 

When I first started internet dating the thought had never crossed my 
mind until I saw an ex partner Google every new persons name he came into 
contact with. When the relationship ended and I started dating again which 
would have been in 2006 then yes I did start Googling names. 

The ability, or lack of, to converse with other daters on the phone, on VOIP or via 
webcam allowed participants to verify that the person was who they said they were. This 
was useful for some participants who were concerned about scams, as they felt they 
could at least assess the gender of who they were communicating with.  
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The men r usually the ones who won't chat on voip or web cam. U get a feel 
ur not chattin to a women. (Mel, 44 year old male) 

Assessing Compatibility 

Some participants noted that when they added people they had met through online 
dating as friends on their social networking sites (such as Facebook and MySpace), this 
provided an added dimension for assessing compatibility and friendship networks, 
beyond what online daters could assess through their other online interactions (such as 
chat, email and online dating website profiles).  Gavin, a 40 year old male participant, 
described what happened when he added two online dating contacts to his Facebook 
friends: 

Twice, but never again. The second one put pictures of herself in a bikini on 
my page and was a bit naughty in some comments. I deleted her from my 
friends list. … The first one, I did to find out what her friends were like. That 
gave me more of an idea of what she was really like. And it was good that I 
did because all her friends were bogans. Haha. I soon deleted her and 
ceased seeing her after the second date.  

The assessment of friends was also exemplified in this participant’s response:  

“And mainly to check their pics and work out if they have bogan friends” 
(Elsie, 21 year old female). 

Another participant, David (19 year old male) indicated his expectation that compatibility 
was in part dependent on others’ use of the same or similar technologies, beyond the 
ability to assess their authenticity: 

… u can rat a faker out.. no myspace.. doesnt use msn, no phone or home 
fone.. and even if they are not faking its best not to bother with.  

Tracking Others 

Beyond assessing authenticity, several participants made efforts to track online contacts 
when they believed they were behaving inappropriately, particularly in relation to trying 
to scam people. In some cases, participants would track IP addresses to see where 
contacts were really located, in other cases they would do a web-search in the hope of 
finding information on them relating to scams, or to monitor them because of their 
concern for other potential victims.  Participants who went to such efforts to track people 
in this manner also shared this information online with others through websites that 
publicised scams and scammers (scam watch websites). For instance, Norm, a 60 year 
old male participant, used Google in his tracking and also shared information on his 
scam encounters with others online: 

 i did a Google search on scams ,and i am already sharing information with 
site and so far 6 of them are Black listed and information is also shared with 
other sites. 

Taking advantage of the wealth of information online to track others was also apparent 
with Reg, a 70 year old male participant:  

its very easy to spot a scammer..just google them… you find theres no such 
domain, and also a lot of info from ppl who have been scammed Yes..theres 
a lot of info on scammers on the net. 
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In response to an unknown man arriving on her doorstep as a result of tracking her 
through online information, one participant then undertook her own tracking, via IP 
addresses, in order to find out more and be able to take protective steps for herself: 

I back-tracked his profile and he lives in Brisbane.... (Janet, 59 year old 
female) 

Clarissa, a 51 year old female participant, who had been traumatised from an online 
dating relationship, was very committed to tracking her tormentor, in the hope that others 
could avoid the same fate: 

I went on other sites because I was curious if John was on them. So I set up 
ruses so I could go on.  

Limiting Self Disclosure and Exposure 

Limiting self disclosure and exposure online was expressed in various ways by 
participants. One participant kept her photos hidden until she had seen photos of the 
person she was interacting with.  As noted earlier, Mel, a 44 year old male, had two IM 
accounts. Not only did he use these as a tool for determining if people were lying, but 
also as a precautionary step in the early stages of developing relationships online.  He 
would then progress from one account to the other as trust developed: 

… I hav a IM account on msn and yahoo for when I first chat then if I don't 
recieve a heap of random emails and random women I'll give them my real 
IM address I no I sound a bit paranoid. But I'm the sort of person who use to 
get easily attached.  (Mel, 44 year old male). 

David, a 19 year old male used more than one mobile phone in a similar manner: 

i dont mind giving my mob number out because i have a primary and 
secondary phone   i normally give my secondary out first  then my primary 
depends on the situation.  

Participants were aware that surveillance could be two-way, and some of them would 
take steps to limit the degree to which they could be the targets of online surveillance. In 
contrast to the participants who used social networking sites to assist in their 
assessment of compatibility, a few participants were quite guarded about sharing their 
social networking details, and would only do so after they had met the person face-to-
face and only if they felt there might be an ongoing friendship or relationship. This was to 
protect their privacy, as Estelle, a 24 year old female, commented: 

 [sharing Facebook] i do. but only when i count them as a friend. i have fb, 
and i believe that its very personal. i dnt want to share it with every tom dick 
and harry. 

This was echoed by another female participant who would not add online dating people 
as friends to her social networking profile as she had photos of her children on Facebook 
and wanted to keep her family life very separate from her online dating. 

Control Online 

With the awareness that surveillance goes both ways, online daters can take steps to 
control their level of exposure to surveillance from others. In the current study, the 
control offered by being online was something that most participants found useful, 
particularly in terms of managing the risks of online dating and also in terms of their self-
presentation. Control online included the ability to delete and block contacts in both IM 
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programs and online dating websites. Being online also afforded participants control 
over when and how they would share certain information about themselves, as well as 
control over the progression of their communication through certain stages. For 
example, participants exercised control by deciding if/when to provide a photo of 
themselves and if/when to share IM details to move communication beyond the online 
dating website. People who use IM programs also have the choice to appear offline or 
online even when they are really online, thereby exercising control over whether others 
can see them online or not. 

One participant, Murray, a 24 year old male, chose to be interviewed whilst appearing 
offline.  When questioned about this in the interview, his response was: “there's people i 
don't feel like talking to atm” (atm is an acronym for 'at the moment'). 

Controlling how they appeared online allowed participants to maintain a certain level of 
anonymity when they so wished: 

I like to be anonymous until I decide to meet someone. Until I am sure they 
are not psychopaths or stalkers. Also I think too many people judge a book 
by its cover so by not using webcam this can’t happen. (Clare, 38 year old 
female) 

Keeping control of when or if one progressed to email or IM was also seen as one 
method for controlling the risk of scammers: 

Scammers usually want your email or MSN immediately.....that is one of their 
traits... They can't contact you any other way except through the [dating] 
site... That keeps you anonymous for as long as you wish.... (Janet, 59 year 
old female) 

Janet also went on to note the benefit of blocking unwanted contacts which was a 
common activity amongst participants: “Then you can block them if you want....I have 
blocked hundreds over the past years... “ 

Discussion 

Participants in this study subscribed to modern understandings of risk, in that they saw 
risk relating to dangers that may happen to them in the future if they did not risk manage 
their interactions appropriately (Beck 1999; Hall 2001; Lupton 2006). 

Online daters make use of a range of technologies to manage the risks of online dating. 
Unsurprisingly, given they are seeking romantic and/or sexual relationships, assessing 
authenticity and compatibility is important to online daters. Participants undertook online 
activities similar to those identified in previous studies of online daters, but our study also 
revealed that online daters were becoming increasingly sophisticated in their use of 
technology for surveillance than previously reported elsewhere. In Padgetts’ (2007) 
study participants undertook background checks through online searching, paid web 
agencies or through friends or other people vouching for the person.  In the current study 
participants also reported using search engines, but in contrast to Padgett’s (2007) 
study, none of our participants reported using a paid service to conduct background 
checks. In addition, our participants used other methods for background checking not 
previously reported elsewhere. Our study found map searching was being undertaken to 
assess authenticity, particularly when communicating with geographically distant online 
daters.  Online maps allowed participants to search a geographic area in detail and then 
quiz other online daters about their (supposed) location. Furthermore, participants were 
also interested in whether their prospective dates had an online presence elsewhere, as 
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this knowledge could assist in their understanding of whether the person was ‘real’ or a 
potential scammer – with the assumption being that scammers would not have a scam 
identity in multiple online locations. That is, if someone did not have a social networking 
presence they might be a scammer.  Social networking sites can thus be seen to provide 
opportunities for surveillance through what Andrejevic (2005) describes as lateral 
surveillance (or peer-to-peer monitoring), allowing online daters to keep track of others.  

Access to a potential date’s social networking presence was also used for assessing 
compatibility, through viewing friendship networks and how the potential date presented 
themselves via their social networking presence. Similar to Lee and Bruckman’s (2007) 
study of dating  on social networking websites, our study found online daters could 
examine their prospective dates social networking profile (in addition to their online 
dating profile) to assess compatibility and judge friends. Our participants differed from 
those in Lee and Bruckman’s (2007) study, however, in that they drew upon additional 
sources of information in the social networking profile, which they then used alongside 
information they could gain from the online dating profile (and other sources) to assist 
them in their assessment. The daters within the Lee and Bruckman (2007) study were 
confined within the social networking site.  

The expectation that other online daters would post photos or be available for VOIP chat 
or web-camming was consistent with findings in other studies (Fair et al. 2009; Padgett 
2007). Although in contrast to Padgett’s (2007) findings where use of voice 
communication assisted in assessment of compatibility, in this study, the use of voice 
and webcam communications were important for assessing authenticity (for example, 
gender – that a woman was a woman, not a male scammer pretending to be a woman).  

Our study also found online daters participated in ‘shared surveillance’, whereby they 
took the time and effort to post details of online scammers on romance scam websites.  
Our participants were keen to help other online daters avoid these scammers and any 
others they felt were dangerous. 

Using online lateral surveillance to track others was an important risk management 
strategy, particularly for those who had encountered scammers online. For this 
surveillance, participants used search engines, online maps, social networking sites, 
their own technical knowledge to track IP (Internet protocol) and domain addresses, 
ruses to trick suspected fraudsters, and shared information on scamming websites to 
warn others. Participants used the data available to them to assess and verify these 
scammers and to warn others.  

Whilst online daters are undertaking surveillance of others, they are aware that they too 
may be under surveillance. To minimise this surveillance participants in this study limited 
self disclosure and exposure and used the control offered by being online to reduce risk. 
Similar to Markham’s findings of the benefits of control offered online (1998; 2004), our 
participants also saw this as important in their online dating experiences. It allowed them 
to manage the risks of online dating, by affording them the opportunity to appear offline 
in their IM programs and so avoid conversations with people they did not wish to talk to 
at any given time. Participants also noted that they commonly used the online options of 
blocking and/or deleting their online contacts, as a way of ceasing communication with 
people they thought were scammers or just because they were no longer of interest.  

Some participants also cited the benefit of being able to control their anonymity for as 
long as they wished. This is somewhat similar to the findings of Lawson and Leck’s 
(2006) study of online dating where their participants noted the benefit of not having to 
expose themselves over the Internet. In their study it seems this was mainly in relation to 
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controlling self-presentation, because participants did not want to be rejected outright for 
physical attributes or because they wanted to experiment. In our study some participants 
also registered their concern about being rejected because of their physical appearance, 
but the main reason for controlling self-disclosure and remaining anonymous was to 
minimise the risk of being vulnerable to dangerous others (such as scammers or 
‘stalkers’). 

Conclusion 

The participants in this study used an array of strategies to make use of technology for 
risk managing their online dating experiences.  Whilst participants’ individual methods 
may have been diverse, there was consistency in the general reasons for use of 
technology to manage risks. These reasons were to assess authenticity and 
compatibility, to carry out surveillance on others, to control interactions and to limit their 
own self disclosure and exposure whilst online. 

Although this study has contributed to understanding online dating, risks and 
surveillance, it is important to acknowledge that although we made extensive efforts to 
involve a range of online dating websites, the lack of response from many of the 
websites contacted may have resulted in some types of online daters being excluded 
from this study. Furthermore, all but one participant were from Australia. A study of 
online daters from more diverse geographical locations may have revealed different 
online dating experiences and risks, and different risk management strategies. 

This study has explored how online daters proactively use technology to manage the 
risks associated with online dating. Online daters use modern understandings of risk 
when considering their online dating interactions. They make pragmatic use of the 
technologies available to them to minimise these risks, deploying risk management 
strategies throughout their online dating experiences.  

As Lawson and Leck aptly note (2006: 200)  

…new risks inspire new coping strategies to maintain an environment of trust 

The current study identified some new coping strategies used by online daters to 
manage risk – the use of online maps, tracking IP and domain addresses, ruses to trick 
others, and the use of ‘shared surveillance’ – all strategies which have not yet been 
reported in other online dating studies to date. The study contributes to the growing 
literature about online dating and risk and also to understanding social interactions 
online, in particular it highlights how the range of surveillance and control methods used 
by online daters is expanding and becoming more sophisticated.  

Acknowledgements  

We thank all the participants in this study who took the time to consider and share their 
experiences of online dating. 

 



Couch, Liamputtong & Pitts: Online Dating and Risk 

                                                                                                                                       129  

References 

AAP (Australian Associated Press) 2005a, "Swingers Site May Hold Clue to 
Disappearance", February 15, 2005. Retrieved 6 July 2010, from 
http://www.smh.com.au/news/National/Swingers-site-may-hold-clue-to-disappear-
ance/2005/02/15/1108229966931.html 

AAP 2005b, "Key Dates in Maria Korp Saga", August 5, 2005.  Retrieved 6 July 2010, 
from http://www.smh.com.au/news/national/key-dates-in-maria-korp-saga/2005/08/ 
05/1123125881966.html 

Andrejevic M, 2005, "The Work of Watching One Another: Lateral Surveillance, Risk, 
and Governance", Surveillance & Society, 6 July 2010, vol. 2, no. 4, pp: 479-497. 

ACCC (Australia Competition and Consumer Commission) 2008, "Scamwatch - Dating 
and Romance Scams."  Retrieved 06 July 2010, from http://www.scamwatch.gov. 
au/content/index.phtml/tag/DatingRomanceScams/ 

ACCC, 2010, "Scammers Breaking Hearts Online",  12th February 2010. Retrieved 06 
July 2010, from http://www.accc.gov.au/content/index.phtml/itemId/913881/from 
Id/927069 

Beck U, 1999, World Risk Society, Polity Press, Cambridge. 

Beck C, 2005, "Benefits of Participating in Internet Interviews: Women Helping Women", 
Qualitative Health Research, vol. 15, no. 3, pp: 411. 

Bull S & McFarlane M, 2000. "Soliciting Sex on the Internet: What are the Risks for 
Sexually Transmitted Diseases and HIV?",  Sexually Transmitted Diseases, vol. 
27, no. 9, pp: 545-550. 

Chen P & Hinton S, 1999, "Realtime Interviewing Using the World Wide Web", 
Sociological Research Online, vol. 4, no. 3.  Available at:  http://ideas.repec.org/a/ 
sro/srosro/1999-57-3.html 

Couch D & Liamputtong P, 2007, "Online Dating and Mating: Perceptions of Risk and 
Health Among Online Users", Health, Risk & Society, vol. 9, no. 3, pp: 275-294. 

Couch D & Liamputtong P, 2008, "Online Dating and Mating: The Use of the internet to 
Meet Sexual Partners", Qualitative Health Research, vol. 18, no. 2, pp: 268-279. 

Crichton S & Kinash S, 2003, "Virtual Ethnography: Interactive Interviewing Online as 
Method." Canadian Journal of Learning and Technology/La revue canadienne de 
l’apprentissage et de la technologie, vol. 29, no. 2, np.  Available at: http://www.cjlt. 
ca/index.php/cjlt/article/view/40/37  

Davis M, Bolding G, Hart G, Sherr L & Elford J, 2004, "Reflecting on the Experience of 
Interviewing Online: Perspectives from the Internet and HIV Study in London", Aids 
Care, vol. 16, no. 8, pp: 944-952.  

Davis M, Hart G, Bolding G, Sherr L & Elford J, 2006, "Sex and the Internet: Gay Men, 
Risk Reduction and Serostatus." Culture, Health & Sexuality, vol. 8, no. 2, pp: 161-
174. 

Douglas M, 1990, "Risk as a Forensic Resource", Daedalus, vol. 119, no. 4, pp: 1-16. 



iJETS Vol. 9, No. 2, 2011, pp: 116 – 134  

International Journal of Emerging Technologies and Society 2011 130 
http://www.swin.edu.au/ijets 

Ellison N, Heino R & Gibbs J, 2006 "Managing Impressions Online: Self Presentation 
Processes in the Online Dating Environment", Journal of Computer Mediated 
Communication, vol. 11, no. 2, pp: 415-441. 

Fair JE, Tully M, Ekdale B & Asante RKB, 2009, "Crafting Lifestyles in Urban Africa: 
Young Ghanaians in the World of Online Friendship." Africa Today, vol. 55, no.4, 
pp: 28-49. 

Gormley M, 2010, "Online Dating, Bedbugs Addressed in New Laws in NY", The 
Washington Time, Wednesday, September 10, 2010, The Associated Press.  
Available at: http://p.washingtontimes.com/news/2010/sep/1/online-dating-bedbugs 
-addressed-in-new-laws-in-ny/ 

Hall D, 2001, "The Sociology of Risk and Social Demographic Change", PSC 
(Population Studies Centre) Discussion Papers Series, vol. 15, no. 12. Retrieved 
from: http://ir.lib.uwo.ca/pscpapers/vol15/iss12/1  

Henry-Waring M & Barraket J, 2008, "Dating and Intimacy in the 21st Century: The Use 
of Online Dating Sites in Australia", International Journal of Emerging Technologies 
and Society, vol. 6, no. 1, pp: 14-33. 

Internet World Stats, 2010, "Internet Usage and Statistics - The Big Picture"   Retrieved 
06 July 2010, from http://www.internetworldstats.com/stats.htm 

King N & Horrocks C, 2011, Interviews in Qualitative Research, Sage Publications, 
London. 

Lawson H & Leck K, 2006, "Dynamics of Internet Dating", Social Science Computer 
Review, vol. 24, no. 2, pp: 189-208. 

Lee A & Bruckman A, 2007, "Judging You By the Company You Keep: Dating on Social 
Networking Sites", Proceedings of the 2007 International ACM Conference on 
Supporting Group Work-07, Sanibel Island, Florida, November 4-7, USA 
Association for Computing Machinery.  Available at: http://www.cc.gatech.edu/ 
~asb/papers/lee-bruckman-group07.pdf  

Liamputtong P, 2009, Qualitative Research Methods, Oxford University Press, 
Melbourne. 

Lupton D, 1995, The Imperative of Health: Public Health and the Regulated Body, Sage 
Publications, London. 

Lupton D, 2006, "Sociology and Risk", in: G Mythen & S Walklate (eds), Beyond the Risk 
Society: Critical Reflections on Risk and Human Security. Open University Press, 
Maidenhead, pp: 11-24. 

Lyon D, 2002, "Everyday Surveillance: Personal Data and Social Classifications", 
Information, Communication & Society, vol. 5, no. 2, pp: 242-257. 

Madden M & Lenhart A, 2006, Online Dating. Pew Internet and American Life Project. 
Washington, Pew Internet.  Available at: http://www.pewinternet.org/~/media/files/ 
reports/2006/pip_online_dating.pdf.pdf 

Malta S, 2007, "Love Actually! Older Adults and their Romantic Internet Relationships", 
Australian Journal of Emerging Technologies and Society, vol. 5, no. 2, pp: 84-102. 

Markham A, 1998, Life Online: Researching Real Experience in Virtual Space. Altamira 
Press, Walnut Creek. 



Couch, Liamputtong & Pitts: Online Dating and Risk 

                                                                                                                                       131  

Markham A, 2004, "The Internet as Research Context", in C Seale, G Gobo, JF Gubrium 
& D Silverman (eds)  Qualitative Research Practice Sage, London, pp: 358-374. 

McFarlane M, Bull SS & Rietmeijer CA, 2000, "The Internet as a Newly Emerging Risk 
Environment for Sexually Transmitted Diseases", The Journal of the American 
Medical Association (JAMA), vol. 284, no. 4, pp: 443-446. 

McFarlane M, Kachur R, Bull S & Rietmeijer C, 2004, "Women, the Internet, and 
Sexually Transmitted Infections", Journal of Women's Health, vol. 13, no. 6, pp: 
689-694. 

Nielsen (2010). RSVP's Date of the Nation Report. RSVP, Sydney.  Available at: 
http://www.rsvp.com.au/cms-media/30677.pdf 

Office of Fair Trading, 2010, "OFT Gives Valentine's Warning on Internet Dating Scams",  
5 February 2010. Retrieved 21 September 2010, from http://www.oft.gov.uk/news-
and-updates/press/2010/11-10. 

Online Publishers Association, 2006, Online Paid Content - US Market Spending Report. 
New York, Online Publishers Association: 22. 

Overseas Security Advisory Council, 2005, "Internet Dating Fraud Scam", Global 
Security News and Reports, Retrieved 21 September 2010, from http://www.osac. 
gov/Reports/report.cfm?contentID=39785 

Padgett P, 2007, "Personal Safety and Sexual Safety for Women Using Online Personal 
Ads", Sexuality Research and Social Policy, vol. 4, no. 2, pp: 27-37. 

Rege A, 2009, "Love Bytes, Date Baits, and Cybersweethearts: A Study of Online Dating 
Crimes and Criminals", Paper presented to the American Society of Criminology 
Annual Meeting, Philadelphia, PA, November 4-7, 2009 

Saldaña J, 2009, The Coding Manual for Qualitative Researchers, Sage Publications, 
London. 

Singer M, 2010, "Valentine's Warning: Sammers Target Love-Seeking Victims Online", 
February 12, 2010. Retrieved 06 July 2010 from: http://www.smh.com.au/ 
technology/security/valentines-warning-scammers-target-loveseeking-victims-
online-20100212-nwo6.html. 

Smith AMA, Rissel CE, Richters J, Grulich AE & de Visser RO, 2003, "Sex in Australia: 
The rationale and methods of the Australian Study of Health and Relationships", 
Australian and New Zealand Journal of Public Health, vol. 27, no. 2, pp: 106-117. 

State of New Jersey, 2007, “Internet Dating Safety Act” May 21 2007: A4304 
GREENSTEIN, DIEGNAN. New Jersey. 

Stieger S & Göritz A, 2006, "Using Instant Messaging for Internet-Based Interviews", 
CyberPsychology & Behavior, vol. 9, no. 5, pp: 552-559. 

Toma C & Hancock J, 2010, "Looks and Lies: The Role of Physical Attractiveness in 
Online Dating Self-Presentation and Deception", Communication Research vol. 37, 
no. 3, pp: 335-351. 

Toma CL, Hancock JT & Ellison NB, 2008, "Separating Fact from Fiction: An 
Examination of Deceptive Self-Presentation in Online Dating Profiles", Personality 
and Social Psychology Bulletin, vol. 34, no. 8, pp: 1023-1036. 



iJETS Vol. 9, No. 2, 2011, pp: 116 – 134  

International Journal of Emerging Technologies and Society 2011 132 
http://www.swin.edu.au/ijets 

Valkenburg P & Peter J, 2007, "Who Visits Online Dating Sites? Exploring Some 
Characteristics of Online Daters", CyberPsychology & Behavior, vol. 10, no. 6, pp: 
849-852. 

 

 
 
 
 
 
 
 



Couch, Liamputtong & Pitts: Online Dating and Risk 

                                                                                                                                       133  

Appendix 1: The Socio-demographic Characteristics of the Participants 

 
Name 

 
Age 

 
Country 

 
Education 

 
Ethnicity 

 
Gender 

 
Relationship 
status 

Reside - 
urban 
environment 

Reside 
- State 

 
Sexuality 

David 19 Australia Completed 
secondary 

Caucasian/white Male Single Metropolitan VIC Straight 

Tommy 29 Australia Some 
secondary 

Caucasian/white Male Single Metropolitan VIC Straight 

Sally 29 Australia Some 
tertiary 

Un-assigned Female Single Metropolitan VIC Straight 

Jimmy 18 Australia Completed 
secondary 

Caucasian/white Male Single Regional VIC Straight 

Lisa 27 Australia Completed 
secondary 

Caucasian/white Female Engaged Metropolitan SA Bi-sexual 

Maggie 30 Australia Tertiary Caucasian/white Female Single Regional NSW Straight 

Eli 24 Australia Completed 
secondary 

Caucasian/white Male Single Regional NSW Bi-sexual 

Murray 24 Australia Some 
secondary 

Caucasian/white Male Single Rural WA Straight 

Georgia 18 Australia Some 
tertiary 

Caucasian/white Female In 
relationship 

Metropolitan VIC Straight 

Chris 26 Australia Some 
tertiary 

Hispanic Male In 
relationship 

Metropolitan NSW Straight 

Elsie 21 Australia Some 
tertiary 

Caucasian/white Female Single Metropolitan WA Bi-sexual 

Clare 38 Australia Trade Caucasian/white Female Single Metropolitan VIC Bi-sexual 

Diego 30 Australia Tertiary Caucasian/white Male In 
relationship 

Metropolitan NSW Straight 

Ditto 23 Australia Some 
secondary 

Caucasian/white Male Single Metropolitan QLD Straight 

Ardev 23 Australia Trade Indian Male Single Metropolitan VIC Straight 

Sven 35 Australia Some 
tertiary 

Caucasian/white Male Single Metropolitan SA Straight 

Estelle 24 Australia Some 
tertiary 

Caucasian/white Female Single Regional NSW Bi-curious 

Norm 60 Australia Some 
secondary 

Caucasian/white Male Single Metropolitan SA Straight 

Janet 59 Australia Tertiary Caucasian/white Female Single Metropolitan QLD Straight 

Phil 45 Australia Tertiary Caucasian/white Male Single Metropolitan VIC Straight 

Corinne 30 Australia Post 
graduate 

Caucasian/white Female Single Metropolitan VIC Straight 

Reg 70 Australia Completed 
secondary 

Caucasian/white Male Single Regional QLD Straight 

Charlize 26 Australia Some 
secondary 

Caucasian/white Female In 
relationship 

Metropolitan NSW Straight 

Gavin 40 Australia Tertiary Caucasian/white Male Single Metropolitan QLD Straight 

Clarissa 51 United 
States 

Some 
tertiary 

Caucasian/white Female Single Metropolitan NA Straight 
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Mel 44 Australia Some 
secondary 

Caucasian/white Male Single Metropolitan VIC Straight 

Sophie 38 Australia Tertiary Caucasian/white Female Single Metropolitan QLD Straight 

Cameron 23 Australia Tertiary Hispanic Male Single Metropolitan VIC Straight 

Max 28 Australia Some 
tertiary 

Caucasian/white Male Unsure Metropolitan VIC Straight 

 


