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Executive summary 

Introduction 

On 22 November 2012, a fire damaged Telstra’s exchange in Warrnambool, which acts as a 

transmission hub for telecommunications connectivity in the region. This left several communities 

and more than 100,000 people in South West Victoria without fixed-line telecommunications 

services for a period of up to three weeks.  

Given the extent of the impact of the Warrnambool exchange fire, on 28 November 2012 the 

Minister for Broadband, Communications and the Digital Economy, Senator Stephen Conroy asked 

the Department to undertake an inquiry to identify lessons to assist in averting such an event in the 

future and mitigating the impacts of any future outage.  

Telecommunications services in a modern economy 

The extended loss of telecommunications services in the Warrnambool region highlighted the 

important role they play in facilitating economic and social activities in Australian communities.  

Telecommunications have become embedded in our everyday lives. Local businesses, individuals, 

community service providers and governments utilise these services in a wide variety of ways to 

provide new and innovative products and services, and to deliver time and cost efficiencies. The 

outage demonstrated that we have come to rely on telecommunications services and have rising 

expectations regarding their availability and accessibility.  

The incident 

The inquiry found the fire alarm in the Telstra Warrnambool telephone exchange was triggered at 

approximately 4.35 am on 22 November 2012. Although Country Fire Authority (CFA) fire fighters 

were on the scene within four minutes of the alarm, by the time the fire was extinguished, the 

building and the telecommunications equipment essential to the functioning of the exchange had 

sustained significant damage.  

The partial or complete destruction of an exchange by fire resulting in a large scale loss of service is a 

rare event, both in Australia and globally. Most exchange failures in the past have resulted from 

region-wide natural disasters such as floods, cyclones or bush fires. In these cases, efforts to restore 

telecommunications services have generally been situated within the broader response to the 

unfolding emergency. In the Warrnambool case, however, while the impact of the loss of services 

may have been felt region-wide, the physical damage was limited to part of one building and the 

commercially owned facilities and equipment it contained. This important difference makes it 

difficult to directly compare the preparedness, response or impact of the Warrnambool exchange 

failure with failures during a region-wide natural disaster. 
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The CFA, Telstra and an independent fire expert have all undertaken investigations to ascertain the 

cause of the fire. Although these investigations have proven inconclusive, the general consensus is 

that the most probable cause of the fire was an electrical fault in or near the maintenance control 

room in the exchange. The fire generated high temperatures and produced corrosive smoke and 

particulate matter that was dispersed in the smoke from the fire to all affected parts of the exchange 

building through doorways, equipment access holes in walls etc. This dispersal was aided by the air 

conditioning system that was operating as a normal function of the exchange to maintain the 

telecommunications equipment within the optimal operating temperature range. 

Telstra's assessment of the effect of the outage was that communications with 61,856 telephony 

services, 16,149 ADSL services and 65 mobile base stations were impacted, affecting just over 

100,000 people across the South West Coast region. The nature of the impact across the region was 

influenced by the extent of the damage to the exchange and the role that it plays as the main 

exchange in the region. The Warrnambool exchange is the point at which calls and data going to or 

coming from the smaller exchanges or mobile towers connect to the transmission network. The 

extent of the damage affected the capacity of the exchange to connect Telstra services and some 

third party services to the transmission network. 

Incident response and service restoration 

Following the incident, Telstra worked to restore services to the affected communities and provide 

interim services where possible. Telstra has provided information to the inquiry regarding these 

processes and identified ways to improve processes relating to incident response and service 

restoration.  

Telstra informed the inquiry that certain technical considerations impacted on the order in which its 

services were restored. While Telstra worked on more permanent solutions to these issues, it 

deployed Mobile Cells On Wheels (COW), Mobile Exchanges On Wheels (MEOW) and Satellite COWs 

(SatCOWs) to provide interim services to some customers, including emergency service 

organisations, some hospitals and some priority assistance customers.  

A key community concern during the initial restoration process related to the ability to access to the 

Triple Zero service during the service outage. Although all mobile services, including Telstra 

customers, did have access to Triple Zero if they were located within another service provider’s 

mobile coverage area, any customer without a mobile phone was isolated and unable use the 

emergency service. In response to the situation and in addition to the interim arrangements 

mentioned above, Telstra deployed satellite phones to emergency service locations and distributed 

interim phones to customers based on medical priority.  

Fire prevention and mitigation 

Telstra provided the inquiry with information regarding current fire detection and prevention 

practices. Telstra’s investigations indicate its fire prevention and mitigation strategies appropriately 

reflected the age of the Warrnambool Exchange building and the probability of such an event 
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occurring. No evidence was provided that suggests the facility did not comply with any current 

standards.  

Telstra’s report notes its fire prevention and fire suppression strategies were dependent upon 

detection of fire or smoke within the exchange floor area and had not considered a fire in the roof 

space. Telstra’s report also notes its suppression strategy did not account for a large fire requiring 

building-wide fire suppression action.  

Telstra has identified ways to improve its current practices for fire detection and prevention. Nine of 

the twenty-two recommendations provided in its report relate to improving fire detection and/or to 

undertaking prevention actions at 200 similar exchanges throughout its network. Six of the 

recommendations also seek to address ways to improve the design and implementation of disaster 

recovery plans and activities.  

Impacts of the outage 

The inquiry considered the impact the outage had on local businesses, individual community 

members and community services providers. Importantly, the inquiry has not sought to quantify 

these impacts but rather better understand them in order to assist all stakeholders to learn lessons 

for the future.  

Although each stakeholder group experienced impacts specific to their circumstances, some of the 

impacts were experienced by all groups. In general, stakeholders reported the inability to perform 

many basic activities, lost efficiencies and reduced productivity due to the loss of 

telecommunications services. One re-occurring theme was the importance of accurate and timely 

information regarding likely restoration timeframes. The inquiry found that the absence of accurate 

and timely information on the extent of the outage and recovery timeframes hampered efforts to 

implement or adapt existing continuity plans, or develop new ones appropriate to the situation.  

Local businesses 

Local businesses reported reduced business activity, lost customers and missed commercial 

opportunities, resulting in damaged reputations and reduced cash flow. The inquiry found that one 

of the most important general impacts related to the role telecommunications services play in 

assisting with facilitating financial transactions. In our modern society, we increasingly rely on 

telecommunications services to enable electronic financial transactions using online banking and 

account processing, or EFTPOS transactions in store. With the loss of telecommunication services, 

online services and EFTPOS were not available, leading to a reliance on local bank branches and cash 

to facilitate business at the local level. However, the reliance of local bank branches and ATMs on 

telecommunications services limited the range of financial services and transactions banks could 

offer, particularly relating to executing financial transactions outside the area (i.e. with national 

mortgage providers). These impacts have flow through effects on businesses and individuals. 

Specific impacts were reported in the retail, agricultural, tourism, utility and service provider sectors. 

For example, the retail sector was impacted by the reduced business activity during the Christmas 

trade period. The agricultural sector was impacted by the loss of timely access to information about 
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commodity futures markets and access to their broker[s]. The tourism industry was impacted by loss 

of access to booking systems and the limited ability to confirm existing bookings or to take new 

ones. Utility providers lost efficiencies derived from the ability to utilise telecommunications services 

to monitor essential distributed network components or control them remotely. 

Community service providers 

The inquiry found that the outage had a significant operational impact on community service 

providers (e.g. the health sector, welfare organisations, council services, ambulance, police and fire), 

particularly impacting on their capacity to manage or coordinate staff and volunteers, and to 

perform otherwise routine activities. For example, the outage limited the ability of community 

service providers to efficiently engage and manage their clients, including monitoring personal alert 

devices, telephoning clients to check their welfare or arrange visits, and contacting and managing 

staff for rosters and work schedules.  

It was also found that the outage impacted some community service providers in specific ways 

depending on the type of service provided. For example, health care providers noted the loss of 

telecommunication services limited their ability to conduct remote pathology and diagnosis, and to 

share patient records. Community care providers noted difficulties managing vulnerable persons 

within the community, largely due to uncertainty regarding the appropriate uses of personal 

information during the incident. Councils noted impacts on child care services, community and 

recreation facilities, approval processes, scheduling for planning and permits, and various 

community events. Police, fire and ambulance services were able to communicate using the state 

trunk radio system, but reported experiencing difficulties communicating with people at home, 

volunteers or the general public. 

Individuals 

The inquiry found the impacts on individuals varied depending on social situation, personal health, 

employment and age. In general, the impacts on this group can be understood as economic and 

social.  

The key economic impact on individuals stemmed from the difficulty conducting financial 

transactions and the downturn in business activity. This resulted in some casual staff temporarily 

experiencing reduced working hours, particularly in the retail and hospitality sectors. Other 

economic impacts resulted from the need to travel greater distances to find functioning ATMs, and 

to purchase prepaid mobile phone services with operators able to offer services in the affected area.  

The key social impact was the increased levels of anxiety and sense of isolation for some members of 

the affected communities. This was most prevalent among elderly people living alone and people 

with health concerns.  

Telecommunications resilience and emergency management 

Economic realities and practical considerations mean it is not possible to completely eliminate all 

risks of damage to infrastructure and disruption to services.  
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Australia has developed incident response and disaster management arrangements. These 

arrangements take an ‘all hazards’ approach, enabling action to prevent, mitigate and manage the 

impacts of events that disrupt or endanger the community, including damage to infrastructure and 

disruption to services. The Government also works closely with the owners and operators of critical 

infrastructure to build awareness of risks and vulnerabilities and enhance the resilience of Australia’s 

critical infrastructure, including its telecommunications infrastructure.  

Next steps 

The inquiry strongly supports the need for individuals, businesses and governments to consider 

telecommunications outages in their continuity plans, regardless of the likelihood that an event of 

this magnitude being repeated anytime soon. Specific suggested actions are provided in the report 

to assist stakeholders with minimising the impacts of prolonged telecommunications outages. 

 

One key suggested action is that telecommunications service providers, governments and 

emergency services consider how to better provide timely and accurate information on the nature 

and extent of an event of this type, including the approximate recovery pathway and timing. This 

information is important to assist all stakeholders respond to these types of events and to inform 

the broader population that their efforts to interact with the affected communities may be 

disrupted.  

 



Inquiry to learn lessons from the Warrnambool exchange fire: Report 

1 | P a g e  
 

1 Introduction 

1.1 The incident 
On 22 November 2012, a fire damaged the Warrnambool Telstra exchange affecting approximately 

61,856 landlines, 16,149 asymmetric digital subscriber line (ADSL) services and 65 mobile base 

stations (MBS). In some cases, landline and ADSL services were unavailable for up to three weeks.  

1.2 The Inquiry  
On 28 November 2012, the Minister for Broadband, Communications and the Digital Economy asked 

the Department of Broadband, Communications and the Digital Economy (DBCDE) to conduct an 

inquiry to identify what lessons can be learned from the Telstra exchange fire.  

1.2.1 Terms of reference 

The terms of reference for the inquiry were that it would: 

 Receive information from Telstra on the fire in the Warrnambool exchange, including the 

cause, the extent of the damage, and what services were affected. 

 Receive a report on the fire prevention and mitigation strategies in place and consult on the 

effectiveness of these strategies. 

 Report on the process of restoring services affected by this fire, including interim services 

that were provided. 

 Hold a public forum on the impact of this event on the community. 

 Report on the effectiveness of disaster recovery and service continuity planning for 

telecommunications infrastructure; and whether businesses that might be affected by such 

events also have appropriate continuity plans. 

A key objective of the inquiry is to hear the views of the affected communities and relevant experts 

to ensure that disaster mitigation and service recovery plans are as effective as possible if similar 

events were to occur in the future.  

1.3 Inquiry process 
The inquiry directly engaged with Telstra, NBN Co, the Victorian Government and the banking sector. 

Bilateral discussions were had with other government departments and agencies including the 

Commonwealth Department of Human Services (DHS), the Commonwealth Attorney- General’s 

Department (AGD), the Telecommunications Universal Service Management Agency and the 

Australian Communications and Media Authority (ACMA), the Office of the Australian Information 

Commission. DBCDE also engaged Business Aspect to provide technical, risk management and 

business continuity planning expertise to inquiry. 

Public consultation was facilitated through a submission process as well as forums held in 

Warrnambool and surrounding areas. A total of 28 written submissions were received, 12 of which 

requested confidentiality. To view non-confidential submissions, visit the DBCDE website at 

www.dbcde.gov.au and enter “Warrnambool Inquiry” in the search field. A list of submissions is 

provided at Appendix A.  

http://www.dbcde.gov.au/
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1.3.1 Forums 

The inquiry held a public forum on 17 December 2012 at the Lighthouse Theatre in Warrnambool to 

provide the affected communities with an opportunity to inform the inquiry about the impact of this 

event on their community. The forum was attended by approximately 70 people, representing a 

cross section of the affected communities including: 

 community members 

 mayors and council representatives from the affected shires  

 local business owners  

 a local internet service provider 

 the Victorian Department of Business and Innovation 

 Telstra representatives including Bill Mundy, Area General Manager 

Forums with local businesses and community service providers were held on 17–18 January 2013 in 

Camperdown, Warrnambool, Portland and Hamilton. These forums provided an opportunity for 

these sectors to inform the inquiry about the impacts of this event on their business and service 

provision. Attendees included local representatives from health and aged care providers, business 

owners, farmers, councils and emergency management.  

Rosemary Sinclair, the Chair of the Regional Telecommunications Independent Review Committee, 

facilitated all five forums. 

1.4 Structure of report 
Chapter Two describes the affected area. Chapter Three then provides background on the 

importance of telecommunications services in a modern economy. Chapter Four provides details of 

the incident, covering the cause of the fire, the extent of the damage and the services affected. 

Chapter Five addresses the fire prevention and mitigation strategies and disaster recovery and 

contingency planning. Chapter Six considers the timing and prioritisation of restoration, interim 

services used and the impact on the Triple Zero Service. Chapter Seven presents the impacts on 

businesses, community service providers and individuals, noting that while a number of the impacts 

were consistent across stakeholder groups, some impacts were specific to each group. Finally, 

Chapter Eight addresses the importance of diverse and resilient infrastructure and sound emergency 

management capabilities.  
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2 Warrnambool exchange service area 

2.1 Geographical area serviced by the exchange. 
Warrnambool is part of the Great South Coast Region in south western Victoria. The Warrnambool 

City municipal area is encompassed by the Moyne Shire, which is surrounded by the Corangamite, 

Southern Grampians and Glenelg Shires. The outage affected the majority – but not all of – the Great 

South Coast Region, and also extended further north-west into parts of the West Wimmera Shire. 

Figure 1 shows the impacted exchange areas by population.  

Telstra’s exchange in Warrnambool contains equipment similar to approximately 200 other sites 

within the Telstra network around Australia. These sites form the hub of the transmission network 

for all connectivity in their respective regions. The transmission infrastructure, situated within the 

exchange in Warrnambool, carries much of the Telstra traffic for the public switched telephone 

network (PSTN), mobiles, business services and fixed broadband for the region.1  

 

 
Figure 1 - Map of impacted service exchange areas by population 

                                                           
1
 Warrnambool Fire Investigation Report, Telstra, 2013 
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2.2 Community description and composition of regional economy 
The combined population of the local government areas in the South West Victoria Region is 

approximately 130,000 people and around 100,000 of these people were directly affected by the 

outage. 

The Great South Coast Region in South West Victoria is known for high quality agricultural 

production and is supported by a network of small towns which provide vital health, education and 

other services. The region is renowned for its natural attractions and its picturesque coastal towns, 

which are popular tourist destinations. Tourism is a significant seasonal industry throughout the 

South West Victoria Region, with 32 tourist accommodation establishments in Warrnambool alone.2  

The Great South Coast also comprises of a number of other key industries including energy, oil and 

gas, aluminium, sheep meat and wool, and mineral sands.3 

 

                                                           
2
 Victorian Department of Planning and Community Development, Great South Coast Regional Plan, 

http://www.dpcd.vic.gov.au/planning/plansandpolicies/ruralandregionalplanning/regionalgrowthplans/great-south-coast  
3 Victorian Department of Planning and Community Development, Great South Coast Regional Plan, 
http://www.dpcd.vic.gov.au/planning/plansandpolicies/ruralandregionalplanning/regionalgrowthplans/great-south-coast 

http://www.dpcd.vic.gov.au/planning/plansandpolicies/ruralandregionalplanning/regionalgrowthplans/great-south-coast
http://www.dpcd.vic.gov.au/planning/plansandpolicies/ruralandregionalplanning/regionalgrowthplans/great-south-coast
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3 Telecommunications services in a modern economy 
Telecommunications services have historically played an important role in helping Australians 

overcome the unique challenges posed by the distances that separate us from one another and from 

the rest of the world. In the emerging digital age, characterised by a growth in information and 

communications technologies (ICTs) and applications, the importance of telecommunications 

services in the day to day lives of Australians is growing. 

3.1 Telecommunications is no longer just voice 
Developments in ICTs over the last two decades have seen telecommunications networks move from 

primarily providing voice services delivering a range of products and services from simple voice 

telephony and email to streamed video, machine-to-machine communications and business 

transactions.  

The emergence of the internet has been an important factor behind the growing importance of ICTs. 

The Boston Consulting Group notes that, since the first domain name was registered in 1985, the 

internet has ‘ingrained itself in daily life to the extent that most of us no longer think of it as 

anything new or special.’4 Beyond the internet, many business operations now depend on private 

telecommunication networks with examples including: connecting offices to central systems, 

terminals (EFTPOS, ATM etc.) to banking systems, remote booking systems and security monitoring. 

In Australia, a growing number of people in both regional and metropolitan areas participate in 

social and economic activities online.5 According to the Australian Bureau of Statistics, 79 per cent of 

Australian households had access to the internet in 2010-11, trending up from 17 per cent a decade 

earlier.6 Statistics provided in the ACMA’s 2011–12 Communications Report show a similar trend. 

The ACMA reports that 77 per cent of Australians aged 14 years and over went online during 

June 2012 – a four per cent increase on the same month in the previous year.7 The ACMA also 

reports that the average time Australians spent online each month in 2011–12 ranged from 

approximately 69 to 81 hours.8  

3.2 Importance of access to ICTs in the Warrnambool region 
The public forums held in the months following the Warrnambool exchange fire provided a number 

of examples of the ways in which individuals, businesses and community service providers across a 

range of sectors have integrated the use of ICTs into their operations.  

                                                           
4
 Boston Consulting Group, The Connected World: The $4.2 Trillion Opportunity – The Internet Economy in the G-20, 2012, 

p. 3. 
5
 Australian Communications and Media Authority, Communications Report 2011-12, Chapter 5, p.115 

6 Australian Bureau of Statistics, Australian Social Trends, Jun 2011 retrieved 17 May 2013 from 
http://www.abs.gov.au/AUSSTATS/abs@.nsf/Lookup/4102.0Main+Features50Jun+2011 
7
 Australian Communications and Media Authority, Communications Report 2011-12, Chapter 5, p.2 

8
 Australian Communications and Media Authority, Report 2: Communications Report Series 2011-12, p.20 

http://www.abs.gov.au/AUSSTATS/abs@.nsf/Lookup/4102.0Main+Features50Jun+2011
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At the forums, individuals talked about their reliance on ICTs for communicating with friends and 

family, and accessing government, community, banking and other services. Community service 

providers and government stakeholders noted their reliance on ICTs for contacting staff members, 

monitoring clients in the community, and for coordinating health, aged and disability care services. 

Businesses discussed their reliance on ICTs for managing bookings, accessing cloud services, 

facilitating financial transactions and accessing and providing information. 

In general, the affected groups reported the inability to perform many basic activities, lost 

efficiencies and reduced productivity due to the reduced access to ICTs. The outage and its impact 

on the South West Victorian region illustrated the extent to which Australians have already become 

reliant on ICTs to carry out their daily social and economic activities. As the digital economy grows, 

this reliance will also grow.  

3.3 Expectations 
The Warrnambool forums illustrated the extent of community dependence on ICTs and the high 

level of expectation around service availability and service restoration when there is a problem with 

the availability of ICT services. This expectation relates to not just communication services provided 

over fixed networks but also to services provided using mobile networks. When these services 

become unavailable, it is expected that they be restored rapidly, or that an alternative means be 

accessible. 

The forums demonstrated that Australians expect to be able to deal with organisations and search 

for information online, supporting the ACMA finding that ‘82 per cent [of Australians expect] to be 

able to interact with business and government services online’.9 The forums also suggested that 

individuals and businesses that were not in the affected area expected to be able to interact with 

businesses and organisations in that area online, even during the outage. 

                                                           
9
 Australian Communications and Media Authority, Communications Report 2011-12, Chapter 5, p.119 
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4 The incident 
At approximately 4.35 am on 22 November 2012, the fire alarm in the Telstra exchange in 

Warrnambool was triggered. Although Country Fire Authority (CFA) fire fighters were on the scene 

within four minutes, the exchange building and the telecommunications equipment in it sustained 

significant damage. 

The fire appears to have originated in the vicinity of the maintenance control room and spread 

rapidly to engage the building structure and contents, including cable trays and fibres. The heat and 

smoke from the fire also impacted other operational areas of the exchange, including the active 

telecommunications equipment, cables and racks. 

Progressive service disruption occurred as equipment failed in rapid succession until power supplies 

were disconnected for the safety of emergency personnel. Although the exchange was completely 

disabled at 5.08 am, the CFA did not declare the site safe and return control to Telstra until 3.00 pm. 

Although other exchange failures have occurred in regional Australia in the past, most have been as 

a result of region-wide natural disasters such as floods, cyclones or bushfires. However, when 

considering the preparedness, the response, or the impacts of the exchange failure, natural disaster 

situations cannot be directly compared with the Warrnambool event.  

The defining features of the Warrnambool event that differentiated it from a natural disaster event 

were that: 

 Natural disasters such as floods or bushfires generally have a significant region-wide impact, 

with business and the social fabric of a community impacted directly and visibly. In this 

incident, external to the exchange, daily life continued: businesses still opened, homes were 

still occupied, roads and other infrastructure were operational.  

 There was no warning, no lead time, in which preparations could be made, contingency 

plans deployed. Repair equipment and personnel were not on standby for immediate 

response. Community awareness, preparedness and response capability was low, and local 

organisations (councils, community care providers, etc.) were largely reactive to the 

unfolding event and dependent on the flow of information from Telstra about the duration, 

scope and reach of the outage. 

 The appreciation of the impact and consequences of the event outside the affected areas 

was minimal. This caused significant disturbance to commercial and personal transactions 

and communications, based on incorrect assumptions or understanding about the nature, 

duration, and impact of the event of people's ability to conduct business and meet 

commitments that were normally transacted online or by phone. 

The partial or complete destruction of an exchange by fire, with large scale loss of service, is a very 

rare event, both in Australia and globally. Desktop research shows only a small number of 

comparable events reported worldwide in the last 50 years.  
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One similar incident occurred in Spain in May 2011 when a suspected lightning strike to an exchange 

in Malaga ignited a fire which affected 90,000 PSTN customers, 10,000 ADSL internet connections 

and an unknown number of mobiles, as well as ATMs, credit card charging systems and alarms.  

In Australia, the most recent incident of a similar nature occurred on 22 September 1961 when a 

telephone exchange in the Canberra suburb of Civic that provided 5,402 fixed line services was 

destroyed by fire. The response to this incident involved installing new equipment in temporary 

facilities to restore the services. This process took seven weeks with a crew of 200 working 12-hour 

shifts.  

4.1 Cause of the fire 
Telstra's Warrnambool Exchange Fire Report summary, released on 27 March 2013, reports that: 

The Root Cause of the fire has been covered in four separate reports. The CFA has completed 

one report relating to the fire incident itself. The CFA is also preparing a second report, which 

Telstra understands will provide a Post Incident Analysis, covering building fire safety issues. 

In addition to the CFA investigation, Telstra’s Corporate Security and Investigation (CSI) team 

completed an investigation into the fire incident. CSI also commissioned an independent fire 

expert to conduct an expert assessment of the fire scene. 

A number of views were presented on the actual point and cause of ignition; however, due to the 

extensive damage caused by the fire, these could not be identified with certainty.10 It appears most 

probable that the fire was caused by an electrical fault, or the failure or malfunction of an electrical 

item, in or near the maintenance control room – either in the ceiling space or in the room itself. The 

fire then most probably spread along the cable insulation in the ceiling space and room areas, with 

dripping, burning insulation igniting other flammable materials below. Figure 2 reveals the extent of 

the damage to the maintenance control room. 

The fire appeared to be further advanced than would have been expected at the time of the CFA’s 

arrival. One possible explanation is that the fire started in the roof space, but remained undetected 

because there were no smoke detectors in the roof, only in the rooms below. Additionally, it was 

noted that the age of the building and the materials used in its construction (including bituminous 

sarking in the roof) may have contributed to the rapid spread of the fire. 

Telstra’s internal review of the incident also identified a number of compliance issues that may have 

contributed to the intensity of the fire and, in particular, the spread of corrosive smoke and 

particulate matter throughout the building. These compliance issues include: fire doors being left 

open, cable access holes not being sealed, and the air-conditioning system (which maintains the 

equipment at operating temperature under normal circumstances) continuing to operate for 32.5 

minutes after the fire was detected. Telstra’s report includes a series of recommendations to 

address these issues. Figure 3 illustrates how the smoke residue coated parts of the exchange.  

                                                           
10

 Telstra's Warrnambool Fire Investigation Report – Confidential 

Suggested action 1 DBCDE seek regular updates from Telstra on the implementation of the 
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Figure 2 – Damage to the maintenance control room (Source: Telstra) 

 

recommendations of its inquiry into the Warrnambool exchange fire. 
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Figure 3 – Corrosive smoke residue in the exchange (Source: Telstra) 
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4.2 Telstra services impacted 
Telstra's Warrnambool Exchange Fire Report summary reports that: 

The loss of the Warrnambool site due to the fire impacted over 100,000 people in 

Warrnambool and the surrounding Shires of Moyne, Glenelg, West Wimmera, Southern 

Grampians and Corangamite, with some impact to Horsham, Golden Plains and Ararat. The 

cities and towns impacted included Camperdown, Casterton, Edenhope, Hamilton, Port Fairy, 

Cobden and Portland as well as many small communities. 

Telstra's initial assessment of the effect of the outage, as at 5.46 am on 22 November 2012, was as 

shown in Table 1 below, with the second column providing a description. 

Table 1 - Summary of Telstra services impacted. 

Telstra Items Description 

61,856 PSTN telephony services  Standard fixed line telephone services within 
Warrnambool and the remainder of the region. 

14,409 ADSL services, consumer Broadband 
(later amended to 16,149) 

Broadband services used by consumers and 
some small businesses. 

56 ISDN services  Integrated data services – typically telephone 
services which are typically for private automatic 
branch exchange services (PABX services) used 
by businesses and large organisations. 

65 MBS* Telstra base sites connected back to 
Warrnambool Exchange. 

138 IPMAN services  

 

Data services, typically for business or 
government customers. 

13 Telstra Internet Direct services  High speed internet connections, typically 
business or government customers. 

Multi Service Edge Router failure (Impact 
summary 268 x Business DSL, 16,094 x ADSL, 4 x 
Internal use Frame Relay/ATM, 47 x Frame 
Relay/ATM, 40 x 3G Mobile Base Stations)  

Core data switch device that provides 
connectivity for consumer and business data 
services. 

State mobile radio services, Loss of all radio 
coverage Warrnambool & Port Campbell  

State mobile radio network which is used by 
public safety organisations such as police, fire 
and ambulance. 

Loss of communications to Digital Video Network 
equipment  

Dedicated video service to allow broadcast of 
race meetings. 

* Telstra logs show 40 3G MBS, 9 GSM MBS and 2 4G MBS during the day of 22 November 2012. (During the period from 

5.24 am to 11.08 pm on 22 November 2012, GSM MBS outages reduced from 19 to 9 and 3G MBS had reduced from 40 to 

24). By 11.08 pm on the 22 November 2012, Telstra had restored 26 base stations to service. 

The number of mobile services impacted is not described as the actual number of customers using 

an MBS constantly changes as users move.  
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4.3 Other service providers impacted 
Other service providers such as Optus and Aussie Broadband had equipment installed in the 

exchange. This equipment connected to Telstra’s equipment and to the core transmission network.  

Typically, Telstra sets aside a special third party area of the exchange building in which third party 

fixed line services providers can install equipment and connect to copper access cables. Telstra also 

provides environmental controls and power to these third party providers. 

Optus’s submission to the inquiry11 indicated that the immediate impact on its services included 

impairment to: 

 Nine 2G mobile sites 

 Business voice and data services 

 Residential telephony and broadband services 

Optus’s 3G mobile network was unaffected by the incident and continued to operate in 

Warrnambool and surrounding area throughout the period.  

Optus reports the restoration of Optus services as: 

 23 November 2012 – restoration of mains power to the exchange restored seven 2G mobile 

sites. 

 25 November 2012 – restoration of Optus transmission equipment within exchange restored 

business digital subscriber line (DSL) services and last two 2G mobile sites. 

 28 November 2012 – temporary restoration of switching services which fully restored Optus’ 

fixed incoming and outgoing calls. 

4.4 Extent of the damage to Telstra infrastructure 
A modern telecommunication network is comprised of multiple components which deliver either 

voice telephony services or data services, or in many cases provide for both voice and data. The fire 

in the Warrnambool exchange caused extensive damage which had an impact on voice and data 

services provided directly from the exchange, as well as in the wider area.  

Telstra has reported that the incident caused damage to equipment which included: 

 Transmission equipment 

 Core telephony switch 

 Data node  

 Terminating equipment 

 External cables 

 Internal cables 

                                                           
11

 Submission No. 27 – Optus 
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The categories of equipment listed above are comprised of multiple individual components but 

represent the major functional groups for equipment within the exchange. It is important to 

understand that many elements of a modern telecommunication network support multiple service 

types such as PSTN, mobile and data services, so drawing a direct relationship between a single 

restoration activity and service type is often not possible. 

To understand the impact of the fire, and the subsequent restoration process, an understanding of 

the impact of each of these elements and their interaction is required. Unlike a typical equipment 

fault or damage to a cable, the Warrnambool incident impacted multiple elements concurrently.  

Figure 4 provides a conceptual view of a typical major exchange of the size and nature of 

Warrnambool. It shows the equipment within the major exchange building that provides 

connectivity and functionality for mobile and fixed services within the surrounding area. It also 

shows a remote exchanges connecting into the major exchange. The remote exchange provides 

connectivity and functionality fixed services and potentially for MBS in the surrounding regions. 

Because the remote exchange connects to the major exchange, the loss of services would extend 

well beyond the township in which the major exchange building is located. 

The following sections further discuss each of the functional elements.
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Figure 4 - Simplified view of a typical major exchange 
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4.4.1 Impact overview 

The level of damage varied for the components above and the associated impact was reflected 

differently in the community. Restoration activity included the replacement of damaged electronic 

equipment and internal cables, and the restarting of equipment which was capable of being 

restored.  

To understand the restoration process, the impact of damage to the elements identified above is 

summarised in the sections below. The combination of multiple points of failure during one incident 

rather than just damage to a single cable or device significantly increased the impact and restoration 

time.  

4.4.2 Transmission equipment  

Transmission equipment uses optic fibre or radio systems to 

provide connections beyond the exchange building.  

For this discussion, transmission equipment is considered in 

two functional groups: core transmission equipment, which 

provides connection from the major exchange to the backhaul 

network, and local transmission equipment, which provides 

connection from the exchange to the remote exchanges.  

The local and core transmission equipment is also connected to the central switch and data node 

within the major exchange.  

For a major exchange, redundant transmission equipment is installed so that an alternative path is 

available to maintain service in the event of any element failing. In the Warrnambool incident, 

however, the redundant transmission equipment also failed, resulting in a total loss of transmission 

capability that impacted all data and voice services operating from the exchange.  

4.4.3 Core telephony switch 

Core telephony switches enable establishment of a connection 

path between two parties.  

Modern fixed telephone networks are based on a limited 

number of core switches located in major exchanges. Although 

terminal equipment contains limited switching capability, in 

most cases the core switch is required to establish a connection 

path. The limited switching capability terminal equipment 

provides is discussed further in section 4.4.5. 

A core telephony switch is generally not duplicated in an alternative location. However, within a core 

switch, the hardware elements are typically duplicated. This means that any single card or device 

fault will not interrupt service.  

The core telephony switches in Warrnambool supported the local and regional terminal equipment. 

The fire damaged the core switches (including the duplicate hardware elements), rendering it 

impossible to connect voice calls from remote and local terminal equipment.   
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4.4.4 Data node 

The data node routes all data services to the correct location, including IPMAN, MBS, direct internet, 

EFTPOS and DSL services.  

Failure of the data node prevents routing of data services 

connected to terminal equipment in the major exchange and in 

remote exchanges. It also includes loss of connectivity for MBS. 

Similar to the core telephony switch, individual components of 

a data node are duplicated and any single fault will not 

interrupt services.  

4.4.5 Terminal equipment 

The terminal equipment comprises copper line termination (CLT) devices and optical line 

termination (OLT) devices. For a copper network, a CLT converts the signal from analogue to digital, 

and for a fibre network, the OLT converts the signal from electrical digital to light. The digital signal is 

then sent to either the core telephony switch to connect a call, or the data node to receive routing 

information. The local transmission equipment carries signals from remote exchange terminal 

equipment to the core switch and the data node.   

Voice terminal equipment may provide limited switching 

capability. In general, voice terminal equipment comprises 

one or more terminal switching stages, with each stage 

catering for 500-2,000 services. In the event the terminal 

switching stage is disconnected from the core telephony 

switch, sufficient capability may remain within the terminal 

switching stage to enable voice calls to other services 

connected to the same stage.  

However, if the voice call is between a customer on one 

switching stage and a customer on another terminal unit, or 

a mobile service, or outside of the region, the call must traverse the core switch. As stated above, if 

the core switches are not operational, most calls cannot be connected. 

Terminal equipment, either within the same device as voice or as separate equipment, also provides 

data capability. In general, it includes equipment for the provision of ADSL and other data service 

equipment. However, unlike with voice services, terminal equipment used to deliver data services 

requires a connection to the data core in the major exchange in order to operate.  

4.4.6 External cables 

Multiple cables of both copper and optic fibre enter a typical major exchange. Copper cables provide 

connection of fixed line services (telephony and lower speed data) to homes and businesses. Optic 

fibre cables provide high speed data services to some business customers, links to cellular bases, 

remote exchanges and special services such as Sky Racing. Optic fibre cables are also used for core 

network cables that provide connections between major exchanges. Typically, critical cables enter 
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an exchange such as Warrnambool in different places and occupy different locations on the street to 

prevent the cables being damaged by the same event. 

4.4.7 Internal cables  

Within the exchange building, many cables are provisioned to interconnect the various functional 

elements, and to connect the functional elements to the point where external cables terminate.  

Internal cabling is normally installed on cable trays suspended from ceilings or beneath raised floors. 

In both cases, the cables are combined and follow limited routes within the building. 

These internal cables are essential for the provision of services. The internal cables are represented 

in red in Figure 4. 

4.4.8 Combined impact  

The flames, heat, smoke and corrosive gasses in the Warrnambool exchange caused significant 

damage to the internal cables and interfered with the electronic functionality of the equipment. As a 

result, rather than individual elements failing, the fire caused concurrent multiple points of failure.  

Table 2 shows how damage to individual elements in a major exchange like the one in Warrnambool 

may combine to impact services. 

Table 2 - Functional element service impact 

Service Type Telephony 
Core Switch 

Data Core Transmission 
Equipment 

Terminal 
Equipment 

Internal 
Cables 

External 
Cables 

Warrnambool 
local fixed 
Telephony 

X  X* X X X 

Surrounding 
township 
fixed 
Telephony 

X  X*  X  

Fixed data# 

within 
Warrnambool 

 X X X X X 

Fixed data in 
surrounding 
centres 

 X X  X  

Cellular 
Services 

 X X  X X 

Digital Video 
Network 

  X  X X 

Mobile Radio 
Networks 

  X  X X 

X – indicates that loss of this functional element would impact the corresponding service type 

* Some local calls will operate but no national or mobile calls. 

# Fixed data includes DSL, IP, Internet Direct and other data services 
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As shown in Table 2, damage to internal cables impacts all elements of service delivery. It is 

understood a high proportion of the exchange’s internal cables were destroyed, effectively isolating 

all of the elements within the exchange and interrupting all services. Figure 5 shows the extent of 

damage to internal cables. 

 

Figure 5 – Damage to internal cables in the roof cavity (Source: Telstra) 

 

After the internal cabling damage, transmission equipment impacts the greatest number of 

functional elements. The data core provides less functional support but does support the cellular 

base stations and this was a high priority for restoration. In terms of service numbers the telephony 

core switch was the single element which impacted the 61,856 fixed line services.  
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5 Fire prevention and mitigation strategies 

5.1 Fire susceptibility 
Telstra's Warrnambool Fire Investigation Report,12 which included a number of expert reports, 

indicates that there were a number of structural and operational factors at the Warrnambool 

exchange that may have contributed to the occurrence and the severity of the fire: 

 The building had old wiring that may have had cracks or stress points in its insulation. One 

expert investigator speculated that a stretched or chaffed cable may have provided enough 

increased electrical resistance to initiate ignition.  

 Some redundant equipment was still powered.  

 Some building materials were highly flammable.  

The Warrnambool exchange building had been in use for many years and was built to the 

appropriate standards of the time. There is no evidence that the building did not comply with any 

current required standards, although Telstra’s review has identified a number of recommendations 

to mitigate the potential of a similar incident occurring at other similar exchange sites.  

5.2 Fire detection and prevention 
How long the fire was active before the alarm was raised remains unresolved. Telstra’s report notes 

that the extent of damage to the ceiling and roof of the maintenance control room indicates the fire 

could have been active for up to one hour (based on possible plaster ceiling fire ratings) before the 

alarm was raised.13  

This suggests that some of the fire alarm equipment and protocols were not adequate to meet the 

challenges of this event:  

 The fire detection technologies fitted in the Warrnambool exchange appeared to have 

worked as designed. However, smoke detection systems were not fitted in the ceiling and 

roof spaces, meaning that a fire starting in the roof space may therefore remain undetected 

until it penetrated the ceiling.  

 The expert reports requested by Telstra indicate that there were some issues with 

redundant equipment in the exchange. One of these reports indicated a redundant alarm 

test panel may have been the source of ignition.  

 The first nine recommendations of the Telstra’s Warrnambool Fire Investigation Report 

relate to fire detection and prevention actions to be taken at all similar exchanges 

throughout its network. 

                                                           
12

 Telstra's Warrnambool Fire Investigation Report – Confidential  
13

 Telstra's Warrnambool Fire Investigation Report – Confidential 
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5.3 Fire suppression 
An exchange equipped with sensitive electronics poses particular challenges for fire suppression, 

with cost and probability considerations. However, based upon lessons from this incident, Telstra 

has identified a number of ways to improve fire suppression planning and practices in facilities of 

this type.  

Telstra’s suppression strategy was dependent upon the detection of fire or smoke within the 

exchange floor area. As noted above, no smoke detectors were present in the ceiling. It is possible 

the fire started in the roof cavity and detection was delayed. Telstra’s report identifies the need to 

inspect all similar exchanges across the Telstra network to verify the appropriate installation of fire 

protection devices in all spaces between building elements. Telstra’s report addresses this at 

Recommendation 5.  

Telstra also noted that fire doors between rooms in the exchange remained open during the 

incident, allowing the spread of fire and smoke throughout the building. Telstra’s report refers to the 

need to conduct a general awareness campaign for Telstra employees and contractors across the 

company relating to fire prevention measures, such as the requirement to close fire/smoke doors at 

all exchange locations. Telstra’s report addresses this at Recommendation 21.  

Telstra noted that the exchange was not fitted with a water-based fire sprinkler system or a non-

water-based fire suppression system. However, it also noted that a water based system would risk 

causing significant damage to sensitive electronic equipment that might otherwise be undamaged in 

the case of a minor fire or equipment malfunction, and that such a system would significantly exceed 

global standard practice for a facility of this type. 

Telstra noted that power supply and air conditioning control systems contributed to the spread of 

the fire and the damage to equipment from smoke, particulates and corrosive gases. These 

strategies were designed to ensure uninterrupted power supply and maintain equipment at 

operating temperature; they did not allow for a rapid shutdown of power in an emergency such as 

the exchange fire under examination. The consequence was that the on-going operation of the fans 

and air conditioning systems accelerated spread of smoke and corrosive gasses. Telstra’s 

Recommendations 2–4 and Recommendation 6 identify changes to procedures and equipment for 

all similar exchanges across its network to enable the shutdown of air conditioning plant, the 

installation of override switches to isolate the uninterruptible power supply and DC backup power 

supplies, and the provision of clear instructions to fire brigade staff. 

5.4 Disaster mitigation planning and recovery planning 
Telstra's disaster response planning appears to have been activated and deployed rapidly and 

effectively. The Telstra Report indicates that the exchange fire detection equipment triggered the 

appropriate alarms in the Telstra Global Operations Centre, which resulted in the activation of the 

Telstra Major Incident Management Team. 
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Although Telstra’s public report states that its disaster recovery plan was adequate for the event, it 

identified some elements were designed in real time such as re-parenting and patching 

configurations. Telstra has identified that preplanning for these configurations could assist the 

overall speed of the recovery. Six of the recommendations in its report relate to improving the 

design and implementation of disaster recovery plans and activities.  
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6 Incident response and service restoration 
The initial response to the fire at the Warrnambool Exchange was swift. Fire crews were on site 

within four minutes of the alarm, Telstra's Global Operations Centre was activated with the first 

alarm, and the Major Incident Management Team was activated.  

Telstra’s restoration work could not commence until the site was declared safe by the CFA 

(at 3.00 pm) and mains power was connected (at 9.00 pm). The first recovery management meeting 

on site was at 4.00 pm and after this, the initial and on-going service restoration response from 

Telstra technicians was rapid and effective. 

Based on the damage described and the work required, including sourcing new equipment, Telstra 

responded with significant resources and there is no evidence to suggest that restoration could have 

been completed in significantly shorter time. 

6.1 Timelines and prioritisation for service restoration 
The Telstra Warrnambool Exchange fire report summary, released on 27 March 2013, reports that: 

It was quickly apparent that the restoration of service would have to be done in a way which 

involved the temporary rebuilding of many of the damaged network elements within the 

exchange by reconstruction of the various technologies. The sequence of the restoration was as 

follows:  

i. Re-establishment of AC mains supply and reconnection of 50-volt batteries.  

ii. Testing and operation of air conditioning plant including a number of small temporary 

units and a large additional unit to provide air flow throughout the building.  

iii. Rebuilding of transmission connectivity from the site to the rest of Telstra’s national 

network.  

iv. The connection of emergency facilities to provide mobile and fixed PSTN and Broadband 

services by use of Mobile Cells On Wheels (COW) and Mobile Exchanges On Wheels 

(MEOW).  

v. Rebuilding the IP based routing equipment and customer equipment (MSE and Epicentre)  

vi. Reconnecting, rebuilding or patching mobile base stations to the re-established IP 

connectivity.  

vii. Re-parenting progressively all PSTN services to the South Melbourne Node.  

viii. Rebuilding or reconnecting all fixed broadband services to new IP DSLAMs.  

The full restoration of all customer services was achieved on Wednesday 19 December 2012, 

following the engagement of 110 highly skilled technicians working rotating 12 hour shifts 

supported by experts in design, data configuration, logistics and project management. 

The following sections further discuss the sequences of the restoration process set out above and 

they relate to the eventual restoration of Telstra telecommunication services to customers in the 

region. 
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Immediately after the fire, based on the information supplied, all equipment was non-operational, 

no power or air conditioning, and many of the internal cables were damaged. The 100 per cent loss 

of functionality in the Warrnambool exchange not only impacted customers directly connected to 

the equipment within the building, but also the functionality in the surrounding exchanges, although 

there was no damage to those exchanges.  

As shown in Figure 4, if the major functional elements are damaged, no connectivity from the site is 

available to other dependent sites or the remainder of the national network, no building services are 

available, no telecommunication services are available within the exchange area and no mobile base 

stations connected to the exchange are operational. 

6.1.1 Building services restoration 

The first stage of restoration, which occurred during the first days, was the provision of temporary 

roofing to the building and then the restoration of building services, AC and DC power supply, and 

the air conditioning. The activity corresponds to points (i) and (ii) in Telstra’s sequence of events.  

The restoration of building services was a temporary solution only (for example, plastic air 

conditioning ducting). The restoration of building services did not restore any telecommunication 

services but provided the platform for the ongoing restoration. 

6.1.2 Transmission equipment 

The first step completed in Telstra’s restoration of telecommunication services was the repair of 

transmission equipment – point (iii) in the sequence. This would have involved repair or replacement 

of components within the equipment and repair of any internal cables which provided connection to 

the external cables. The transmission equipment provides the supporting functionality for other 

services, so repair of this component of the exchange alone is unlikely to have restored any 

customer services. 

6.1.3 Temporary facilities 

Point (iv) in the sequence involved deployment of temporary mobile solutions to restore key 

services. This occurred in parallel to the activity to restore functionality within the exchange 

building.  

Telstra deployed COWs, MEOWs and Satellite COWs to restore services to emergency service 

agencies, hospitals, nursing homes, critical infrastructure providers, security services and then to 

Priority Assistance customers.  

Telstra reports that it commenced action to implement temporary facilities by 7.00 am on the 

morning of the fire. Telstra’s report indicated that it had ten COWs on site by 23 November 2012. 

Three MEOWs were also deployed to the area to provide interim connectivity to priority services.  

The list of priority services was established through a consultation process with Victoria Police, CFA, 

the Victorian Department of Human Services, local hospitals, the local council, support services, 

Emergency Management Team Meetings, and direct escalations from Telstra Countrywide. Services 
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identified by these authorities were provided service via one of the three MEOWs deployed to the 

area.14 

6.1.4 Data node and mobile services restored  

The data node (IP based routing) was the next major functional element restored according to the 

Telstra report – point (v) in the sequence. The provision of the IP based routing equipment formed 

the platform for the restoration of data and mobile services once the associated cable 

interconnections were restored.  

The next stage of restoration was the reconnecting, rebuilding or patching mobile base stations. This 

corresponds to point (vi) in the sequence, which commenced on 23 November 2012. The 

reconnecting of direct connected mobile base stations would require the associated cabling within 

the exchange to be restored. The data node would also need to be reconnected to the exchange 

transmission equipment. 

By the end of this stage, mobile voice services would have started to appear similar to the pre-fire 

service. Some internet and other data services could also be restored, depending on the availability 

of connecting cables.  

Figure 6 shows that the number of MBS out of service reduced from 65 to 0 in the period 22–

29 November 2012, indicating that Telstra was able to quickly restore the majority of mobile 

services.  

 

Figure 6 - Mobile Base Station Restoration Timeline 
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 Telstra brief to the DBCDE on the Warrnambool Exchange Fire 10 May 2013 
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Optus cellular mobile sites continued to operate throughout the incident and, while the Telstra sites 

were not operating, any Telstra mobile within the reach of an Optus site would have had the 

capability to make Triple Zero calls.  

6.1.5 Restoration of call switching capabilities  

Point (vii) in the sequence was the progressive re-parenting of PSTN services to South Melbourne, 

which commenced on the 25 November 2012. 

As discussed in Section 4.4.5, PSTN services are connected to terminal devices, which are then 

connected to the central telephony switch. Operating capability is largely dependent on the 

connection to the core telephony switch. Rather than restoring the core telephony switch at 

Warrnambool to operation, the terminal equipment in surrounding exchanges and Warrnambool 

were rerouted to a central switch in South Melbourne using the restored transmission equipment.  

As shown in Figure 7, 92 per cent of PSTN services were restored in the six day period 25–

30 November 2012. This corresponds with Telstra being able to re-parent outlying exchanges 

following the restoration of transmission equipment. However, there was a lag of another seven 

days before the last approximately 5,000 PSTN services were able to be brought back into service.  

 

Figure 7 - Timeline of PSTN Service Restoration 

6.1.6 Restoration of internet services 

The final stage of major activity listed by Telstra was the restoration of internet services – point (viii) 

in the sequence. This involved replacing the existing terminal equipment utilised to provide internet 

services within the Warrnambool exchange, which was damaged beyond repair.  

Figure 8 shows the progress of internet service restoration for an initial period and then a delay in 

further restoration. The timing appears to be aligned with the reconnection of remote exchanges 

and the rerouting of PSTN services.  
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Figure 8 - Timeline for ADSL Service Restoration 

6.1.7 Prioritisation of customers reconnection 

As noted in section 6.1.3, a limited number of high priority customers were connected via the 

deployment of temporary facilities. Telstra prioritised the restoration of voice communications to 

high priority customers identified in consultations with Victoria Police, CFA, Victorian Department of 

Human Services, local hospitals and support services, and the local council. 

Subsequent to the provision of interim services to high priority customers, the highest priority for 

Telstra was the restoration of cellular mobile services, as this is considered the fastest way to 

provide the widest coverage of essential voice services back into the affected areas. From a service 

provision perspective, these services provide a high penetration of voice service capability and can 

be used as temporary substitutes for fixed line services for customers with essential needs. From a 

technical perspective, early restoration of cellular mobile services offered significant advantages: 

 The least amount of equipment restoration and cabling repair required within the 

Warrnambool exchange. (Transmission and limited fibre cables) 

 The central cellular switch is not located within the exchange building 

 All terminal equipment is located at the base stations remote to the building 

 Temporary (MEOW & COW) solutions are already in service and can be implemented  

Suggested action 2 While noting the importance of voice communications, 
telecommunications providers should consider as part of their mass outage 
business continuity planning, options for the provision of interim mobile 
broadband services for the community e.g. local wireless broadband access 
hubs (i.e. Wi-Fi). 
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6.2 Triple Zero service  
As noted in section 6.1.3, Telstra provided a number of interim services to support emergency 

service organisations and other priority customers identified in collaboration local stakeholders. 

The inquiry found that key concerns of the community were the ability to contact Triple Zero for 

police, fire and ambulance, and the ability to provide the local emergency service units with the 

information required to respond. The lack, or perceived lack, of ability to call Triple Zero was an 

especially significant issue for the elderly and infirm, and the isolation caused significant anxiety 

within the community. With all fixed telephone lines unavailable immediately after the fire, any 

customer without a mobile phone was isolated and unable to make any contact including calling 

Triple Zero.  

Special roaming capabilities of mobile phone handsets when calling Triple Zero mean that when 

mobile phone users are out of their service providers’ coverage areas but are in another carrier's 

mobile phone network coverage area, their calls will be carried on the other carrier’s network. In this 

instance, Telstra customers would have had their Triple Zero calls connected by another carrier’s 

network. For example, Triple Zero calls were available on all mobile phones via the Optus network.15 

Mobile handsets would have indicated on their displays that it was still possible to make an 

emergency call. It appears that this may not have been well understood within Warrnambool and 

the surrounding community. 

6.3 Impact on Telstra 
The inquiry notes that this was a significantly damaging event for Telstra. Along with the 

reputational damage to Telstra in terms of customer service, there was also significant financial 

impact, including: 

 lost revenue from service rebates to customers 

 compensation payments to local businesses for losses suffered as a result of being without 

Telstra services16 

 restoration costs, including capital investment to replace equipment damaged but still 

operating.  

Based on information provided in the Telstra report, the overall cost to Telstra, including the 
restoration costs, lost revenue, ongoing liabilities, reputational damage and capital investment, is 
likely to exceed $20 million.  

                                                           
15

 Submission No. 27 - Optus 
16

 Telstra set up a website for its business customers to lodge compensation claims. Compensation claims for up to $1,000 
could be lodged with a statutory declaration confirming that a loss was suffered as a result of being without Telstra 
services. For claims greater than $1,000 it was necessary to provide Telstra with financial information showing the impact 
of the exchange fire on the business. Visit Telstra’s website at www.telstra.com.au for further information. 

http://www.telstra.com.au/
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7 Impacts of the outage 
Any large scale and/or prolonged outage of telecommunications services will have an impact on the 

local community and economy. This chapter examines the economic and social impacts of the 

outage for local businesses, community service providers and individuals in Warrnambool and the 

surrounding regions.  In general, although the inquiry found existing business continuity plans often 

considered telecommunications outages, they did not necessarily account for widespread and 

prolonged outages. 

The inquiry found that the economic and social impacts on these three broadly defined groups 

varied across the affected region. It also found that these impacts varied within the groups. For 

example, some local businesses, community service providers and individuals experienced minimal 

impacts, or were able to mitigate them, while some others experienced more severe impacts.  

The Royal Melbourne Institute of Technology submission17 highlights variability of the economic 

impacts. For example, one third of business respondents estimated their losses at less than $100, 

while approximately half suggested they had lost customers during the outage. The variability of 

impact was also a consequence of the different rates at which services could be restored in the 

surrounding area compared to Warrnambool itself. 

Given this variability, it is difficult to quantify the total economic or social impacts of the outage. The 

inquiry acknowledges the Warrnambool City Council’s efforts in its submission to model the costs of 

the outage.18 This work provides a useful high-level picture of the potential economic impacts such 

events may have on a community.  

The submission estimates that for a complete telecommunications outage, the daily economic 

impact to Warrnambool City could be up to $0.4 million per day in the worst case, or approximately 

5 per cent of its daily output. Similarly, it estimates the direct cost to the Great South Coast region of 

a complete outage could have been up to $0.95 million per day, or approximately 3 per cent of the 

region’s daily output.  

It is noted, however, that these figures do not take into account any compensation payments or the 

degree to which some businesses were able to mitigate problems. It is also noted that it is difficult to 

measure how long effects on business last. Reports from the business and community service 

provider forums held 17–18 January 2013 suggested many businesses had largely recovered by that 

time. Regardless of these points, the submission highlights that large scale and prolonged 

telecommunications outages can have a material impact on the economic welfare of a community. 
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 Submission No. 21 – Royal Melbourne Institute of Technology 
18

 Submission No. 24 – Confidential   
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7.1 Common issues – information provision 
While the specific impacts often varied for local businesses, community service providers and 

individuals, the need for early and accurate information about the outage was a common concern.  

With telecommunications unavailable, Telstra and emergency service organisations used local media 

to disseminate information, with local radio an early source of information on the morning of the 

fire. Telstra also used Twitter and its feedback page to provide regular updates and answer 

questions from the public. These online feeds received a reasonable response from the community, 

although at least for the first couple of days they could only act as supplementary information 

sources, as many people did not yet have access to internet services. In the weeks following the fire, 

Telstra also ran a series of public forums in affected communities to provide information, answer 

questions and discuss compensation. 

While the coverage local newspapers and radio stations provided was well received by the 

community (many forums attendees commended their efforts), the lack of reliable information 

about the outage caused considerable concern.19 There was a perception that Telstra, in some 

instances, was either unable to provide accurate information about the expected length of the 

outage and timeframes for service restoration, or that it was slow to do so.  

Local businesses, community service providers and individuals all reported that the lack of 

information about how long services were expected to be unavailable made it difficult to put 

systems in place to mitigate the impacts. For example, one local business that utilises online banking 

and EFTPOS services reported it did not initially consider alternative arrangements because early 

advice indicated these services would be restored within a few days.20 

The timeframe to restore services was not well estimated or not well communicated in the early 

days of the incident. A number of factors limited Telstra’s ability to provide an accurate timeframe 

for restoration immediately following the fire. For instance, Telstra initially had to wait until 

approximately 3.00 pm on the day of the fire to access to the building to review damage. Then, after 

gaining access to the building, not all damage to equipment would have been immediately evident; 

while some damage due to flames or heat would have been obvious, other damage due to the 

corrosive smoke and particulate matter the fire generated would have taken longer to identify. Also, 

the relatively unprecedented nature of the event limited Telstra’s capacity to draw on past 

timeframes as a basis for advice.  

Concern was also raised that communication to the public about the restoration of services was left 

to a commercial entity rather than assumed by government or an independent body.21 In 

accordance with Victorian State Emergency Management arrangements, the State Emergency 

Management Team met on the morning of 22 November 2012 and designated the police as the 
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 Warrnambool Public Forum, 17 December 2012; Camperdown, Warrnambool, Portland and Hamilton Business and 
Community Service Provider Forums, 17 – 18 January 2013 
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 Warrnambool Public Forum, 17 December 2012 
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Submission No. 6 – Confidential; Submission No. 16 – Confidential; Submission No. 24 – Confidential; Submission No. 26 – 
Victorian Government 
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control agency for the incident.22 The police had responsibility for managing the community 

response to the incident. However, Telstra, as the owner of the infrastructure central to the 

incident, was best placed to provide information about the extent of the service disruption and the 

recovery process. Further, as the incident centred on its services, Telstra had an obligation to directly 

engage with its customers and keep them informed about the outage.  Such information plays an 

important role in assisting affected stakeholders to determine how best to respond to the situation 

to minimise its impact. 

There was also concern that the general public outside the directly affected area were not aware of 

the outage, and that this may have resulted in lost business, reputational damage and difficulties 

dealing with external organisations. Some local businesses suggested the reputational damage in 

particular may have been minimised if there had been greater awareness outside the affected 

region. Although it was acknowledged that there was some national media coverage for the first 

couple of days after the incident, it was felt that this coverage may have been too limited and may 

not have conveyed the extent of the outage or its impacts. It was also suggested that recorded 

announcements on affected services may have assisted with raising awareness outside the affected 

area.23 Telstra has advised that it placed recorded announcements on all affected fixed line numbers 

as soon as possible to advise callers of the outage, but that it was not possible to place recorded 

messages on mobile services. Despite the recorded announcements and media attention, a regional 

tourism representative advised a number of local businesses had been left with ‘nasty’ comments 

following the outage.24  

Finally, Telstra’s wholesale customers expressed concern regarding its communications with them. 

Some reported that Telstra was too slow to disseminate information to them, and that when they 

contacted Telstra seeking information, they had difficulty finding an appropriate contact. For 

example, one internet service provider noted that it took 10 days to receive information about the 

compensation process after it was announced for Telstra customers.25  

Suggested action 3 DBCDE will work with the Communications Sector Group within the Trusted 
Information Sharing Network to develop best practice guidance for owners 
of critical communications infrastructure regarding public messaging 
during a prolonged telecommunications outage covering: 
 the provision of early and accurate advice to the community;  

 the dissemination of information to business, government, community 

service providers and critical industry sectors such as banks; 

 engagement with emergency service providers and the appointed 

local incident manager; 

 public communications over radio, by personal contact etc. - avoiding 

a reliance on phone and internet; 
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 Warrnambool Public Forum, 17 December 2012 
24

 Warrnambool Public Forum, 17 December 2012 
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 communications with other wholesale providers including on matters 

dealing with compensation; 

 public notices, such as the use of prominent notices on websites, 
explaining the outage to customers and clients outside the affected 
area; and 

 the use of recorded voice announcements to inform incoming callers of 
the outage. 

7.1 Impact on local businesses 
The following section examines the impacts of the outage on local businesses. It initially focuses on 

the impacts to the availability of cash, payment systems and other financial services, as these 

impacts were relatively universal to the business sector. The section then explores the specific 

effects and implications common to key sectors – retail, tourism, utility providers and agriculture – 

as well as other impacts on specific businesses. 

7.1.1 Cash, payments and financial services 

Cash, payments and financial services are fundamental inputs to economic activity, and any impacts 

on these financial facilities and services may have significant flow-through consequences for 

businesses and individuals. In our modern society, access to cash and the operation of payments and 

financial services are heavily dependent on telecommunications services.  

The banking and finance sector actively plans for communications outages. While it is understood 

that banks quickly put these plans in place, the extent of the Warrnambool outage presented unique 

challenges for the sector.26 Chiefly, a very broad range of services were affected and many of the 

standard backup arrangements assumed that mobile networks would still be operational in the 

event of a significant disruption to fixed line services. 

7.1.1.1 Cash, ATMs and EFTPOS  

The most visible and immediate flow-through impact of the outage was the loss of EFTPOS facilities 

for many retail traders and difficulties accessing cash. EFTPOS terminals and ATMs rely on 

broadband connections, telephone lines or in some cases mobile connections to communicate with 

the banks’ central processing systems. Advice from the banking sector suggests that ATMs and many 

EFTPOS systems in the region used Telstra fixed line or mobile services.  

EFTPOS availability was variable, with some businesses reporting that they were without any EFTPOS 

services for at least a week.27 Some banks reported having EFTPOS services available on 

25 November 2012.28 At the same time, many ATMs were either offline or only sporadically available 

during the first week of the outage, compounding the effects of the EFTPOS outage. A number of 
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28

 Telstra mobile services up and running, 25 November 2012, The Standard 
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submissions highlighted the difficulties faced in obtaining cash and making purchases while these 

facilities were down.29 

It was suggested some retailers had to close because they had no access to cash and payment 

facilities.30 Some retailers reported a downturn of trade, indicating that people may have deferred 

non-essential purchases.31 There is also evidence to suggest this affected both high value and low 

value purchases. For example, a local electrical store and a local co-op supermarket both reported a 

significant downturn in trade.32 

In some cases businesses reported falling back to manual arrangements, including manually 

processing credit cards or recording credit card details for later processing.33 Such process involved a 

degree of risk for businesses and customers, such as from payments not being honoured, potential 

fraud and customers exceeding their credit limit.34 Some retailers also found manual processing to 

be resource intensive, requiring additional staff to keep up with customers, which in turn increased 

labour costs.35 In relation to EFTPOS, it was reported that some affected retailers did not have these 

services restored for over a week, and that, in some cases, requested interim terminals that utilise 

alternative mobile carrier networks took seven days to arrive.36 

There was some criticism over the time it took banks to deploy mobile ATMs. It was reported that 

within Warrnambool some portable ATMs did not arrive until one week after the event.37 It is 

understood mobile ATMs’ systems needed to be reconfigured to support a second mobile carrier 

network before being deployed. Banks also advised that security guards were needed to protect the 

portable ATMs, and that, due to a shortage of guards in Warrnambool, additional security guards 

needed to be sourced from Melbourne.38 It is acknowledged that at least one bank was able to 

deploy portable ATMs in Warrnambool by Monday 26 November 2012 and have them fully 

operational by the following day.39 It is also acknowledged that some banks undertook to reimburse 

ATM fees customers incurred from using other banks’ ATMs.40  

7.1.1.2 Local branches 

With most ATMs and EFTPOS services unavailable, people in Warrnambool turned to their local bank 

branch for cash. Initially, some branches closed for security reasons and to ensure the safety of staff, 

as alarms and other security measures that relied on telecommunications services were unavailable. 

While banks reported that they responded quickly, in a few cases it took several days to implement 

other security arrangements. For example, one bank reported that it was able to complete work to 
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modify electronic alarms to use more than one mobile phone network in Warrnambool and Terang 

by Friday 23 November 2012 and all other branches by the Sunday.41 

As with ATMs, local branches rely on links to their central systems to check balances and process 

transactions. With the loss of communications to these systems, banks initially fell back to manual 

arrangements, limiting their processing capacity. In particular, banks reported that, to lower the risk 

of any potential fraud and accidental overdrawing, transactions were limited to a maximum of 

$500.42 At the same time banks reported increasing their supply of cash to the area in anticipation of 

heightened demand. Some banks also deployed laptops with working wireless connectivity and 

mobile phones to local branches. At least one bank advises it was able to deploy this equipment at 

its Warrnambool branch on Friday 23 November 2012 and at its remaining branches on Monday 

26 November 2012.43 

The banks also advised that there were cases where, for safety and security reasons, they limited the 

numbers of customers in a branch at any one time.44 This initially resulted in some lines forming 

outside branches during work hours. Some branches are understood to have extended their trading 

hours, including opening on the first weekend, to ensure customers could access cash and services.45 

The banks also reported that the outage highlighted the need for branches to have paper forms 

readily available in case of future outages. It is understood that many banks have now begun 

distributing paper forms to other regional centres as part of their improved business continuity 

planning.46 

7.1.1.3 Online banking and account processing 

In addition to the immediate impacts of the EFTPOS outage and constraints on cash availability, 

there were cases of businesses and individuals being unable to access online and electronic banking 

services. For example, some businesses were unable to perform routine electronic fund transfers, 

online bill payments and online account management.47  

As mentioned in previous sections, while the banks central systems were still functional, local 

businesses had no way of accessing them either through a local branch or online. Some businesses 

reported problems related to electronic wage transfer. For example, businesses that process wages 

through local branches were either forced to delay payments to staff or, in certain cases, to process 

pay through metropolitan bank branches.48 

Additionally there were reports of businesses that were unable to make payments to suppliers and 

other creditors on time, risking penalties and potentially damaging the reputation of the business 

outside the region.49 Similarly, businesses also reported being unable to receive electronic account 
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payments from local customers, verify payments that had been made, and issue final notices or 

reminders for overdue accounts as customers were unable to process payments.50 There were 

similar concerns regarding reputational damage with customers regarding the reliability of billing. 

Some organisations reported resorting to sending staff with laptops and wireless broadband cards to 

Ballarat to undertake a range of activities including online banking, processing staff salaries, and 

process accounts and pay bills.51 However, this was not practical for all businesses, particularly for 

owner/operators where it can be difficult to leave the business for long periods and represents an 

added cost in time and travel.52 One utility provider reported delaying account processing, 

recognising that customers would have difficulty paying accounts.53 

7.1.2 Impacts on local business 

Local businesses reported a number of common economic concerns arising from the 

telecommunications outage including lost customers, increased operating costs, damaged 

reputations and reduced business activity. This was particularly evident with regards to businesses 

that relied upon telecommunications services to take bookings, place and receive orders, send and 

pay invoices and access banking services. These common concerns are examined below from a 

sectorial perspective.  

It is also worth noting that some businesses in the affected region utilise cloud based computing 

services to conduct their business. Cloud computing provides a level of flexibility and mobility, 

allowing businesses and clients to continue to access and exchange information from outside an 

affected region. Cloud computing also ensures data stored in the cloud is backed up and protected 

regardless of a natural disaster, power failure or crisis. It also allows employees a greater level of 

flexibility in their work practices, such as accessing data while off-site and establishing virtual offices. 

Despite these advantages, one business reported difficultly accessing business processes located in 

the cloud. This highlights the need for businesses to carefully consider access arrangements to cloud 

based services in the event of widespread and prolonged telecommunications outages. One such 

arrangement could be maintaining a local backup of business related material as part of their 

continuity planning. 

7.1.2.1 Retail 

The impacts of the EFTPOS and ATM outages and consequential downturn in the retail sector are 

discussed above. However, there were other impacts related to online retailers, particularly given 

the proximity of the outage to the Christmas trading period. 

A number of local businesses reported that the Christmas seasonal trade had been affected.54 Some 

businesses perform a significant volume of their annual trade in the lead up to Christmas. It was 
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suggested that a number of such businesses experienced slow trade as a result of people not being 

able to book appointments.55 

Some Christmas season promotional activities were also affected. For example, the Hamilton Council 

and the local newspaper had arranged a major retail promotion called ‘The Midnight Sale’.56 The 

promotion involved a public event aimed at attracting between 750 and 1,000 people into the retail 

district to coincide with late night shopping on the evening of Friday 23 November 2012, with the 

majority of the district’s retail businesses involved. It is understood that all promotional advertising 

and activities had already been completed so the event had to continue despite the EFTPOS and 

cash availability issues. It is understood that the promotion had not been as successful as the 

previous year. It was reported that there was confusion amongst the public as to which retailers 

would be open and whether EFTPOS and credit card transactions were available.57 

Other local online retailers are also likely to have been impacted by the outage. For example, it was 

reported that a local jewellery store’s online trading suffered.58 Retailers using locally hosted 

shopping sites would have been inaccessible to customers and the local online retailers would have 

experienced difficulty processing orders where the sites are hosted outside the region.  

7.1.2.2 Agriculture 

Many farmers rely on telecommunication services in their day-to-day operations for a range of 

activities including selling stock, buying supplies and remote monitoring and control of systems. The 

economic impacts of the telecommunications outage on farmers in the region varied depending 

upon their products, the time of year they go to market and the length of their outage. The effects 

may have been material for businesses in the middle of peak commercial activity (e.g. around 

harvest time).  

For example, some farmers reported they actively monitor the commodity futures market to 

maximise their crop price contracts as they approach harvest time.59 The commodity futures 

markets can be volatile, and farmers and their brokers may need to be able to contact each other 

quickly to make decisions. For example, the canola price had changed by over $30 a metric ton in a 

ten day period60 in December 2012.61 Where farmers were without communications, their brokers 

would have been unable to contact them in a timely manner and they may have potentially missed 

out on an opportunity to get the best price for their crops.  

Other primary producers reported that they depended on telecommunications to negotiate sales 

and contact suppliers. One submission from the owner of a beef cattle property indicated they had 
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been unable to conduct business during the outage because all they conduct all negotiations for 

cattle sales done by telephone.62 

7.1.2.3 Tourism 

As noted in Chapter Two, tourism is an important part of the economy in the region. Some tourist 

operators reported experiencing a significant downturn in bookings for the Christmas holiday 

period.63 It was suggested that operators typically expect a rush of bookings over November-

December for the Christmas holiday period which did not occur this year because of the outage.  

Tourist operators attributed this downturn to customers outside the region not being able to make 

bookings over the phone, by facsimile or via online systems.64 The tourism sector relies on bookings 

made in advance of trips. Operators were concerned that when potential customers were unable to 

contact them, they would have made alternative bookings with competitors potentially outside the 

region.  

Case study: Warrnambool Caravan Park  
A caravan park in Warrnambool reported that its bookings were down by 50 per cent in December. 
In order to try and attract more customers it decided to offer reduced rates at a peak time in the 
tourist season, imposing additional costs on the business. These costs were not only a result of 
reduced rates, but through the extra advertising expenses for the promotion.65 

 

In some cases, operators were able to use mobile phones running on alternative carrier networks, or 

place notices on their websites, to mitigate several of the booking problems (see Portland Motel 

case study above). However, not all operators were able to do this and some reported lost bookings. 

Telstra also offered tourist operators and other businesses the ability to redirect fixed lines to 

alternate mobile services as a mitigation measure. However, it was reported that because of the 

damage to the exchange there was a delay of several days to have a redirection established. In 

addition, it was reported that some customers also experienced difficulties in having the diversion 

removed following the reconnection of landline services.67   

Suggested action 4 Telstra and other service providers to consider improving processes to 
assist customers with setting up temporary call diversions during future 
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outages. 

7.1.3 Utility providers 

Utility providers use telecommunications services in their business for remote control and 

monitoring of essential distributed components of their networks, such as water pumps in water 

supply systems and sewage control valves on sewage system feeder pipes. The loss of 

telecommunications services limits technicians’ ability to remotely monitor and control essential 

infrastructure and dangerous materials, requiring deployment of field staff and manual control 

procedures.  

While utility providers plan for and are able to operate during significant communications outages, 

there is a significant operational burden when falling back to manual operations. For example, one 

provider reported that as part of its business continuity plan it was necessary to roster on over 20 

additional employees to manually monitor systems 24/7 throughout the outage.68 

Local radio is a prominent method of notifying communities about imminent threats such as 

bushfires. Radio broadcasters use telecommunication links to distribute local radio programming to 

broadcast towers for transmission. It is understood that local radio broadcasts, including ABC 

broadcasts, in the Hamilton region were affected on the day of the exchange fire due to the loss of a 

communications link.69 This affected the ability to communicate with the community at the start of 

the outage.  

Suggested action 5 When businesses review their business continuity plans they should take 
into account the prospect of a major telecommunications outage that 
affects both mobile and fixed voice and data services. 

 
Suggested action 6 DBCDE to work with the Trusted Information Sharing Network’s 

Communications Sector Group to develop general telecommunications 
continuity advice for businesses and individuals to assist in developing 
continuity plans. 
 

Suggested action 7 DBCDE to review the content of the Government’s digital business website 
at www.digitalbusiness.gov.au and liaise with the Department of Industry, 
Innovation, Climate Change, Science, Research and Tertiary Education, 
which manages the www.business.gov.au, to ensure these business advice 
sites provide appropriate information regarding business continuity 
planning in the event of telecommunications outages. 

7.2 Impacts on community service providers  
The community service sector, just like the business sector, has keenly embraced 

telecommunications services to create efficiencies and drive improvements in service delivery. Care 

service providers, councils, and emergency services (police, fire and ambulance) services all rely on 

telecommunications to deliver their services to the community. For ease of discussion, ‘community 

service providers’ is used as an umbrella term to cover a wider range of service providers that 
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provide support to the community, either directly or indirectly, from the health sector to the welfare 

sector to the emergency services. 

While the sector managed to continue to deliver its core services during the outage, the loss of 

telecommunications services clearly highlighted the sector’s dependence on these services to 

maintain effective and efficient service delivery. The inquiry found that many community service 

providers have not considered large scale or prolonged telecommunications outages in their 

emergency response and business continuity plans.70 

7.2.1 General impacts on the sector 

The submissions and feedback from the forums suggest that the outage had a significant operational 

impact on the sector, particularly impacting on its resourcing capability and its capacity to perform 

otherwise routine activities. There was also concern that this increased burden on community 

service providers could have compromised their ability to support the community if a natural 

disaster, such as a bushfire, had occurred during the outage.71 The lack of preparation for wide 

spread or prolonged telecommunications outages meant that many organisations had to develop 

response arrangements on the fly during the outage.72 For instance, community service providers 

needed to fall back to manual and face-to-face processes, such as physically visiting clients and 

having staff regularly report in. 

The ability to coordinate staff and volunteers was a key concern for all community service providers. 

Telecommunications services are an efficient way to coordinate staff with variable work hours, call 

in staff (e.g. after hours surgery) or maintain contact with staff who are mobile and do not regularly 

visit an office.73 One service provider reported some of its staff members were required to work 

longer hours and/or assume a higher work load due to difficulties contacting other staff members.74 

Similarly, a local volunteer fire service advised it would have had to physically visit members’ homes 

to muster volunteers, greatly slowing its response to a bushfire.75  

The sector also relies on telecommunications to engage with the community and, in many cases, 

clients dispersed over a large geographical area. The outage limited the ability of community service 

providers to efficiently engage and manage their clients. For example, one health service provider 

noted the inability to contact patients’ family to request pick up of patients ready for discharge 

made it difficult to effectively and efficiently manage hospital beds.76  

Additionally, some community service providers regularly telephone clients to check their welfare 

and arrange visits. Many community service providers rely on independent living assistance devices, 

such as personal alert devices, to manage the safety of clients in the community. The effectiveness 

of these devices can be compromised during an outage, requiring community service providers to be 
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able to implement alternative arrangements.77 Without telecommunications services, community 

service providers had to regularly visit clients to check on their welfare, particularly clients whose 

safety they managed using personal alert devices.78 Some of these vulnerable clients had to be 

visited twice a day during the first 72 hours of the outage.79 One community service provider 

reported dedicating significant time and resources to developing information packages for its clients 

on how to manage their welfare and safety throughout the outage.80 

Some community service providers expressed concern about the resource burden the visits created, 

and the occupational health and safety risks for staff and volunteers conducting the visits.81 One 

community service provider noted that its staff members had to travel to remote areas without 

means of calling for assistance if there were issues with the client, or in the event of adverse 

situations arising such as a breakdown or a bushfire.82 It is understood that some service providers 

did not have the resources to regularly visit all clients and had to arrange for family, volunteers and 

even other service providers to check on their wellbeing.83  

Case Study: Bethany Community Support 

Bethany Community Support is an organisation which provides services to vulnerable families, at risk 
children, homeless families and individuals experience financial crises. The organisation’s main 
priority at the time of the outage was to maintain contact with vulnerable clients. This required 
managing the risk of staff required to visit out-of-contact clients whilst unable to maintain contact 
with the office. In order to ensure the safety of these staff members, the organisation arranged 
client visits in pairs, which in turn put a great deal of pressure on the organisation’s resources.84  

 

Case Study: Impact on home and community care services across the region 

One council reported it has around 800 clients for home and community care services, many of 
whom are housebound and as such, had no way of contacting anyone during the outage. In most 
cases, they could not contact their families, and their families could not contact them. Considerable 
resources had to be devoted towards assessing (and prioritising) client records to create a database 
of those clients with no means of communication, those with families with no means of 
communication, and those clients that were most vulnerable and frail. 
 
Another Council’s home and community care team spent considerable time and effort to provide 
messaging to all clients scheduled for contact visits. This involved developing an information sheet 
for clients that included some actions around ensuring that personal networks through family, 
friends, or the community were activated to ensure contact was maintained and welfare checks 
conducted. 
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Suggested action 8 Community service providers consider updating their business continuity 
plans to take into account the possibility of a major telecommunications 
outage involving both fixed and mobile voice and data services. 

 
Suggested action 9 Community service providers consider developing information and advice 

regarding telecommunications outages for clients managed remotely using 
telecommunication services, including personal alert devices.  

 
Suggested action 10 Providers of personal alert devices consider telecommunications outages in 

their service continuity plans and provide clear advice to their customers 
regarding their options during a telecommunications service outage. 

 

Finally, as noted earlier, community service providers rely on telecommunications for the provision 

of a variety of key client support services and direct services to the community. The outage impacted 

some community service providers in specific ways depending on the type of service provided. The 

following sections examine specific impacts on health care providers, community care providers, 

police and fire services, and the provision of other council services. 

7.2.2 Health care providers 

Health care providers noted that they utilise telecommunications for providing an improved range of 

services through the use of remote pathology and diagnosis and sharing patient records. For 

example, South West Healthcare advised its radiology and pathology departments were severely 

affected, as they relied on access to computerised databases through Telstra.85  

Importantly, some health service providers were able to maintain voice and email communications 

between facilities using the South West Allied Rural Health network, a private/public organisation 

supplying network services to the Hospitals and medical centres in the Southwest of Victoria.86 

Telecommunications services are also utilised by many health care professionals to provide bulk 

billing and Medicare refund services to clients. The telecommunications outage meant that health 

professionals in the affected area were unable to transmit Medicare claims to the Commonwealth 

DHS electronically. However, the type of electronic systems they utilise, and the ability to utilise 

manual processing, enabled them to continue to offer bulk billing and process Medicare refunds. 

This is discussed in further detail in the box below. 

Case Study: Medicare and bulk billing 
Health service providers were able to continue offering bulk billing and Medicare refund services to 
patients during the telecommunications outage.  
 
In general, many health service providers utilise electronic claiming, which allows them to transmit 
patient claims. Although these electronic claims are transmitted using telecommunications services, 
the system’s software enables claims to be stored during an outage and transmitted once services 
become available again. As a result, health service providers utilising electronic claiming we still able 
to offer bulk billing services during the outage, although they may have experienced some delays in 
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receiving payments. 
 
Health service providers also have the option of manually processing claims, and some continue to 
do this rather than utilise the electronic system. These service providers complete manual patient 
claims forms, which officers from the Commonwealth DHS regularly collect for processing. The loss 
of telecommunications services did not affect the ability of service providers utilising manual claims 
processing to offer Medicare services. Importantly, during the outage, the service providers utilising 
electronic claims systems also had the option of reverting to manual claims processing. 

7.2.3 Community care providers 

The management of persons at risk and vulnerable persons lists was a specific concern for 

community care providers.87 The vulnerable persons lists are maintained by community care 

providers to assist the management of vulnerable people during emergency situations. The Victorian 

list arrangements were developed in response to recommendations deriving from the 2009 Victorian 

Bushfires Royal Commission.  

There was concern that standard assessment criteria levels for client vulnerability (or ‘at risk’ clients) 

used by community service providers were narrowly focused.88 It was suggested that the outage 

presented a different kind of situation to those envisaged by the vulnerable persons definition the 

Victorian Government has developed which community service providers utilise to create the lists.89 

Limited access to telecommunications services rendered more community members vulnerable than 

those captured by the definition.90 For example, otherwise healthy elderly people living alone 

without means of transport became vulnerable as they could not ring taxis, order groceries or 

arrange transport from support networks, carers or family members.91 

Community care providers further reported uncertainty as to whether they were permitted to share 

their vulnerable and ‘at risk’ lists with other agencies, citing a concern with regards to complying 

with privacy requirements. It was suggested by a care provider that if the incident had formally been 

declared an emergency by state authorities, it may have removed the need for care providers to 

determine when it was appropriate to release information about its clients.92 As discussed in 

Chapter 8, the Victorian authorities did activate the state emergency response plan. 

Suggested action 11 Community service providers consider, in consultation with relevant 
government authorities, reviewing their current privacy practices 
concerning personal information about vulnerable persons to ensure they 
are able to appropriately share information during major disruptive 
incidents. 

7.2.4 Other council services 

Councils also provide a number of other services in addition to the community care services, such as 

childcare, community and recreation facilities, approval of planning and permits, and organisation of 
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community events. It was noted in the submission and at the forums that a number of these services 

were also affected. For example: 

 Some childcare centres and kindergartens closed due to concerns that if the child was 

unwell, or became unwell, there was no way of seeking emergency assistance or contacting 

parents.93 These centres reopened once the council provided them with mobile phones on 

alternative carrier networks. 

 Officers conducting building, planning and health inspections had to use alternative methods 

to facilitate the scheduling and collection of relevant information which would ordinarily be 

undertaken electronically.94 

 One local council reported closing some recreational facilities, including a local pool, as the 

facilities were unable to call for emergency assistance if needed.95  

As with other community services, councils reverted to manual processes, which resulted in 

significant resource burdens. This was compounded by other events that took place in the regions 

including bushfires, extreme fire weather, diesel shortages and a lightning strike affecting the local 

hospital, radio station and an Optus mobile tower in the Southern Grampians Shire.96  

It is worth noting that the Warrnambool City Council offices were fortunate in that their broadband 

and phone services were largely unaffected. It is understood the Council was able to assist a local 

conveyance firm and a small number of individuals by operating as a local communications hub for 

facsimiles and emails.97 The Council advised that it would have considered offering this facility to 

other businesses and individuals if it had understood the full extent and duration of the outage.  

Suggested action 12 Community service providers consider in their business continuity planning 
how they could assist with facilitating access to telecommunications 
services for the public during mass outages. 

7.2.5 Police, ambulance and fire services 

The radio communication networks utilised by the police, ambulance and fire services were able to 

function during the outage; although there was initial disruption to some functions in Warrnambool, 

those functions were quickly recovered. The state mobile radio trunk system is designed to be able 

to operate independently of the general telecommunications networks. It remained fully operational 

during the outage.98 Telstra has advised that it has completed a new Warrnambool link in January to 

provide greater redundancy for the trunk system. 

While the emergency service organisations have access to resilient trunk radio systems, they still use 

and rely on commercial telecommunications for many functions. These services reported 

experiencing difficulties communicating with people such as staff at home or the general public who 
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did not have access to the state trunk radio system.99 For example, the rural fire service identified 

difficulties in reallocating resources from one bushfire to another, due to the lack of access to 

standard communication channels. It is also understood that as with community service providers, 

the police and fire service use telecommunications such as mobile phones and mobile broadband in 

addition to their radio networks to manage staff and for general communications. It was reported 

that the Warrnambool police were initially able to use the Warrnambool City Council’s facilities as a 

basic communications hub for some of these functions during the outage as the Council’s provider 

was still online.100 

Furthermore, it was reported that back-to-base security and fire alarms were offline in some 

locations for over one week.101 For example, one health service provider advised that its back to 

base fire system was offline for an extended period and if a fire had started its aged care residents 

would have been vulnerable.102 Recognising these vulnerabilities, it is understood that the police 

increased their patrols in the region in addition to carrying out welfare checks for some community 

service providers’ clients.103  

7.3 Impacts on individuals 
As described in Chapter 3, telecommunications services are part of every Australian’s daily life. 

Telecommunications services are important to an individual and community’s social wellbeing. Many 

of the services that Australians take for granted such as education, emergency services, community 

services, aged care, medical services, paying bills and cashless shopping, now rely on 

telecommunications services in some way. Telecommunications also enable Australians to stay 

socially connected to family and friends.  

The impacts of the outage vary between individuals depending on a person’s social situation, 

personal health, employment and age. Some of the impacts found for individuals include reduced 

income, payment and banking problems and increased day-to-day expenses. Some people may have 

experienced all of these impacts while others none.104 

7.3.1 Economic impacts on individuals 

The inquiry did not find any evidence of significant financial impacts on individuals during this 

incident. However, it did identify a number of potential impacts for individuals. For example, a lack 

of cash flow from non-payment from employers, reduced access to cash at ATMs, reduced 

employment in some sectors and a lack of awareness with regard to changed work arrangements. 
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As discussed in Section 7.1, for industries such as retail and hospitality, there is evidence indicating 

that the outage led to a downturn in business activity.105 At the forums, it was suggested this 

downturn may have resulted in some casual staff having their regular hours reduced. 

It is hard to quantify the extent to which staff hours may have been affected. Certainly, many 

workers, particularly those in retail and the service industry, are casual staff, with around 19 per 

cent of employees in casual jobs.106 However, no firm data was provided in submissions or at the 

public forums and only a small number of businesses suggested that there had been any material 

change in staff hours. Additionally, it is noted that in some cases organisations reported that they 

had actually rostered on additional staff or had staff work longer shifts.107 These organisations 

temporarily employed contractors such as security guards108 or maintained existing staff levels 

despite a potential drop in trade as the manual processes were more resource intensive.109 

As discussed above, some businesses reported difficulty processing staff wages when the banking 

systems were disrupted.110 There were concerns that some salary and wage payments could have 

been delayed, which may have been financially stressful for some people.111 However, there was no 

evidence suggesting that it was a significant problem, particularly noting that many local bank 

branches had already returned to service by the day after the incident and some offered extended 

trading hours.112 Several businesses also reported making alternative arrangements to ensure that 

their staff members were paid.113 

A similar concern existed for recipients of income support payments. While these payments are 

processed centrally, many recipients of income support were unable to complete income statements 

as they were unable to access online systems and the branches initially had limited access. The 

Commonwealth Department of Human Services reported that its local offices put procedures in 

place to automatically initiate payments for affected recipients to ensure that they were not 

disadvantaged. The Department also put arrangements in place at local centres to provide a virtual 

service.114 That is, the centres used mobile phones to relay customer information to other 

departmental service centres for real time processing. The Department reports that its local centres 

had not received feedback from its clients suggesting they had difficulties.115  

Finally, the travel costs from driving to other towns to access available ATMs or to shop, the cost of 

purchasing temporary prepaid mobile phone services from other carriers as a fall-back service, and 

the time costs associated with some daily activities taking longer without telecommunications 

services, may have had some financial impact on some individuals. 
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7.3.2 Social impacts on individuals 

The outage also impacted some people on a personal level. There was a degree of general concern in 

the community about the vulnerability of telecommunications services and the flow-on 

vulnerabilities for other services, creating some anxiety in the affected communities. Such concerns 

were reflected in media comments and the input councils in the affected area provided to the 

inquiry.116  

There was a common view that telecommunications services have now come to play such an 

important part of facilitating our daily activities that individuals may suffer negative impacts during 

any prolonged outage.117 For some individuals, the outage affected access to medical advice and 

information, leading to an increased level of anxiety for some individuals. In one instance, a person 

reported having an extended wait for medical test results because the doctor was unable to access 

the test results because of the outage.118 

Aside from these general concerns, it is also useful to look at the outage from the perspective of 

parents, students and vulnerable people in the community. 

7.3.3 Parents and students 

Several submissions indicated that a number of schools were initially reluctant to accept students 

until they could arrange interim communications. It is understood that some parents were advised 

not to bring their children to school.119 In the case of young children, two kindergartens closed on 

the morning of the outage and there were reports that childcare centres were advised not to accept 

children until they had alternative communications.120 This may have added to anxiety experienced 

and placed pressure on parents managing work and family commitments. 

Furthermore, the outage made it difficult for schools to communicate with parents and students 

out-of-hours. In some cases, parents no longer had daily contact with schools as communication 

channels, such as email, SMS, the school website and the phone, were unavailable. An example of 

this was the report of a local boarding school which could not contact its students to let them know 

before school that a fellow student had passed away, so they had to be informed at the school 

gates.121  

Finally, one submission for a person studying online highlighted that the outage made it difficult for 

some students to access course material, submit assignment or contact lecturers.122 

7.3.4 Vulnerable and disadvantaged 

The issue of vulnerable and disadvantaged people was raised in all forums and specifically addressed 

in submissions, with a particular focus on how and who is defined as vulnerable in such 

circumstances.  
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Discussion in this section will consider a broad group of people potentially vulnerable during the 

outage, including people that would not normally be classified as vulnerable when 

telecommunications services are available. It was reported that many independent and otherwise 

able people felt isolated and faced with challenges looking after themselves.123 This may have been 

particularly hard on people with chronic or mental health concerns. For example, one person with 

chronic mental health concerns reported that the stress of the isolation provoked anxiety attacks. 

This person felt a need to sit in the local medical centre or in the police station to feel safe.124 There 

was also concern that some people with mental health concerns may have had difficulty in speaking 

to councillors and carers.   

It was noted that many elderly people, generally capable of looking after themselves, also 

experienced a sense of isolation and anxiety, particularly where they were housebound and felt they 

had no means of seeking assistance in an emergency.125  Some of these people use personal alert 

devices to provide them and their families with confidence that they can quickly and easily access 

assistance when needed. These devices typically use a home phone to make a call for assistance 

when activated. One carer noted some of its clients felt scared because they could not easily seek 

medical assistance if required.126 Although noting that mobile phones (including mobiles without 

credit, a current service or even a SIM) were able to access Triple Zero, one health service provider 

suggested that up to 90 per cent of its clients did not have a mobile phone.127  

Some family members and carers reported they felt a need to check on their vulnerable family 

member on a daily basis.128 People living outside the region with relatives in health and aged care 

facilities also faced stressful situations because they couldn’t contact family members in the affected 

area. In some instances, these family members were not even aware of the outage. There were 

reported incidents of relatives travelling long distances to check on vulnerable family members. For 

example, one aged care facility informed the inquiry that some family members drove up to 300 

kilometres just to find out why they could not be contacted.129  

Suggested action 13 Individuals without a mobile phone who are concerned about access to 
Triple Zero during a prolonged telecommunications outage could consider 
purchasing a low cost mobile phone with a charger to keep at home for use 
during such outages. Since mobile phones do not require SIM cards to 
make emergency calls (‘000’ and ‘112’), there will be no ongoing costs. 

 
Suggested action 14 DBCDE to work with the Triple Zero Awareness Work Group through 

ACMA’s Emergency Service Advisory Committee to review Triple Zero 
awareness messages with regard to telecommunications outages.  
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8 Telecommunications resilience and emergency 

management  
The Australian Government recognises that Australia’s future prosperity will rely on 

telecommunications.130 The Warrnambool outage has highlighted the importance of diverse and 

resilient infrastructure and sound emergency management capabilities.  

There are a range of policies and programs in place designed to encourage the provision of diverse 

and resilient infrastructure and reliable and competitively priced services. However, it is not possible 

to completely eliminate all risks of damage to infrastructure and disruption of services. Therefore, 

there are also well developed incident response and disaster management arrangements in place to 

prevent, mitigate and manage the impacts of events that do disrupt or endanger the community. 

These arrangements take an all hazards approach. The government also works closely with the 

owners and operators of critical infrastructure through the Trusted Information Sharing Network to 

build awareness of risks and vulnerabilities and enhance the resilience of Australia’s critical 

infrastructure, including its telecommunications infrastructure.  

The following sections describe how the government is promoting competitive markets to ensure 

the delivery of resilient and cost effective telecommunications services. It also discusses Australia’s 

national approach to emergency management and how the government is working with 

infrastructure owners and operators to promote resilient telecommunications infrastructure.  

8.1 Telecommunications infrastructure 
The deregulation of the telecommunications market in Australia has promoted competition and 

infrastructure diversity in fixed line, backhaul transmission and mobile telecommunications 

networks – such competition and diversity can enhance the overall resilience of telecommunications 

services.  

The high cost per customer associated with providing fixed line access infrastructure can limit 

commercial investment in duplicated infrastructure, particularly in rural and regional areas. Limited 

commercial incentives to provide infrastructure in these areas mean that typically only one fixed 

access network is available. Stronger commercial incentives exist for investment in backhaul 

transmission infrastructure and infrastructure competition is more common. Where a lack of 

commercial incentives limit investment in fixed line infrastructure, alternative infrastructure 

platforms such as mobile, satellite and wireless infrastructure are important. The Government 

actively works to ensure alternative infrastructure platforms are available.  

Looking to the future, the National Broadband Network (NBN) will provide the primary fixed line 

access network in the areas covered by the fibre footprint. The NBN fibre footprint is expected to 
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cover 93 per cent of Australian premises.131 Under the Definitive Agreements entered into by NBN 

Co and Telstra, which came into force in March 2012, Telstra will continue to provide access to voice 

services over its copper network in areas covered by NBN Co’s fixed wireless and satellite networks.  

The NBN does not foreclose the possibility of alternative infrastructure investment. Since the NBN 

will be the primary fixed line access network, considerations relating to the resilience of the network 

have figured strongly in its design and operation. 

8.1.1 Fixed line infrastructure in regional areas 

In rural and regional areas, the lack of alternative fixed line infrastructure potentially increases 

vulnerability in the event of an emergency. While greater infrastructure diversity in these areas may 

be desirable, investment in this infrastructure is often difficult and limited because of the economics 

of its provision.  

Outside of Australia’s metropolitan areas, significant investment is required in telecommunications 

infrastructure to service relatively small and dispersed markets. In this environment, initial 

infrastructure is generally provided under Commonwealth mandate (government business 

enterprises and the universal service obligation). This largely explains the availability of 

infrastructure in rural and regional areas and Telstra’s current role in its provision. The NBN is 

another significant investment in telecommunications infrastructure for the future. 

8.1.2 Backhaul infrastructure 

Backhaul may have the effect of providing an incentive for more operators to develop fixed line 

access networks or offer fixed line services. It may also encourage the expansion of mobile networks. 

In 2009, in order to address infrastructure blackspots, the Government announced its intention to 

invest $250 million in improving access to competitive transmission services in a number of regional 

locations under the Regional Backbone Blackspots Program (RBBP). The RBBP was progressively 

completed between 2011 and early 2012, and is now providing managed transmission services in 

more than 100 regional locations, including the original six locations identified by the Government as 

priority locations for the program – Darwin, Geraldton, Emerald, Longreach, Victor Harbor and South 

West Gippsland.132 All RBBP links are currently active and providing services to a diverse customer 

base. These services are considerably less expensive than services previously available and have 

encouraged the deployment or improvement of broadband and mobile infrastructure in a number of 

regional areas. 

The Victorian Government’s submission to the inquiry discusses an investment proposal involving 

the provision of new backhaul transmission fibre to the south west region of the state. The proposal 

involves exchanging access to a number of fibre links the Victorian Government is constructing, 

including the south west backhaul, with access to the fibre rolled out under the RBBP. DBCDE has 

engaged with the Victorian Government on this proposal and determined that the notion of a fibre 

exchange holds limited direct benefit to the Commonwealth. However, each RBBP link has been 
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designed to accommodate significant growth in use over the infrastructure’s operational lifetime 

and could support the Victorian Government’s capacity requirements. The Victorian Government 

could pursue a services agreement with the Commonwealth’s commercial services partner, NextGen 

Networks, if it sees value in such an approach.  

The Victorian Government’s submission also suggests that the additional backhaul fibre could 

provide additional redundancy to the region in the event of a similar outage. While this additional 

infrastructure would provide a more diverse communications pathways to mitigate the loss of 

service due to faults on long-haul cabling, in the context of the Warrnambool exchange outage, the 

existence of additional backhaul capacity into the region would have had limited, if any, bearing on 

the impact of the outage – Telstra already has several diverse paths into Warrnambool. The outage 

occurred due to a disruption at the interface between the access level network and the backhaul 

transmission links.  

The Victorian submission also claims that the rollout of additional backhaul infrastructure will enable 

an expedited rollout of the NBN in the Warrnambool region but this is not the case. A key building 

block of the NBN rollout is the establishment of a national transit network. NBN Co has an 

agreement with Telstra to access its suitable existing transmission infrastructure to facilitate an 

efficient rollout of the NBN across Australia. NBN Co’s transit network will use diverse transmission 

paths for the Dark Fibre (deployed as transmission rings) to carry high capacity optical signals from 

regional and remote locations to the Point of Interconnect (POI).133 Given the national scale of NBN 

Co’s transit network deployment, the need to plan for diverse transmission paths and the location of 

POIs as agreed with the Australian Competition and Consumer Commission (ACCC), it is unlikely that 

individual ad-hoc initiatives to deploy additional backhaul capacity to a particular area would 

accelerate the deployment of the NBN to that area.  

While the provision of competitive backhaul may have a positive outcome in terms of services and 

pricing to customers there is no evidence that the outcome of the incident at the Warrnambool 

exchange would have been influenced by competitive backhaul options. 

8.1.3 Mobile and satellite services in regional areas  

The Government understands the importance of mobile communications to people in rural and 

regional Australia, especially in emergency situations. For the most part, the provision of mobile 

coverage across Australia has been based on commercial decisions by Australia’s three national 

mobile network operators – Telstra, Optus and Vodafone Hutchison Australia. These operators claim 

to collectively provide coverage to around 99 per cent of Australia’s population. However, it is worth 

noting that this coverage represents only approximately 25 per cent of Australia’s landmass. 

Towers are a major capital investment and represent a significant cost in an operator’s decision to 

expand its mobile network. In making a decision to provide coverage to a particular area, an 

operator will consider a range of factors, including site availability, cost structures, likely levels of 

demand from users and overall economic viability of the service.  
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Importantly, the construction of the NBN fixed wireless network may provide an opportunity for 

mobile phone operators to expand their mobile phone coverage in locations across regional 

Australia by co-locating their equipment on NBN Co’s fixed wireless network towers. NBN Co has 

entered into agreements with Telstra and Optus to share this tower infrastructure. In addition, NBN 

Co has reached agreement with the carriers to construct towers on sites that have been set aside by 

the carriers for future development. This is a positive development towards improved mobile 

coverage in regional and rural Australia. 

The Government is continuing to encourage NBN Co and mobile operators to keep working together 

to improve mobile phone coverage in regional Australia, where possible. The Government will 

continue to monitor the NBN fixed wireless network rollout and its effect on improving mobile 

coverage in regional areas. 

There are always going to be large parts of Australia that do not have terrestrial mobile coverage. In 

areas that are sparsely populated or have little passing traffic, often the only commercially viable 

option for mobile phone services is via satellite. Unlike terrestrial mobile coverage, satellite mobile 

phone services cover the entire Australian landmass and population, and are often the only viable 

option for people wanting to make mobile phone calls in such areas. Satellite mobile telephony can 

be particularly important for use in emergencies.  

The Government’s Satellite Phone Subsidy Scheme makes satellite mobile handsets more affordable 

for people living, working and travelling in regional and remote areas of Australia. The Government 

has recently announced the extension of the Satellite Phone Subsidy Scheme for another 12 months, 

until 30 June 2014. The government will review the scheme by the end of 2013 to assess what 

changes may need to be made to the scheme. The review will focus on the current demand for the 

scheme and market developments, including the cost of satellite phone handsets. 

8.1.4 NBN  

The NBN is one of the largest infrastructure investments ever made by an Australian Government 

and is accompanied by historic reforms to the telecommunications sector. NBN Co, a Government 

Business Enterprise, has been tasked with designing the network to achieve the Government’s policy 

objectives. The NBN will provide new access infrastructure that to a large extent replaces Telstra’s 

ageing copper network with optical fibre. The Definitive Agreements between NBN Co and Telstra, 

which came into force on 7 March 2012, allows for the progressive migration of Telstra customers 

from the copper network and broadband HFC network to the NBN fibre network and for the 

decommissioning of these legacy Telstra networks. 

NBN Co is placing the highest priority in the reliability and strength of its network in the design and 

planning stages. In designing the NBN architecture, NBN Co has consulted widely with industry and 

retail service providers regarding aspects of network resiliency, disaster recovery and business 

continuity. This consultation has primarily been focused on the aspects of the network architecture 
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required to ensure that the network is capable of meeting the network service availability objective 

of 99.9 per cent in its customer access network.134 

In order to meet the network service availability objective, a number of network elements are 

duplicated to provide network diversity and ensure service continuity in the event of equipment 

failure or malfunction. NBN Co is also designing the network using a ring architecture in both the 

transit and access networks. This means that if one half of any fibre ring is severed or damaged the 

other half picks up the traffic while the damaged fibres are repaired. While noting these 

arrangements, significant disruptions to services may result if damage occurs to key points of the 

network. This is true for any telecommunications network. 

NBN Co’s network operations services centre proactively monitors the network 24 hours a day to 

ensure the company is capable of meeting the 99.9 per cent network service availability objective. 

Beyond its POIs, the NBN has been being designed to support competing fibre backhaul 

infrastructure, in line with ACCC requirements. 

The Warrnambool exchange is likely to be a fibre access node (FAN) site in NBN’s network 

deployment. A FAN may provide the termination point for up to 38,400 fibre services.135 The FAN is 

the central connectivity point from which the NBN Access Network will radiate and where multiple 

paths to POI locations will be provided. The functionality is similar to the existing Telstra fixed 

network in terms of a major concentration point (major exchange). NBN’s deployment strategy is to 

a large extent use existing Telstra Exchange Buildings for the FAN installations.  

In order to meet the network service availability objective, a number of network elements are 

duplicated. This provides network diversity that ensures service continuity in the event of equipment 

failure or malfunction. However, facilities housing telecommunications infrastructure remain 

vulnerable.  

The POI architecture is a semi-distributed network design with locations selected by NBN Co and 

agreed to by the ACCC on the basis that there would be at least two competitors with backhaul 

available at each site. Analysis indicates that 90 per cent of POIs will be situated in localities where 

there are three or more providers of backhaul infrastructure. In the case of the Geelong POI, for 

example, it will be serviced by at least three backhaul providers (including providers such as Telstra, 

Optus and NextGen).  

8.2 Emergency response and telecommunications resilience  
The inquiry’s public consultation revealed a degree of confusion in relation to who should manage 

the response to a prolonged telecommunications outage,136 and whether such an outage should be 

considered an emergency.137 For example, in its submission, the Victorian Government suggests that 

the Commonwealth could have had a role in facilitating the sharing of information between Telstra 
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and key Victorian and local government agencies. While noting these comments, Australia’s 

emergency management and critical infrastructure arrangements clearly define the roles and 

responsibilities of all levels of government as well as business and the community – see below. 

8.2.1 Australia’s emergency management arrangements 

The Australian Emergency Management Arrangements outline the principles, structures and 

procedures that support the coordination of emergency management in Australia and its offshore 

territories, and the roles and responsibilities of governments at all levels.138  

Each level of government has a different set of roles and responsibilities in emergency management 

in Australia. Commonwealth, State and Territory Governments have established organisational 

arrangements and lines of reporting to undertake disaster mitigation and effectively prepare for and 

deal with emergencies. 

Each level of government has responsibility within its own jurisdiction for emergency planning, 

preparedness and mitigation in relation to land, property and the environment, assets and 

infrastructure, agencies and programmes. 

While the Australian Government has a role in the regulation of telecommunications, the 

Arrangements note that under Australia’s constitutional arrangements, state and territory 

governments have responsibility for emergency management within their jurisdictions.  

Each State and Territory has developed emergency management arrangements for guiding 

emergency responses. In the case of Victoria its emergency management arrangements are set out 

in the Victorian Emergency Management Act 1986 and supported by the Emergency Management 

Manual Victoria.139  

The Victorian Government advises it activated its state emergency management and business 

continuity arrangements in response to the outage, and that the situation was treated as an 

emergency situation. Victoria Police assumed responsibility for managing the local response. Further 

detail on the resultant activity is provided in the box below. 
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The Victorian Government’s response to the incident acknowledges the importance of 

telecommunications services for maintaining public safety and community welfare. The loss of these 

services can heighten existing risks, making the community and individuals more vulnerable in 

emergency situations. For example, loss of a telephone can increase the personal risk to an aged 

person at home as it reduces their ability to quickly access help. Similarly, loss of 

telecommunications may impact on the ability of emergency organisations to efficiently manage 

vulnerable people and respond to disasters e.g. impacting on their ability to contact and coordinate 

volunteers to fight bushfires. 

Feedback received during the public consultation suggested that it was not well understood within 

the community that the state emergency management arrangements had been activated.143 There 

was also a strong view that publicly declaring that the situation was being treated as an emergency 

may have assisted stakeholders with determining how to respond. For example, some community 
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• An Incident Management Team responded to the Telstra Exchange fire.  

• The State Emergency Management Team141 met in response to the incident on the morning 
of 22 November 2012. The meeting was chaired by an Assistant Commissioner of Victoria 
Police (Police were the designated control agency) and attended by state level representatives 
of the emergency services and key government departments. Representatives of critical 
infrastructure owners and operators also attended at the invitation of Victoria Police.  

• A regional Emergency Management Team was established to coordinate the response across 
the region. Based at Warrnambool, the Team was chaired by a Victoria Police Inspector and 
consisted of senior representatives of local government, regional offices of state government 
departments, emergency services and relevant industries.  

• The Emergency Management Joint Public Information Committee (EMJPIC)142 was convened 
to coordinate public messaging.  

• At the invitation of Victoria Police, representatives of Telstra attended meetings and 
coordinated closely with each of these teams and committees.  

In order to fulfil responsibilities under the State’s emergency management arrangements described 
above, and to manage and meet portfolio responsibilities, key Victorian Government departments 
and agencies activated their own crisis management and business continuity plans.  

For example the Victorian Departments of Health and Human Services activated their emergency 
management operation centres at the Melbourne Head Office and in Geelong. In addition to 
maintaining continuity of services to the community, the focus of the Departments’ response was to 
identify the most vulnerable and high risk people to check on their welfare and arrange additional 
support where required, and to work with affected local governments to identify any emerging 
issues. 
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service providers advised that in a declared emergency they are able to divulge certain personal 

information relating to their clients in the interests of ensuring their safety and security.  

As previously highlighted, effective public communication is critical to reassure the community when 

emergency management arrangements are activated.  

Suggested action 15 Governments and other stakeholders consider reviewing their existing 
emergency management arrangements to ensure public communications 
are clear and the public is kept informed of the incident response. 

8.2.2 Critical infrastructure information sharing arrangements  

At the national level, critical infrastructure is defined as: 

… those physical facilities, supply chains, information technologies and communication 

networks which, if destroyed, degraded or rendered unavailable for an extended period, 

would significantly impact on the social or economic wellbeing of the nation, or affect 

Australia’s ability to conduct national defence and ensure national security.144 

Critical Infrastructure Resilience is the term used to describe an ‘all hazards’ approach to critical 

infrastructure and includes activities across the spectrum of prevention, preparedness, response and 

recovery, for hazards including natural disasters, pandemics, negligence, accidents (including fires), 

criminal activity, computer network attack and terrorism. Outlined below are the broad roles and 

responsibilities for critical infrastructure in Australia. 

8.2.2.1 Owners and Operators of Critical Infrastructure 

Owners and operators of critical infrastructure are ultimately responsible for determining and 

discharging their own legal obligations and managing the risks to their operations that might have a 

material, financial, legal or reputational impact on the organisation, or harm staff, customers or 

other parties. Owners and operators do this through appropriate risk management practice 

including the development and review of business continuity plans, and the provision of adequate 

security for their assets. 

8.2.2.2 Commonwealth Government 

The Commonwealth Government is responsible for the identification of critical infrastructure of 

national importance that if disrupted could have national or multi-jurisdictional impacts. When 

engaging with owners and operators of critical infrastructure at the national level, the 

Commonwealth takes a sectoral focus through a non-regulatory, business-government approach. As 

part of this approach the Commonwealth is responsible for operating the Trusted Information 

Sharing Network (TISN) for Critical Infrastructure Resilience. The TISN provides national level forums 

for owners and operators of critical infrastructure to share information and discuss critical 

infrastructure vulnerabilities with relevant government agencies in a non-competitive environment. 

Communications Sector Group 

The Communications Sector Group within the TISN is responsible for developing best practice 
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guidance for owners and operators of critical communications infrastructure, including with respect 
to public messaging during a prolonged telecommunications outage. The group comprises 
representatives from the telecommunications, broadcasting, international submarine cable, postal 
sectors and from the relevant state and territory agencies.  

8.2.2.3 State and Territory Governments 

State and Territory Governments have primary responsibility for the preservation of life and 

property in their jurisdictions and as the first responders in the event of a disaster. With respect to 

critical infrastructure specifically, State and Territory Governments and their agencies assist owners 

and operators of critical infrastructure with prevention, response and recovery planning, and 

operations in their jurisdictions. As part of this they are responsible for the identification of critical 

infrastructure within their jurisdiction that is critical to their mission.  
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Appendix A – List of submissions received 
 

Submission No. 1 – Robert King 

Submission No. 2 – Terry Uniacke 

Submission No. 3 – Carolyn Hotker 

Submission No. 4 – Chris Phillips 

Submission No. 5 – Confidential  

Submission No. 6 – Confidential  

Submission No. 7 – Linda Edge 

Submission No. 8 – Confidential  

Submission No. 9 – Confidential  

Submission No. 10 – Confidential 

Submission No. 11 – Julie Kean 

Submission No. 12 – Stephen Gregory 

Submission No. 13 – Confidential 

Submission No. 14 – Sharon Lane (Bethany Community Support)  

Submission No. 15 – Confidential 

Submission No. 16 – Confidential 

Submission No. 17 – Confidential 

Submission No. 18 – Corangamite Shire Council 

Submission No. 19 – Confidential 

Submission No. 20 – Brian Trigg 

Submission No. 21 – Royal Melbourne Institute of Technology 

Submission No. 22 – South West Healthcare 

Submission No. 23 – Southern Grampians Shire Council 

Submission No. 24 – Confidential 

Submission No. 25 – Hamilton Disability Access Group 

Submission No. 26 – Victorian Government 

Submission No. 27 – Optus 

Submission No. 28 – Confidential  
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Abbreviations and acronyms 
 

ACCC  Australian Competition and Consumer Commission 

ACMA  Australian Communications and Media Authority 

ADSL  Asymmetric Digital Subscriber Line 

AGD  The Attorney-General’s Department 

ATM  Automatic Teller Machine 

CFA  Country Fire Authority 

CLT  Copper Line Termination 

COW  Mobile Cells On Wheels 

CSG  Communications Sector Group 

CSI  Telstra’s Corporate Security and Investigation team 

DBCDE  Department of Broadband, Communications and the Digital Economy 

DHS  Department of Human Services 

DSL  Digital Subscriber Line 

EFTPOS  Electronic Funds Transfer at Point of Sale 

FAN  Fibre Access Node 

ICT  Information and Communications Technology 

IP  Internet Protocol 

IPMAN  Internet Protocol Metropolitan Area Network 

ISDN  Integrated Services Digital Network 

ISP  Internet Service Provider 

MBS  Mobile Base Stations 

MEOW  Mobile Exchanges On Wheels 

NBN  National Broadband Network 

NBN Co  National Broadband Network Company 
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OLT  Optical Line Termination 

PABX  Private Automatic Branch Exchange  

POI  Point of Interconnect 

PSTN  Public Switched Telephone Network 

RBBP  Regional Backbone Blackspots Program 

SatCOWs Satellite Cells on Wheels 

SIM  Subscriber identity module 

TISN  Trusted Information Sharing Network



 
 

 



 
 

 

 


