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This upcoming Federal election comes at a time when the speed, breadth and 
depth of changes in our society are unprecedented in human history. The 
changes are being driven by a combination of rapid advances in technology, 
exponential growth in computing power, and global connectivity. We now live 
in the information age. An age which opens up exciting new opportunities and 
potentially greater wealth and higher standards of living. It is an age where 
radical new business models are emerging, no market is out of reach, there 
is low cost of entry for new players, innovative new products and services can 
spring from anywhere on the planet, and the old rules for achieving growth and 
profitability no longer apply. 

However, at a human level this journey in to the information age brings with it 
significant disruption. Many millions of jobs will disappear and be replaced by new 
ones. Many of the new jobs are as yet undefined but they will require different skills, a 
changed skills mix and a culture of resilience and ongoing learning. This has significant 
implications for the current workforce, for our students who will be the workforce of 
tomorrow, and for governments as they seek to grow economies and at the same time 
maintain a harmonious and socially-inclusive society.

Against this backdrop and in this context, the ACS sees this current Federal election 
as a potential tipping point in our national aspirations for future generations. It is an 
election in which our political parties must acknowledge the depth and implications 
of digital disruption and seek to construct a policy program and adopt a philosophical 
approach to government which will best equip Australia to fully grasp the opportunities 
of the information age. This means leaving behind much of the previously conventional 
approaches to policy and adopting fresh, innovative and bold new ways of addressing 
the challenges before us.

The ACS therefore asks our political parties to focus on five issues which we believe are 
pivotal if Australia is to capture the benefits of digital disruption and ensure current and 
future generations do not get left behind. In each of these policy areas the ACS makes a 
number of recommendations.

EXECUTIVE SUMMARY1
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The five key areas are:

1. Digital skills and digital literacy

Our recommendations seek changes to our education system, particularly in schools and our 
universities, and in our approaches to workforce planning and training. Fundamentally, we need 
our students to learn new skill sets, we need teachers and a pedagogy which support that, and 
we need workforce planning approaches which provide real-time information on job markets, 
education pathways and which prioritise a focus on SME digital capability in particular.

2. Diversity

We are significantly underutilising our human capital at a time when we have critical 
and growing shortages in specialist ICT skills as well as more generalised digital skills. 
We make a series of recommendations aimed at increasing the participation of women 
and mature age workers in the ICT workforce, both being groups that are significantly 
underrepresented and underutilised in the ICT profession.

3. Cyber security

This area represents perhaps the biggest single threat to Australia fully capturing the 
opportunities of the information age. A more connected world means greater incentives 
to exploit and steal online information and with this, increased concerns around privacy 
and security. Key initiatives to combat this threat include ensuring we have the appropriate 
quantity of skilled IT cyber security specialists coming through our education and training 
systems, and also raising the awareness amongst Australians about the potential risks of the 
internet and educating them on ways they might protect themselves online. 

4. NBN

The reach, speed and quality of a national broadband network is the foundation stone for 
any successful digital economy. Without a high-quality and pervasive broadband footprint, 
a nation cannot compete effectively on the world stage. Australia currently ranks poorly in 
this area and despite an accelerated NBN rollout in recent years our relative position has 
not improved. This must change.

5. Policy framework

In addition to new and bold policy settings, governments in the information age must 
adopt a new philosophical approach to policy development. One which has at its heart, 
collaboration, an open mind, and a willingness to change course if outcomes are not as 
expected. It also requires actively seeking out advice from those who work in and run 
organisations at the forefront of the new economy. ACS therefore suggests the incoming 
government establish a high-level policy advisory group which operates outside the 
traditional government departments and agencies structure.  The membership and 
resourcing of the group would be drawn from employers, the education and training 
sector, not-for-profits and professional bodies. Government employees should also be 
seconded for long-term placements as a way of bridging the gap between private and 
public sector experience of the information age.

The ACS is eager to play a role in each of these five policy areas. These areas are at the core 
of the information age debate globally and getting the settings right is critically important 
to ensuring Australia maintains its role as a world-leading economy.  ACS looks forward to 
working with the incoming government to help achieve this outcome.

1. Executive Summary (Continued) 
—
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In this upcoming Federal election, our political 
parties are seeking a mandate to govern in a 
world where the pace and size of change is 
unprecedented in human history. These changes 
are taking governments and policy makers into 
unchartered waters, and presenting issues and 
challenges for which history is no guide.  
The reason? We now live in the information age. 
Or as Erik Brynjolfsson and Andrew McAfee call 
it in their globally acclaimed book, we are in the 

“The Second Machine Age”.1 We live in an era 
where “computers and other digital advances are 
doing for mental power…what the steam engine…
did for muscle power. They’re allowing us to blow 
past previous limitations and taking us into new 
territory.” However, while the authors conclude 
the net impact of the second machine age will be 
beneficial, they do make the important observation 
that the digital era creates “some thorny challenges” 
and “technological progress is going to leave 
behind some, perhaps even a lot of people…”.

CEDA’s June 2015 report Australia’s Future Workforce2 

found that technology change “will mean that a 
significant portion of Australian jobs that exist today 
will no longer exist in 20 years’ time”. CEDA presents 
modelling that suggests 5 million Australian jobs, or 
around 40% of the workforce, face the high probability of 
being replaced by computers in the next 10 to 15 years.

Compass in its report The Global Startup Ecosystem 
Ranking 20153 notes that: “We will have to be thoughtful 
but bold about how we shed our industrial skin – and the 
institutions, business, jobs, culture, and traditions that 
have come with it.” Compass goes on to note that “…. the 
hard truth is that the Industrial Era strategies, mindsets, 
and behaviours that got us here will no longer take us 
much further. To successfully make the transition to the 
Information Era, much of the socioeconomic fabric of 
society needs to be reinvented”.

PREAMBLE2

1 Brynjolfsson, Erik, McAfee, Andrew, The Second Machine Age – Work, Progress, and Prosperity in a time of Brilliant 
Technologies, W W Norton & Company Inc, New York, 2014 (pages 7–9)
2 http://adminpanel.ceda.com.au/FOLDERS/Service/Files/Documents/26792~Futureworkforce_June2015.pdf, (page 6)

3 http://startup-ecosystem.compass.co/ser2015/ (page 7)

References
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CEDA presents modelling that suggests 5 million Australian jobs, 
or around 40% of the workforce, face the high probability of being 
replaced by computers in the next 10 to 15 years.
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These excerpts highlight the very significant challenges 
for governments in the 21st century. How to position a 
nation so that it can embrace and harness the enormous 
opportunities created by the digital world, while at the 
same time seeking to minimise the threats and ensure that 
large sections of society do not get left behind. 

In Australia we confront the additional challenge 
of managing an economy in transition. Moving our 
economy from one which has seen significant growth 
off the back of our natural resources strengths to one 
which is far more diversified and where wealth is created 
increasingly by service-based and knowledge-based 
industries. As the Treasurer himself recently noted:

“…the transition of the Australian economy from the 
mining investment boom to a more diversified economy, 
with broader-based growth, is well underway. While the 
resources sector continues to play an important role in 
our economy, Australia’s economic transition is about 
growth shifting to other sectors of the economy. The 
largest employment growth over the past year has come 
from the household and business services sectors, with 
the services sector overall accounting for 90 per cent of 
total jobs growth.”4

The ACS believes that how we respond to these twin 
challenges – digital disruption and a transitioning 
economy – should be at the core of the political debate 
during this election campaign. We want our political 
leaders to acknowledge these challenges and commit 
to policies and programs and an engagement with the 
broader community which will maximise Australia’s 
ability to take advantage of the opportunities while at 
the same time helping maintain a socially inclusive and 
harmonious society. 

...how we respond to these twin 
challenges – digital disruption and a 
transitioning economy – should be 
at the core of the political debate 
during this election campaign.

90%

The largest employment growth over the 
past year has come from the household and 
business services sectors, with the services 
sector overall accounting for 90 per cent of 
total jobs growth.

services sector  
overall accounting for

of total jobs growth

2. Preamble (Continued) 
—

 4 http://sjm.ministers.treasury.gov.au/files/2016/04/2016-012.pdf 
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3.1 DIGITAL SKILLS & DIGITAL LITERACY

The information age is driving a significant change in the type and the mix of skills now being demanded 
by employers. ICT skills and general digital literacy skills are becoming essential and paramount.

The ACS Digital Pulse 20155 report, prepared by Deloitte 
Access Economics, estimated that Australia will need 
100,000 more ICT specialists by 2020, yet our tertiary 
education system only produces around 4000 IT 
graduates each year.

In terms of the skills mix, the ACS Digital Pulse 20166 
report used LinkedIn data to highlight the increasing 
demand for ICT workers to also hold more generalist, 

“soft” skills in addition to their core technical skills. 
LinkedIn data for 2015 shows that six out of the top ten 
skills sought after in ICT roles are non-technical skills 
such as project management, business development, 
relationship management and strategic planning. On the 
flip side, the report also found that there are 2.5 million 
Australians employed in non-ICT roles who are required 
to use ICT regularly as part of their jobs.7 This is expected 
to grow to 2.7 million by 2020 – an annual growth rate of 
1.5% (compared to 1.4% growth for the entire workforce).

The skills mix change was also highlighted in an April 2016 
report released by The Foundation for Young Australians 
called The New Basics: Big data reveals the skills young 
people need for the New Work Order.8 It analysed 4.2 
million job ads over the preceding three years and found 
that there has been a significant increase in demand for 
transferable enterprise skills which are now considered 
just as important as technical role-specific skills across a 
range of industries and professions. Notably, demand for 
digital skills has gone up 212%, critical thinking has gone 
up 158%, creativity increased by 65% and presentation 
skills are up 25%. The report also shows that employers 
value enterprise skills more and are willing to pay a 
premium for job seekers who have them. 

And the Compass report referred to earlier noted that 
“the role of technology entrepreneurship in our global 
economy is now more important than ever. Increasingly, it 
is becoming clear that technology entrepreneurship will 
be the primary growth engine of this new economic era”.9 

These fundamental changes in the type and mix of skills 
now being demanded by employers have significant 
implications in two key policy areas:

1. Our education systems – ensuring our young people 
have the skills and competencies for the workforce of 
the future; and 

2. Our workforce planning and training systems – 
ensuring the current workforce has the digital skills 
and competencies required.

PRIORITY ACS ISSUES3

LinkedIn data for 2015 shows that 
six out of the top ten skills sought 
after in ICT roles are non-technical 
skills such as project management, 
business development, 
relationship management and 
strategic planning.

 5 http://www.acs.org.au/__data/assets/pdf_file/0006/69720/02062015-Australias-Digital-Pulse-FINAL.PDF (page 5)
 6 http://www.acs.org.au/__data/assets/pdf_file/0011/96698/PJ52569-Australias-Digital-Pulse-2016_LAYOUT_Final_Web.pdf
7 http://www.acs.org.au/__data/assets/pdf_file/0006/69720/02062015-Australias-Digital-Pulse-FINAL.PDF (page 48)

8 http://www.fya.org.au/wp-content/uploads/2016/04/The-New-Basics_Web_Final.pdf (page 5)
9 http://startup-ecosystem.compass.co/ser2015/ (page 6)
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Education Reform

Evidence suggests the education system is not 
working as it should. Youth unemployment 
is at record levels. Globally, 73 million of 600 
million (i.e. 13%) 15–24 year olds are long-term 
unemployed.10 In Australia the figure is 12%11 
(i.e. 88,000 youths). Against this background, 
ACS suggests significant changes must be 
made to our education system to make it more 
appropriate for an information age workforce.

The jobs of the future will increasingly go to those people 
who have a mix of the technical Science, Technology, 
Engineering and Mathematic (STEM) skills complemented 
by the soft skills such as creativity, critical thinking, 
problem solving, entrepreneurship and presentation skills. 

A PwC report titled: A Smart move: Future-proofing 
Australia’s Workforce12 released in April 2015 found that 
around 75% of fast-growing occupations will require 
STEM skills, yet only 16% of high school graduates 
pursue degrees in STEM disciplines.

The worker of the future also needs an embedded culture 
of continuous learning and reskilling. The notion of a 

“job for life” no longer exists. Some studies suggest new 
entrants to the workforce can expect to have up to 10 
career changes throughout their working life. Working 
freelance is also becoming widespread. In the United 
States, 53 million people, or 35% of the workforce, are 
now freelance.13 In Australia the figure is around 30%.14 

CSIRO’s January 2016 report titled: Tomorrow’s Digitally 
Enabled Workforce15 notes that that one of the key 
implications of digital disruption is that new skills and 
mindsets are needed for the future. “New capabilities are 
needed for new jobs of the future. Lifelong education and 
training for all Australians needs to prepare both young and 
old for new and different jobs and employment models. 
Digital literacy is needed alongside numeracy and literacy. 
To enter the labour market of the future Australians will 
need to be literate, numerate and digitally literate. These 
capabilities will be threshold requirements for most jobs.” 

3. Digital Skills And Digital Literacy (Continued) 
—

10 http://www.bls.gov/opub/ted/2013/ted_20130405.htm
11 http://www.tradingeconomics.com/australia/youth-unemployment-rate
12 https://pwc.docalytics.com/v/a-smart-move-pwc-stem-report-april-2015
13 http://www.bls.gov/opub/mlr/2015/article/freelancers-in-the-us-workforce.htm

14  http://www.news.com.au/finance/work/careers/nearly-one-third-of-australians-taking-part-in-51-billion-a-year-
freelance-economy/news-story/42c1fe5955de866f98fcc27d5b7434ac

15  http://www.csiro.au/en/Research/D61/Areas/Data-for-decisions/Strategic-Foresight/Tomorrows-Digitally-Enabled-
Workforce (page. 13)

References
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In relation to the school system:

The Federal Government works closely and urgently with State and Territory jurisdictions to expedite 
the implementation of the Digital Technologies course into the school curriculum. 

The key to a successful and effective rollout of the Digital Technologies curriculum is an appropriately 
trained teaching workforce. ACS recommends:

2.1)  the Federal Government provides funding support to replicate the successful Network of 
Excellence (NoE) model developed in the United Kingdom which provides on-the-ground, 
face-to-face support to promote teaching excellence in computing; and

2.2)  the Australian Institute for Teaching and School Leadership (AITSL) works with relevant State 
and Territory education authorities and other key stakeholders to establish an assessment 
process which sets minimum standards of competency for those teaching the Digital 
Technologies course. 

The Federal Government contributes funding support to develop a national education and 
awareness program targeted at students, teachers, parents and career advisors outlining the career 
opportunities in the ICT profession.

The Federal Government works with State and Territory jurisdictions to explore how to embed in 
the school curricula soft skills teaching in areas such as problem solving, creativity, financial literacy, 
entrepreneurship and communications.

The Federal Government commissions work by relevant expert people and/or organisations to 
assess current teaching methods and pedagogy and their appropriateness to meeting the needs of 
students and their future employers in the information age. 

In relation to the tertiary sector:

The Federal Government initiates an Inquiry, working with relevant stakeholder groups, to 
investigate why enrolments in Computing Science and IT qualifications are so low at a time when 
demand for IT skills is rising and in short supply. 

The Federal Government provides support for practical measures to ensure universities and industry 
work more collaboratively to help better prepare students for the fast-changing workforce needs in 
the economy.  Priority areas for further work include professional development of university teachers, 
improving graduate employment outcomes through initiatives such as Work Integrated Learning (WIL); 
and the establishment of a national industry advisory board.

1

6

2

7

3

4

5

16 http://www.bca.com.au/media/national-press-club-address-by-catherine-livingstone
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ACS RECOMMENDS:
Education Reform

ACS views WIL as a particularly important initiative. As Catherine Livingstone noted in her speech to 
the National Press Club in April 2015: “We must move away from the notion that work is something 
we begin after a long period of study, to one where work is integrated with learning. Here, the 
philosophical shift is to move from a system which has a rigid discontinuity between education and 
work, to one which is more of a continuum, enabling simultaneous engagement in education and 
work for all from Year 11.”16
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3.1 Digital Skills & Digital Literacy (Continued)

2.5 million

2015 2020

The number of workers who use ICT 
regularly as a part of their jobs is forecast 
to increase from around 2.5 million in 
2015 to almost 2.7 million in 2020.

While ICT degree graduates have recently 
picked up they represent only 1% of the 
existing ICT workforce each year.
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17 http://www.acs.org.au/__data/assets/pdf_file/0011/96698/PJ52569-Australias-Digital-Pulse-2016_LAYOUT_Final_Web.
pdf (page 68)

18 http://www.acs.org.au/__data/assets/pdf_file/0011/96698/PJ52569-Australias-Digital-Pulse-2016_LAYOUT_Final_Web.
pdf (page 46)

ICT degree graduates

Workforce Planning & Training

Digital Pulse 2016 made two important 
observations which highlight why there needs 
to be a far greater focus on ICT and broader 
digital skills training in our current workforce.

First, “While ICT degree graduates have recently 
picked up they represent only 1% of the existing ICT 
workforce each year. This suggests that our greatest 
resource for developing the digital skills demanded 
by Australian businesses now and in the future is the 
current workforce. ICT workforce and skills development 
is therefore a critical issue for ensuring that Australia’s 
digital economy continues to grow to its full potential 
over future years.” Based on this finding, the Report 
went on to note that “Australian businesses need to be 
the driving force for this, both now and in the future”.17

Second, the Report noted that “the number of workers 
who use ICT regularly as a part of their jobs is forecast 
to increase from around 2.5 million in 2015 to almost 
2.7 million in 2020”18 – an annual growth rate of 1.5% 
(compared to 1.4% growth for the entire workforce). 
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The Federal Government prioritises funding support for:

8.1)  an education and awareness campaign directed at employers (particularly SMEs) 
and individuals on the changing nature of the workforce, skill sets being demanded 
and training and reskilling pathways; and

8.2)  diagnostics and ICT workforce planning services for SMEs to help ensure they plan 
for and invest in the skills and competencies required to grow their businesses in 
the information age.

The Federal Government contributes funding to help develop new models to forecast 
job transition requirements which will help better inform individual career choices. 
Given the pace of change, the models need to be real-time and draw upon holistic 
data which can help predict jobs likely to be automated, identify new jobs likely to be 
created, and identify transition pathways. 

In relation to (9) above, the ACS further suggests the US TechHire program is a good example of 
such a model. It was launched by President Obama in March 2015 (https://www.whitehouse.
gov/blog/2015/03/10/president-obama-launches-techhire) who noted that: “Through the 
collaboration of employers, training providers, and workforce and economic development 
organizations, TechHire communities have been using data and innovative hiring practices to 
expand non-traditional hirings, building accelerated training programs that prepare individuals 
in months instead of years, and connecting people to jobs with hiring on-ramp programs”.

8

9

ACS RECOMMENDS:
Workforce Planning & Training
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3.2 DIVERSITY

The Boston Consulting Group (BCG) predicts that in Australia labour shortages will be around 3% of 
labour supply in 2020 and up to 18% by 2030.19 Much of the shortage will be in ICT. ACS’ Digital Pulse 
2015 report estimates that Australia will need 100,000 more ICT specialists by 2020,20 yet our tertiary 
education system only produces around 4000 IT graduates each year.

Resolving this human capital shortage can be addressed 
in part through a greater focus on diversity issues. Digital 
Pulse 2015 highlighted this issue and suggested that 
satisfying ICT skills demand from the current workforce 
requires encouraging more women and mature age 
workers into ICT.  Key data points from Digital Pulse 2015 
and Digital Pulse 2015 are:

 » Women currently comprise only 28% of the 
ICT workforce (compared to 43% across all 
professional industries).21

 » There is a “leaky pipeline” problem –  
35,000 – 40,000 women leave the ICT talent 
pool in Australia.22

 » Average earnings are significantly lower for 
women in the ICT workforce compared to men, 
with an average pay gap of around 20%.23 

 » Mature age workers (55 years and above) 
currently only make up 11% of the ICT workforce 
(compared to 15% across all industries).24

The ACS publication Promise of Diversity – Gender 
Equality in the ICT Profession25 addresses the gender issue 
in greater detail. It highlights analysis by Goldman Sachs26 
which concludes that closing the gap (between male 
and female employment rates) would boost the level 
of Australian GDP by 11%. Grattan Institute’s analysis27 

suggests that if Australia was to lift its female labour 
participation rate by 6% to be roughly comparable to 
Canada, our GDP would be $25 billion higher. 

The ACS Report concludes that the long-term solution 
to the gender equality issue requires a focus on our 
primary and secondary school systems. This is where 
the problem first emerges. The research indicates that 
by the time talented and high-achieving girls reach the 
age of 15, most have essentially dismissed the notion of 
pursuing an ICT career. This must change. 

 

19  Strack, R., Baier, J., Marchingo, M., Sharda, S., 2014, The Global Workforce Crisis: $10 Trillion at Risk, BCG 
Perspectives - https://www.bcgperspectives.com/content/articles/management_two_ speed_economy_public_
sector_global_workforce_crisis/#chapter1

20 http://www.acs.org.au/__data/assets/pdf_file/0006/69720/02062015-Australias-Digital-Pulse-FINAL.PDF (page 5)
21  http://www.acs.org.au/__data/assets/pdf_file/0011/96698/PJ52569-Australias-Digital-Pulse-2016_LAYOUT_Final_

Web.pdf (page 16)
22 http://acs.org.au/__data/assets/pdf_file/0003/87681/ACS-Gender-Equality-FINAL.pdf (page 6)
23  http://www.acs.org.au/__data/assets/pdf_file/0006/69720/02062015-Australias-Digital-Pulse-FINAL.PDF (page 12)

24  http://www.acs.org.au/__data/assets/pdf_file/0011/96698/PJ52569-Australias-Digital-Pulse-2016_LAYOUT_Final_
Web.pdf (page 16)

25 http://acs.org.au/__data/assets/pdf_file/0003/87681/ACS-Gender-Equality-FINAL.pdf
26  Toohey, T., Colosimo, D.., Boak, A., Goldman Sachs, J B Were Investment Research, 2009, Australia’s Hidden 

Resource: The Economic Case for Increasing Female Participation - http://www.asx.com.au/documents/about/
gsjbw_economic_case_for_increasing_female_participation.pdf

27  Daley, J. and McGannon, C., Grattan Institute, 2014 - http://grattan.edu.au/wp-content/uploads/2014/05/228_
daley_mcgannon_submission_pc_childcare.pdf)
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In relation to gender inequity in ICT, the ACS recommends:

The Federal Government builds on the increasing willingness amongst employers of ICT professionals 
to address gender inequity by facilitating and helping fund better collaboration between the key 
stakeholders. The intent being to better harness the goodwill across the sector and develop an 
effective, agreed strategy for delivering improved gender equality outcomes in the ICT profession. 

In relation to gender issues in our school system, ACS recommends the 
Federal Government:

11.1)  helps establish and co-fund a campaign to educate and inspire young girls about the exciting 
opportunities available to them in the ICT profession. The campaign should include ensuring that 
those people who most influence the thinking and aspirations of young female students – their 
parents, teachers and career advisors – fully understand the career opportunities that ICT offers; 

11.2)  works with the State and Territory Governments to expedite the implementation of the Digital 
Technologies curriculum into our schools;

11.3)   initiates a review of the pedagogy to look at how maths, science and computing can be taught 
in ways which boosts the self-confidence of young girls; and

 11.4)  provides support for groups such as Code Club, Robogals, Go Girl, Go for IT and other groups 
which provide female students with access to computer coding experiences.

In relation to mature age workers, the ACS recommends the Federal 
Government endorses and provides leadership and support for the following 
key recommendations: 

12.1)  work with key stakeholders and employers to develop a national workforce strategy to 
significantly lift the labour force participation rates for older people; 

12.2)  develop and deliver sustained, focused national community education and information 
campaigns to lift awareness about, and the benefits of, employing older people and securing a 
diverse workforce.; and

12.3)  provide support for peak bodies and professional associations to consider a range of initiatives 
such as fostering networks and partnerships to share ideas and experience; promoting 
champions and awards programs, providing information and resources on how to provide more 
flexible workplaces; and consider developing industry or professional standards and accreditation 
systems for workforce diversity.

10

12

11

28 https://www.humanrights.gov.au/our-work/disability-rights/publications/willing-work-national-inquiry-employment-discrimination
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ACS RECOMMENDS:
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In relation to mature age workers, the ACS draws on the May 2016 report by The Australian 
Human Rights Commission titled Willing to Work Report – National Inquiry into Employment 
Discrimination Against Older Australians and Australians with Disability.28 The report notes 
that people aged 55 years and over make up roughly a quarter of the population, but only 
16% of the total workforce. This age cohort is the fastest growing in Australia, and will remain 
so for the foreseeable future. The report notes that a 7% increase in mature age labour force 
participation would raise GDP in 2022 by approximately $25 billion.
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3.3 CYBER SECURITY

Digital Pulse 2015 forecasts that Australia’s digital 
economy will grow from $79billion in 2014 to 
$139billion by 202029 and its contribution to GDP 
will increase from 5% to 7%. This extraordinary 
growth will be jeopardised to an extent if we have 
poor cyber security systems and platforms. 

The government’s recently released Cyber Security 
Strategy notes that: “As people and systems become 
ever more interconnected, the quantity and value of 
information held online has increased. So have efforts to 
steal and exploit that information, harming our economy, 
privacy and safety. Cyberspace, and the dynamic 
opportunities it offers, is under persistent threat.”30 
The strategy document suggests that cybercrime is 
estimated to cost Australians over $1billion each year, 
and could be as high as $17billion annually. In the 
absence of effective countervailing measures, these 
costs can be expected to rise as “the internet of things” 
increasingly becomes the reality. 

One of the biggest obstacles to an effective cyber 
security strategy is the shortage of cyber security skills. 
The information security field is expected to see a 
worldwide deficit of 1.5million professionals by 2020.  
And the demand in Australia for cyber security services 
and related jobs is anticipated to grow by at least 21% 
over the next five years.31

29  http://www.acs.org.au/__data/assets/pdf_file/0011/96698/PJ52569-Australias-Digital-Pulse-2016_LAYOUT_Final_
Web.pdf (page 13)

30 https://cybersecuritystrategy.dpmc.gov.au/assets/img/PMC-Cyber-Strategy.pdf (page 4)
31 https://cybersecuritystrategy.dpmc.gov.au/assets/img/PMC-Cyber-Strategy.pdf (page 53)
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Cybercrime is estimated to cost Australians 
over $1billion each year, and could be as 
high as $17billion annually.

Cybercrime Cyber security

Demand in Australia for cyber security 
services and related jobs is anticipated to 
grow by at least 21% over the next five years. 

$1billion 21%
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The ACS recommends that the incoming Federal Government:

Works closely with relevant stakeholder groups, including the ACS, to expedite the 
implementation of the Commonwealth’s ‘Cyber Security Strategy” released in April 2016. 

Places a particular priority on the “Cyber Smart Nation” and “Growth and Innovation” 
themes which seek to:

14.1)  address the shortage of cyber security professionals in the workforce through 
a series of targeted actions at all levels of the education system and in 
particular establishing centres of cyber security excellence in universities;

14.2)  implement a cyber security education and awareness campaign to help ensure 
all Australians understand the potential risks as well as the benefits of the 
internet and take appropriate action to protect themselves online; and

14.3)  establish a Cyber Security Growth Centre with the private sector to promote 
cutting edge cyber security research and innovation and establish Australia as a 
world leader in the field. 

13

14

ACS RECOMMENDS:
Cyber Security
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3.4 NBN

The ACS acknowledges that the rollout of Australia’s 
broadband network has accelerated in recent years, with 
premises ready for service (RFS) more than doubling 
from 1.2million at June 2015 to 2.6million by June 2016. 
Activations have also virtually doubled in the same 
period, increasing from 486,000 at June 2015 to 955,000 
at June 2016. Despite this accelerated rollout however, 
Australia’s position relative to our international peers 
remains unchanged. In 2015, Australia ranked 60th in 
global internet speed rankings, and 47th for percent of 
connections above 10Mbps.32 If we are to become a more 
globally competitive digital economy, this must change.

In 2015, Australia ranked 60th in 
global internet speed rankings, and 
47th for percent of connections 
above 10Mbps.

global internet speed 

percentage of connections 
above 10Mbps 

Australian global ranking

60th

47th

32  https://www.akamai.com/us/en/about/news/press/2015-press/akamai-releases-fourth-quarter-2014-state-of-the-internet-report.jsp
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The ACS recommends that the Federal Government work with the NBN to:

Revise upwards its RFS and activations targets for the out years. ACS suggests consideration 
be given to revising the RFS target for 2018 from 9.1million to 10million, and revising the 
activations target from 4.4million to 5million; 

Seek to place a higher priority on connections and activations for SMEs and for education 
institutions, both of which have a critical role to play in helping ensure Australia grasps the 
opportunities of the information age;  

Engage with local industry as part of its technology supply chain, so a competitive 
telecommunications industry can develop and its network can provide truly innovative 
service offerings; and

Convene a working group to better plan how the broadband network can foster the Internet 
of Things, in particular the use of sensor networks.

15
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33  http://www.bca.com.au/media/national-press-club-address-by-catherine-livingstone
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3.5 POLICY FRAMEWORK

Current policy settings are mostly for an industrial 
age and not an information age (eg, Uber, Airbnb 
etc). As Catherine Livingstone noted in her 
National Press Club Address on 29 April 2015: 

“We are experiencing what physicists would call 
a ‘phase change’ in our economic environment, 
where previously held assumptions about causal 
factors and relationships no longer seem to 
hold. Even the recent past is no longer a basis for 
predicting the future, and we are in a constant 
state of revision as to what constitutes normal.”33

Developing effective policy frameworks in such a 
turbulent and unpredictable environment is clearly 
challenging. To have any chance of doing it effectively 
there has to be a fundamental shift in philosophy, 
culture and mindset across government, employers and 
the broader community. It must involve collaboration 
between the key sectors of our economy. And it requires 
leadership and new processes from our government. 
The latter must include governments seeking more 
input and advice from those players who operate daily 
in the information economy and who experience and 
understand first-hand both the opportunities and 
threats it presents.

Developing effective policy 
frameworks ... requires a 
fundamental shift in philosophy, 
culture and mindset across 
government, employers and 
the broader community.
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The ACS recommends the Federal Government establish a new non-government policy 
advisory organisation that brings together relevant stakeholders onto a common agenda 
to drive fresh, innovative thinking to address the challenges of the information age.  Key 
features of the new model would be:

 » a collaboration between employers, government, professional bodies, the 
education sector and NFPs.  The government employees should be seconded 
for long-term placements as a way of bridging the gap between private and 
public sector experiences of the information age;

 » funded initially by government but with the goal of being self-funding over time; and

 » supported by a full-time support unit which is led by an employer or 
professional body representative.

ACS RECOMMENDS:
Policy Framework

34 https://www.thetechpartnership.com/about/

References

An example is the UK Tech Partnership model,34 which was established in 2014 to help 
ensure the United Kingdom has the skills for growth in the digital economy. It is generally 
regarded as a successful initiative. At its heart it is a collaboration between government, 
employers and educational and other community groups to deliver better skills outcomes. 
The recommendation above is to establish a similar model but with a broader remit to 
provide advice to government on the range of issues that impact on Australia’s ability to fully 
capture the benefits of the information age.
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