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The Independent National Security Legislation Monitor 
The Independent National Security Legislation Monitor Act provides for the appointment of 
the INSLM. The INSLM independently reviews the operation, effectiveness and implications 
of national security and counter-terrorism laws; and considers whether the laws contain 
appropriate protections for individual rights, remain proportionate to terrorism or national 
security threats, and remain necessary. In conducting the review the INSLM has access to 
all relevant material, regardless of national security classification, can compel answers to 
questions, and holds public and private hearings. INSLM reports are provided to the Prime 
Minister and are tabled promptly in Parliament. The INSLM does not deal with complaints 
but welcomes submissions on the reviews. The INSLM is a part-time role and is supported 
by a small permanent staff located in Canberra. More information and contact details can 
be found at www.inslm.gov.au. 

There have been three INSLMs since the role began in 2010: Bret Walker SC, the Hon Roger 
Gyles AO, QC and the current INSLM, Dr James Renwick SC (pictured). 
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Division 3A of Part IAA of the Crimes Act 1914:  

Stop, Search and Seize Powers 

As required by section 6(1B) of the Independent National Security Legislation Monitor Act 
2010 (Cth) (INSLM Act), I am pleased to present my report on the review of Division 3A of 
Part IAA of the Crimes Act 1914 (Cth). 

As the report is unclassified, and does not include information of the kind referred to in 
subsection 29(3) of the INSLM Act, it is suitable to be presented in this form to each House 
of the Parliament. 

 

Yours sincerely 

 

 

 

James Renwick   



STOP, SEARCH & SEIZE POWERS 

v 

Contents 
List of abbreviations vii 

Executive summary ix 

1. Context 1 

2. National security and counter-terrorism landscape 4 

3. Explanation of statutory provisions 8 

Division 3A Subdivision B – Powers (except emergency entry to premises without 
warrant) 8 

Section 3UB – Application 8 

Section 3UC – Requirement to provide name 9 

Section 3UD – Stopping and searching 10 

Section 3UE – Seizure of terrorism related items and serious offence related items 10 

Section 3UF – Seizure notices 10 

Section 3UH – Non-derogation of other powers 10 

Division 3A Subdivision B – power of emergency entry to premises without warrant 
(s.3UEA) – not limited to Commonwealth places or prescribed security zones 10 

Division 3A Subdivision C – Prescribed Security Zone 11 

Division 3A Subdivision D – Sunset Provision 12 

4. History of Legislation under review 13 

Introduction of Division 3A 13 

Addition of section 3UEA 13 

Extension of sunset clause 13 

5. International obligations and constitutional arrangements 14 

International obligations 14 

International obligations in the area of counter terrorism 14 

International obligations in the area of human rights 15 

International obligations engaged by Part IAA Division 3A of the Crimes Act 19 

Constitutional arrangements 23 

6. Use of powers 25 

7. Previous consideration 27 

Senate Committee Report and COAG Report 27 

Previous INSLM – Bret Walker SC 29 

8. Review of Division 3A 30 

Preliminary observations 30 

Suggested repeal of powers 30 

Ex post facto authorisation of exercise of powers 32 

Standard of belief/suspicion 33 



STOP, SEARCH & SEIZE POWERS 

vi 

Training and protocols for the exercise of powers 34 

Reporting and oversight 35 

Prescribed security zones 37 

Sunset provision 38 

9. Conclusions 39 

Appendix A – Conduct of review 41 
 



STOP, SEARCH & SEIZE POWERS 

vii 

LIST OF ABBREVIATIONS 

Acronym Description 

ACLEI Australian Commission for Law Enforcement Integrity 

AFP Australian Federal Police 

AGD Commonwealth Attorney-General’s Department 

AHRC Australian Human Rights Commission 

ALHR Australian Lawyers for Human Rights 

ASIO Australian Security and Intelligence Organisation 

ASPI Australian Strategic Policy Institute 

CDPP Commonwealth Director of Public Prosecutions 

COAG Council of Australian Governments 

COAG Report COAG Review Committee, Report of the Council of Australian 
Governments Review of Counter-Terrorism Legislation (report 
tabled on 14 May 2013) 

COAG Review Committee Committee chaired by Anthony Whealy QC commissioned by 
COAG to review Australia’s counter terrorism legislation 

Crimes Act Crimes Act 1914 (Cth) 

Criminal Code Criminal Code Act 1995 (Cth) 

CRC Convention on the Rights of the Child 

Foreign Fighters Act Counter-Terrorism Legislation Amendment (Foreign Fighters) Act 
2014 (Cth) 

HRC UN Human Rights Committee 

ICCPR International Covenant on Civil and Political Rights 

ICESCR International Covenant on Economic, Social and Cultural Rights 

https://www.ag.gov.au/Consultations/Documents/COAGCTReview/Final%20Report.PDF
https://www.ag.gov.au/Consultations/Documents/COAGCTReview/Final%20Report.PDF


STOP, SEARCH & SEIZE POWERS 

viii 

Acronym Description 

INSLM Independent National Security Legislation Monitor 

INSLM Act Independent National Security Legislation Monitor Act 2010 (Cth) 

LCA Law Council of Australia 

PJCIS Parliamentary Joint Committee on Intelligence and Security 

UN United Nations 



STOP, SEARCH & SEIZE POWERS 

ix 

EXECUTIVE SUMMARY  

This is one of three reports provided simultaneously to the Prime Minister as required by s 6(1B) of 
the INSLM Act. Each report concerns counter-terrorism legislation which, unless renewed, is due to 
expire by 7 September 2018.  

The INSLM Act requires me to provide reports of these reviews by 7 September 2017 so that the 
PJCIS can undertake its own review of the same laws within six months (s 6(1B)).   

Each report is self-contained, although there are some common chapters concerning the national 
security and counter-terrorism landscape, relevant human rights and other obligations, and 
constitutional and inter-governmental arrangements.  

My recommendations can only be fully understood by considering each report as a whole; however 
for the convenience of readers, I now provide a brief summary of the conclusions of my review 
detailed in this report. 

This review concerns certain ‘stop, search, and seize powers’ contained in the pt IAA div 3A of the 
Crimes Act, which, except for a stand-alone power of emergency entry to premises without 
warrant, can only be exercised over ‘Commonwealth places’ and where there is a genuine 
emergency caused by terrorist threats or acts.  

Although the powers have, fortunately, never been used, the operational imperatives that resulted 
in the powers in div 3A being enacted have not receded – indeed, strong police capabilities are 
perhaps all the more essential to respond to current and reasonably foreseeable terrorism threats.  

For the reasons which follow, I recommend these laws be continued, subject to the addition of new 
safeguards in the form of reporting requirements (akin to the existing requirements for delayed 
notification search warrants under the Crimes Act) to the relevant minister, the Commonwealth 
Ombudsman, the PJCIS and my Office so that each such body can review any exercise of div 3A 
powers. 

Provided those safeguards are implemented, I recommend that the laws be continued for a further 
period of five years. I do so in substance because, as to the matters in s 6(1)(a) of the INSLM Act, I 
conclude that the laws have the capacity to be effective (noting that the laws have not operated in 
that they have not been used) and the laws are truly ‘emergency’ powers.  

As to the matters in s 6(1)(b) of the INSLM Act, I have considered Australia’s human rights, counter-
terrorism and international security obligations, and intergovernmental agreements within 
Australia, and I conclude that the laws are: 

• consistent with the obligations referred to above and contain appropriate safeguards for 
protecting the rights of individuals 

• proportionate to the current threats of terrorism and to national security 

• necessary. 

Finally, consistent with s 6(1)(d) of the INSLM Act, I have considered whether the legislation 
considered in this review is being used for any matter unrelated to counter-terrorism and national 
security. In the conduct of this review there was no evidence to suggest this.
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1. CONTEXT 

1.1. When I was appointed the Prime Minister, the Hon Malcolm Turnbull, said this: 

The Independent National Security Legislation Monitor is an important and valued component 
of Australia’s national security architecture, responsible for ensuring that national security and 
counter-terrorism legislation is applied in accordance with the rule of law and in a manner 
consistent with our human rights obligations. 

In particular, as it becomes more important than ever for the Government to continue 
modernising and strengthening our laws to address the growing and evolving terrorist and 
espionage threat at home and abroad, the relevance of the independent reviewer becomes 
similarly important. This will help ensure that our individual freedoms that underpin the 
Australian way of life are balanced against the need to fight terrorism and other threats with 
every tool at our disposal.1 

1.2. Finding that ‘balance’ can be difficult, and fair-minded, informed people may disagree as to 
how the balance is to be struck. In 2004, a discussion paper prepared by the United 
Kingdom Home Office suggested the following way of viewing what it described as a 
‘challenge’: 

There is no greater challenge for a democracy than the response it makes to terrorism. The 
economic, social and political dislocation which sophisticated terrorist action can bring 
threatens the very democracy which protects our liberty. But that liberty may be exploited by 
those supporting, aiding or engaging in terrorism to avoid pre-emptive intervention by the 
forces of law and order. The challenge, therefore, is how to retain long-held and hard-won 
freedoms and protections from the arbitrary use of power or wrongful conviction whilst 
ensuring that democracy and the rule of law itself are not used as a cover by those who seek its 
overthrow.2 

1.3. The INSLM Act sets out my functions and jurisdiction, and gives me guidance as to how to 
review counter-terrorism and national security laws in a way which strikes the balance 
referred to in these two quotes. 

1.4. This is a report of my review of pt IAA div 3A of the Crimes Act. I have carried out the 
review under s 6(1)(a) of the INSLM Act, as required by s 6(1B) of the Act. 

1.5. Section 6(1) confers on me the following functions:  

(a) to review, on his or her own initiative, the operation, effectiveness and 
implications of: 

                                                
1  Prime Minister, ‘Appointment of an Acting Independent National Security Legislation Monitor’ 

(Media Release, 24 February 2017) <https://www.pm.gov.au/media/2017-02-24/appointment-
acting-independent-national-security-legislation-monitor>.  

2  Secretary of State for the Home Department, ‘Counter-Terrorism Powers: Reconciling Security and 
Liberty in an Open Society’ (Discussion Paper No Cm 6147, February 2004), 1 
<https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/251077/6147.
pdf>. 
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(i)  Australia’s counter‑terrorism and national security legislation; 
and 

(ia) without limiting subparagraph (i), Division 105A of the Criminal 
Code and any other provision of that Code as far as it relates to 
that Division; and 

(ii) any other law of the Commonwealth to the extent that it relates 
to Australia’s counter‑terrorism and national security 
legislation; 

(b) to consider, on his or her own initiative, whether any legislation 
mentioned in paragraph (a): 

(i) contains appropriate safeguards for protecting the rights of 
individuals; and 

(ii) remains proportionate to any threat of terrorism or threat to 
national security, or both; and 

(iii) remains necessary; 
(c) if a matter relating to counter‑terrorism or national security is referred 

to the Monitor by the Prime Minister – to report on the reference; 

(d) to assess whether Australia’s counter‑terrorism or national security 
legislation is being used for matters unrelated to terrorism and 
national security. 

1.6. Section 8 of the INSLM Act requires me, when performing my functions (including carrying 
out a review under s 6(1)(a)), to have regard to Australia’s obligations under international 
agreements, as well as to arrangements agreed from time to time between the 
Commonwealth, the states and the territories to ensure a national approach to countering 
terrorism. These matters are considered in detail in chapter 5 of this report. 

1.7. I must also be conscious of the limitations of my functions by operation of s 6(2), which 
provides: 

(2) To avoid doubt, the following are not functions of the Independent National 
Security Legislation Monitor: 

(a) to review the priorities of, and use of resources by, agencies that have 
functions relating to, or are involved in the implementation of, 
Australia’s counter‑terrorism and national security legislation; 

(b) to consider any individual complaints about the activities of 
Commonwealth agencies that have functions relating to, or are 
involved in the implementation of, Australia’s counter‑terrorism and 
national security legislation. 

1.8. I am also required by s 10(1) of the INSLM Act to have regard to the functions of other 
agencies and officials relating to the legislation under review. For the present review, the 
relevant agencies are ASIO, the AFP and AGD. Section 10(2) of the Act lists a number of 
agencies and officials with which or with whom I may consult when performing my 
functions. For the present review, I have had the advantage of consulting with, and hearing 
evidence from, the Human Rights Commissioner, Mr Edward Santow. 

1.9. Although not required by s 6(1B) to consider the matters in s 6(1)(b), I have decided that it 
is appropriate to do so in conducting the present review. Section 6(1)(b)(i) is obviously 



STOP, SEARCH & SEIZE POWERS 

3 

informed by Australia’s obligations under international agreements, especially human rights 
obligations, to which I must have regard when performing my functions by virtue of s 8(a) 
of the INSLM Act. The question of proportionality to the threat of terrorism, referred to in 
s 6(1)(b)(ii), is interlinked with the issue of the necessity of the legislation under review, 
referred to in s 6(1)(b)(iii).  

1.10. In carrying out the review of the provisions of div 3A, I have: 

a. considered the legislative history of these provisions 

b. considered previous commentary on, and parliamentary scrutiny of, the provisions 

c. issued a series of questions and requests for information and documents to the AFP 
and AGD, being the Commonwealth agencies empowered under div 3A; 

d. invited, received, and considered submissions from these agencies, as well as from 
other interested parties, including the LCA and the AHRC 

e. sought views from experts in terrorism and law enforcement, notably Dr Rodger 
Shanahan3 and Mr John Lawler AM, APM4 

f. held private and public hearings to explore information and submissions received. 

1.11. A summary of the review process and a list of the submissions received are set out in 
Appendix A. The submissions themselves are, except when confidential, available on the 
INSLM website www.inslm.gov.au. 

1.12. I wish to thank the Commonwealth agencies and other interested parties for their 
contribution to this review. I also wish to thank for their assistance in carrying out the 
review and in preparing this report my Principal Adviser, Mr Mark Mooney, my Counsel 
Assisting, Ms Sophie Callan, and my Solicitors Assisting, Messrs Anthony Hall and Alexander 
Kunzelmann who were on part-time secondment from the Office of General Counsel in the 
Australian Government Solicitor, and my Executive Officer, Ms Karen Thornton. 

                                                
3  PhD in Arab and Islamic Studies from the University of Sydney, currently a Research Fellow at the 

Lowy Institute. 
4  Former CEO of the Australian Crime Commission, former Deputy Commissioner of the AFP. 
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2. NATIONAL SECURITY AND 
COUNTER-TERRORISM LANDSCAPE 

2.1. Although I am entitled to form my own opinion on the national security and 
counter-terrorism landscape, in this instance, I acknowledge and accept the expert views of 
others in government, especially ASIO in its most recent unclassified annual report (2015-
16), relevant portions of which state: 

Australia’s National Terrorism Threat Level is PROBABLE – credible intelligence, assessed to 
represent a plausible scenario, indicates an intention and capability to conduct terrorist attacks 
in Australia. […] 

The principal terrorist threat in Australia emanates from the small number of Australia-based 
individuals who remain committed to anti-Western violent Sunni Islamist extremist ideology. 
This group presents a direct threat as well as a secondary threat due to their ability to influence 
others. […] 

The changing nature of terrorism provides challenges to the early identification and detection 
of threats. While large-scale attacks, including coordinated attacks by multiple individuals, are 
still occurring around the world, there has been a trend towards simpler attacks that require 
minimal preparation perpetrated by lone actors. […] 

The four onshore attacks since 2014 were all conducted by single individuals using relatively 
simple weapons (two with knives and two with firearms). While symbols of government and 
authority – including military, police and security agencies – remain attractive targets, 
indiscriminate attacks against the public align with the objectives of terrorists. ISIL, and to a 
lesser degree al-Qa‘ida, continues to endorse and celebrate indiscriminate attacks against 
innocent citizens so as to reinforce their message and incite fear.5 

2.2. Since the ASIO unclassified annual report was tabled on 13 October 2016 there has been a 
further terrorist attack within Australia (the Brighton siege) and a number of terrorist 
attacks around the world. For instance, the United Kingdom has seen four serious terrorist 
attacks over a period of just three months this year, namely: 

a. Westminster Bridge on 22 March 2017 

b. Manchester Arena on 22 May 2017 

c. London Bridge/Borough Markets on 3 June 2017 

d. Finsbury Park on 19 June 2017. 

Three of these attacks (the Manchester attack being the exception) met the profile of 
simple weapons used indiscriminately against the general population, at least one of which 
(Westminster Bridge) was apparently a lone actor. The very recent attack in Spain, on 18 
August 2017, continued this pattern of simplistic and indiscriminate violence. 

                                                
5  ASIO, Annual Report 2015-16, 17-9. 
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2.3. In his evidence before me during the public hearing, the Director-General of Security, 
Mr Duncan Lewis AO, DSC, CSC said: 

The threat we face is self-sustaining easily drawing in vulnerable individuals who are swiftly 
radicalised and able to undertake simple but deadly attacks. Our ability to counter these 
individuals is further challenged by the operating environment, from the continuing spread and 
increased uptake of technologies, including encrypted internet communications and device 
security, as well as the shift from complex methodologies to simple but very difficult to detect 
and prevent low sophisticated attacks.  

Now, all of these factors mean that intelligence and law enforcement agencies have to evolve 
their approaches to be more innovative, integrated and agile in order to identify and disrupt 
would-be attackers.6 

I accept that evidence. 

2.4. Further, AFP Deputy Commissioner, Mr Michael Phelan APM, gave evidence at the same 
hearing as follows: 

The terrorist threat continues to adapt and evolve. 

In 2005, when specialist counter-terrorism powers were introduced the primary terrorism 
threat involved the long-term planning for large-scale mass casualty attacks. At the time 
Operation PENDENNIS was the longest running and largest CT investigation undertaken in 
Australia. The two groups were engaged in activities over a sustained period. This included 
ideological instruction, team building, training, fund raising, gathering supplies and planning an 
attack. 

The decision to go to resolution was made to minimise the risk to the public. Even so, after 
much planning, the groups had not identified a specific target for the attack. The PENDENNIS 
style threat [of] long-range planning for mass casualty attacks has not gone away. But we are 
seeing a major increase in the threat of smaller-scale opportunistic attacks by lone actors. The 
very short flash to bang, so to speak, time from radicalisation to violent action creates 
significant challenges for police and intelligence agencies. 

Unfortunately, since mid-2014 rapid radicalisation and low-complexity plots have become the 
norm. The result is police have very little lead time or none at all to prevent spontaneous 
attack. The new threat environment means police have had to change the way in which we 
respond to disrupt terrorism. The pace at which plots develop, coupled with the potentially 
catastrophic consequences of a terrorist attack, mean police need to act fast to disrupt terrorist 
activity. 

Where possible, we disrupt terrorist plots using traditional criminal justice methods. Protection 
of human life is always the AFP and, indeed, state polices’, paramount priority. But early overt 
action can mean insufficient evidence has been collected to support charging people with an 
offence. Since there is often strong intelligence to indicate the person poses a continuing 
terrorist threat, preventative measures may be necessary to manage that threat.7 

I also accept that evidence.  

                                                
6  Transcript of Proceedings, Public Hearing, Canberra, 19 May 2017, 5 (Duncan Lewis). 
7  Ibid 6 (Michael Phelan). 
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2.5. On 3 August 2017, charges were laid against two men for acts done in preparation for, or 
planning, a terrorist act, contrary to s 101.6 of the Criminal Code.8 It has been alleged that 
they attempted to smuggle onto an aircraft an improvised explosive device, and planned to 
build and smuggle onto an aircraft a hydrogen sulphide bomb. The Deputy Commissioner 
during a press conference said it was ‘one of the most sophisticated terror plots attempted 
on Australian soil’, which supports his view, quoted above (para 2.4) that ‘planning for mass 
casualty attacks has not gone away’. I also note the charges relate in part to acts involving a 
Commonwealth place, namely Sydney Airport. 

2.6. I similarly acknowledge and accept the expert views of the authors of the 2017 Independent 
Intelligence Review report, Mr Michael L’Estrange AO and Mr Stephen Merchant PSM, on 
the national security and counter-terrorism landscape. Relevantly: 

Australia’s national security circumstances have been re-shaped by the realities of extremism 
with global reach.  

Economic globalisation over recent decades has dramatically accelerated the international 
movement of people, goods, money and ideas. This phenomenon has had a remarkably positive 
and empowering impact on states and individuals. It has been vital in bringing more people out 
of poverty more quickly than at any other time in history. This greater freedom of international 
movement and sense of global connectedness has been enabled through communications, 
financial and physical networks. But these transforming influences have also had a negative 
impact through their facilitation of the illegal and destabilising transfer of goods, money, 
weapons and people. This has broadened the potential for extremism, sectarian 
fundamentalism, radicalisation and terrorism to take root and have their destructive impact. It 
has also raised expectations, especially among Australians living and working abroad, that their 
government will protect them from such dangers or support them if those dangers directly 
affect them. 

Extremism with global reach has important consequences for Australian society. It accentuates 
the urgency and constancy of the need to counter terrorist influences and ambitions in 
Australia.  

In our view, extremism with global reach will continue and diversify over the coming decade. 
Fundamentalist advocacy of violence in the name of religion will continue to inspire attacks, 
especially from Islamist terrorist organisations. Radicalisation and terrorist acts will continue to 
be enabled by increasingly internationalised networks and encrypted communications. The 
prominence and power of individual groups such as the Islamic State of Iraq and the Levant 
(ISIL) may wane but many of the forces of deep alienation, ruthless hostility and ideologies of 
violence that have brought these groups to prominence will remain. Individuals inspired by ISIL 
will outlive any demise of the organisation. Al-Qaida and its affiliates will remain a threat. Those 
groups and other splinter organisations that may emerge will aim to give effect to ambitions for 
mass casualty attacks and random violence. Such groups will continue to draw on local 
grievances to support their regional and global agendas.  

These realities of Australia’s national security environment will continue as a vital focus for the 
work of the intelligence agencies over the coming decade and beyond. Particular challenges will 
emerge and others will evolve. These will include the activities and networks of Australian 

                                                
8  AFP, ‘Two Sydney men charged over planned terrorist acts’ (media release, 3 August 2017) 

< https://www.afp.gov.au/news-media/media-releases/two-sydney-men-charged-over-planned-
terrorist-acts >. 
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‘foreign fighters’ involved in international extremist and terrorist causes, the rise of ‘lone wolf’ 
assaults and the scope for low-technology terrorism attacks often facilitated online. The time 
taken between radicalisation and terrorist attack is shortening, further challenging intelligence 
agencies’ detection and response capabilities.  

In our view, the terrorist and extremist threats to Australia and Australian interests will 
continue to grow in scale and complexity. Detecting and countering such threats will be 
increasingly challenging for our intelligence and law enforcement agencies. The greater 
numbers of Australians travelling and living overseas, as well as the international movement of 
radicalised individuals, will magnify the security threats Australia faces.9 

2.7. These views are entitled, because of the standing and expertise of their authors, to 
considerable respect. They present a consistent picture of the national security and 
counter-terrorism landscape and are highly relevant in considering whether the legislation 
under review is proportionate to the threats, and necessary.  

2.8. What I take from the above analyses is that: 

a. the credible threat of one or more terrorist attacks will remain a significant factor in 
the Australian national security and counter-terrorism landscape for the reasonably 
foreseeable future 

b. while more complex or extensive attacks cannot be ruled out and must be prepared 
for, attacks by lone actors using simple but deadly weapons, with little if any warning, 
are more likely 

c. there can be no guarantee that the authorities will detect and prevent all attacks. 

2.9. There is also the risk of opportunistic if unconnected ‘follow-up’ attacks in the immediate 
aftermath of a completed attack at a time when police and intelligence agencies are fully 
occupied in obtaining evidence and returning the attacked locality to normality. During the 
public hearing, Mr Lawler noted that:  

If a multifaceted terrorist attack on a large scale occurs in Australia, the authorities responding 
will be under the most extreme pressure that one could possibly imagine. We know from even 
lone actor attacks, [like] the Lindt Café Siege, the huge number of police and security and other 
agencies involved into the many, many hundreds, as I understand it.10  

2.10. Furthermore, I consider that it is better to have a carefully thought-out counter-terrorism 
legal structure in place before an attack: while legislating in an emergency is possible, it is 
generally undesirable, not least as it may lead to a disproportionate response. 

2.11. I consider the necessity of the legislation under review and its proportionality to these 
threats, bearing these matters in mind. 

                                                
9  2017 Independent Intelligence Review (June 2017) [1.11]-[1.16]. 
10  Transcript of Proceedings, Public Hearing, Canberra, 19 May 2017, 44 (John Lawler). 
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3. EXPLANATION OF STATUTORY PROVISIONS  

Division 3A Subdivision B – Powers (except emergency entry to 
premises without warrant) 

Section 3UB – Application  

3.1. Section 3UB provides that a police officer (whether from the AFP, or a member of a 
state/territory police force (see s 3UA)) may exercise the powers set out in div 3A subdiv B 
if, pursuant to s 3UB(1):  

a. the person is in a Commonwealth place (other than a prescribed security zone), and 
the officer suspects on reasonable grounds that the person might have just committed, 
might be committing or might be about to commit, a terrorist act; or 

b. the person is in a Commonwealth place in a prescribed security zone. 

3.2. These limitations do not apply to the power of emergency entry to premises without a 
warrant in s 3UEA (s 3UB(2)). The ambit of s 3UEA is given specific consideration below 
(paras 3.16–3.17). 

3.3. The definition of ‘Commonwealth place’ in s 3UA directs attention to the Commonwealth 
Places (Application of Laws) Act 1970 (Cth) which means a place (not being a seat of 
government) with respect to which the Parliament, by virtue of s 52 of the Constitution, 
has, subject to the Constitution, exclusive power to make laws for the peace, order and 
good government of the Commonwealth.11 

3.4. Traditionally, Commonwealth places include airports, defence establishments, 
Commonwealth departments, the various federal courts and the High Court. In other 
words, the potential area of operation of these laws is quite confined, although the places 
covered are important.   

3.5. The process by which a ‘prescribed security zone’ is declared is described below 
(paras 3.18–3.23) – in substance it occurs when the Minister considers a declaration would 
assist in preventing a terrorist act. 

3.6. Specifically, the statutory preconditions for exercising power under the subdivision (aside 
from s 3UEA) arise if a terrorist act is imminent or occurring, or has just occurred.  

3.7. By virtue of s 3(1) of the Crimes Act, the term ‘terrorist act’ has the meaning defined in 
s 100.1(1) of the Criminal Code, which provides: 

terrorist act means an action or threat of action where: 

(a)  the action falls within subsection (2) and does not fall within 
subsection (3); and 

                                                
11  See, eg, Worthing v Rowell and Muston Pty Ltd [1970] HCA 19; (1970) 123 CLR 89; 

Allders International Pty Ltd v Commissioner of State Revenue [1996] HCA 58; 186 CLR 630. 
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(b)  the action is done or the threat is made with the intention of advancing 
a political, religious or ideological cause; and 

(c)  the action is done or the threat is made with the intention of: 

(i)  coercing, or influencing by intimidation, the government of the 
Commonwealth or a State, Territory or foreign country, or of 
part of a State, Territory or foreign country; or 

(ii)  intimidating the public or a section of the public. 

[…] 

(2)  Action falls within this subsection if it: 

(a)  causes serious harm that is physical harm to a person; or 

(b)  causes serious damage to property; or 

(c)  causes a person’s death; or 

(d)  endangers a person’s life, other than the life of the person taking the 
action; or 

(e)  creates a serious risk to the health or safety of the public or a section 
of the public; or 

(f)  seriously interferes with, seriously disrupts, or destroys, an electronic 
system including, but not limited to: 

(i)  an information system; or 

(ii)  a telecommunications system; or 

(iii)  a financial system; or 

(iv)  a system used for the delivery of essential government services; 
or 

(v)  a system used for, or by, an essential public utility; or 

(vi)  a system used for, or by, a transport system. 

(3)  Action falls within this subsection if it: 

(a)  is advocacy, protest, dissent or industrial action; and 

(b)  is not intended: 

(i) to cause serious harm that is physical harm to a person; or 

(ii) to cause a person’s death; or 

(iii) to endanger the life of a person, other than the person taking 
the action; or 

(iv)  to create a serious risk to the health or safety of the public or a 
section of the public. 

3.8. In circumstances where s 3UB has been enlivened, a police officer may exercise the 
following powers.  

Section 3UC – Requirement to provide name  

3.9. A police officer may request the person provide the officer with their name, address, 
reason for being in that particular Commonwealth place and evidence of the person’s 
identity (s 3UC(1)).  
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3.10. It is an offence to fail to comply with the request or to provide false details, unless a person 
has a reasonable excuse (ss 3UC(2) and (3)).  

Section 3UD – Stopping and searching 

3.11. A police officer may stop and detain a person to conduct a search for a terrorism related 
item, which includes an ordinary or frisk search and a search of anything under the person’s 
control (s 3UD(1)).There are a number of important and appropriate limitations and 
protections in the use of this power, ie: 

a. A police officer who conducts a search must not use more force or subject the person 
to greater indignity than is reasonable and necessary to conduct the search (s 3UD(2)).  

b. A person must not be detained for longer than necessary (s 3UD(3)). 

c. A police officer may use such force as is reasonable and necessary in the circumstances 
in conducting a search but must not damage a thing by forcing it unless the person has 
been given a reasonably opportunity to open the thing or it is not possible to give that 
opportunity (s 3UD(4)).  

Section 3UE – Seizure of terrorism-related items and serious offence-related items 

3.12. If the officer finds a terrorism related item or a serious offence related item the officer may 
seize the thing (s 3UE). 

Section 3UF – Seizure notices 

3.13. If a thing has been seized, the police officer must serve a seizure notice on the owner of the 
thing, identifying the thing, the date on which the thing was seized and the grounds on 
which the thing was seized (ss 3UF(1)–(3)). If the person does not request the return of the 
thing within 90 days, it is forfeited to the Commonwealth (s 3UF(8)). 

Section 3UH – Non-derogation of other powers 

3.14. Very often, state or territory police forces will be the ‘first responders’ to a terrorist attack 
or threat. This explains s 3UH, which provides that the powers conferred and duties 
imposed by div 3A subdiv B are in addition to, and not in derogation of, other powers 
conferred and duties imposed by any state or territory law (or any other law of the 
Commonwealth for that matter) (s 3UH(1)).  

3.15. Further, subdiv B is not intended to exclude or limit the operation of any other law of the 
Commonwealth or the law of a state or territory in so far as it is capable of concurrent 
operation (s 3UH(2)). 

Division 3A Subdivision B – power of emergency entry to 
premises without warrant (s.3UEA) – not limited to 
Commonwealth places or prescribed security zones  

3.16. Without any of the limitations applicable to the other powers in subdiv B (by reason of the 
carve-out in s 3UB(2)), a police officer is empowered under s 3UEA(1) to enter premises, 
search and seize a thing, if the officer suspects on reasonable grounds that: 
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a. it is necessary in order to prevent a thing from being used in connection with a 
terrorism offence 

b. it is necessary to exercise the power without the authority of a search warrant because 
there is a serious and imminent threat to a person’s life, health or safety.  

3.17. While conducting the search:  

a. If the officer finds another thing that the officer suspects on reasonable grounds to be 
relevant to an offence, the officer may secure the premises pending a warrant under 
pt IAA (s 3UEA(3)). Premises may not be secured for longer than reasonably necessary 
(s 3UEA(4)). 

b. The officer may seize any other thing, or do anything to make the premises safe if the 
officer suspects on reasonable grounds that it is necessary in order to protect a 
person’s life, health or safety, and without authority of a search warrant because the 
circumstances are serious and urgent (s 3UEA(5)). 

c. The officer may use such assistance and force as is necessary and reasonable in the 
circumstances (s 3UEA(6)). 

d. The officer must notify the occupier of the premises within 24 hours after entry or 
leave written notice at the premises (s 3UEA(7)).  

Division 3A Subdivision C – Prescribed security zone  
3.18. It will be recalled that here there is no requirement for formation of ‘suspicion’ referred to 

in s 3UB(1). 

3.19. A police officer may apply to the Minister12 for a declaration that a Commonwealth place 
be declared a prescribed security zone (s 3UI).  

3.20. Pursuant to s 3UJ(1), the Minister may declare a Commonwealth place to be a prescribed 
security zone if he or she considers that a declaration would assist in: 

a. preventing a terrorist act; or  

b. responding to a terrorist act that has occurred.  

3.21. A declaration ceases to have effect after 28 days unless the Minister revokes it before that 
time (s 3UJ(3)). 

3.22. The Minister must revoke a declaration if the grounds for making it cease to exist – ie, there 
is no longer a terrorism threat that justifies the declaration being continued, or the 
declaration is otherwise no longer required (s 3UJ(4)).  

3.23. Where a declaration is made or revoked, the Minister must arrange for a statement to be 
prepared which identifies the prescribed security zone. The statement must be broadcast 
on television or radio, published in the Gazette and published on the internet (s 3UJ(5)).  

                                                
12  The responsible Minister is the Attorney-General. 
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Division 3A Subdivision D – Sunset provision 
3.24. The powers in div 3A sunset on 7 September 2018, and a police officer may not exercise 

powers or perform duties under the Division (other than the issue of a seizure notice under 
s 3UF) after that date (s 3UK(1)).  

3.25. In addition, any declaration regarding a prescribed security zone made under s 3UJ that is in 
force at the end of 7 September 2018 ceases to be in force at that time (s 3UK(2)).  

3.26. Further, a police officer cannot apply for, and the Minister cannot make, a declaration 
under s 3UJ after 7 September 2018 (s 3UK(2) and (3)). 

 

 
Public Hearing, Canberra, 19 May 2017 
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4. HISTORY OF LEGISLATION UNDER REVIEW 

Introduction of Division 3A 
4.1. Division 3A of pt IAA was inserted into the Crimes Act by the Anti-Terrorism Act (No 2) 2005 

and came into effect on 14 December 2005.  

4.2. The relevant Explanatory Memorandum stated that the division was intended to ‘introduce 
a regime of police stop, question and search powers for the purposes of investigating and 
preventing terrorism and other serious offences’.13  

4.3. The Minister’s Second Reading Speech stated that ‘the [B]ill extends the powers of police to 
stop, question and search, to all Commonwealth places and prescribed security zones to 
safeguard against terrorism’.14 

Addition of section 3UEA 
4.4. Section 3UEA was added with effect from 24 November 2010 by the National Security 

Legislation Amendment Act 2010. 

4.5. The Explanatory Memorandum stated that s 3UEA was intended to provide police with the 
‘power to enter premises without a warrant in emergency circumstances relating to a 
terrorism offence where there is material that may pose a risk to the health or safety of the 
public’.15  

4.6. A similar statement was made by the Minister in his Second Reading Speech.16  

Extension of sunset clause 
4.7. Section 3UK originally provided that the powers in div 3A would cease to operate 10 years 

after the day on which the division commenced ie 15 December 2015. This was extended to 
7 September 2018 by the Foreign Fighters Act. 

                                                
13  Anti-Terrorism Bill (No 2) 2005 (2005 Bill), Explanatory Memorandum, p 74. 
14  Commonwealth, Parliamentary Debates, House of Representatives, 3 November 2005, 104 (the 

Hon Philip Ruddock, Attorney-General). 
15  National Security Legislation Amendment Bill 2010, Explanatory Memorandum, p 44. 
16  Commonwealth, Parliamentary Debates, House of Representatives, 30 September 2010, 274 (the 

Hon Robert McClelland, Attorney-General). 
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5. INTERNATIONAL OBLIGATIONS AND 
CONSTITUTIONAL ARRANGEMENTS 

5.1. As noted above, I am obliged to have regard to Australia’s obligations under international 
agreements when performing my statutory functions.17 I am also obliged to have regard to 
arrangements agreed between the Commonwealth, the states and the self-governing 
territories to ensure a national approach to countering terrorism.18 

International obligations 
5.2. For his 2011 annual report, the first INSLM carried out a survey of Australia’s obligations 

under international agreements in the areas of counter-terrorism and human rights.19 
These two areas remain the focus of Australia’s international obligations that are engaged 
by the measures that are subject to the present statutory review. 

International obligations in the area of counter terrorism 

5.3. In the area of counter-terrorism, the first INSLM focused on Resolution 1373 (2001) of the 
UN Security Council, made in the immediate aftermath of the attacks in New York and 
Washington DC on 11 September 2001 (the ‘September 11 attacks’). By virtue of Art 25 of 
the Charter of the United Nations, Australia is under an international obligation to ‘accept 
and carry out’ such resolutions.20 Relevantly, Resolution 1373 contains the following 
decisions of the UN Security Council: 

a. that all States ‘[t]ake the necessary steps to prevent the commission of terrorist acts’ 
(para 2(b) 

b. that all States ‘[e]nsure that any person who participates in the financing, planning, 
preparation or perpetration of terrorist acts or in supporting terrorist acts is brought to 
justice’ (para 2(e)) 

c. that all States ‘ensure that… such terrorist acts are established as serious criminal 
offences in domestic laws and regulations and that the punishment duly reflects the 
seriousness of such terrorist acts’ (para 2(e)). 

  

                                                
17  INSLM Act, s 8(a). 
18  INSLM Act, s 8(b). 
19  INSLM, Annual Report (16 December 2011), 113. 
20  [1945] ATS 1. Article 25 of the Charter provides that ‘[t]he Members of the United Nations agree 

to accept and carry out the decisions of the Security Council in accordance with the present 
Charter’. 
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Resolution 1373 does not define the term ‘terrorist act’, nor does any other decision of the 
Security Council.21 

International obligations in the area of human rights 

ICCPR 

5.4. In the area of human rights, the first INSLM understandably focused on the ICCPR.22 The 
ICCPR recognises an array of civil and political rights,23 and obliges Australia, as a State 
Party, to ‘respect’ those rights and to ‘ensure [those rights] to all individuals within its 
territory and subject to its jurisdiction’.24  

5.5. The first INSLM divided his discussion of the ICCPR into two parts: first, he focused on the 
rights of individuals that were threatened or violated by terrorism; and secondly, he 
focused on the rights of individuals who were accused of terrorism or otherwise caught up 
in its prevention or investigation. This division is instructive, because sometimes 
commentary on the human rights impact of terrorism tends to focus on the latter and not 
on the former.  

5.6. In other words, within limits, counter terrorism laws which restrict the human rights of 
criminal suspects to protect the human rights of victims of terrorist acts, operate as 
envisaged by, and in a manner consistent with, the ICCPR.25 This was a point helpfully 
emphasised by the AHRC in its submission to all of these reviews.  

5.7. With regard to rights threatened or violated by terrorism, the first INSLM referred to the 
following rights: 

a. the right to life (Art 6(1)) 

b. the right to liberty and security of person (Art 9(1)).  

5.8. With regard to rights of individuals accused of terrorism or otherwise caught up in its 
prevention or investigation, the first INSLM referred to: 

a. the right to freedom from torture and from cruel, inhuman or degrading treatment of 
punishment (Art 7) 

                                                
21  See INSLM, Annual Report (20 December 2012), 113. As noted by the first INSLM, Resolution 1566 

provides some guidance on the definition of terrorism as a criminal act. Specifically, para 3 of the 
resolution refers to ‘criminal acts, including against civilians, committed with the intent to cause 
death or serious bodily injury, or taking of hostages, with the purpose to provoke a state of terror 
in the general public or in a group of persons or particular persons, intimidate a population or 
compel a government or an international organization to do or to abstain from doing any act’.  

22  [1980] ATS 23. 
23  Arts 6 to 27. 
24  Art 2(1). 
25  A similar view was expressed by then-Attorney-General, the Hon Philip Ruddock MP, when he 

delivered his second reading speech for the Anti-Terrorism Bill 2004: ‘Security is not an anathema 
to freedom and liberties. I might say, if you read the Universal Declaration of Human Rights, it 
gives primacy, amongst other matters, to the responsibility of governments to secure a person’s 
right to life—a person’s entitlement to live in a situation of safety and security’: Parliamentary 
Debates (24 June 2004) 31701. 

http://www.austlii.edu.au/au/other/dfat/treaties/1980/23.html
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b. the right to liberty and security of person and the right to freedom from arbitrary 
arrest or detention (Art 9(1)) 

c. the right to judicial review of the lawfulness of detention (Art 9(4)) 

d. the right of everyone lawfully within the territory of a State to freedom of movement 
within that territory (Art 12(1)) 

e. the right to equality before the courts and to a fair trial (Art 14(1)) 

f. the right to be presumed innocent until proven guilty (Art 14(2)) 

g. the right to certain minimum guarantees in the determination of any criminal charge 
(Art 14(3)) 

h. the right to freedom of thought, conscience, and religion (Art 18(1)) 

i. the right to freedom of expression (Art 19(2)) 

j. the right to peaceful assembly (Art 21) 

k. the right to freedom of association (Art 22(1)) 

l. the right to equality before the law and to equal protection of the law without 
discrimination (Art 26) 

m. the right of persons belonging to ethnic, religious or linguistic minorities to enjoy their 
own culture, to profess and practise their own religion, and to use their own language 
(Art 27).26 

5.9. Other rights that were not referred to by the first INSLM, but which are significant to the 
present review, include:  

a. the right to certain minimum guarantees in the treatment of persons deprived of their 
liberty (Art 10) 

b. the right to privacy (Art 17) 

c. the right to the protection of family life (Art 23).  

5.10. In considering Australia’s obligation to respect the rights recognised in the ICCPR, it is 
relevant to make two further observations. The first observation is that Art 4(1) of the 
ICCPR confers on States Parties the right to take measures that derogate from their 
obligations under the ICCPR in time of an officially declared public emergency which 
threatens the life of the nation. A State may only take such measures ‘to the extent strictly 
required by the exigencies of the situation’, and ‘provided that such measures are not 
inconsistent with their other obligations under international law and do not involve 
discrimination solely on the ground of race, colour, sex, language, religion or social origin’. 
Moreover, no derogation may be made with respect to certain ‘non-derogable rights’. From 
the list in para 5.8 above, the following rights are non-derogable:  

                                                
26  The first INSLM also referred to the requirement that the law prohibit any propaganda for war (Art 

20(1)), and any advocacy of national, racial or religious hatred that constitutes incitement to 
discrimination, hostility or violence (Art 20(2). 



STOP, SEARCH & SEIZE POWERS 

17 

a. the right to life (Art 6(1)) 

b. the right to freedom from torture and from cruel, inhuman or degrading treatment of 
punishment (Art 7) 

c. the right to freedom of thought, conscience and religion (Art 18(1)).  

5.11. I am not aware of Australia ever exercising its right of derogation, nor of any occasion on 
which Australia has characterised the measures subject to the present review as a 
derogation from its obligations under the ICCPR.27  

5.12. It is relevant to note that, in the wake of the coordinated terrorist attacks in Paris on 
13 November 2015 (sometimes referred to as the ‘Bataclan attacks’) and subsequent state 
of emergency, France did exercise its right of derogation.28 The United Kingdom also 
exercised this right for a time in the wake of the September 11 attacks.29  

5.13. The absence of any Australian derogation at present is an important indication that, while 
the National Terrorism Threat Level is ‘probable’, Australia does not face a threat of the 
scale justifying the most serious imaginable steps. 

5.14. The second observation is that many of the rights recognised in the ICCPR are not absolute, 
in the sense that the ICCPR itself recognises that some limits may be placed on them (and 
therefore that a State does not contravene its obligation under Art 2(1), or need to 
derogate from those obligations pursuant to Art 4, if such limits are imposed). Most of the 
rights listed in para 5.8 above may be subject to certain limits. For example: 

a. Art 9(1), which recognises the right to liberty and security of person and the freedom 
from arbitrary arrest or detention, also acknowledges that a person may be deprived 
of their liberty (whether by arrest or detention) ‘on such grounds and in accordance 
with such procedure as are established by law’ (provided that it is not ‘arbitrary’). 

b. Art 12(1), which recognises the right to freedom of movement, also acknowledges that 
the right may be subject to restrictions ‘which are provided by law, are necessary to 
protect national security, public order (ordre public), public health or morals or the 
rights and freedoms of others, and are consistent with the other rights recognized in 
the present Covenant’. 

c. Art 17, which recognises the right to privacy, also acknowledges that a person’s privacy 
may be subject to interferences that are not ‘arbitrary or unlawful’. 

d. Art 18, which recognises the right to freedom of thought, conscience, and religion 
(Art 18(1)), also acknowledges that the right to freedom to manifest one’s religion, 
which is part of the right to freedom of religion, may be subject to ‘such limitations as 
are prescribed by law and are necessary to protect public safety, order, health, or 
morals or the fundamental rights and freedoms of others’ (Art 18(3)). 

                                                
27  AGD, ‘Absolute Rights’ < https://www.ag.gov.au/RightsAndProtections/HumanRights/Human-

rights-scrutiny/PublicSectorGuidanceSheets/Pages/Absoluterights.aspx >. 
28  See depositary notification C.N.703.2015.TREATIES-IV.4 of 31 December 2015. 
29  See depositary notification C.N.1464.2001.TREATIES-17 of 21 December 2001. 
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e. Art 19, which recognises the right to freedom of expression (Art 19(2)), also 
acknowledges that the right may be subject to such restrictions ‘as are provided by 
law’, and which are necessary ‘for respect of the rights or reputations of others’, and 
‘for the protection of national security or of public order (ordre public), or of public 
health or morals’ (Art 19(3)). 

f. Art 21, which recognises the right to peaceful assembly, also acknowledges that the 
exercise of this right may be subject to restrictions that are ‘imposed in conformity 
with the law and which are necessary in a democratic society in the interests of 
national security or public safety, public order (ordre public), the protection of public 
health or morals or the protection of the rights and freedoms of others’. 

g. Art 22, which recognises the right to freedom of association (Art 22(1)), also 
acknowledges that the exercise of this right may be subject to restrictions that are 
‘prescribed by law and which are necessary in a democratic society in the interests of 
national security or public safety, public order (ordre public), the protection of public 
health or morals or the protection of the rights and freedoms of others’. 

5.15. It follows from these examples that limitations designed to address national security or 
public order concerns are capable of being consistent with a range of rights under the 
ICCPR if the limitations are prescribed by law, are not arbitrary, and conform to the 
principle of proportionality.30  

5.16. UN agencies have reviewed Australia’s counter terrorism legislation and practices against 
Australia’s obligations under the ICCPR on several occasions. In 2006, the then-UN Special 
Rapporteur on the promotion and protection of human rights and fundamental freedoms 
while countering terrorism, Professor Martin Scheinin, produced a report of a study of 
Australia’s counter terrorism laws and practices.31 Among other things, the study 
considered the stop, search and seize powers that are the subject of the present review. 

5.17. In 2009, the HRC, a body set up under pt IV of the ICCPR to monitor its implementation, 
considered Australia’s counter terrorism legislation in its consideration of the fifth periodic 
report submitted by Australia under Art 40 of the ICCPR. The HRC noted that Australia 
should ‘ensure that its counter-terrorism legislation and practices are in full conformity 
with the Covenant’, but did not consider the legislation that I am considering as part of the 
present review.32 

5.18. The human rights impact of the stop, search and seize powers has also been considered in 
domestic reviews. These international and domestic reviews are considered in more detail 
in the next section of this chapter. 

                                                
30  See, eg, HRC, General Comment No 27, UN Doc CCPR/C/21/Rev.1/Add.9 (1 November 1999) [14]. 
31  Martin Scheinin, Special Rapporteur, Australia: Study on Human Rights Compliance While 

Countering Terrorism, UN Doc A/HRC/4/26/Add.3 (14 December 2006). 
32  HRC, Concluding Observations of the Human Rights Committee: Australia, UN Doc 

CCPR/C/AUS/CO/5 (7 May 2009), [11]. 

http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsoAl3%2fFsniSQx2VAmWrPA0sQHDqN1TGc3XHGQdo5kgpC%2bTZdFy24dyDW6NVVUaSF%2fX%2fTnK7sr2wDdZj9Nu2Bb6r%2blHCFk1gef7v%2fXMbx7%2bDR
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CRC 

5.19. The civil and political rights recognised in the ICCPR are enjoyed by children, and indeed the 
ICCPR makes special provision for children.33 The CRC,34 to which Australia is party, 
recognises similar rights for children (up to the age of 17) and makes special provision for 
the protection of children. For example: 

a. Art 37(b) deals with the right to freedom from unlawful or arbitrary deprivation of 
liberty and provides that arrest, detention, or imprisonment must only be used as a 
‘measure of last resort and for the shortest appropriate period of time’ 

b. Art 37(c) establishes certain minimum guarantees in the treatment of children 
deprived of their liberty. 

5.20. Article 2(1) of CRC obliges Australia, as a State Party, to ‘respect’ these rights and to ‘ensure 
[those rights] to each child within [its] territory’. Article 3(2) also obliges Australia to 
‘ensure the child such protection and care as is necessary for his or her well-being, taking 
into account the rights and duties of his or her parents, legal guardians, or other individuals 
legally responsible for him or her’. 

ICESCR 

5.21. Australia is party to the ICESCR,35 which recognises an array of economic, social and cultural 
rights.36 The ICESCR obliges Australia to ‘respect’ those rights and to ‘take steps… with a 
view to achieving progressively the full realization’ of those rights.37 Unlike the ICCPR, the 
ICESCR contains a general limitations clause in Art 4, which provides: 

The States Parties to the present Covenant recognize that, in the enjoyment of those rights 
provided by the State in conformity with the present Covenant, the State may subject such 
rights only to such limitations as are determined by law only in so far as this may be compatible 
with the nature of these rights and solely for the purpose of promoting the general welfare in a 
democratic society. 

5.22. ICESCR is not often invoked with respect to counter-terrorism measures, which are 
generally seen as limiting the civil and political rights recognised in the ICCPR.  

International obligations engaged by Part IAA Division 3A of the Crimes Act 

5.23. The human rights impact of pt IAA div 3A of the Crimes Act has been considered 
domestically by: 

                                                
33  See, eg, Art 14(4), which requires criminal procedure in the case of juveniles to ‘be such as will 

take account of their age and the desirability of promoting their rehabilitation’. Art 24(1) also 
requires every child to have ‘the right to such measures of protection as are required by [their] 
status as a minor, on the part of his family, society and the State’. 

34  [1991] ATS 4. 
35  [1976] ATS 5. 
36  Arts 6 to 27. 
37  Art 2(1). 

http://www.austlii.edu.au/au/other/dfat/treaties/1991/4.html
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a. the Senate Legal and Constitutional Legislation Committee (as it then was), in its 
inquiry into the provisions of the Anti-Terrorism Bill (No 2) 200538 

b. the COAG Review Committee, in its review of Australia’s counter-terrorism 
legislation.39 

5.24. The Senate Legal and Constitutional Legislation Committee received submissions that the 
stop, search and seize powers interfered with the right to freedom of movement and the 
right to privacy.40 The Committee acknowledged that statutory safeguards and checks on 
the use of powers ‘will serve to better protect civil liberties, such as the right to privacy’.41 

5.25. The COAG Review Committee received submissions that the exercise of stop, search and 
seize powers risked contravening the right to liberty and security of person recognised in 
Art 9 of the ICCPR, as well as the right to freedom of movement and right to privacy. The 
COAG Review Committee did not accept that the exercise of powers in such circumstances 
amounted to an arbitrary interference with liberty.42 More generally, it noted that, whether 
triggered by the person’s presence in a ‘prescribed security zone’ or due to the police 
officer’s suspicion, the powers ‘require a connection to a perceived terrorist threat’. It went 
on to observe: 

While, operationally, this may result in a wider scope of persons questioned and searched in 
exercise of these powers, the existence of the connection to a perceived threat satisfies the 
Committee that these provisions are a proportionate legislative response and are not 
arbitrary.43 

With regards to the power in s 3UEA, the COAG Review Committee also received 
submissions that the exercise of the power could contravene the right to privacy.  

5.26. As noted above (para 5.16), the stop, search and seize powers in pt IAA div 3A were 
considered by the then-UN Special Rapporteur in his 2006 report. The Special Rapporteur 
expressed a view that the 28-day duration of a prescribed security zone declaration 
(s 3UJ(3)) ‘imposes a potentially unnecessary or disproportionate interference upon liberty 
and security’, and urged Australia to ‘consider shortening the life of declarations’ (although 
the Special Rapporteur did not recommend any particular shortened period of time).44 It 
appears that the Special Rapporteur was concerned here about the rights to liberty and 
security of person in Art 9(1) of the ICCPR. Moreover, the references to necessity and 

                                                
38  Senate Legal and Constitutional Legislation Committee, Report on Provisions of the Anti-Terrorism 

Bill (No 2) 2005 (November 2005). 
39  COAG Review Committee, Report of the Council of Australian Governments Review of Counter-

Terrorism Legislation (1 March 2013). 
40  Above, n 38, [6.29]. 
41  Ibid [6.63]. 
42  Above, n 39, [316]. 
43  Ibid, [319] 
44  Above n 31, [30], [68]. 

https://www.ag.gov.au/Consultations/Documents/COAGCTReview/Final%20Report.PDF
https://www.ag.gov.au/Consultations/Documents/COAGCTReview/Final%20Report.PDF
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proportionality appear to be directed at the concept of ‘arbitrary’ detention, which the HRC 
has interpreted to include ‘elements of reasonableness, necessity and proportionality’.45 

5.27. In the context of the present review, I have received a number of submissions relating to 
the human rights impact of the stop, search and seize powers under pt IAA div 3A of the 
Crimes Act. For instance: 

a. The LCA submitted that the ‘broad power of the Minister to declare an area to be a 
‘prescribed security zone’ and thus engage the special search and seizure powers has 
the potential to impact upon the liberty and security of individuals’.46 While not 
referring to the ICCPR, this submission clearly has implications for Australia’s 
obligations with respect to the right to liberty and security of person recognised in 
Art 9(1) of the ICCPR.  

b. The LCA also submitted that the power in s 3UEA without the occupier’s consent 
amounted to a breach of privacy. It went on to clarify that the risk of breach was 
increased because the power could be exercised without a warrant. It suggested that 
obtaining a warrant could assist in justifying the exercise of the power as ‘the 
necessary pursuit of a legitimate law enforcement imperative’, which in turn suggests 
that implementing a warrant system reduces the risk of a breach of privacy. It also 
submitted that a warrant system would assist in ensuring that the power is not 
‘misused or mistakenly used’. It added that an alternative mechanism to ensuring that 
the power is not misused or mistakenly used is to put in place additional oversight and 
reporting safeguards.47 While again not referring to the ICCPR, this submission clearly 
has implications for Australia’s obligations with respect to the right to privacy 
recognised in Art 17(1) of the ICCPR, in particular the requirement that any 
interference with a person’s privacy not be arbitrary. 

c. Liberty Victoria submitted that the ‘standard of proof’ for exercising the stop, search 
and seize powers (ie, suspicion on reasonable grounds that the person might have just 
committed, might be committing or might be about to commit, a terrorist act) was ‘far 
too low’ and ‘inadequately protected’ the right to freedom of movement and the right 
to privacy recognised in Arts 12(1) and 17(1) of the ICCPR respectively.48 It also 
submitted that these rights were ‘entirely abrogated’ where the person was in a 
‘prescribed security zone’,49 and that the Commonwealth has ‘failed to argue 
persuasively that these powers to stop and search are necessary and proportionate to 
the objective of ensuring public safety’.50  

d. Liberty Victoria recommended that pt IAA div 3A of the Crimes Act should be amended 
to ‘reduc[e] the duration of a declaration of prescribed security zone to 14 days as 

                                                
45  HRC, General Comment No 35, UN Doc CCPR/C/GC/35 (16 December 2014) [12]. 
46 LCA, Submission to the INSLM, Statutory Deadline Reviews, 12 May 2017, [15]. 
47  Ibid [18]. 
48  Liberty Victoria, Submission to the INSLM, Statutory Deadline Reviews, 18 May 2017, [18]. 
49  Ibid [19]. 
50  Ibid [20]. 

http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1l5979OVGGB%2bWPAXjdnG1mwFFfPYGIlNfb%2f6T%2fqwtc77%2fKU9JkoeDcTWWPIgDgGLtUi69eXTdCtFxOwwX0kHI764R7WYYohkOgOK1n
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recommended by the United Nations UN [sic] Special Rapporteur in 2006’.51 As noted 
above (para 5.26), while the Special Rapporteur did recommend consideration of a 
shorter duration based upon potentially disproportionate or unnecessary interference 
with liberty, he did not recommend any particular reduced period in that regard. 

e. ALHR suggested that the stop, search and seize powers ‘encroach unjustifiably’ on 
Australian citizens’ rights to privacy recognised in Art 17(1) of the ICCPR, and that the 
powers also engaged the right to liberty and security of person recognised in Art 9(1) 
of the ICCPR.52 

f. The AHRC submitted that the stop, search and seize powers ‘involve restrictions on the 
freedom of movement (protected by article 12 of the ICCPR) and the right to privacy 
(protected by article 17 of the ICCPR)’.53 

g. Conversely, ASPI submitted that the areas of legislation that are the subject of the 
present statutory review provide ‘[e]ffective accountability and oversight measures to 
balance public security with the rights of the individual, including compliance with 
Australia’s international obligations’.54 

5.28. I accept that the exercise of the stop search and seize powers in pt IAA div 3A of the Crimes 
Act engages several rights under the ICCPR, notably the right to liberty and security of 
person (Art 9(1)), the right to freedom of movement (Art 12(1)) and the right to privacy 
(Art 17(1)). The exercise of the power in s 3UD to ‘stop and detain’ a person also involves a 
restriction on that person’s liberty, as well as a restriction on their freedom of movement.55 
Moreover, the exercise of the power in s 3UD to conduct a search on the person, as well as 
the exercise of the power of emergency entry to premises in s 3UEA, involves an 
interference with privacy (as may the exercise of the power to require the provision of 
personal details in s 3UC). That, however, is only the first part of the analysis.  

5.29. As noted above (para 5.14), none of these rights is absolute: 

a. The right to liberty and security of person acknowledges that a person may be 
deprived of their liberty (whether by arrest or detention) ‘on such grounds and in 
accordance with such procedure as are established by law’, provided that it is not 
arbitrary. 

b. The right to freedom of movement may be subject to restrictions provided by law that 
are necessary to protect national security and are consistent with the other rights 
recognised in the ICCPR. 

c. The right to privacy acknowledges that a person’s privacy may be subject to 
interferences that are not ‘arbitrary or unlawful’. 

                                                
51  Ibid [26]. 
52  ALHR, Submission to the INSLM, Statutory Deadline Reviews, 12 May 2017, [1.19]. 
53  AHRC, Submission to the INSLM, Statutory Deadline Reviews, 15 May 2017, [29]. 
54  ASPI, Submission to the INSLM, Statutory Deadline Reviews, 18 May 2017, [2].  
55  As Manfred Nowak notes in his commentary on the ICCPR, ‘[e]very restriction of personal liberty 

(in particular, arrest and detention) is a restriction of liberty of movement’: United Nations 
Covenant on Civil and Political Rights: CCPR Commentary (2nd edn, 2005), 265. 
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5.30. Given that the stop, search and seize powers are provided for in law, an assessment of 
whether they comply with the various rights engaged – and are therefore consistent with 
Australia’s international obligation to respect those rights – ultimately depends on whether 
the powers are necessary to protect national security, and the risk of them being exercised 
arbitrarily. In each case, proportionality between the nature and scope of the powers and 
the national security interests sought to be protected will be an important factor.56 
Reviewing these powers having regard to Australia’s human rights obligations therefore 
merges with my function under s 6(1)(b) of the INSLM Act. As noted above (para 1.9), I have 
decided to carry out this function in conducting the present review under s 6(1)(a) of the 
INSLM Act. 

Constitutional arrangements 
5.31. Section 8(b) of the INSLM Act recognises that counter-terrorism is a national issue that 

requires coordination between the various Australian jurisdictions. The types of 
arrangements contemplated relevantly include arrangements reflected in the National 
Counter-Terrorism Plan,57 as well as arrangements between police forces. 

5.32. The powers in pt IAA div 3A of the Crimes Act are the product of such arrangements. As 
noted in the Explanatory Memorandum to the Anti-Terrorism Bill (No 2) 2005, these 
powers were intended to ‘dovetail with equivalent state and territory stop, question and 
search powers’, while also providing ‘a common approach for police operating in 
Commonwealth places throughout Australia’. Several months before the introduction of 
that legislation into Commonwealth Parliament, state and territory leaders agreed at a 
special meeting of COAG on counter-terrorism to: 

enact legislation to give effect to measures which, because of constitutional constraints, the 
Commonwealth could not enact, including […] stop, question and search powers in areas such 
as transport hubs and places of mass gatherings. 

Such legislation now exists in all states and territories.58  

5.33. As noted above (para 3.1), the stop, search and seize powers in pt IAA div 3A of the Crimes 
Act are exercisable by state and territory police officers, who also exercise powers under 
the cognate state and territory legislation. As already observed, and discussed in more 
detail in the next chapter, state and territory police forces can be expected to be the first 
responders to a terrorist attack in Australia, including in a Commonwealth place or 
prescribed security zone.  

                                                
56  The HRC has acknowledged that the concept of ‘arbitrariness’ in Arts 9(1) and 17(1) of the ICCPR 

comports an element of proportionality. For Art 9(1), see General Comment No 35, above n 45, 
[12]. For Art 17(1), see Toonen v Australia, Communication No 488/1992, UN Doc 
CCPR/C/50/D/488/1992 (1994), [8.3]. 

57  National Counter-Terrorism Committee, National Counter-Terrorism Plan (3rd Edn), 2012. 
58  Public Safety Preservation Act 1986 (Qld); Police Powers and Responsibilities Act 2000 (Qld), Pt 2, 

Ch 19; Terrorism (Police Powers) Act 2002 (NSW); Terrorism (Community Protection) Act 2003 
(Vic); Terrorism (Police Powers) Act 2005 (SA); Terrorism (Extraordinary Powers) Act 2005 (WA); 
Police Powers (Public Safety) Act 2005 (Tas); Terrorism (Emergency Powers) Act (NT); Terrorism 
(Extraordinary Temporary Powers) Act 2006 (ACT). 
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5.34. In view of these various factors, it becomes evident that arrangements between the 
Commonwealth, states and territories are particularly relevant to reviewing the operation, 
effectiveness and implications of the stop, search and seize powers in pt IAA div 3A of the 
Crimes Act.   
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6. USE OF POWERS 

6.1. The powers in div 3A have not – to date – been exercised. The AFP indicate this is because 
the powers in div 3A are designed to meet particular circumstances, which, fortunately, 
have not yet arisen.  

6.2. In this regard, the AFP observe that with the exception of s 3UEA, the powers can only be 
used in relation to persons in a Commonwealth place, which significantly narrows the 
geographical ambit of the powers and to date the AFP has not had a specific need to use 
the powers within a Commonwealth place. As to s 3UEA, whilst this emergency entry power 
is not limited to Commonwealth places, it is nonetheless quite limited in its application. To 
date the AFP has not been faced with a situation requiring use of the power, hence it has 
not been used. 

6.3. Importantly, as noted above (para 5.31  and following) the Commonwealth’s powers in 
div 3A are complementary to a range of stop, search and seize powers in state and territory 
law, which provide for similar measures to be undertaken in respect of target areas and 
events for the purpose of responding to a terrorist act.  

6.4. In most instances, it would be anticipated that the state and territory powers would be 
enlivened rather than the powers in div 3A. 

6.5. Under the National Counter-Terrorism Plan,59 the state and territory governments have 
primary responsibility for the operational response to a terrorist incident in their 
jurisdiction. Consistent with this, and as has already been noted, in almost every 
circumstance, state and territory police forces will be first responders.  

6.6. Recently, in its report of the inquest into the deaths arising from the Lindt Café Siege on 
15–16 December 2014, the State Coroner of New South Wales observed that Australia’s 
counterterrorism arrangements are structured to reflect our federal system of government: 
states and territories have primary responsibility for the operational response to an 
investigation of terrorism occurring in their jurisdictions.60 The Commonwealth provides 
support to the states and territories as requested and as appropriate (as envisaged, in part, 
by s 119 of the Constitution). 

6.7. For completeness, reference ought also be made to the ‘call out’ mechanism in Part IIIAAA 
of the Defence Act 1903 (Cth) by which the Governor-General, on ministerial advice, may 
authorise the Australian Defence Force to become involved in the response to a domestic 
disturbance (eg, a terrorist threat or terrorist event) – if the state is not able or unlikely to 
be able to protect itself from the relevant violence or threat of violence. 

6.8. On 17 July 2017, the Prime Minister and Minister for Defence announced that: 

The Australian Defence Force will expand its role in assisting the states to respond to terrorist 
incidents under new changes being made by the Turnbull Government. […] 

                                                
59  Above n 57, [21]. 
60  Inquest into the Deaths arising from the Lindt Café Siege (24 May 2017). 
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Under the changes: 

• Defence will offer state and territory governments specialised training from Special 
Forces for select law enforcement teams. 

• Defence will offer states and territories placement of officers within law enforcement 
agencies to assist with liaison and engagement. 

• This strengthening of engagement will assist with pre-positioning of the ADF in 
response to a possible terrorist incident. 

• The Government will strengthen pt IIIAAA of the Defence Act to remove some 
constraints in the provisions to ‘call out’ the ADF to assist states and territories. 

• This will include the removal of the provision that currently limits states and territories 
from asking for ADF support and specialist military skills until their capability or 
capacity has been exceeded. 

• The Government will also make changes to the Act to make it easier for Defence to 
support the police response, such as the ability to prevent suspected terrorists from 
leaving the scene of an incident.61 

6.9. Although I may need to review Part IIIAAA of the Defence Act during my tenure as INSLM, I 
do not need to do so for the purposes of this report.  

 

 
Public Hearing, Canberra, 19 May 2017 

 

                                                
61  Prime Minister and Minister for Defence, ‘Defence Support to Domestic Counter-Terrorism 

Arrangements’ (Media Release, 17 July 2017) <https://www.pm.gov.au/media/2017-07-
17/defence-support-domestic-counter-terrorism-arrangements>.  
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7. PREVIOUS CONSIDERATION 

Senate Legal and Constitutional Legislation Committee and 
COAG Review Committee 

7.1. As noted above (para 5.23), the Senate Legal and Constitutional Legislation Committee 
considered the powers in what was to become div 3A in its report tabled in Parliament on 
28 November 2005. 

7.2. Chapter 6 of the report articulated key concerns raised in relation to the proposed 
expansion of police powers, including: 

a. the necessity of expanding the powers (given the scope and nature of existing police 
powers) 

b. the broad nature of the powers 

c. the possible impact of the proposed powers on specific ethnic, religious or racial 
groups, and, in particular, the Muslim community 

d. the discretionary nature of the Minister’s power to declare an area a ’prescribed 
security zone’ 

e. seizure of items related to serious (non-terrorism) offences 

f. the need for independent oversight of the use of the powers. 

7.3. The Senate Legal and Constitutional Legislation Committee recognised the operational 
imperatives driving the measures contained in the Bill, but encouraged safeguards to 
counteract the potentially broad and arbitrary reach of the proposed powers.62 This 
resulted in a recommendation that the Commonwealth Ombudsman be tasked with 
comprehensive oversight of the use of the proposed stop, question, detain, search and 
seizure powers.63 That recommendation was not taken up at the time, but in substance I 
endorse it.  

7.4. As noted above (para 5.23), the COAG Review Committee also relevantly addressed 
concerns raised about powers in div 3A. In particular, the COAG Review Committee 
concluded that searches conducted in prescribed security zones were not contrary to the 
right to liberty and security of person that is recognised in Art 9 of the ICCPR as ‘[t]he 
procedure … is established by law’, ‘circumscribes the locations for which … a declaration 
may be made’ and also ‘requires the Minister to meet a minimum satisfaction of mind that 
a … declaration is necessary’.64 

                                                
62  Above n 38, [6.63]-[6.64]. 
63  Ibid [6.70] (recommendation 37). 
64  Above n 39, [316]. 
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7.5. The main concerns expressed about stop and search powers were that the powers ‘are 
susceptible to arbitrary exercise’.65 However, the COAG Review Committee was satisfied 
that, as ‘the powers entrusted to the police require a connection to a perceived terrorist 
threat’, ‘these provisions are a proportionate legislative response and are not arbitrary’.66 

7.6. The COAG Review Committee considered a range of concerns about the power in s 3UEA 
for emergency entry to premises without a warrant, noting that the power had never been 
used, and stated that ‘this makes it difficult to comment on whether these provisions are 
effective tools to prevent, detect and respond to acts of terrorism, and whether they are 
being exercised in a way that is evidence-based, intelligence-led and proportionate’.67  

7.7. Central to the concerns raised about s 3UEA was that the power is not accompanied by 
appropriate safeguards and that the ‘warrantless’ nature of the regime increased the risk 
that the power would be misused. Also, that the level of discretion granted to individual 
officers is disproportionate to the power to enter private premises. 

7.8. The COAG Review Committee declined to recommend the threshold of ‘reasonable 
suspicion’ be raised to ‘reasonable belief’ as there was ‘no empirical evidence to satisfy the 
Committee that this distinction has led to the misuse of police powers, nor that it has 
operationally altered police behaviour’.68 

7.9. In response to a proposal that s 3UEA be replaced with an ex post facto warrant regime 
(in which the member of the AFP who conducted the search must go before a Magistrate or 
Judge as soon as possible after the search had been conducted to obtain a warrant), the 
Committee concluded that such a process would not be valuable as it ‘would take place in 
an uncontested atmosphere, with no opportunity for the sanctioning authority to 
understand or take into account possible alternative arguments based upon facts as yet 
unascertained’.69 It took the view that the more suitable process for the examination of a 
warrantless search is during a criminal trial where ‘a challenge may be made to both the 
issue of a warrant and the manner of its execution’.70 The COAG Review Committee also 
referred to s 138 of the Evidence Act 1995 which provides a court with the discretion to 
exclude improperly or illegally obtained evidence.71 

7.10. Overall, the COAG Review Committee placed particular emphasis ‘on the fact that these are 
emergency powers intended for use in only genuine emergency situations’.72 However, it 
accepted the value in ‘ongoing vigilance in the use of emergency entry powers’ and 

                                                
65  Ibid [319]. 
66  Ibid. 
67  Ibid [322]. 
68  Ibid [323]. 
69  Ibid [331]. 
70  Ibid. 
71  Ibid. 
72  Ibid [335]. 
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recommended that div 3A ‘be amended to require the AFP report annually to the 
Commonwealth Parliament’ on the use of the power in s 3UEA.73 

7.11. In substance, I agree with the conclusions of both the Senate Legal and Constitutional 
Legislation Committee and COAG Review Committee as set out above.  

Previous INSLM – Bret Walker SC 
7.12. In his 2011 annual report, the first INSLM made a number of preliminary comments about 

the potential areas for investigation regarding the powers in div 3A.74 He stated that the 
‘[a]buse of these powers is likely to be the most significant area for investigation by the 
INSLM’, but observed that this was not because there is any ground to suspect a willingness 
or propensity of the police and other authorities to do so.75 Rather, in their nature, the 
effectiveness, appropriateness and necessity of these laws are not likely to be in doubt. The 
real question is likely to be whether these provisions have been, or lend themselves to be, 
abused by officials. I agree with this view.  

                                                
73  Ibid [336]. 
74  INSLM, above n 19, ch 6. 
75  Ibid 43. 
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8. REVIEW OF DIVISION 3A 

Preliminary observations 
8.1. At the outset, I observe that given the potentially far-reaching effects of div 3A, it is critical 

the legislative provisions contained therein are expressed clearly and appropriately, to 
ensure there is no overstepping of the legislative boundary by reason of misunderstanding 
or misinterpretation. 

8.2. None of the submissions received during my review suggested that the legislative 
provisions in div 3A were ambiguous or confusing. The legislative provisions as presently 
framed appear to be clear and no amendment is required on this basis. 

Suggested repeal of powers 
8.3. As noted above (para 6.1), the powers in div 3A have not – to date – been exercised.  

8.4. The AHRC submitted that if the powers in div 3A are rarely if ever used, this would appear 
to indicate that the extensive pre-existing powers of stop, search and seize at the 
Commonwealth, state and territory level are sufficient to fulfil the important aim of 
preventing terror attacks.76 The AHRC contrasted the deterrent effect of a rarely used 
criminal offence provision with a rarely used police power, such as contained in div 3A, 
contending that in the latter instance the deterrent argument has no application.77 

8.5. Similarly, the LCA submitted that div 3A should be repealed, given the absence of evidence 
to suggest that ordinary entry, search and seizure powers requiring a judicial warrant have 
caused an operational problem for law enforcement.78 The LCA also referred to the fact 
that the powers in div 3A have not been used, which it said raises questions about the 
necessity and utility of the powers.79  

8.6. The LCA raised particular concerns about s 3UEA, contending that given the power can be 
exercised by police without a warrant and under their own authority, there is an increased 
risk of misuse or mistaken use. That is, an increased risk that an individual’s privacy will be 
breached in circumstances not justified by the necessary pursuit of legitimate law 
enforcement imperatives.80 

8.7. As noted above (para 5.27), concerns about the impact of div 3A on privacy and other 
human rights have been raised in a number of submissions received, notably those of the 
AHRC and ALHR. These concerns have been raised and addressed in the previous reviews of 
the legislation (referred to in chapters 5 and 7 above), and the relevant submissions to this 
review raise no new issues.  

                                                
76  AHRC, Submission to the INSLM, Statutory Deadline Reviews, 15 May 2017, [31]. 
77  Ibid. 
78  LCA, Submission to the INSLM, Statutory Deadline Reviews, 12 May 2017, [5], [17]. 
79  Ibid [19]. 
80  Ibid [18]. 
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8.8. The LCA queried the necessity for the power in s 3UEA, particularly given the ability to 
obtain a warrant by telephone or fax in urgent circumstances.81 It suggested that, if such 
existing processes do not operate effectively in emergency situations, consideration should 
first be given to improving the logistics of how and to whom a warrant application can be 
made in an emergency before turning to a warrantless entry power.82  

8.9. In addressing the issue, the AFP observed that, notwithstanding the powers in div 3A have 
not been used to date, they are of critical importance. This is because the powers enable 
the AFP to act immediately in the event of a terrorist threat to, or terrorist incident within, 
a Commonwealth place or, in the case of s 3UEA, an emergency situation requiring entry 
where there is a serious and imminent threat to a person’s life, health or safety and no time 
to obtain a warrant.83 

8.10. The AFP also observed that, where investigators have sufficient warning of a terrorism plot 
prior to it being carried out, the AFP must obtain search warrants, including telephone 
warrants under s 3R. It added that, in all investigations, the AFP plans for possible 
contingencies, and the use of powers under s 3UEA is always considered in case matters 
escalate more quickly than expected. However, to date, the AFP has not been faced with a 
situation requiring the use of the power under s 3UEA, and the power has not been used.84 

8.11. The AFP emphasised that the fact the powers have not been used to date is not an 
indication that the powers are unnecessary. It stated that it is acutely aware these powers 
are designed to be used only in a very particular set of circumstances. To date, those 
circumstances have not arisen, and the AFP and partner agencies have been able to disrupt 
terrorist attacks and planning without recourse to emergency powers.85 

8.12. In its submission, the AGD noted that the powers in div 3A are targeted at safeguarding 
Commonwealth places, such as airports, defence establishments, departmental premises 
and court buildings, from terrorist acts. The gravity of the consequences of an attack on 
places of national significance, or in places of mass gathering, provides a proper basis for 
the exercise of these special powers.86  

8.13. AGD referred to the Westminster Bridge attack as demonstrating that places of mass 
gathering, and places of federal or Commonwealth significance, continue to be targets for 
terrorist activities. In these circumstances, it is appropriate that in Commonwealth places, 
police should have the ability to exercise stop, search and seize powers to swiftly prevent, 
or respond to, terrorist acts.87 

                                                
81  Ibid. 
82  Ibid. 
83  AFP, Submission to the INSLM, Statutory Deadline Reviews, 2 May 2017, 17. 
84  Ibid 15. 
85  Ibid 16. 
86  AGD, Submission to the INSLM, Statutory Deadline Reviews, 16 May 2017, 3. 
87  Ibid. 
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8.14. During the public hearing, Mr Lawler observed there may be circumstances where the 
power in div 3A needs to be used to prevent the loss of intelligence or evidence in a 
terrorist investigation:  

For example, if a suspected terrorist enters a premises just after being tipped off to the 
involved police and security agencies in relation to their terrorist planning: one would think the 
police would need to go in there very quickly to retain computer evidence and other things that 
would be potentially able to be destroyed.88 

8.15. ASPI observed that, while the powers in div 3A are intrusive and not to be used lightly, they 
are an integral element of Australia’s laws, necessitated by the short turnaround times 
involved in current threats – typically requiring intervention by first responders rather than 
investigators – and the reasonable public expectation that authorities act quickly where 
there is a possible threat and where they encounter persons of terrorist concern. These 
powers have significant value for use in the event of a serious and imminent terrorist 
threat.89 

8.16. I am persuaded by the information and submissions provided by the AFP and AGD as to the 
ongoing utility and importance of the powers in div 3A. The fact the powers have not been 
exercised is a reflection of their limited (but nevertheless important) application. I accept 
the observation of ASPI that there is a reasonable public expectation that law enforcement 
authorities will be properly empowered to respond swiftly to a terrorist situation. 

Ex post facto authorisation of exercise of powers  
8.17. During the public hearing, the LCA submitted that the power in s 3UEA ought to be subject 

to a retrospective authorisation process.90 That is, rendering the legality of the exercise of 
power under s 3UEA conditional on subsequent authorisation, which would require the 
police officer to set out the basis for exercising the power and why it was necessary to 
exercise it at short notice (in a document similar to the information in support of a search 
warrant). If, subsequently, the exercise of power was declined to be authorised, that would 
render what was done illegal.  

8.18. A similar issue of an ex post facto warrant procedure was addressed by the COAG Review 
Committee (summarised at para 7.9 above). 

8.19. Essentially, for the reasons given by the COAG Review Committee, I am not persuaded 
there is a sufficient basis for the type of regime contended for by the LCA in s 3UEA.   

8.20. A warrantless search is able to be scrutinised during a criminal trial where a challenge may 
be made to the legality of the exercise of power under which any evidence was seized. 
Section 138 of the Evidence Act 1995 provides the court with the discretion to exclude 
improperly or illegally obtained evidence, and where evidence obtained during a search is 

                                                
88  Transcript of Proceedings, Public Hearing, Canberra, 19 May 2017, 47 (John Lawler). 
89  ASPI, Submission to the INSLM, Statutory Deadline Reviews, 18 May 2017, [8]. 
90  Transcript of Proceedings, Public Hearing, Canberra, 19 May 2017, 75–6 (Tim Game). 
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found to be beyond power, the discretion is usually exercised to exclude any such 
evidence.91 

8.21. Furthermore, alleged unlawful entry into premises by a police officer can be challenged in a 
civil action for trespass. So I do not recommend a regime for ex post facto authorisation. 

Standard of belief/suspicion 
8.22. Liberty Victoria proposed amendment to the standard of proof in s 3UB from an officer 

‘suspects on reasonable grounds’ to an officer having a ‘reasonable belief’.92  

8.23. The existing test imposes a lower threshold. Reasonable belief is a more definite state of 
mind than a reasonable suspicion and, consequently, must rest on a firmer foundation than 
that required for a reasonable suspicion.93 

8.24. There is a substantial body of case law addressing the concept of ‘suspects on reasonable 
grounds’ and cognate expressions. This case law has arisen because a variety of statutory 
provisions empower police to, for example: 

a. arrest a person without warrant based on a reasonable suspicion of commission of an 
offence 

b. apply for a warrant to conduct a search upon there being reasonable grounds for 
suspecting that this would yield evidence of the commission of an offence. 

Such provisions include ss 3E, 3T, 3W, 3WA and 3ZE of the Crimes Act. 

8.25. When a statute prescribes that there must be ‘reasonable grounds’ for suspecting, it 
requires facts which are sufficient to induce that state of mind in a reasonable person.94 In 
Hussien v Chong Fook Kam, the Privy Council observed:  

Suspicion in its ordinary meaning is a state of conjecture or surmise where proof is lacking: ‘I 
suspect but I cannot prove’.95  

8.26. The facts which reasonably ground a suspicion may be quite insufficient reasonably to 
ground a belief, yet some factual basis for the suspicion must be shown.96 Where a 
suspicion arises from idle speculation and has no foundation on the facts, it is not a 
reasonable one.97 

8.27. In Queensland Bacon Pty Ltd v Rees, Kitto J observed that ‘[a] suspicion that something 
exists is more than a mere idle wondering whether it exists or not; it is a positive feeling of 

                                                
91  See, eg, R v Rondo [2001] NSWCCA 540; (2001) 126 A Crim R 562. 
92  Liberty Victoria, Submission to the INSLM, Statutory Deadline Reviews, 18 May 2017, [21]-[26]. 
93  George v Rockett [1990] HCA 26; (1990) 170 CLR 104, 115; see also Hyder v Commonwealth of 

Australia [2012] NSWCA 336; (2012) A Crim R 571, 574-5, [10] (McColl JA). 
94  George v Rockett, above n 93, 112. 
95  Hussien v Chong Fook Kam [1970] AC 942, 948. 
96  George v Rockett, above n 93, 115. 
97  Brebner v Seager (1926) VLR 166, 170 (Mann J). 
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actual apprehension or mistrust, amounting to a “slight opinion, but without sufficient 
evidence”’.98  

8.28. As noted above (para 7.8), the COAG Review Committee declined to recommend that the 
threshold of ‘reasonable suspicion’ be raised to ‘reasonable belief’ as there was no 
empirical evidence that this distinction had led to the misuse of police powers, nor that it 
had operationally altered police behaviour. I agree. 

8.29. Furthermore, I consider the very purpose of the powers in div 3A, requiring swift action in 
an emergency situation, makes the existing test in s 3UB appropriate.  

8.30. Accordingly, I recommend that this test be retained.  

Training and protocols for the exercise of powers 
8.31. Liberty Victoria also contended that div 3A should be amended to require police to undergo 

and maintain adequate training in the use of stop, search and seize powers.99 

8.32. In this regard, I have received information from the AFP that: 

a. All AFP recruits are given extensive training on how to carry out ordinary searches of 
persons, frisk searches, vehicle searches and searches of premises – this includes 
training on the rights of the person being searched, the occupier and any other 
relevant persons. 

b. All AFP members are provided training on human rights in policing as part of the 
Operational Safety and Protection training. 

c. In-service AFP members complete their Operational Safety Assessment annually – 
among other things, this process is designed to assess a member’s knowledge of 
powers (including searches). 

d. Police officers who may exercise powers in div 3A are given adequate training on use 
of powers, including Commonwealth, state and territory anti-discrimination legislation. 

e. Wherever possible body searches are carried out by police officers of the same sex as 
the person being searched.  

f. The AFP has strict procedures governing the handling of all seized property – 
inappropriate departures from these procedures may constitute a breach of AFP 
professional standards and be dealt with as a disciplinary matter under pt V of the 
Australian Federal Police Act 1979. 

g. AFP’s counter-terrorism investigators (as well as other relevant employees and special 
members) are provided with a publication entitled ‘Pocketbook guide for counter 
terrorism investigations’ – this publication sets out key Commonwealth powers 
available to police in Australian-based counter-terrorism operations and clearly 

                                                
98  Queensland Bacon Pty Ltd v Rees (1966) 115 CLR 266, 303 (citing the definition in the Chamber’s 

Dictionary). 
99  Liberty Victoria, Submission to the INSLM, Statutory Deadline Reviews, 18 May 2017, [26]. 
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articulates protections and safeguards, including their specific application in a counter-
terrorism context. 

h. All AFP appointees are bound by the AFP Code of Conduct, which relevantly states that 
‘an AFP appointee must act with fairness, reasonableness, courtesy and respect, and 
without discrimination or harassment, in the course of AFP duties’ – adherence is 
fundamental to complying with the professional standards of the AFP. 

8.33. Having regard to the AFP’s training, processes and procedures set out above, and the 
capacity to make complaints to the Commonwealth Ombudsman, ACLEI and the role of the 
courts in reviewing the legality of AFP conduct, I do not consider there is a sufficient basis 
for div 3A to be amended in the manner suggested by Liberty Victoria. 

Reporting and oversight 
8.34. A particular focus of submissions received during my review was the need to strengthen 

safeguards addressing the risk of abuse of the powers in div 3A. 

8.35. The LCA submitted that, particularly in light of the concerns it expressed regarding s 3UEA 
(summarised in paras 8.6–8.8 above), the oversight and reporting safeguards in div 3A 
ought to be improved in recognition of the breadth of the powers.100 It added that 
increased reporting and oversight of extraordinary powers is an important safeguard to 
mitigate against the risk that the powers can be misused – inadvertently or deliberately – 
and that Parliament has regularly recognised this fact.101  

8.36. The LCA used, by way of example, the requirement in the delayed notification search 
warrant provisions in the Crimes Act of an annual report by the agency to the Minister, and 
a six-monthly report by the agency to the Commonwealth Ombudsman. Further, the 
Commonwealth Ombudsman must, at least once in each six month period, inspect the 
records of each eligible agency to determine the extent of compliance with the delayed 
notification search warrant provisions. The Commonwealth Ombudsman must then present 
a report to the Minister on the results. The LCA suggested that applying similar reporting 
obligations would improve the adequacy of the safeguards contained in div 3A. 

8.37. Accordingly, the LCA recommended that the reporting and oversight provisions in div 3A be 
strengthened to require annual reporting to the Minister and oversight by the 
Commonwealth Ombudsman in the same manner as for delayed notification search 
warrants.102 

8.38. This issue has been raised previously. As noted above (para 7.3), the Senate Legal and 
Constitutional Legislation Committee recommended that the Commonwealth Ombudsman 
be tasked with comprehensive oversight of the use of the powers in div 3A. The COAG 
Review Committee also recommended that police authorities exercising power under 
s 3EUA should report annually to Parliament on the use of the power.103  

                                                
100  LCA, Submission to the INSLM, Statutory Deadline Reviews, 12 May 2017, [22]. 
101  Ibid. 
102  Ibid [5], [23]. 
103  Above n 39, recommendation 43. 
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8.39. It is also relevant to note that there are reporting mechanisms in much of the cognate state 
and territory legislation.104 

8.40. When I raised the issue with the AFP, it indicated that it does not provide detailed external 
reporting on specific instances of the exercise of police powers and is concerned that 
detailed public reporting may create operational sensitivities, prejudice ongoing 
investigations or create a significant impost on resources.  

8.41. However, the AFP conveyed a general endorsement of transparency, and indicated that it is 
willing to comply with additional oversights that do not impact adversely on operational 
matters, noting that the AFP’s use of powers is already subject to oversight from ACLEI and 
the Commonwealth Ombudsman. 

8.42. Similarly, AGD indicated its openness to a recommendation regarding annual reporting to 
the Minister. It referred to existing oversight capacity of the powers under div 3A through 
the Commonwealth Ombudsman’s current jurisdiction to investigate the use of these 
powers by the AFP. But AGD endorsed suggestions to increase transparency in the use of 
powers in div 3A.105 

8.43. I note that, given the INSLM’s statutory mandate, any exercise of powers under div 3A 
would very likely be reviewed in due course by the INSLM. However, any such review would 
be within the boundaries of the INSLM’s functions, focused upon the underlying legislation. 

8.44. I have concluded that, for the reasons articulated by the LCA, and noting the positive 
position of the AFP and AGD, it would be both sound and appropriate for div 3A to be 
amended to require annual reporting to the Minister and oversight by the Commonwealth 
Ombudsman in the same manner as for delayed notification search warrants. If the powers 
are not used, no report will be required. The reports should be copied to the INSLM and to 
the PJCIS.  

8.45. I note that the PJCIS is currently precluded from considering operational matters such as 
the exercise of power under div 3A.106 When that legislation is reviewed, it may be that the 
PJCIS is to be given a role to consider operational matters by law enforcement and 
intelligence agencies. If an operational review function is given to the PJCIS, as is 
recommended in the 2017 Independent Intelligence Review report,107 the PJCIS should be 
able to review a Ministerial declaration of a prescribed security zone and powers used 
following that declaration. In the meantime, I recommend the report should still be copied 
to the PJCIS.  

                                                
104  See, eg, s 14B of the Terrorism (Police Powers) Act 2002 (NSW), s 21M of the Terrorism 

(Community Protection) Act 2003 (Vic) and s 30 of the Terrorism (Extraordinary Powers) Act 2005 
(WA). 

105  Transcript of Proceedings, Public Hearing, Canberra, 19 May 2017, 23 (Katherine Jones). 
106  Intelligence Services Act 2001 (Cth), s 29(3). 
107  Above n 9, [7.45]. 
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8.46. For completeness, I note that Liberty Victoria contended that div 3A should be amended to 
including a provision requiring police to collect and maintain data relating to the exercise of 
these powers.108 

8.47. The AFP has provided information indicating its recording and reporting requirements for 
all investigations, and that it has procedures specifically in place for the use of div 3A 
powers. The AFP ‘Investigations Doctrine’ outlines the importance of complete and 
accurate investigative records. I consider that there is presently no basis in the evidence 
before me for amending div 3A in the manner suggested by Liberty Victoria. 

Prescribed security zones 
8.48. As noted above (para 3.20), the Minister may declare a Commonwealth place to be a 

prescribed security zone if certain conditions are met. Once a Commonwealth place is 
declared to be a prescribed security zone, the powers under subdiv B (aside from s 3UEA) 
are enlivened, regardless of whether the police officer separately suspects on reasonable 
grounds that the targeted person might have just committed, might be committing or 
might be about to commit, a terrorist act. The declaration remains in force for 28 days 
unless earlier revoked. To date, there have been no prescribed security zone declarations 
under s 3UJ. 

8.49. The AHRC submission raised concern as to the lack of meaningful review of the ministerial 
power to prescribe a security zone, noting that the breadth of the ministerial prescription 
power in div 3A is not insignificant. It added that it is unclear what matters a minister will 
take into account in prescribing a security zone, or indeed to revoke a prescription and 
suggested that the concentration of unfettered power compares unfavourably, for 
example, when considering the detailed scrutiny a court undertakes in judicially reviewing 
administrative decision-making, where a specified range of detailed information about the 
decision-making process is considered. Accordingly, the AHRC suggested that I consider 
whether the exercise of ministerial power to prescribe security zones can be justified.109 

8.50. AGD noted a prescribed security zone declaration is likely only in response to exceptional 
circumstances, based on information that a terrorist act is being planned.110 Law 
enforcement and intelligence agencies maintain a continuous focus on areas of high 
security concern.111 

8.51. As to the matters which a minister would take into account in prescribing a security zone, 
AGD indicated that the existing national security architecture would likely be relied upon to 
inform the Attorney-General’s decision to make such a declaration.112 For instance, law 
enforcement agencies and security agencies and bodies such as the National Threat 
Assessment Centre may be involved in determining the likelihood of a terrorist act 
occurring and what responses may be appropriate in the aftermath of a terrorist act. Those 

                                                
108  Liberty Victoria, Submission to the INSLM, Statutory Deadline Reviews, 18 May 2017, [26]. 
109  AHRC, Submission to the INSLM, Statutory Deadline Reviews, 15 May 2017, [32]. 
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existing processes may be leveraged for the purpose of assessing the need for a prescribed 
security zone.113 

8.52. Furthermore, AGD said that it was anticipated that, if conditions arise which cause law 
enforcement and intelligence agencies to form the view that the grounds for making a 
declaration in s 3UJ are no longer satisfied, advice would be provided to the Attorney-
General accordingly. 114 AGD indicated, by way of example, that a declaration may be 
revoked where police have successfully mitigated a planned terrorist act or effectively 
responded to a terrorist attack (including apprehending the persons responsible). 

8.53. I consider that the existing power in s 3UJ is not unfettered; it is clear as to its purpose and 
the matters which the Attorney-General would take into account in declaring, and where 
appropriate revoking, a prescribed security zone. Furthermore, the Attorney-General’s 
exercise of power would be the subject of parliamentary and committee scrutiny by reason 
of the requirements to publish a statement on any such declaration. Furthermore, the 
Attorney-General’s decision(s) could be subject to scrutiny in court proceedings brought 
under the Administrative Decisions (Judicial Review) Act 1977 (Cth) by a person aggrieved 
by such a decision, although I accept that it is unlikely that any such court challenge could 
be heard and determined during the period in which the declaration was in effect.   

8.54. As noted above (para 5.27.d), Liberty Victoria recommended that the duration of a 
declaration of prescribed security zone be reduced to 14 days. On this, AGD observed that 
the reduction of the period to 14 days may prove insufficient for the purposes of mitigating 
the terrorist threat. If the Attorney General was required to make further declaration for 
another 14 days, this might cause a delay which prevented police acting swiftly to prevent, 
or respond to, terrorist acts.115 

8.55. In its review of s 3UJ, the COAG Review Committee recognised that there might be merit in 
reducing the duration of a declaration, but was cautious about recommending any such 
change in the absence of evidence to suggest the 28 day period was unreasonable.116  

8.56. I have arrived at the same conclusion, including because of the current nature and extent of 
the terrorist threat. Again, though, if the PJCIS is to be given jurisdiction to review 
operational matters, it should also be able to review the basis of the minister’s declaration.   

Sunset provision 
8.57. As I have concluded that the legislation should not be repealed, the question is whether it 

should remain subject to a sunset provision. In my view it should, and a further 5 years is 
appropriate. 

                                                
113  Ibid 4-5. 
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9. CONCLUSIONS 

9.1. In his 2011 annual report, the first INSLM wrote: 

The functions of the INSLM and the object of the 2010 Act may be paraphrased as the review of 
the effectiveness and appropriateness of the CT [counter-terrorism] Laws. The specific words of 
secs 3, 6 and 8 of the 2010 Act govern, but the paraphrase serves to emphasize the twin poles 
between which the CT Laws are to be considered.  

As to whether the CT Laws are effective, the question concerns their part in deterring and 
preventing, and responding to, terrorism and terrorism – related activity including that which 
threatens Australia’s security.  

As to whether the CT Laws are appropriate, the question concerns, first, their consistency with 
Australia’s international obligations including human rights obligations, counter-terrorism 
obligations and international security obligations. Second, it concerns the safeguards contained 
in them for protecting the rights of individuals. Third, it concerns their proportionality to any 
threat of terrorism or threat to national security or both.  

Linking the questions whether the CT Laws are effective and appropriate is a further question 
drawing on all these inquiries. It is whether the legislation comprising the CT Laws ‘remains 
necessary’. Those two words in subpara 6(1)(b)(iii) of the 2010 Act compress all the issues to be 
examined by the INSLM. They seek a conclusion based on principle as well as overall policy.117 

I agree. 

9.2. I have come to the conclusion that the laws ought to be continued, subject to the addition 
of new safeguards in the form of reporting requirements (akin to the existing requirements 
for delayed notification search warrants) to the relevant minister, the Ombudsman, the 
PJCIS and my Office so that each such body can review, in accordance with their own 
powers and procedures, any exercise of div 3A powers, including the making of a ministerial 
declaration. 

9.3. Provided those safeguards are implemented, I recommend the laws be continued for a 
further period of five years. I do so in substance because, as to matters in s 6(1)(a) of the 
INSLM Act, I conclude that the laws have the capacity to be effective (nothing that the laws 
have not operated in that they have not been used) and the laws are truly ‘emergency’ 
powers. 

9.4. As to the matters in s 6(1)(b) of the INSLM Act, I have considered Australia’s human rights, 
counter-terrorism and international security obligations, and intergovernmental 
agreements within Australia, and I conclude that the laws are 

a. consistent with the obligations referred to above and contain appropriate safeguards 
for protecting the rights of individuals 

b. proportionate to the current threats of terrorism and to national security 

c. necessary. 
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Finally, consistent with s 6(1)(d) of the INSLM Act, I have considered whether the legislation 
considered in this review is being used for any matter unrelated to counter-terrorism and 
national security. In the conduct of this review there was no evidence to suggest this. 

Public Hearing, Canberra, 19 May 2017 
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APPENDIX A – CONDUCT OF REVIEW 

An advertisement calling for submissions was placed in the following newspapers: 

• The Australian on the 22 and 25 of March, 2017 

• The Canberra Times on the 22 and 25 March, 2017 

• The Age on the 22 and 25 March, 2017 

• The Australian Financial Review on the 22 and 25 March, 2017. 

 

Public submissions were received from (in order of receipt):  

• the Rule of Law Institute of Australia 

• the LCA 

• Dr Jessie Blackbourn, Professor Andrew Lynch, Dr Nicola McGarrity, Dr Tamara 
Tulich and Professor George Williams AO 

• the CDPP 

• Liberty Victoria 

• Centre for Military and Security Law, ANU 

• NSW Department of Premier and Cabinet 

• Australian Transaction Reports & Analysis Centre 

• ALHR  

• ASIO  

• AHRC  

• AFP 

• AGD 

• ASPI. 

 

I held a public hearing on 19 May 2017. A transcript of the proceedings is available on the 
INSLM website www.inslm.gov.au.  

I also held private consultations with the AFP, AGD, ASIO and the CDPP. 
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