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1. Executive Summary

1.1 The Hon Dan Tehan MP, Minister Assisting the Prime Minister for Cyber 
Security, said, ‘In the world of cyber security, if you are standing still you 
are going backwards’.1 The findings in the Australian National Audit Office 
(ANAO) Report No. 42 (2016–17) Cybersecurity Follow-up Audit outlined that 
the Australian Taxation Office (ATO) and the Department of Immigration 
and Border Protection (DIBP) were not cyber resilient and needed to 
‘improve their governance arrangements and prioritise cybersecurity’.2

1.2 ANAO Report No. 42 is a follow-up audit of the cyber resilience of the ATO, 
DIBP and Department of Human Services (DHS).3 All three entities are 
significant users of technology: collecting, storing and using data to process 
electronic tax lodgements (ATO); social security payments (DHS); and visas 
and cargo imports and exports (DIBP). This data can be used to identify, 
contact or locate an individual.4

1.3 The Committee is most concerned that the audit found that the ATO and 
DIBP are still not compliant with the mandatory ‘Top Four’ mitigation 
strategies (in the Australian Government’s Information Security Manual) and are 
not cyber resilient. DHS was found by the ANAO to be compliant and cyber 
resilient. Both the ATO and DIBP reported compliance with three of the 
strategies, however, the ANAO found the ATO to be compliant with only 

1 The Hon Dan Tehan MP, Minister Assisting the Prime Minister for Cyber Security, Foreword, Cyber 
Security Strategy First Annual Update 2017, p. 5. 

2 ANAO, Audit Report No. 42 (2016–17), p. 8.
3 ANAO Audit Report No. 50 (2013–14) Cyber Attacks: Securing Agencies’ ICT Systems, examined seven 

Australian Government entities’ implementation of the mandatory strategies in the Australian 
Government Information Security Manual (Top Four mitigation strategies).

4 ANAO, Audit Report No. 42 (2016–17), pp. 7-8.
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two and DIBP with just one of the Top Four mitigation strategies.5 The 
Australian Government’s target date to achieve compliance was 
30 June 2014.6

1.4 As technology evolves, more and more government services are being 
delivered online. New technology can deliver efficiencies to services and 
products, but it also carries new and significant risks. With increasing 
volumes of data being collected and used by various government systems, 
the security of sensitive personal, industry and government information is 
becoming a greater challenge.

1.5 Cybersecurity is a strategic priority for the Australian Government.7 
Ensuring a strong and responsive cybersecurity strategy is critical to protect 
Australians’ privacy and Australia’s interests across the fullest range of 
areas—from administrative efficiency to national security. Effective 
implementation across all government systems, alongside a corresponding 
enhanced security culture, is required to deter and successfully respond to 
cyber threats and attacks.

1.6 A timeline of policy announcements and related audits and inquiries is 
provided at Table 1.1. 

Compliance with the mandatory Top Four 

1.7 The Top Four mitigation strategies represent the minimum mandated 
requirement for Commonwealth entities and, according to the Australian 
Signals Directorate (ASD), if implemented would prevent 85 per cent of 
targeted cyber intrusions.8

1.8 The Committee is concerned that in 2015–16 only 65 per cent of non-
corporate Commonwealth entities reported compliance with the Top Four 
mitigation strategies.9 This is despite the fact that the Top Four mitigation 
strategies represent the minimum requirement for entities. 

5 ANAO, Audit Report No. 42 (2016–17), p. 25.
6 ANAO, Audit Report No. 42 (2016–17), p. 7.
7 ANAO, Audit Report No. 42 (2016–17), p. 34.
8 ANAO, Audit Report No. 42 (2016–17), p. 17; Department of Defence, Strategies to Mitigate Target 

Cyber Intrusions, https://www.asd.gov.au/infosec/top-mitigations/top-4-strategies-explained.htm 
(accessed 19 June 2017).

9 Attorney-General’s Department, Submission 13, p. 1.

https://www.asd.gov.au/infosec/top-mitigations/top-4-strategies-explained.htm
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1.9 The Committee heard that the ATO expects to be fully compliant with the 
Top Four mitigation strategies by November 2017.10 DIBP, on the other 
hand, could not provide a date for when full compliance with all of the Top 
Four mitigation strategies would be achieved, despite previously advising 
the Committee that full compliance would be achieved by December 2016.11

1.10 The Committee notes that the ANAO assessed that there is no impediment 
to entities implementing the Top Four mitigation strategies.12 The 
Committee also notes that key elements to achieve compliance with the Top 
Four mitigation strategies are a significant investment, as well as a culture 
which recognises the importance of, and requirement for, cyber resilience.13 
The Committee is concerned to hear from DIBP that it is only in its second 
year of implementing cybersecurity enhancement programs. The Committee 
notes that significant machinery of government changes—with the creation 
of Australian Border Force—contributed to the delay in achieving 
compliance, however considers that compliance may have been achieved 
sooner if investment in these programs were made earlier.14

1.11 The Committee considers that all non-corporate Commonwealth entities 
should become compliant with the Top Four mitigation strategies by 30 June 
2018 and that the ATO and DIBP report back to the Committee on their 
progress in implementing the Top Four mitigation strategies.

1.12 This year the ASD updated its cybersecurity strategies from the ‘Top Four’ 
to the ‘Essential Eight’ in response to the increasing threat of ransomware.15 
The Committee notes that whilst the Government has not made the Essential 
Eight mandatory, the ASD considers them to be ‘baseline’ for all 
organisations. The Committee notes that the ATO and DIBP are preparing 
plans to implement the Essential Eight. The Committee recommends that the 
Government mandate the Essential Eight cyber security strategies for all 
Public Governance, Performance and Accountability Act 2013 entities by June 
2018.

10Committee Hansard, Canberra, 2 June 2017, p. 18. 
11Committee Hansard, Canberra, 2 June 2017, p. 12.
12 ANAO, Report No. 42 (2016–17), p. 34.
13 DIBP, Submission 7, p. 3; DHS, Submission 8, p. 2.
14 DIBP, Submission 7, p. 3; Mr Brugeaud, DIBP, Committee Hansard, 2 June 2017, p. 12.
15 Ransomware is a type of malicious software designed to block access to a computer system until a 

sum of money is paid.
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1.13 The Committee notes that the ANAO’s finding that the self-assessing and 
reporting of compliance by both the ATO and DIBP could be improved. The 
Committee recommends that the ATO and DIBP report back to the 
Committee on their continued progress in implementing ANAO 
Recommendation 1, including advice as to barriers and timelines to 
complete outstanding actions.

1.14 The Committee has concerns with the discrepancies between the ATO’s and 
DIBP’s self-assessments and the ANAO’s assessments on cybersecurity 
compliance. The Committee recommends that the Auditor-General consider 
conducting an audit of the self-assessment and reporting regime under the 
Protected Security Policy Framework (PSPF). 

1.15 As a strategic priority, it is crucial that Commonwealth entities be 
accountable to the Australian Parliament on cybersecurity. The Committee 
recommends that the Attorney-General’s Department and the ASD report 
annually on the Commonwealth’s cybersecurity posture to the Parliament, 
such as through the Parliamentary Joint Committee on Intelligence and 
Security.

The hallmarks of a cyber resilient entity

1.16 The Committee concurs with the ANAO’s assessment that:

…cyber-resilient organisations demonstrate a leadership culture and 
behaviours that prioritise cybersecurity and focus on it. They do more than 
comply with mandatory requirements, they demonstrate an effective security 
culture.16

1.17 The Committee notes the concerns expressed by both submitters and 
witnesses that compliance with the Top Four mitigation strategies is a 
minimum standard and does not necessarily equate to cyber resilience, 
particularly having regard to the fact that cyber resilience contemplates the 
likelihood that systems can and will fail.

1.18 The Committee considers that entities would benefit from clear guidance on 
the hallmarks of cyber resilience and notes that the Department of Prime 
Minister and Cabinet (PM&C) agreed to work with the ANAO to better 
define these key features.17 The Committee recommends that in future audits 

16 Ms Rona Mellor, Acting Auditor-General, ANAO, Committee Hansard, Canberra, 2 June 2017, p. 2. 
17 Mr MacGibbon, PM&C, Committee Hansard, Canberra, 2 June 2017, p. 4.
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on cybersecurity compliance, the ANAO outline the behaviours and 
practices it would expect in a cyber resilient entity, and assess against these.

1.19 The Committee notes that the ATO and DIBP are working to improve their 
governance arrangements and organisational culture. Given the risks which 
have been identified as to the likely effects of either organisation 
experiencing loss of data as a consequence of not being cyber resilient, this 
must be a priority. The Committee recommends that the ATO and DIBP 
report back to the Committee on their progress in implementing ANAO 
Recommendation 2.

1.20 The ASD sends an annual survey to all Government entities to identify high-
risk entities and offer assistance. In recent years, the non-mandatory survey 
has only been completed by 30–40 per cent of entities. The Committee 
considers that the ASD survey serves an important role in assisting entities 
to be cyber resilient. The Committee considers that in the interests of 
effecting cultural change and emphasising the importance of compliance, the 
survey should be completed by all Government entities. The Committee 
recommends that the Australian Government mandate by June 2018 that all 
Public Governance, Performance and Accountability Act 2013 (PGPA Act) 
entities complete the annual ASD survey.

1.21 The Committee notes the evidence received that secure internet gateways 
add a valuable layer of cybersecurity. Noting that all non-corporate 
Commonwealth entities are by default part of the Internet Gateway 
Reduction Program (IGR Program), the Committee is concerned that entities 
are not compelled to join the Program. While the Committee acknowledges 
that secure internet gateways do not alone provide entities with cyber 
resilience, nor are they a substitute for implementing the Top Four/Essential 
Eight mitigation strategies, the Committee recommends:

 the IGR Program be mandatory for all PGPA Act entities; and
 the Digital Transformation Agency report back to the Committee on the 

progress and outcomes of its review of the IGR Program, including 
associated key actions and corresponding timelines.
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Table 1.1 Timeline of policy announcements and related audits and inquiries

2010 The ASD developed a list of 35 strategies to assist 
agencies to achieve cybersecurity resilience. ASD 
advised that, if fully implemented, the Top Four 
mitigation strategies would prevent at least 85 per 
cent of targeted cyber intrusions to an agency’s 
Information and Communication Technology (ICT) 
systems.18

2013 The Government mandated the Top Four strategies 
with an implementation date of 30 June 2014.19

June 2014 The ANAO Report No. 50 (2013–14) Cyber Attacks: 
Securing Agencies’ ICT Systems was published. The 
ANAO audited seven20 entities’ implementation of 
the Top Four strategies, including the ATO and 
Australian Customs and Border Protection (now 
DIBP). The audit found that none of the seven entities 
were compliant with the strategies and none were 
expected to achieve compliance by 30 June 2014.21

March 2015
The JCPAA tabled Report 447, which inquired into 
ANAO Report No. 50 (2013–14). The ATO, DIBP and 
DHS appeared at a public hearing as part of the 
inquiry. At the hearing, each entity gave assurances 
that compliance with the Top Four strategies would 
be achieved during 2016.
The Committee recommended that the audited 
agencies achieve full compliance as soon as possible. 
The Committee further recommended that each 
agency produce a clear and detailed plan of necessary 
activities; and agencies that do not expect to achieve 

18 JCPAA Report 447, March 2015, p. 58; ANAO, Audit Report No. 50 (2013–14), pp. 13-14.
19 ANAO, Audit Report No. 50 (2013–14), p. 14.
20 These entities were: Australian Bureau of Statistics, Australian Customs and Border Protection, 

Australian Financial Security Authority, Australian Taxation Office, Department of Foreign 
Affairs and Trade, Department of Human Services and IP Australia.

21 ANAO, Audit Report No. 42 (2016–17), p. 7.

https://www.anao.gov.au/work/performance-audit/cyber-attacks-securing-agencies-ict-systems
https://www.anao.gov.au/work/performance-audit/cyber-attacks-securing-agencies-ict-systems
http://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Public_Accounts_and_Audit/Review_of_Auditor-Generals_Reports_32-54_2013-14/Report
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full compliance before August 2015 should notify the 
Committee.22

The Committee also recommended that the ANAO 
consider regular audits of compliance with the Top 
Four strategies and related controls in the Information 
Security Manual as well as Commonwealth agencies’ 
overall security posture.

Sept 2015 The ATO and DHS provided their response to the 
JCPAA Report 447 recommendation.23

The ATO advised it had addressed the Top Four 
strategies through compliance or risk mitigation 
strategies. 
DHS advised it was continuing its work to full 
compliance with the Top Four.

Nov 2015 DIBP provided its response to the JCPAA Report 447 
recommendation.24 The response indicated that DIBP 
expected to be fully compliant with the Top Four by 
30 June 2016.

May 2016 The ANAO, in response to the JCPAA 
recommendation, extended audit coverage of 
cybersecurity and assessed another four entities for 
compliance under Report No. 37 (2015–16) Cyber 
Resilience.25 The audit found two entities had achieved 
compliance—AUSTRAC and the Department of 
Agriculture and Water Resources. The other two 
entities did not achieve compliance—Australian 
Federal Police and the Department of Industry, 
Innovation and Science.

March 2017 The ANAO published Report No. 42 (2016–17) 
Cybersecurity Follow-up Audit. Two recommendations 
were made:

22 The Committee did not receive notification of this nature by August 2015.
23 The full responses are available at Appendix B.
24 The full response is available at Appendix B.
25 ‘The entities were selected based on the character and sensitivity of the information collected, 

stored and reported by the entity.’ ANAO Report No. 37 (2015–16), p. 7.

https://www.anao.gov.au/work/performance-audit/cyber-resilience
https://www.anao.gov.au/work/performance-audit/cyber-resilience
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Recommendation 1: The ANAO recommends 
that entities periodically assess their 
cybersecurity activities to provide assurance 
that: they are accurately aligned with the 
outcomes of the Top Four mitigation strategies 
and entities’ own ICT security objectives; and 
that they can report on them accurately. This 
applies regardless of whether cybersecurity 
activities are insourced or outsourced.

Recommendation 2: The ANAO recommends 
that entities improve their governance 
arrangements, by:

 asserting cybersecurity as a priority within 
the context of their entity-wide strategic 
objective;

 ensuring appropriate executive oversight of 
cybersecurity;

 implementing a collective approach to 
cybersecurity risk management; and

 conducting regular reviews and assessments 
of their governance arrangements to ensure 
its effectiveness.

All entities agreed to both recommendations.

March 2017 The JCPAA resolved to conduct an inquiry on any 
items, matters or circumstances connected with 
ANAO Report No. 42 (2016–17), Cybersecurity Follow-
up Audit.
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2. Compliance with the mandatory 
Top Four

2.1 This Chapter discusses the Committee’s findings in relation to the audited 
entities’ compliance with the Australian Signals Directorate (ASD) 
mandatory Top Four mitigation strategies. The new Essential Eight 
mitigation strategies released this year by the ASD, which subsume the Top 
Four, are also discussed. The chapter comprises the following sections: 

 Committee conclusions and recommendations
 Review of evidence

 Implementation of the Top Four mitigation strategies
 From Top Four to Essential Eight
 Implementation of ANAO Recommendation 1

Committee conclusions and recommendations

2.2 The Australian Government set a target date for government entities to 
achieve compliance with the ASD Top Four mitigation strategies by 
30 June 2014.1 The Committee is concerned that the Australian National 
Audit Office (ANAO) Report No. 42 (2016–17) found that the Australian 
Taxation Office (ATO) and Department of Immigration and Border 
Protection (DIBP) were not compliant with the mandatory Top Four 
mitigation strategies and were not cyber resilient. The Department of 
Human Services (DHS) was found by the ANAO to be compliant and cyber 
resilient.  

1 ANAO, Audit Report No. 42 (2016–17), p. 7.
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2.3 Under the Public Governance, Performance and Accountability Act 2013, all non-
corporate Commonwealth entities (NCCEs2), such as the ATO, DIBP and 
DHS, are required to report annually to the Attorney-General on the 
implementation of the Protected Security Policy Framework (PSPF).3 The 
mandatory requirement for NCCEs to implement the ASD Top Four 
mitigation strategies sits within the PSPF.4

2.4 The Committee is most concerned to hear that in 2015–16 only 65 per cent of 
NCCEs reported compliance with the Top Four mitigation strategies.5 This is 
despite the fact that the Top Four mitigation strategies represent the 
minimum requirement for entities and, according to the ASD, if 
implemented will stop 85 per cent of cyber intrusions.6 The Committee 
heard from submitters and witnesses that while implementation of the Top 
Four mitigation strategies improves the cybersecurity posture of an entity, it 
does not necessarily make an entity cyber resilient.7 The necessary elements 
to make an entity cyber resilient are discussed in greater detail in Chapter 3.

2.5 The Committee notes the ANAO’s assessment that there is no impediment 
to entities implementing the Top Four mitigation strategies.8 The Committee 

2 A full list of non-corporate Commonwealth entities can be found on the Department of Finance’s 
Flipchart of Commonwealth entities and companies, https://www.finance.gov.au/resource-
management/governance/ (accessed 17 May 2017)

3 The reports are also provided to the responsible minister and the Auditor-General. Source:  Mr 
Andrew Rice, Attorney-General’s Department (AGD), Committee Hansard, Canberra, 2 June 2017, 
p. 15; AGD, Submission 13, p. 1.

4 PSPF requirement 26 (also known as INFOSEC 4) says entities must implement the mandatory 
‘Strategies to Mitigate Targeted Cyber Intrusions’ as detailed in the Australian Government 
Information Security Manual (ISM) 2016. In 2017 ‘Strategies to Mitigate Targeted Cyber 
Intrusions’ (these include the ‘Top Four’) has been updated by the ASD to ‘Strategies to Mitigate 
Targeted Cyber Incidents’ (these include the ‘Essential Eight’) but this is not reflected in the 
current ISM or PSPF. See: https://www.protectivesecurity.gov.au/overarching-
guidance/Pages/Mandatory-requirements.aspx

AGD, Submission 13, p. 1.
5 AGD, Submission 13, p. 1.
6 Department of Defence, Strategies to Mitigate Target Cyber Intrusions, 

https://www.asd.gov.au/infosec/top-mitigations/top-4-strategies-explained.htm (accessed 19 
June 2017)

7 Mr Alastair MacGibbon, Special Adviser to the Prime Minister on Cybersecurity, Department of the 
Prime Minister and Cabinet (PM&C), Committee Hansard, Canberra, 2 June 2017, p. 17; Mr Ian 
Brightwell, Submission 2, p. 8; Mr Peter Clarke, Submission 4, p. 2.

8 ANAO, Report No. 42 (2016–17), p. 34.

https://www.finance.gov.au/resource-management/governance/
https://www.finance.gov.au/resource-management/governance/
https://www.protectivesecurity.gov.au/overarching-guidance/Pages/Mandatory-requirements.aspx
https://www.protectivesecurity.gov.au/overarching-guidance/Pages/Mandatory-requirements.aspx
https://www.asd.gov.au/infosec/top-mitigations/top-4-strategies-explained.htm
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reiterates its previous recommendation (made in March 2015)9 that entities 
should achieve compliance with the Top Four mitigation strategies as soon 
as possible.

2.6 The Committee notes observations by DHS and DIBP that a key element to 
achieve compliance with the Top Four mitigation strategies is significant 
investment.10 This is evidenced by DHS making ‘significant investment’ in 
its cybersecurity and achieving compliance, whilst facilitating billions of 
dollars in social security payments.11

2.7 The Committee is concerned to hear from DIBP that it is only in its second-
year of implementing cybersecurity enhancement programs. The Committee 
notes that significant machinery of government changes—with the creation 
of Australian Border Force—contributed to the delay in achieving 
compliance, however considers that compliance may have been achieved 
sooner if investment in these programs were made earlier. It is concerning to 
the Committee that a national strategic organisation, which is expected to 
operate in most, if not all time zones, on a 24 hour basis cannot, as yet, 
achieve the minimum requirement towards cyber resilience and has no 
timeframe in which to do so.

2.8 The Committee considers that all non-corporate Commonwealth entities 
should become compliant with the Top Four mitigation strategies by 
June 2018 and recommends that the ATO and DIBP report back to the 
Committee on their progress to achieving full compliance with the Top Four 
mitigation strategies. 

Recommendation 1

2.9 The Committee recommends that the Australian Taxation Office and 
Department of Immigration and Border Protection report back to the 
Committee on their progress to achieving full compliance with the Top 
Four mitigation strategies by June 2018, including advice as to barriers and 
timelines to complete outstanding actions.

2.10 In February 2017, the ASD updated its cybersecurity strategies, which 
resulted in the new ‘Essential Eight’ strategies subsuming the Top Four 

9 JCPAA, Report 447: EPBC Act, Cyber Security, Mail Screening, ABR and Helicopter Program: Review of 
Auditor-General Reports Nos 32-54 (2013–14), p. xx.

10 DIBP, Submission 7, p. 3; DHS, Submission 8, p. 2.
11 DHS, Annual Report 2015–16, p. VIII.
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strategies. The Committee notes that the additional four strategies are a 
response to the increasing threat of ransomware, such as the recent 
WannaCry virus.12 The Committee notes that whilst the Government has not 
made the Essential Eight mandatory, the ASD considers them to be 
‘baseline’ for all organisations.13 The Committee notes that the ATO and 
DIBP are preparing plans to implement the Essential Eight. The Committee 
notes the importance of entities being able to recover from a cyber attack and 
that backing-up data, which is one of the Essential Eight, is key to being able 
to quickly recover. This reflects good practice, which should anticipate a 
successful attack and/or a system failure that in turn requires a focus on high 
system availability, system recovery and data recovery as essential elements 
of a back-up strategy.

2.11 The Committee views the implementation of the Essential Eight by all 
government entities as a matter of best practice and critical to enhancing the 
Commonwealth’s cyber posture as a whole. The Committee recommends 
that the Australian Government mandate the Australian Signals 
Directorate’s Essential Eight cybersecurity strategies for all entities under the 
Public Governance, Performance and Accountability Act 2013 by June 2018.

Recommendation 2

2.12 The Committee recommends that the Australian Government mandate the 
Australian Signals Directorate’s Essential Eight cybersecurity strategies 
for all Public Governance, Performance and Accountability Act 2013 
entities, by June 2018.

2.13 The Committee notes the ANAO’s finding that the self-assessing and 
reporting of compliance by both the ATO and DIBP could be improved. The 
ATO’s and DIBP’s ‘self-assessments both reported compliance against three 
of the Top Four mitigation strategies’.14 However, the ANAO assessed that 
the ATO and DIBP complied with only two and one of the strategies 
respectively.15

12 Mr Clive Lines, ASD, Department of Defence, Committee Hansard, Canberra, 2 June 2017, pp. 7-8 
and p. 18.

13 ASD, Strategies to Mitigate Cyber Security Incidents, February 2017, p. 1.
14 ANAO, Report No. 42 (2016–17), p. 25.
15 ANAO, Report No. 42 (2016–17), p. 25.
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Recommendation 3

2.14 The Committee recommends that the Australian Taxation Office and 
Department of Immigration and Border Protection report back to the 
Committee on their progress in implementing ANAO Recommendation 1, 
including advice as to barriers and timelines to complete outstanding 
actions.

2.15 Given the discrepancies between the self-assessed cybersecurity compliance 
of two of the three audited entities and the ANAO’s assessment, the 
Committee is concerned with the effectiveness of the self-assessment and 
compliance reporting regime under the PSPF. Therefore, the Committee 
recommends that the Auditor-General consider conducting an audit of the 
effectiveness of the PSPF’s self-assessment and reporting requirements for 
cybersecurity compliance. The audit could include review of 
Commonwealth agencies’ practices in undertaking self-assessments and the 
broader quality assurance oversight by the Attorney-General’s Department 
and ASD.

Recommendation 4

2.16 The Committee recommends that the Auditor-General consider 
conducting an audit of the effectiveness of the self-assessment and 
reporting regime under the Protected Security Policy Framework. 

2.17 The Committee notes that cybersecurity is a strategic priority for the 
Australian Government. As a strategic priority, it is crucial that 
Commonwealth entities be accountable to the Australian Parliament. 

2.18 The Committee considers it important that the Commonwealth’s 
cybersecurity posture is reported to Parliament on an annual basis, while 
noting the sensitivities around public reporting on cyber resilience.

Recommendation 5

2.19 The Committee recommends that the Attorney-General’s Department and 
the Australian Signals Directorate report annually on the 
Commonwealth’s cybersecurity posture to the Parliament, such as through 
the Parliamentary Joint Committee on Intelligence and Security. 
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Review of evidence

Implementation of the Top Four mitigation strategies

2.20 In 2010, the ASD developed a list of 35 strategies to assist entities to achieve 
the desired level of control over their ICT systems and mitigate the risk of 
cyber intrusions. In 2013 the Australian Government made the top four of 
these strategies mandatory for Government entities through an amendment 
of the PSPF.16

2.21 The Top Four mitigation strategies are:

 Application whitelisting
 Patching applications
 Patching operating systems 
 Minimising administrative privileges

(No) Impediments to implementation

2.22 The ANAO assessed that there is no impediment to ‘entities establishing a 
sound ICT general controls framework and effectively implementing the 
Top Four mitigation strategies’.17 Across the ANAO’s series of cybersecurity 
audits,18 the ANAO assessed three19 of the 11 entities examined as cyber 
resilient, noting that these entities ‘chose to prioritise cybersecurity and 
achieved cyber resilience as a result’.20

2.23 DIBP stated that machinery of government changes slowed progress:

July 2015 saw the disestablishment of the ACBPS and the creation of the 
Australian Border Force as part of an integrated immigration and border 
protection portfolio. From an ICT perspective, this presented an enormous 
challenge of integrating two very different ICT architectures, ICT operational 
management processes and cybersecurity maturity.21

16 ANAO, Report No. 50 (2013–14), p. 14.
17 ANAO, Report No. 42 (2016–17), p. 34.
18 ANAO, Report No. 42 (2016–17); ANAO, Report No. 50 (2013–14) Cyber Attack: Secure Agencies’ ICT 

Systems; and ANAO, Report No. 37 (2015–16) Cyber Resilience. 
19 AUSTRAC, Department of Agriculture and Water Resources and Department of Human Services.
20 ANAO, Report No. 42 (2016–17), pp. 33-34.
21 DIBP, Submission 7, p. 3.
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…as a consequence of what is quite a significant machinery-of-government 
change, we have still maintained a positive trajectory and maintained critical 
business services, but it has adjusted the time it will take.22

2.24 DIBP also stated that in comparison to DHS and the ATO, it had not 
invested as early to achieve compliance: 

Both the Department of Human Services (DHS) and the Australian Taxation 
Office (ATO) have invested heavily over the last three to five years in large 
cybersecurity and ICT investment programmes. The Department of 
Immigration and Border Protection, however, is only in its second year of a 
number of multi-year programmes - Security; Identity and Access 
Management; End User Computing Consolidation and ICT Consolidation - 
that will significantly enhance the Department’s cybersecurity capability.23

2.25 DIBP could not provide a date for when it would be fully compliant with all 
of the Top Four mitigation strategies.24 However, in the Executive Minute 
(3 December 2015) to this Committee’s previous report, the Secretary 
indicated compliance would be achieved by 30 June 2016.25 In its submission 
to this inquiry, DIBP told the Committee it ‘is working towards full 
compliance with ASD requirements through a number of activities’26 and at 
the hearing provided the following updates: 

 Achieved desktop application whitelisting, with server whitelisting to be 
applied by July 2018;

 Patching applications in the next two to three years;
 Patching operating systems at the proposal stage;
 Achieved minimising administrative privileges.27

22 Mr Randall Brugeaud, Chief Information Officer, DIBP, Committee Hansard, Canberra, 2 June 2017, 
p. 12.

23 DIBP, Submission 7, p. 3.
24 Mr Randall Brugeaud, Chief Information Officer, DIBP, Committee Hansard, Canberra, 2 June 2017, 

p. 12.
25 DIBP, Executive Minute to JCPAA Report No. 447 Recommendation 8, received 3 December 2015, p. 4 

http://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Public_Accounts_and_Audit/
Review_of_Auditor-Generals_Reports_32-54_2013-14/Government_Response

26 DIBP, Submission 7, p. 4.
27 Mr Brugeaud, Chief Information Officer, DIBP, Committee Hansard, 2 June 2017, p. 12.

http://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Public_Accounts_and_Audit/Review_of_Auditor-Generals_Reports_32-54_2013-14/Government_Response
http://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Public_Accounts_and_Audit/Review_of_Auditor-Generals_Reports_32-54_2013-14/Government_Response
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2.26 The ATO told the Committee at the public hearing that it expects to be fully 
compliant by November 2017, with most requirements to be achieved by 
30 June 2017.28

2.27 The following sections outline the detailed progress of implementation of 
the Top Four mitigation strategies by DIBP and the ATO.

Application whitelisting

2.28 A whitelist is a list of trusted applications available on desktops and servers. 
It prevents malicious software and unapproved programs from running on a 
computer. It is a more secure method than prescribing a blacklist of 
applications that are to be prevented from running.29

ANAO findings

2.29 The ANAO found that the ATO and DIBP had not effectively implemented 
application whitelisting on their servers. DIBP had also not effectively 
implemented application whitelisting on its desktops.30 Additionally, the 
ATO did not have a coordinated approach to application whitelisting. 
However, during the course of the audit, the ATO developed an overarching 
strategy to better coordinate its approach to implementing application 
whitelisting.31

ATO progress on compliance

2.30 The ATO advised that it was fully compliant with whitelisting in 
November 2016. However, whitelisting on some servers had to be disabled 
due to recent hardware issues. The majority of servers were expected to 
have whitelisting re-enabled by June 2017. The ATO also told the Committee 
it is strengthening whitelisting policies with external vendors.32

DIBP progress on compliance

2.31 DIBP provided the following progress update on whitelisting:

28 Ms Wendy Bryant, Deputy Commissioner and Chief Security Officer, ATO, Committee Hansard, 
Canberra, 2 June 2017, p. 18.

29 ANAO Report No. 42 (2016–17), p. 17.
30 ANAO Report No. 42 (2016–17), p. 23.
31 ANAO Report No. 42 (2016–17), p. 23.
32 ATO, Submission 5, p. 4 and p. 6.
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i. The ISA and ICT Divisions have in flight projects that will deliver improved 
and effective application whitelisting controls.

ii. The EUCC is currently deploying the new Windows 10 desktop that is 
compliant with application whitelisting.

iii. A strengthened application whitelisting solution is being deployed to all 
legacy Windows 7 workstations and will be completed by July 2017.

iv. By July 2017, all legacy (Windows 7), new Windows 10 including corporate 
issued laptops and surface devices that connect to the internal network, will 
have application whitelisting enabled and enforced.

v. The Department is working towards delivering an application whitelisting 
capability to the Department’s server fleet. This is a multi-year project and is 
expected to conclude by July 2018.33

Patching applications and operating systems

2.32 A patch is a piece of software designed to fix problems with, or update, a 
computer program or its supporting data. This includes fixing security 
vulnerabilities.34

ANAO findings

2.33 The ANAO found that DIBP and the ATO did not deploy ‘security patches 
to their servers in the timeframes specified by the Information Security 
Manual’ and ‘had not deployed security patches for a large number of 
servers’.35

2.34 The ANAO’s finding for automatic desktop patches were mixed. For entities 
using the Windows environment, patches were efficient and timely. 
However, for entities with a UNIX/Linux environment, these were not 
automated or streamlined. The ANAO also found many incidents of 
outdated software on desktops.36

2.35 Further, the ANAO found:

…weaknesses in entities’ management of ICT contracts… Both the ATO and 
Immigration did not effectively use their internal assurance processes to 

33 DIBP, Submission 7, p. 5.
34 ANAO Report No. 42 (2016–17), p. 17.
35 ANAO Report No. 42 (2016–17), p. 24.
36 ANAO Report No. 42 (2016–17), pp. 23-24.
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validate the accuracy of service provider self-assessments against contractual 
obligations. This led to both entities having limited visibility of the true status 
of security patches across their ICT environments.37

ATO progress on compliance

2.36 The ATO advised that it now has a compliance rate above 99 per cent for all 
patching of applications and that all critical patches are deployed within 
48 hours (as recommended by the ASD).38

2.37 The ATO stated that its overall patching of operating systems has improved. 
Full compliance was hindered by recent storage area network outages but 
the remaining patches in the Linux environment are scheduled for the 
second half of 2017.39

DIBP progress on compliance

2.38 DIBP submitted that it is developing a business case for 2017–18 to increase 
the patching frequency to a monthly cycle. DIBP informed the Committee 
that it will reassess its compliance with patching in December 2017.40

2.39 To improve the assessment of ICT contractors’ compliance with the Top 
Four mitigation strategies, DIBP now requires major service providers to 
‘undertake an annual ASD approved I-RAP assessment on the services 
provided’. Further, any remediation activities generated from the 
assessment will be ‘closely monitored’ to ensure compliance with the Top 
Four mitigation strategies is achieved ‘as soon as practicable’.41

Minimising administrative privileges

2.40 Administrative privileges include the ability to change system 
configurations and control parameters, circumvent security measures, access 
sensitive information and modify files and accounts of other users. By 
minimising these privileges an entity reduces the risk of security 
compromises, such as unauthorised disclosure and system breakdown.42

37 ANAO Report No. 42 (2016–17), pp. 23-24.
38 ATO, Submission 5, p. 8.
39 ATO, Submission 5, p. 9.
40 DIBP, Submission 7, p. 5.
41 DIBP, Submission 7, p. 9.
42 ANAO Report No. 42 (2016–17), p. 24.
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ANAO findings

2.41 The ANAO found that all entities had policies and procedures in place to 
minimise privileged access. However, ‘there was room to improve the 
monitoring of privilege account usage’ and entities were implementing 
solutions to address this matter.43

From Top Four to Essential Eight 

2.42 In February 2017 the ASD expanded the Top Four mitigation strategies and 
created the Essential Eight.44 The introduction of the Essential Eight is part of 
the broader Government’s Cyber Security Strategy for 2017–2020.45 This 
strategy is aimed at improving the cyber security of not just government 
entities, but all Australian organisations. The Essential Eight are not 
mandatory for government entities.46 The additional four ‘essential’ 
strategies are:

 Disable untrusted Microsoft Office macros
 User application hardening (block web access to Flash, Java and ads)
 Multi-factor authentication
 Daily backup of important data

2.43 The ASD says ‘implementing the ‘Essential Eight’ mitigation strategies can 
save organisations considerable time, money, effort and reputational 
damage compared to cleaning up after a compromise’.47 ASD is also of the 
view that the Essential Eight are so effective it ‘considers them to be the 
cyber security baseline for all organisations’.48 The Committee heard from 
both the ASD and the Department of the Prime Minister and Cabinet, that 
the Essential Eight addresses the increased threat of ransomware from 

43 ANAO Report No. 42 (2016–17), p. 24.
44 ASD, Essential Eight Explained, https://www.asd.gov.au/publications/protect/essential-eight-

explained.htm (accessed 16 May 2017).
45 Department of Prime Minister and Cabinet, Australia’s Cyber Security Strategy, 

https://cybersecuritystrategy.pmc.gov.au/, (accessed 16 October 2017).
46 Mr Rice, AGD, Committee Hansard, 2 June 2017, p. 15.
47 ASD, Essential Eight Explained, February 2017, p. 1.
48 ASD, Strategies to Mitigate Cyber Security Incidents, February 2017, p. 1.

https://www.asd.gov.au/publications/protect/essential-eight-explained.htm
https://www.asd.gov.au/publications/protect/essential-eight-explained.htm
https://cybersecuritystrategy.pmc.gov.au/
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criminal actors (which is less of a concern to Government than state-
sponsored threats).49

2.44 At the hearing, ASD informed the Committee that the updated strategies 
were developed in response to an evolving threat and to assist entities to 
identify the types of strategies needed for particular risks.50 As such, the 
strategies are grouped by the risks that they minimise, as follows:

 prevent malware delivery and execution;
 limit the extent of cyber security incidents; 
 detect cyber security incidents and respond; 
 recover data and system availability; and
 prevent malicious insiders.51

2.45 At the hearing the ATO and DIBP informed the Committee that they are 
preparing plans to implement the Essential Eight strategies.52 DIBP provided 
the following additional information on its plan to be compliant with the 
Essential Eight:

The consolidation of the Department’s technology platforms and move to a 
single ICT environment is a key enabler to achieving compliance with the 
Essential Eight. 

The implementation of Windows 10 and Office 2016 across the Department 
will mean macros are prevented from running without user approval. The 
Department is also investigating the use of digitally signing trusted macros to 
further reduce the risk of malicious macros compromising ICT systems. 

The Department already requires websites to be whitelisted before they can 
run java applications and has implemented additional controls through 
network gateways to block content, including inappropriate and potentially 
malicious web content. 

Multi-factor authentication is currently being piloted with administrative 
users. Following analysis of the pilot, the Department will design and 
implement an enterprise wide multi-factor authentication solution. 

49 Mr Lines, Department of Defence, Committee Hansard, Canberra, 2 June 2017, p. 18; Mr MacGibbon, 
PM&C Committee Hansard, Canberra, 2 June 2017, p. 19.

50 Mr Lines, Department of Defence, Committee Hansard, Canberra, 2 June 2017, p. 7.
51 ASD, Strategies to Mitigate Cyber Security Incidents, February 2017, p. 1.
52 Ms Bryant, ATO, Committee Hansard, Canberra, 2 June 2017, p. 18; Mr Brugeaud, DIBP, 

Committee Hansard, Canberra, 2 June 2017, p. 12.
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The Department already backs up all data on a daily basis and replicates the 
backup data to the Department’s secondary data centre. 

Since the ‘Wannacry’ ransomware attack in mid-May 2017, the Department 
has implemented two hourly backups for its record keeping and corporate file 
systems.53

2.46 A case study of the WannaCry cyber attack is outlined in Chapter 3. It 
explores how the Essential Eight could prevent such an intrusion. 

Implementation of ANAO Recommendation 1

2.47 The ANAO found that both the ATO and DIBP incorrectly self-assessed 
their compliance with the Top Four mitigation strategies. Both entities 
reported compliance with three of the strategies. However, the ANAO found 
the ATO to be compliant with two and DIBP with one of the Top Four 
mitigation strategies.54

2.48 The ANAO made the following recommendation:

The ANAO recommends that entities periodically assess their cybersecurity 
activities to provide assurance that: they are accurately aligned with the 
outcomes of the Top Four mitigation strategies and entities’ own ICT security 
objectives; and that they can report on them accurately. This applies regardless 
of whether cybersecurity activities are insourced or outsourced.55

ATO progress on implementation

2.49 The ATO told the Committee its ‘Security Committee is monitoring the 
status of the implementation of the recommendations from ANAO and other 
audits relating to cybersecurity’.56

2.50 The ATO has planned an external review in October, which will:

…assess the ATO’s cybersecurity activities to provide assurance that the 
activities are aligned with the outcomes of the Top Four mitigation strategies, 
[and that] the ATO’s ICT security objectives…are effective.57

53 DIBP, Submission 7.1, pp. 2-3.
54 ANAO, Report No. 42 (2016–17), p. 25.
55 ANAO, Report No. 42 (2016–17), p. 11.
56 ATO, Submission 5, p. 4.
57 ATO, Submission 5, p. 6.
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2.51 The ATO submitted that it has strengthened arrangements with third party 
suppliers to monitor compliance with the Top Four mitigation strategies 
through:

 Full baseline Top Four governance reporting, to be extended to the 
Essential Eight in 2017

 Independent validation processes on the information provided to the 
ATO by third parties through access to third party whitelisting and 
patching tools.58

DIBP progress on implementation

2.52 DIBP submitted that it will assess its cybersecurity activities on an annual 
basis.59 With regard to monitoring outsourced ICT service providers. DIBP 
advised that it:

…has now included a requirement for its major ICT service providers to 
undertake an annual ASD approved I-RAP assessment on the services 
provided.

The remediation activities from the I-RAP assessments will be closely 
monitored by the Department to ensure the service providers remediate any 
non-compliances with the Top Four mitigation strategies as soon as 
practicable.60

58 ATO, Submission 5, p. 5.
59 DIBP, Submission 7, p. 7.
60 DIBP, Submission 7, p. 9.
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3. The hallmarks of a cyber resilient 
entity

3.1 This Chapter discusses the broader elements of cyber resilience, how it can 
be measured, and the type of culture entities need to foster cyber resilience. 
It comprises the following sections:

 Committee conclusions and recommendations
 Review of evidence

 Good governance and culture
 Implementation of ANAO Recommendation 2
 External guidance and assessment
 Secure internet gateways

Committee conclusions and recommendations

3.2 The Committee concurs with the ANAO’s assessment that:

…cyber-resilient organisations demonstrate a leadership culture and 
behaviours that prioritise cybersecurity and focus on it. They do more than 
comply with mandatory requirements; they demonstrate an effective security 
culture.1

3.3 The Committee notes submitters’ and witnesses’ concerns that compliance 
with the Top Four mitigation strategies is a minimum standard and does not 
necessarily equate to cyber resilience. 

3.4 The Committee considers that entities would benefit from clear guidance on 
the hallmarks of cyber resilience. The Committee notes that the Department 

1 Ms Rona Mellor, Acting Auditor-General, ANAO, Committee Hansard, Canberra, 2 June 2017, p. 2. 
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of the Prime Minister and Cabinet (PM&C) agreed to work with the ANAO 
to better define these key features.2

3.5 The Committee also notes that the audit forming the basis of this inquiry is 
part of a series. In Report No. 37 (2015–16) the ANAO provided a checklist 
of behaviours and practices that may improve entities’ level of cyber 
resilience. Future audits on the cyber resilience of entities may benefit from 
entities being clearly assessed against this or similar criteria. 

Recommendation 6

3.6 The Committee recommends that in future audits on cybersecurity 
compliance, the ANAO outline the behaviours and practices it would 
expect in a cyber resilient entity, and assess against these.

3.7 The Committee notes that the ATO and DIBP are working to improve their 
governance arrangements and organisational culture. The level of detail 
provided to the Committee on these activities could have been more fulsome 
to assure the Committee that ANAO recommendation two is being fully 
implemented.

Recommendation 7

3.8 The Committee recommends that the Australian Taxation Office and 
Department of Immigration and Border Protection report back to the 
Committee on their progress in implementing ANAO Recommendation 2, 
including advice as to barriers and timelines to complete outstanding 
actions.

3.9 The ASD sends an annual survey to all Government entities to ascertain 
their cybersecurity posture. The information collected assists the ASD to 
identify high-risk entities and offer assistance. The ASD cannot compel 
entities to complete the survey. In 2016 and 2017 the survey was only 
completed by approximately 30–40 per cent of entities. The Committee 
considers that in the interests of effecting cultural change and emphasising 
the importance of compliance, the survey should be completed by all 
Government entities. The Committee recommends that by June 2018 the 
Australian Government make the completion of the ASD survey mandatory 

2 Mr Alastair MacGibbon, Special Adviser to the Prime Minister on Cybersecurity, Department of the 
Prime Minister and Cabinet (PM&C), Committee Hansard, Canberra, 2 June 2017, p. 4.
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for all Public Governance, Performance and Accountability Act 2013 (PGPA Act) 
entities.

Recommendation 8

3.10 The Committee recommends that by June 2018, the Australian 
Government make the annual ASD survey mandatory for all Public 
Governance, Performance and Accountability Act 2013 entities to complete.

3.11 The Committee notes that secure internet gateways add a valuable layer of 
cybersecurity and encourages entities to join the Internet Gateway 
Reduction Program (IGR Program). The Committee acknowledges that 
Internet Gateways are complementary to other cybersecurity resilience 
strategies and do not alone provide comprehensive protection. However, 
Internet Gateways provide a sound baseline of protection within a broader 
cyber resilient strategy and would greatly benefit smaller agencies’ 
resilience. 

3.12 Noting that currently all non-corporate Commonwealth entities are by 
default part of the IGR Program, the Committee recommends that the 
Australian Government mandate participation by all PGPA Act entities. 

Recommendation 9

3.13 The Committee recommends the Australian Government make the 
Internet Gateway Reduction Program mandatory for all Public 
Governance, Performance and Accountability Act 2013 entities.

3.14 The Committee notes the Digital Transformation Agency (DTA) is 
conducting a review of the Internet Gateway Reduction Program, including 
whether the program has been assessed as fit for purpose. The Committee 
recommends that the DTA report back to the Committee on the outcomes of 
the review.
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Recommendation 10

3.15 The Committee recommends that the Digital Transformation Agency 
report back to the Committee on the review of the Internet Gateway 
Reduction Program, including:

 a progress report on the review by December 2017

 outcomes of the review and associated key actions and corresponding 
timelines by April 2018. 

Review of evidence

Good governance and culture

3.16 Cyber resilience is ‘the ability to continue providing services while deterring 
and responding to cyber attacks’.3 Submitters agreed with the ANAO that 
effectively measuring cyber resilience requires a broader assessment than 
just compliance with the ASD’s mandatory strategies. An entity’s 
governance and culture also need to be part of the assessment.4

3.17 As part of its cybersecurity audit work, the ANAO has outlined the 
behaviours and practices that may improve an entity’s cyber resilience (See 
Figure 3.1).

3 ANAO Report No. 42 (2016–17), p. 8.
4 PM&C, Submission 11, p. 3; Mr Peter Clarke, Submission 4, p. 2; Mr Ian Brightwell, Submission 2, p. 3; 

McAfee, Submission 10, p. 2.
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Figure 3.1 Behaviours and practices that may improve the level of cyber 
resilience

Source: ANAO Report No. 37 (2015–16), p. 41. 

3.18 Other submitters and witnesses provided a similar list of behaviours and 
practices observed in cyber resilient entities, including seeking external 
information and guidance on cybersecurity.5 This is discussed later in this 
Chapter.

3.19 In its latest cybersecurity report, the ANAO found that the ATO and DIBP 
were not cyber resilient and ‘need to improve their governance 
arrangements and prioritise cybersecurity’.6

3.20 The ANAO made the following recommendation:

The ANAO recommends that entities improve their governance arrangements, 
by:

(a) asserting cybersecurity as a priority within the context of their entity-wide 
strategic objective;

(b) ensuring appropriate executive oversight of cybersecurity;

(c) implementing a collective approach to cybersecurity risk management; and

(d) conducting regular reviews and assessments of their governance 
arrangements to ensure its effectiveness.7

5 Mr MacGibbon, PM&C, Committee Hansard, Canberra, 2 June 2017, p. 3; McAfee, Submission 10, p. 3.
6 ANAO Report No. 42 (2016–17), p. 8.
7 ANAO Report No. 42 (2016–17), p.11.
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3.21 All entities audited agreed to the recommendation and the progress on their 
implementation of these is outlined below.

Implementation of ANAO Recommendation 2

Prioritising cybersecurity

3.22 At the hearing, the Acting Auditor-General told the Committee that one way 
to identify whether an entity had prioritised cybersecurity, is through its 
inclusion in that entity’s corporate plan.8 The ATO’s corporate plan for 
2015-16 did not include any mention of cybersecurity. However, the 2016–17 
corporate plan discusses cybersecurity as part of its operating environment 
and as a risk that needs to be managed.9 DIBP’s corporate plan for 2015–16 
noted cybersecurity on a list of capability activities planned for the year. 
Cybersecurity was not mentioned in the 2016–17 corporate plan.10

3.23 The ATO told the Committee their number one priority of the entity is to 
‘prevent people from gaining access to our system in an unauthorised 
way’.11 The ATO is developing an overarching security strategy.12 It is also 
expanding its reporting to encompass the Essential Eight strategies.13

3.24 DIBP stated it ‘prioritises the external threat’ and provided an example of its 
response to the WannaCry virus. DIBP informed the Committee that it had 
prioritised the patching of its secure internet gateway and had updated the 
antivirus signatures on the gateway prior to the attack. DIBP had also 
applied desktop application whitelisting. As a result, the risk of the 
WannaCry attack was limited to ‘a very small subset of [DIBP’s] lightly 
managed users’.14

8 Ms Mellor, ANAO, Committee Hansard, Canberra, 2 June 2017, p. 13.
9 ATO, Corporate Plan 2015–16, https://www.ato.gov.au/uploadedFiles/Content/CR/downloads/ATO-

corporate-plan-2015-19_n7769_js34841_w.pdf (accessed 15 June 2017); ATO, Corporate Plan 2016-
17, https://www.ato.gov.au/about-ato/about-us/in-detail/strategic-direction/ATO-corporate-
plan-2016-17/ (accessed 15 June 2017)

10 DIBP, Corporate Plan 2015–16, 
https://www.border.gov.au/ReportsandPublications/Documents/corporate-plan-2015-19.pdf 
(accessed 15 June 2017); DIBP, Corporate Plan 2016–17, 

11 Mr Ramez Katf, Second Commissioner and Chief Information Officer, ATO, Committee Hansard, 
Canberra, 2 June 2017, p. 9.

12 ATO, Submission 5, p. 4.
13 ATO, Submission 5, p. 6.
14 Mr Randall Brugeaud, Chief Information Officer, DIBP, Committee Hansard, 2 June 2017, p. 9.

https://www.ato.gov.au/uploadedFiles/Content/CR/downloads/ATO-corporate-plan-2015-19_n7769_js34841_w.pdf
https://www.ato.gov.au/uploadedFiles/Content/CR/downloads/ATO-corporate-plan-2015-19_n7769_js34841_w.pdf
https://www.ato.gov.au/about-ato/about-us/in-detail/strategic-direction/ATO-corporate-plan-2016-17/
https://www.ato.gov.au/about-ato/about-us/in-detail/strategic-direction/ATO-corporate-plan-2016-17/
https://www.border.gov.au/ReportsandPublications/Documents/corporate-plan-2015-19.pdf
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Appropriate executive oversight

3.25 The ANAO suggested that entities need to focus on risk planning, managed 
through audit committees, and advising accountable authorities on their 
cybersecurity posture/achievements.15

3.26 The ATO appointed a Chief Security Officer and has strengthened its 
executive oversight of cybersecurity in the following ways:

 The Security Committee monitors the level of compliance with Top Four 
mitigation strategies

 The Chief Information Officer and the Security Committee received 
monthly reports on level of compliance with the Top Four mitigation 
strategies

 The Risk Management Committee receives regular reporting on the level 
of compliance with cybersecurity controls.16

 The Audit and Risk Committee receive both quarterly and annual 
updates from the ATO Security and Business Continuity Management 
Committee as well as briefings on security matters throughout the year. 
‘Both committees have common advisers or members to ensure regular 
and ongoing information exchange’.17

3.27 DIBP has elevated the Chief Information Security Officer role to First 
Assistant Secretary Integrity, Security and Assurance position. The Audit 
and Assurance Branch of the department will also conduct a review of 
cybersecurity executive oversight and governance.18

3.28 DIBP advised that its:

 audit committee meets formally at least four times per year;
 the ‘Chair of the audit committee has an interest in cybersecurity issues 

and is briefed on these matters’; and
 the ‘Chair invites specialist advisors whenever necessary to supplement 

the skills of the Audit Committee members’.19

15 Ms Mellor, ANAO, Committee Hansard, Canberra, 2 June 2017, p. 4.
16 ATO, Submission 5, pp. 4-5.
17 ATO, Submission 5.1, p. 1.
18 DIBP, Submission 7, p. 4.
19 DIBP, Submission 7.1, p. 4.
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Cybersecurity risk management

3.29 During 2017 the ATO is transitioning to its new Enterprise Risk 
Management Framework ‘which facilitates and ensures a collective 
approach to cybersecurity risk’.20 No further details on the framework were 
provided to the Committee. The ATO has also established a ‘Security 
Operations Centre to facilitate real-time monitoring of security threats, to 
increase the focus on external threats and to actively inform security risks 
facing the ATO’.21 Further, the ATO has scheduled external advice to review 
the effectiveness of its cyber governance structures in October 2017.22

Staff training and information

3.30 At DIBP, mandatory security training is provided for all staff and they 
receive reminders when sending emails externally.23 The ATO also has 
mandatory training for all staff, as well as regularly publishing information 
for staff.24

External guidance and assessment

3.31 The ASD conducts a rolling program of assessing entities’ cybersecurity 
postures based on the ASD’s Strategies to Mitigate Targeted Cyber Intrusions.25 
This includes an annual survey sent to all entities under the PGPA Act to 
complete and return to the ASD.26 The survey canvasses the ‘implementation 
of the recommended [ASD] strategies, [agencies’] ability to repeat those 
profiles sensitive to the information they hold, for both the government and 
the public perspective, and the likelihood the agency would be targeted’.27 
The survey has been sent out most years since 2010.28

20 ATO, Submission 5, p. 6.
21 ATO, Submission 5, p. 5.
22 ATO, Submission 5, p. 6.
23 Ms Cheryl-anne Moy, First Assistant Secretary, DIBP, Committee Hansard, Canberra, 2 June 2017, 

p. 5.
24 Mr Katf, ATO, Committee Hansard, Canberra, 2 June 2017, p. 5.
25Cyber Security Strategy First Annual Update 2017, https://cybersecuritystrategy.pmc.gov.au/first-

annual-update/ (accessed 17 May 2017), p. 14.
26 Department of Defence, Submission 12.2, p. 2.
27 Mr Clive Lines, ASD, Department of Defence, Committee Hansard, Canberra, 2 June 2017, p. 14.
28 Department of Defence, Submission 12.2, p. 2.

https://cybersecuritystrategy.pmc.gov.au/first-annual-update/
https://cybersecuritystrategy.pmc.gov.au/first-annual-update/
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3.32 The results of the ASD survey are reported to a secretaries’ cyber security 
board, coordinated by PM&C. The results of the surveys provide a list of 
high-risk entities, for which ASD can then focus its resources on assisting.29

3.33 However, the ASD has no capacity to compel agencies to complete the 
survey.30 For this year’s survey, as at 23 June, fewer than 40 per cent of 
agencies had completed the survey. In 2016, fewer than 30 per cent 
completed the non-mandatory survey.31

Self-assessing against broader criteria – an international comparison

3.34 Mr Ian Brightwell submitted that he is concerned that, as demonstrated by 
the shift from Top Four to Essential Eight, ‘any concept of a list of minimum 
mandatory strategies is a moving target’. As a consequence, entities that are 
compliant now, ‘will not be in the near future when the goal posts will have 
moved’.32

3.35 As such, Mr Brightwell suggests ‘a broader assessment of cyber resilience by 
using a full set of ICT general controls would be a more effective indicator of 
resilience’.33 This aligns with the ANAO’s findings that ICT general controls 
need to be sound to form the foundation for cyber resilience.34

3.36 Mr Brightwell argues that methodologies in the United States and United 
Kingdom are based on a broader set of criteria.35 For example, the US 
government applies the Cyber Resilience Review (CRR) self-assessment 
methodology. One of the fundamental principles of the CRR is the:

29 Mr Clive Lines, ASD, Department of Defence, Committee Hansard, Canberra, 2 June 2017, p. 15.
30 Mr Clive Lines, ASD, Department of Defence, Committee Hansard, Canberra, 2 June 2017, p. 14.
31 Analysis based on Department of Defence, Submission 12.2, p. 2, received 16 August 2017 and 

Department of Finance, Public Governance, Performance and Accountability Act 2013 
Commonwealth entities and companies—Flip Chart for 1 July 2016, 
http://www.finance.gov.au/sites/default/files/pgpa_flipchart.pdf?V=2 (accessed 29 August 2017)

32 Mr Ian Brightwell, Submission 2, p. 3. 
33 Mr Ian Brightwell, Submission 2, p. 4.

ICT general controls are ‘the policies and procedures developed to deal with an entity’s 
identified system risks. They include controls over ICT governance, ICT infrastructure, security 
and access to operating systems and databases, application acquisition and development, and 
program change procedures.’ ANAO Report No. 37 (2015–16), p. 28.

34 ANAO Report No. 42 (2016–17), p. 27.
35 Mr Ian Brightwell, Submission 2, p. 8. 

http://www.finance.gov.au/sites/default/files/pgpa_flipchart.pdf?V=2
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…idea that an organisation deploys its assets (people, information, 
technology, and facilities) in support of specific operational missions (i.e., 
critical services).36

3.37 By applying this principle, the CRR ‘seeks to understand’ entities’ capacities 
and capabilities in: performing, planning, managing, measuring; and 
defining cybersecurity practices and behaviours across ten areas. These areas 
include, but are not limited to:

 Asset Management—identifying, documenting and managing assets
 Controls Management—defining, analysing, assessing, and managing 

the organisation’s controls.
 Service Continuity Management—ensure the continuity of essential 

services
 Situational Awareness—discovering and analysing information related 

to the immediate operational stability of critical services and to 
coordinate such information across the entity.37

3.38 In responding to Mr Brightwell’s submission, the ASD advised the 
Committee that the United States and United Kingdom’s programs ‘were 
designed to achieve a different purpose from the Essential Eight’. The ASD 
also stated that alone, these programs ‘would not be sufficient to 
successfully protect Australian Government official information’.38

3.39 Mr Brightwell further suggests making mandatory those controls that 
improve an entities’ capability to:

 detect misconfigurations or if a user is operating outside normal 
parameters; and

 detect malicious operational anomalies through continuous activity 
monitoring.39

Secure internet gateways

3.40 Submitters discussed the use of a Secure internet gateway (gateway) as a 
complementary or alternative protection against cyber threats. A gateway 
can provide an additional level of security, which has the potential to thwart 
some cyber attacks even if the Top Four/Essential Eight have not been 

36 Mr Ian Brightwell, Submission 2, p. 8.
37 Mr Ian Brightwell, Submission 2, p 8-9.
38 Department of Defence, Submission 12.1, p. 3.
39 Mr Ian Brightwell, Submission 2, p. 7.
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implemented. For example, all entities with a gateway provided by 
Macquarie Telecom Group were protected from the WannaCry virus, 
including any entity not fully compliant with the Top Four mitigation 
strategies.40

3.41 DIBP has indicated that it prioritises its gateway: ‘We prioritise, of course, 
the layers that are closest to the external, our secure gateways. We have two 
secure gateways and they are accredited by ASD’.41

3.42 The Secretary of DIBP gave evidence at Senate Estimates that the 
department runs a resilient and secure gateway :

Effectively, that constantly protects our outer perimeter, detecting things that 
are touching that outer perimeter and either checking them before they enter 
or bouncing them back. That also includes the capacity to engage in 
geoblocking and defeating denial-of-service attacks before they become 
serious.42 …

Running an organisation requires you to make decisions about where to invest 
your resources. We have decided to throw our resources into securing our 
outer perimeter.43

3.43 The ANAO and PM&C told the Committee that the use of a gateway, 
without implementing the Top Four mitigation strategies, is not a sufficient 
cybersecurity practice. Mr MacGibbon told the Committee: 

I often fear that an agency can be lulled into a false sense of security because it 
sits behind a gateway, for example, or it meets compliance of the top four or 
the Essential Eight and therefore all is good.44

Government’s Cloud First policy—Internet Gateway Reduction Program

3.44 The Australian Government’s Internet Gateway Reduction Program (the 
IGR program) was designed to be a cost efficient mechanism to ensure small 

40 Macquarie Telecom Group, Submission 3, p. 4.
41 Ms Maria Fernandez, Deputy Secretary, DIPB, Senate Legal and Constitutional Affairs Committee, 

Budget Estimates, Canberra, 22 May 2017, p. 77. 
42 Mr Michael Pezzullo, Secretary, DIPB, Senate Legal and Constitutional Affairs Committee, Budget 

Estimates, Canberra 22 May 2017, p. 76.
43 Mr Pezzullo, DIPB, Senate Legal and Constitutional Affairs Committee, Budget Estimates, Canberra, 

22 May 2017, p. 78.
44 Mr MacGibbon, Committee Hansard, Canberra, 2 June 2017, p. 17.
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government entities had a secure internet gateway.45 First promoted under 
the Government’s 2009 Cyber Security Strategy, it will now be reviewed 
under the new Digital Transformation Agency to determine its effectiveness 
and suitability as the number of devices and threats have increased.46 
Mr MacGibbon suggested to the Committee that it may no longer be ‘fit for 
purpose’, due to the increased number of mobile devices and a more 
pervasive perimeter. 47

3.45 Macquarie Telecom Group submitted:

The combination of the cost of upgrades and the speed of the changes in the 
cyber security threat landscape could mean that even the most well 
intentioned smaller agency is chasing a moving horizon, without having the 
internal resources and expertise to be able to always keep up.

However, part of the solution to this may also be in existing policy, in this 
instance the Government’s Cloud First policy.

Agencies could be helped to understand that the Government’s policy to 
encourage them to consider cloud computing solutions before investing more 
heavily in computing resources they manage and own entirely on their own is 
a means to transition to a more robust security environment, as well as a more 
efficient model of obtaining computing resources.

Cloud based services, like the [Internet Gateway Reduction] program, take 
advantage of scale to defray costs of upgrades across a wide user base, and 
recovery of those costs are operational expenses rather than “lumpy” capital 
expenses.48

45 Macquarie Telecom Group, Submission 3, p. 2; PM&C, Submission 11.1, p. 4.
46 PM&C, Submission 11.1, p. 4.
47 Mr MacGibbon, Committee Hansard, Canberra, 2 June 2017, p. 17.
48 Macquarie Telecom Group, Submission 3.1, pp 5-6.
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Box 3.1  Case study of the global WannaCry virus
A case study of the recent WannaCry global cyber attack illustrates how cyber 
strategies, such as the ASD’s Essential Eight and a secure internet gateway, if 
implemented, would have protected entities from this attack.

The WannaCry ransomware attack exploited a vulnerability in Microsoft’s 
software. Once inside a network it spread to computers across the network, locked 
users out of their data and files and demanded a ransom to have them unlocked.

Two of the Essential Eight strategies could protect an organisation from the 
Wannacry virus – patching operating systems and daily back-up of important data.

In March 2017 Microsoft issued a patch for the vulnerability in most versions of its 
operating systems that WannaCry exploited in the May attack. Systems that had 
installed the patch were protected. Microsoft did not initially release a patch for its 
oldest versions of the software in March, but did so after the attack.

Alternatively, if a back-up of important data had been undertaken in the recent 
past, users could have wiped their systems clean of the virus.

Information (in the form of a signature) was available to anti-virus software 
vendors weeks before the attack. This means that up-to-date anti-virus software, 
and secure internet gateways should have been able to prevent the attack even if 
the patch was not installed.

It is likely that Australian organisations were saved from the attack due to the 
circumstance of timing, rather than by good cybersecurity Most Australian 
organisations were not online at the time, which allowed for patching, updating 
anti-virus software or backing up data to be undertaken before users logged in on 
Monday morning.

Source: Macquarie Telecom Group, Submission 3.1

Senator Dean Smith
Chair

18 October 2017
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A. Terms of Reference and JCPAA 
Role

Terms of Reference

Any items, matters or circumstances connected with the following Auditor-
General report:

 No. 42 (2016–17), Cybersecurity Follow-up Audit

Having considered the Auditor-general report on 29 March 2017, the Joint 
Committee of Public Accounts and Audit (JCPAA) resolved to conduct an inquiry 
based on the above Auditor-General report.

Under section 8(1) of the legislation establishing the JCPAA, the Public Accounts 
and Audit Committee Act 1951, one of the duties of the Committee is to ‘examine all 
reports of the Auditor-General (including reports of the results of performance 
audits) that are tabled in each House of the Parliament’ and ‘report to both Houses 
of the Parliament, with any comment it thinks fit, on any items or matters in those 
… reports, or any circumstances connected with them, that the Committee thinks 
should be drawn to the attention of the Parliament’.

JCPAA Role

The purpose of the Joint Committee of Public Accounts and Audit (JCPAA) is to 
scrutinise the governance, performance and accountability of Commonwealth 
entities and companies—focusing on whether public money is used in an efficient, 
effective, economical and ethical manner. The JCPAA is therefore the Parliament’s 
joint public administration committee.
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The Committee’s powers are contained within the Public Accounts and Audit 
Committee Act 1951.

The Committee examines all reports of the Auditor-General, adopting inquiries, 
including thematic inquiries, based on specific audit reports. In adopting inquiries 
based on audit reports, the Committee considers:

 the significance of the program or issues raised in audit reports
 the audited agencies response to the audit 
 the potential public interest benefits in conducting an inquiry 

The Committee examines a broad range of evidence. In addition to the ANAO 
reports, the Committee receives submissions from audited agencies and the public, 
and conducts public hearings. The Committee also considers relevant public sector 
frameworks and findings of other relevant reviews, reports and audits. In 
particular, the Committee references the relevant sections of the Public Governance, 
Performance and Accountability Act 2013 (PGPA Act), PGPA Rule 2014, and 
associated resource management guidance. As the primary piece of 
Commonwealth resource management legislation, the PGPA Act establishes a 
single system of governance and accountability for public resources.
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B. Government Responses to JCPAA 
Report 447

ATO, DIBP and DHS



40 REPORT 467: CYBERSECURITY COMPLIANCE

Figure B.1 Australian Taxation Office response
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Figure B.2 Department of Immigration and Border Protection response
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Figure B.3 Department of Human Services response (p. 1)
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Figure B.4 Department of Human Services response (p. 2)
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Figure B.5 Department of Human Services response (p. 3)
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C. Summary of ANAO Audit Report

Cybersecurity Follow-up Audit

Conclusion

The ANAO assessed that, of the three entities, only the Department of Human 
Services was compliant with the Top Four mitigation strategies. The Department of 
Human Services also accurately self-assessed compliance against the Top Four 
mitigation strategies and met its commitment to the Joint Committee of Public 
Accounts and Audit of achieving compliance during 2016.

Of the three entities, only the Department of Human Services was cyber resilient. 
Cyber resilience is the ability to continue providing services while deterring and 
responding to cyber attacks. Cyber resilience also reduces the likelihood of 
successful cyber attacks. To progress to being cyber resilient, the Australian 
Taxation Office and the Department of Immigration and Border Protection need to 
improve their governance arrangements and prioritise cybersecurity.

Recommendations

Recommendation No. 1
Paragraph 2.25

The ANAO recommends that entities periodically 
assess their cybersecurity activities to provide 
assurance that: they are accurately aligned with the 
outcomes of the Top Four mitigation strategies and 
entities’ own ICT security objectives; and that they 
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can report on them accurately. This applies 
regardless of whether cybersecurity activities are 
insourced or outsourced.

Department of Human Services’ response: Agreed.
Australian Taxation Office’s response: Agreed.
Department of Immigration and Border 
Protection’s response: Agreed.

Recommendation No. 2
Paragraph 3.24

The ANAO recommends that entities improve their 
governance arrangements, by:

a.    asserting cybersecurity as a priority within 
the      context of their entity-wide strategic 
objective;

b.    ensuring appropriate executive oversight of 
cybersecurity;

c.     implementing a collective approach to 
cybersecurity risk management; and

d.    conducting regular reviews and 
assessments of their governance 
arrangements to ensure its effectiveness.

Department of Human Services’ response: Agreed.
Australian Taxation Office’s response: Agreed.
Department of Immigration and Border 
Protection’s response: Agreed.



47

D. Submissions

Submissions

1 QILA

2 Mr Ian Brightwell

3 Macquarie Telecom Group

 3.1 Supplementary to submission 3

4 Mr Peter Clarke

5 Australian Taxation Office

 5.1 Supplementary to submission 5

6 Australian National Audit Office

 6.1 Supplementary to submission 6

7 Department of Immigration and Border Protection

 7.1 Supplementary to submission 7

8 Department of Human Services

9 Chartered Accountants Australia and New Zealand

10 McAfee

11 Department of the Prime Minister and Cabinet

 11.1 Supplementary to submission 11

12 Department of Defence

 12.1 Supplementary to submission 12
 12.2 Supplementary to submission 12
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13 Attorney-General's Department
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E. Public Hearings

Friday, 2 June 2017

Committee Room 1R1, Parliament House, Canberra

Attorney-General’s Department

Mr Andrew Rice, Assistant Secretary, Identity and Protective Security Branch

Mr Douglas Rutherford, Director, Protective Security and Fraud Policy Section

Australian Taxation Office

Mr Ramez Katf, Second Commissioner and Chief Information Officer, Enterprise 
Solutions and Technology

Ms Wendy Bryant, Deputy Commissioner and Chief Security Officer, Service 
Operations

Department of Immigration and Border Protection

Mr Randall Brugeaud, Chief Information Officer

Ms Cheryl-anne Moy, First Assistant Secretary, Integrity, Security and Assurance 
Division

Department of Prime Minister and Cabinet

Mr Alastair Fraser MacGibbon, Special Adviser to the Prime Minister on Cyber 
Security

Australian National Audit Office

Ms Rona Mellor, Acting Auditor-General

Mr Mark Simpson, Acting Group Executive Director, Performance Audit Services 
Group



50 REPORT 467: CYBERSECURITY COMPLIANCE

Department of Defence

Mr Clive Lines, Deputy Director, Australian Signals Directorate; and Coordinator, 
Australian Cyber Security Centre


	Contents
	Membership of the Committee
	Chair
	Deputy Chair
	Members

	List of Recommendations
	1. Executive Summary
	Compliance with the mandatory Top Four
	The hallmarks of a cyber resilient entity

	2. Compliance with the mandatory Top Four
	Committee conclusions and recommendations
	Review of evidence
	Implementation of the Top Four mitigation strategies
	(No) Impediments to implementation
	Application whitelisting
	Patching applications and operating systems
	Minimising administrative privileges

	From Top Four to Essential Eight
	Implementation of ANAO Recommendation 1
	ATO progress on implementation
	DIBP progress on implementation



	3. The hallmarks of a cyber resilient entity
	Committee conclusions and recommendations
	Review of evidence
	Good governance and culture
	Implementation of ANAO Recommendation 2
	Prioritising cybersecurity
	Appropriate executive oversight
	Cybersecurity risk management

	External guidance and assessment
	Self-assessing against broader criteria – an international comparison

	Secure internet gateways


	A. Terms of Reference and JCPAA Role
	Terms of Reference
	JCPAA Role

	B. Government Responses to JCPAA Report 447
	C. Summary of ANAO Audit Report
	Conclusion
	Recommendations

	D. Submissions
	Submissions

	E. Public Hearings
	Friday, 2 June 2017


