






In many respects, the networked nature of Aboriginal sociality 
accords with social media platforms. Activities such as receiving 
information, organising logistics, and staying in touch with family – 
particularly when people change phone numbers frequently – are 
easily done via social media. However, things can go wrong, and in 
ways not entirely explained by typical definitions of cyber safety.

Discords and difficulties arise when platform settings don’t 
accommodate certain aspects of sociality. In this report we have 
focused on two crucial debates in technology/internet studies 
– privacy and governance – in relation to Indigenous knowledge 
systems. In doing so, we acknowledge that these are challenges 
for society in general, but they can manifest in unique ways in 
Aboriginal communities. 

In remote Aboriginal communities, privacy breaches can have 
serious consequences, including post-hoc destruction of 
devices and closure of accounts, as well as physical violence. 
The frequency and nature of these events suggests that users 
have abandoned the preemptory tools the technology offers for 
boundary management.

In this context, the preference for mobile devices and the 
conveniences of social media platforms go hand-in-hand with 
specific privacy-related ordeals, including identity violations and 
unauthorised access to financial accounts. In response, some 
individuals are choosing to avoid using certain services (such as 
online banking), while others are facing increased costs associated 
with data credit theft and the need to regularly replace lost, 
borrowed, or damaged devices. In attempting to mediate conflict, 
some communities are choosing to shut down public Wi-Fi when 
fights occur. The subtle dynamics of boundary work, as well as the 
less subtle top-down responses, therefore result in material and 
informational exclusions for some community members.

Physical conflict can be a reassertion of relatedness, even where 
it may fail to reinstate social order and may in fact have the 

opposite effect. In both communities where the research took 
place, participants favored mediation as a strategy when conflict 
arose, and suggested there was a need to develop protocols 
around device use that correspond with cultural obligations. 
Technology companies could consider ways to build these ideas 
of accountability into platforms – ways to heighten relatedness 
through visible place-based protocols. However, this raises the 
question of whether systems based on an understanding of 
relatedness are possible under contemporary market and  
legal regimes.

Online platforms institute sociotechnical regimes that guide user 
behavior; scholars call this “platform governance”. These regimes 
are based on US notions of free speech, which can limit community 
moderation possibilities. In addition, platforms are not transparent 
in how they decide which content to delete, and which to leave be. 
In the case of fight videos, we have shown that audiences could 
interpret the content in multiple ways, ranging from sport to social 
dysfunction. Due to such ambiguities, online platforms are unlikely 
to make a ruling on these videos. Some strategies, including 
“trusted flaggers”, may provide a way forward, but this response 
requires that organisations devote time and resources to this work.

Not all of the issues we identified are unique to Aboriginal 
communities. Some can be addressed through consumer 
awareness and education programs (for example, teaching 
people how to avoid scams). There is still a need for programs that 
address online behaviours and digital literacy.

We have also seen positive developments, such as providers 
changing or removing Premium Direct Billing services. As these 
instances demonstrate, cyber safety is an issue that extends 
beyond the consideration of individual capacities. Understanding 
the ways in which platform governance intersects with Indigenous 
governance will need to be an ongoing effort.

Conclusion

34 Cyber Safety in Remote Aboriginal Communities: Final Report



Acknowledgements

We thank the Elders and study participants for their  
contribution to the research, and for allowing us on to their land. 
This project has been conducted in stages, and across vast 
distances. We would like to acknowledge the following people  
and organisations. Without their assistance, the project would  
not have been possible.

The first stage of the research, which is covered in our 2016  
report, was conducted in Central Australia. Eleanor Hogan was  
a chief investigator for the project’s first stage, and we are 
indebted to her work in establishing the project. Identifying 
the communities that might participate in the project, and 
securing their consent, was a complex process. We relied on 
Reference Group members to suggest potential sites, and on local 
organisations to raise the prospect with community members. 
Kathy Burns at Barkly Regional Arts helped by providing advice 
about possible sites and relevant community organisations and 
representatives to contact. With the assistance of Marie Murfet, 
Leisha Booth, and George Butler at Piliyintinji-ki Stronger Families, 
and Maisie Flood at Tennant Creek High School, we carried out 
the first phase of the research in Tennant Creek. Senior woman 
Heather Wilson and School Attendance Officer Josiah Nuggett 
assisted our team in facilitating men’s and women’s workshops in 
Elliott. Margaret Cowie, CEO of Owairtilla Aboriginal Corporation, 
and Estelle Mick organised a workshop to discuss cyber safety 
with the researchers. 

During the first stage of the research (see Rennie et al, 2016a), 
Dale Wakefield, former Executive Officer of Alice Springs Women’s 
Shelter, was engaged to facilitate the women’s workshops at 
Tennant Creek and Elliott. Beth Sometimes, a digital designer, led 
a cartoon-development workshop with the Tennant Creek women 
on 23 March 2016, and developed artwork in response. Mark 
Sulikowski, Telstra’s Senior Advisor in Indigenous Digital Capability, 
facilitated the men’s workshops. Dale Wakefield and Mark 
Sulikowski also led workshops with female and male students 
respectively at Tennant Creek High School. Micheil Paton from the 
Central Australian Aboriginal Family Legal Unit (CAAFLU) in Alice 
Springs facilitated and conducted surveys at the men’s group at 
Elliott. Eleanor Hogan led the workshop discussion at Canteen 
Creek. Eleanor Hogan and Ellie Rennie interviewed members of the 
women’s and young people’s groups in Tennant Creek, and Indigo 
Holcombe-James and Eleanor Hogan surveyed women in Elliott.

The second phase of the research, which is covered in this 2018 
report, was conducted over two trips: one to a location in far  
north Queensland, the other to a location in central Australia. 
Tyson Yunkaporta was brought onto the project at this stage as  
a chief investigator. For the research conducted in Queensland,  
we would like to thank the local Council and community (who  
chose not to be named) for their willingness to be involved. For  
the research conducted in Central Australia, we would like to  
thank the local community and support services for their 
willingness to be involved.

Thanks to Lesley Acres from the State Library of Queensland  
and Nicholas Suzor for participating in the podcast output.  
We would especially like to thank David Stanley from RMIT’s  
media department for his help with sourcing the equipment  
(and teaching us how to use it). Thank you also to Camilla  
Hannan and James Milsom from Audiocraft for their production 
work on the RMIT podcast.

This project was supported by a number of individual researchers, 
each coming into and out of the research at various points. 
A special thanks to Chris Wilson for his efforts on designing 
the survey despite the many difficulties we faced, and to Yee 
Man Louie for her work in delivering it. Thank you also to Sam 
Kininmonth for his work documenting the fight videos found in 
YouTube playlists.

Reference Group
The Reference Group consists of representatives from the 
following organisations: Australian Communications Consumer 
Action Network (ACCAN); Barkly Regional Arts; Central Australian 
Aboriginal Legal Aid Service (CAALAS); Central Australian Youth 
Link Up Service (CAYLUS); Office of the eSafety Commissioner; 
Indigenous Remote Communications Association (IRCA); Northern 
Territory Community Justice Centre; Northern Territory Legal  
Aid Commission; Red Cross Youth Leadership Group; Papulu  
Apparr-Kari Language Centre; and Piliyintinji-ki Stronger Families.

The Reference Group provides overall direction for the project,  
as well as feedback on the development of research methodology  
and delivery, and on project outputs such as reports. It also 
provides a forum to share information about relevant policy 
developments and current cyber safety challenges. The  
Reference Group plays an important role in ensuring that the 
research project is conducted in ethical and culturally appropriate 
ways, particularly concerning cultural protocols relating to remote 
Aboriginal families and communities, and any potentially sensitive 
local issues. The project included consultations with a range of 
individual stakeholders, including some people from the Reference 
Group. In addition to the reference committee, Nancie-Lee 
Robinson and Mark Sulikowski from Telstra participated in  
project management meetings.

35Cyber Safety in Remote Aboriginal Communities: Final Report



References
A Dingo named Gerald (2018). Banned. Again. Retrieved 17 February 2018, from https://adingonamedgerald.wordpress.com/2018/02/01/banned-again

Altman, I. (1977). Privacy Regulation: Culturally universal or culturally specific? Journal of Social Issues, 33(3), 66‒84.

Australian Human Rights and Equal Opportunity Commission (2003). Social Justice Report 2003, Commonwealth of Australia. Retrieved 21 June 2016,  
from https://www.humanrights.gov.au/our-work/aboriginal-and-torres-strait-islander-social-justice/publications/social-justice-report-10

Australian Women Against Violence Alliance (AWAVA) (2017). Submission 14 in response to the Senate Inquiry into the Adequacy of Existing Offences in the 
Commonwealth Criminal Code and of State and Territory Criminal Laws to Capture Cyberbullying, 20 October 2017.

Ben-David, A. & A. Matamoros-Fernandez (2016). Hate Speech and Covert Discrimination on Social Media: Monitoring the Facebook pages of extreme-right  
political parties in Spain. International Journal of Communication, 10, 1167–1193.

Boyd, D. (2014). It’s Complicated: The social lives of networked teens. Yale University Press.

Brady, F., L.E. Dyson & T. Asela (2008). Indigenous Adoption of Mobile Phones and Oral Culture. In F. Sudweeks, H. Hrachovec & C. Ess (eds).  
Cultural Attitudes Towards Technology and Communication, pp. 384–398. Perth, Australia: Murdoch University.

Brophy, F. & S. Williams (2014). The Last Showman: The life and times of an Outback tent-boxing legend. Melbourne: Penguin.

Burbank, V.K. (1994). Fighting Women: Anger and aggression in Aboriginal Australia. Berkley: University of California Press.

Campbell, M., L. Crabtree, V. Davis, E. Keltie, S. Madden, A. Flouris, A. Third & R. Hendery (2017).  
Keeping Strong: Digital technology, participatory research, and young people’s wellbeing amongst Alice Springs Town Camp communities. Melbourne.

Carlson, B. (2013). The New Frontier: Emergent Indigenous identities and social media. In M. Harris, M. Nakata & B. Carlson (eds).  
The Politics of Identity: Emerging Indigeneity, pp. 147–168. Sydney: University of Technology E Press.

Carlson, B., T. Farrelly, R. Frazer & F. Borthwick (2015). Mediating Tragedy: Facebook, Aboriginal peoples and suicide.  
Australasian Journal of Information Systems, 19, 1–15.

Central Land Council. (2012). Divas Chat Causing Social Chaos: Land Rights News Central Australia. Retrieved 21 June 2016, from  
https://www.clc.org.au/index.php?/land-rights-news/publication/land-rights-news-central-australia/315/

Centre for Appropriate Technology (2013). Housing Experience: Post occupancy evaluation of Alice Springs town camp housing 2008–2011, Alice Springs.

Citron, D.K. & H. Norton (2011). Intermediaries and Hate Speech: Fostering digital citizenship for our information age. Boston University Law Review, 91, 1435–1484.

Clark, Y., & M. Augoustinos (2015). What’s in a Name? Lateral violence within the Aboriginal community in Adelaide, South Australia.  
Office Bearers of the APS College of Community Psychologists, 27(2), 19–34.

Cowlishaw, G. (2004). Blackfellas, Whitefellas, and the Hidden Injuries of Race. Malden, MA: Blackwell.

Crawford, K., & T. Gillespie (2016). What is a Flag For? Social media reporting tools and the vocabulary of complaint. New Media & Society, 18(3), 410–428.

De Crespigny, C., C. Emden, I. Kowanko, & H. Murray (2004). A “Partnership Model” for Ethical Indigenous Research. Collegian, 11(4), 7–13.

Dooley, J., L. Thomas, S. Falconer, D. Cross & S. Waters (2011). Educational Evaluation of Cybersmart Detectives: Final report, prepared for the Australian 
Communications and Media Authority by the Child Health Promotion Research Centre, Edith Cowan University. Retrieved 30 June 2016, from  
http://www.acma.gov.au/theACMA/cybersmart-detectives-report

Dragiewicz, M., J. Burgess, A. Matamoros-Fernandez, M. Salter, N. Suzor, D. Woodlock & B. Harris (2018). Technology Facilitated Coercive Control: Domestic violence 
and the competing roles of digital media platforms. Feminist Media Studies. (In Press).

Ellison, N B., J. Vitak, C. Steinfield, R. Gray & C. Lampe (2011). Negotiating Privacy Concerns and Social Capital Needs in a Social Media Environment. In S. Trepte & L. 
Reinecke (eds). Privacy Online: Perspectives on privacy and self-disclosure in the social web, pp. 19‒32. Berlin: Springer.

Freeman, B., & S. Chapman (2007). Is “YouTube” Telling or Selling You Something? Tobacco content on the YouTube video-sharing website.  
Tobacco Control, 16(3), 207–210.

Foster, D., R. Williams, D. Campbell, V. Davis & L. Pepperill (2006). “Researching Ourselves Back to Life”: New ways of conducting Aboriginal alcohol research.  
Drug and Alcohol Review, 25(3), 213–217.

Foster, D., J. Mitchell, J. Ulrik & R. Williams (2005). Population and Mobility in the Town Camps of Alice Springs. A report prepared by Tangentyere Council Research 
Unit. Desert Knowledge Cooperative Research Centre Report.

Fürsich, E. (2009). In Defense of Textual Analysis: Restoring a challenged method for journalism and media studies. Journalism Studies, 10(2), 238–252.

Gao, X., S.H. Hamzah, C.K.Y. Yiu, C. McGrath & N.M. King (2013). Dental Fear and Anxiety in Children and Adolescents: Qualitative study using YouTube.  
Journal of Medical Internet Research, 15 (2), e29.

Garlick, M. & A. David (2017). Facebook: Submission 4 in response to the Senate Inquiry, Adequacy of Existing Offences in the Commonwealth Criminal Code and of 
State and Territory Criminal Laws to Capture Cyberbullying, 18 October 2017.

Gillespie, T. (2012). The Dirty Job of Keeping Facebook Clean, Social Media Collective Research Blog. Retrieved 30 June 2016, from  
https://socialmediacollective.org/2012/02/22/the-dirty-job-of-keeping-Facebook-clean/

Gillespie, T. (2017). Governance Of and By Platforms. In J. Burgess, A. Marwick & T. Poell (eds). Sage Handbook of Social Media. Sage. Preprint:  
http://culturedigitally. org/wp-content/uploads/2016/06/Gillespie-Governance-ofby-Platforms-PREPRINT.pdf

Glaskin, K. (2012). Anatomies of Relatedness: Considering personhood in Aboriginal Australia. American Anthropologist, 114(2), 297‒308.

Gray, D., B. Morfitt, K. Ryan & S. Williams (1997). The Use of Tobacco, Alcohol and Other Drugs by Young Aboriginal People in Albany, Western Australia.  
Australian and New Zealand Journal of Public Health, 21(1), 71–76.

Hartley, J. (2002). Communication, Cultural and Media Studies: The key concepts. London: Routledge.

Heins, M. (2014). The Brave New World of Social Media Censorship, Harvard Law Review Forum, 325.

Hogan, E. (2014). Behind the Mulga Curtain. Inside Story. Retrieved 30 June 2016, from http://insidestory.org.au/behind-the-mulga-curtain.

Hogan, E., R. Gregory & J. Thomas (2012). Papunya Internet and Computer Centre Report. Melbourne: Swinburne Institute for Social Research.

Holmes, W., P. Stewart, A. Garrow, I. Anderson & L. Thorpe (2002). Researching Aboriginal Health: Experience from a study of urban young people’s health and  
well-being. Social Science and Medicine, 54(8), 1267–1279.

Hooper, C. (2009). Boxing for Palm Island. The Monthly, February. Retrieved 27 March 2018, from  
https://www.themonthly.com.au/issue/2009/february/1294082214/chloe-hooper/boxing-palm-island

Hopkins, N. (2017). Revealed: Facebook’s internal rulebook on sex, terrorism and violence. The Guardian (Australia Edition), 22 May.  
Retrieved 20 November 2017, from https://www.theguardian.com/news/2017/may/21/revealed-Facebook-internal-rulebook-sex-terrorism-violence

Iten, L. (2014). Southern RIPIA Sites Cyber Safety Program Report. Alice Springs: Northern Territory Library & Central Australian Youth Link Up Service.

Ito, M., H.A. Horst, M. Bittanti, B.H. Stephenson, P.G. Lange, C.J. Pascoe & D. Mahendran (2009).  
Living and Learning with New Media: Summary of findings from the digital youth project. Cambridge MA: MIT Press.

Johnson, B.G. (2017). Speech, Harm, and the Duties of Digital Intermediaries: Conceptualizing platform ethics. Journal of Media Ethics, 32(1), 16–27.

Katz, I., M. Keeley, B. Spears, C. Taddeo, T. Swirski & S. Bates (2014). Research on Youth Exposure to, and Management of, Cyberbullying Incidents in Australia: 
Synthesis report. Sydney: Social Policy Research Centre, UNSW.

Keelan, J., V. Pavri-Garcia, G. Tomlinson & K. Wilson (2007). YouTube as a Source of Information on Immunization: A content analysis.  
Journal of the American Medical Association, 298(21), 2482–84.

Kelly, L. (2002). Mediation in Aboriginal Communities: Familiar dilemmas, fresh developments. Indigenous Law Bulletin, 5(14), 7–10.

Kieu, B.T., R. Ichise & S.B. Pham (2015). Predicting the Popularity of Social Curation. In V. Nguyen, A. Le & V. Huynh (eds). Knowledge and Systems Engineering: 
Proceedings of the Sixth International Conference KSE 2014, 413–24. Cham: Springer International Publishing. DOI:10.1007/978-3-319-11680-8_33

Kral, I. (2011). Youth Media as Cultural Practice: Remote Indigenous youth speaking out loud. Australian Aboriginal Studies, 1, 4–16.

36 Cyber Safety in Remote Aboriginal Communities: Final Report



Kral, I. (2014). Shifting Perceptions, Shifting Identities: Communication technologies and the altered social, cultural and linguistic ecology in a remote Indigenous 
context. The Australian Journal of Anthropology, 25, 171–189.

Langton, M. (1988). Medicine Square. In I. Keen (ed.). Being Black: Aboriginal Cultures in “Settled” Australia, pp. 201–226. Canberra: Aboriginal Studies Press.

Lee, K.K., K.M. Congrave, A.R. Clough, T.A. Dobbins, M.J. Jaragba & G.C. Patton, (2009). Five‐year Longitudinal Study of Cannabis Users in Three Remote Aboriginal 
Communities in Arnhem Land, Northern Territory, Australia. Drug and Alcohol Review, 28(6), 623–630.

Lee, K.S., M.J. Jaragba, A.R. Clough & K.M. Congrave (2008). Wa! Ningeningma arakba akina da! (Oh! Now I know, that’s it!): Providing feedback to communities about 
studies of cannabis use in Arnhem Land, Northern Territory. Medical Journal of Australia, 188(2), 113–116.

Lee, K.S., T. Chikritzhs, S. Wilson, A.O. Wilkes, D. Gray, R. Room & K.M. Conigrave (2014). Better Methods to Collect Self‐reported Alcohol and Other Drug Use Data 
from Aboriginal and Torres Strait Islander Australians. Drug and Alcohol Review, 33(5), 466–472.

Lumby, B. (2010). Cyber-Indigeneity: Urban Indigenous identity on Facebook. The Australian Journal of Indigenous Education, 39(S1), 68–75.

Liberman, K. (1980). Ambiguity and Gratuitous Concurrence in Inter-cultural Communication. Human Studies, 3(1), 65–85.

McFarland, J. & L. Iten (2016). Community Management of Public Internet Wifi Hotspots, paper presented to Broadband for the Bush Forum V, 8–9 July, Brisbane.

McLennan, W. (2007). Tent Boxing: An Australian Journey. Granta Books: London.

McNair Ingenuity Research and the Indigenous Remote Communications Association (2016). Remote Indigenous Communications and Media Survey.  
Retrieved 30 July 2017, from http://www.irca.net.au/projects/remote-indigenous-communications-and-media-survey-2016

Macdonald, G. (2000). Economies and Personhood: Demand sharing among the Wiradjuri of New South Wales. Senri Ethnological Studies, 53, 87–111.

Macdonald, G. (1988). A Wiradjuri Fight Story. In I. Keen (ed.). Being Black: Aboriginal Cultures in “Settled” Australia, pp. 179–199. Canberra: Aboriginal Studies Press.

MacKinnon, R., E. Hickok, A. Bar & H. Lim (2015). Fostering Freedom Online: The roles, challenges and obstacles of internet intermediaries. Other Publications from 
the Centre for Global Communication Studies. Retrieved July 30 2017, from http://repository.upenn.edu/cgcs_publications/21

Martin, D.F. (1993). Autonomy and Relatedness: An ethnography of Wik people of Aurukun, western Cape York Peninsula. (Unpublished doctoral thesis).  
Canberra: Australian National University.

Marwick, A.E. (2012). The Public Domain: Social surveillance in everyday life. Surveillance & Society, 9(4), 378–393. 

Marwick, A.E. & d. boyd (2018). Understanding Privacy at the Margins. International Journal of Communication, 12, 1157–1165. 

Matias, J.N., A. Johnson, W.E. Boesel, B. Keegan, J. Friedman & C. DeTar (2015). Reporting, Reviewing, and Responding to Harassment on Twitter.  
Women, Action, and the Media. 13 May 2015. Retrieved July 30 2017, from http://womenactionmedia.org/twitter-report

McFarland (née Turner-Walker), J. (2012). Clash of the Paradigms: Night patrols in remote central Australia (Unpublished M. Crim. Justice thesis).  
Perth: University of Western Australia.

Milosevic, T. (2016). Social Media Companies’ Cyberbullying Policies. International Journal of Communication, 10, 5164–5185.

Mueller, M.L. (2015). Hyper-transparency and Social Control: Social media as magnets for regulation. Telecommunications Policy, 39(9), 804–810.

Moreton-Robinson, A. (2013). Towards an Australian Indigenous Women’s Standpoint Theory. Australian Feminist Studies, 28(78), 331–347.

National Alternative Dispute Resolution Advisory Council (NADRAC) (2006). Indigenous Dispute Resolution and Conflict Management. Retrieved July 30 2017, from 
https://www.ag.gov.au/LegalSystem/AlternateDisputeResolution/Documents/NADRAC%20Publications/Indigenous%20Dispute%20Resolution%20and%20
Conflict%20Management.PDF

Nippert-Eng, C.E. (2008). Home and Work: Negotiating boundaries through everyday life. Chicago: University of Chicago Press.

Nissenbaum, H. (2009). Privacy in Context: Technology, policy, and the integrity of social life. Stanford: Stanford University Press.

Office of the eSafety Commissioner (n.d.-a). Legislation. Retrieved 26 March 2018, from https://www.esafety.gov.au/about-the-office/legislation

Office of the eSafety Commissioner (n.d.-b). About Tier 1 of the Scheme. Retrieved 26 March 2018, from  
https://www.esafety.gov.au/social-media-regulation/about-tier-1-of-the-scheme

Office of the eSafety Commissioner (n.d.-c). About Tier 2 of the Scheme. Retrieved 26 March 2018, from  
https://www.esafety.gov.au/social-media-regulation/about-tier-2-of-the-scheme

Office of the eSafety Commissioner (n.d.-d). Submission 13 in response to the Senate Inquiry into the Adequacy of Existing Offences in the Commonwealth Criminal 
Code and of State and Territory Criminal Laws to Capture Cyberbullying.

Overlander.tv. (2008). Outback Tent Boxing: End of an era. Retrieved 17 February 2018, from https://www.youtube.com/watch?v=p4LQysWei3Q

Osborne, S. (2016). Cultural Capacity and Development: The case for flexible, interdisciplinary research in remote Aboriginal and Torres Strait Island communities. 
Learning Communities Special Issue: Synthesis & Integration, 19, 46–63.

Post, R.C. (1989). The Social Foundations of Privacy: Community and self in the common law tort. California Law Review, 77(5), 957–1010.

Putt, J. (2013). Conducting Research with Indigenous People and Communities. Sydney: Indigenous Justice Clearinghouse.

PY Media. (2016). Cyber Safety Project. Retrieved 26 March 2018, from http://www.pymedia.org.au/cyber-safety-project/

Queensland Family and Child Commission (2017). Submission 8 in response to the Senate Inquiry into the Adequacy of Existing Offences in the Commonwealth 
Criminal Code and of State and Territory Criminal Laws to Capture Cyberbullying.

Radoll, P. (2014). Cyber Safety and Indigenous Youth. Indigenous Law Bulletin, 8(12), 11–14.

Rennie, E., E. Hogan & I. Holcombe-James (2016a). Cyber Safety in Remote Aboriginal Communities and Towns: Interim Report.  
Melbourne: Swinburne Institute for Social Research.

Rennie, E., E. Hogan, R. Gregory, A. Crouch, A. Wright, J. Thomas & M.D. Rasch (2016b). Internet on the Outstation: The digital divide and remote Aboriginal 
communities. Theory on Demand, 19.

Rennie, E., T. Yunkaporta & I. Holcombe-James (2018). Privacy Versus Relatedness: Managing device use in Australia’s remote Aboriginal communities.  
International Journal of Communication, 12(19), 1291–1309.

Rieder, B., A. Matamoros-Fernández & Ò. Coromina (2018). From Ranking Algorithms to “Ranking Cultures”: Investigating the modulation of visibility in YouTube 
search results. Convergence, 24(1), 5–68.

Rigney, L.I. (1999). Internationalization of an Indigenous Anticolonial Cultural Critique of Research Methodologies: A guide to Indigenist research methodology  
and its principles. Wicazo Sa Review, 14(2), 109–121.

Senate Report (2018). Adequacy of Existing Offences in the Commonwealth Criminal Code and of State and Territory Criminal Laws to Capture Cyberbullying.  
Legal and Constitutional Affairs References Committee. Commonwealth of Australia, March 2018.

Shaw, G. & P. d’Abbs (2011). Community Safety and Wellbeing Research Study: Consolidated report. Canberra: Department of Families, Housing,  
Community Services and Indigenous Affairs.

Smith, L.T. (1999). Decolonizing Methodologies Research and Indigenous Peoples. London: Zed Books Ltd.

Spiro, M.E. (1993). Is the Western Conception of the Self “Peculiar” Within the Context of the World Cultures? Ethos, 21(2), 107–153.

Stanner, W.E.H. (1905–1981/2009). The Dreaming and Other Essays. Melbourne: Black Inc. 

Sunder, L. (2016). Predictive Model for Views in YouTube Beauty Community. Retrieved 30 July 2017, from  
https://www.causeweb.org/usproc/sites/default/files/usresp/2016/Predictive Model for Views in YouTube Beauty Community_VF_C.pdf

Swist, T., P. Collin, J. McCormack & A. Third (2015). Social Media and the Wellbeing of Children and Young People: A literature review.  
Prepared for the Commissioner for Children and Young People, Perth.

Vaarzon-Morel, P. (2014). Pointing the Phone: Transforming technologies and social relations among Warlpiri.  
The Australian Journal of Anthropology, 25(2), 239–255.

Vitak, J., & J. Kim (2014). You Can’t Block People Offline: Examining how Facebook’s affordances shape the disclosure process.  
In Proceedings of the 17th ACM conference on Computer Supported Cooperative Work & Social Computing, pp. 461–474.

Westin, A.F. (1967). Privacy and Freedom. New York: Atheneum.

Willis, M. (2011). Non-Disclosure of Violence in Australian Indigenous Communities. Trends and Issues in Crime and Criminal Justice, 405.  
Canberra: Australian Institute of Criminology. Retrieved 30 July 2017, from https://aic.gov.au/publications/tandi/tandi405

YouTube (2010). Terms of Service. Retrieved 30 October 2017, from https://www.youtube.com/t/terms?hl=en-GB&gl=AU

37Cyber Safety in Remote Aboriginal Communities: Final Report



As noted in Section 1.3, as part of Yunkaporta’s Indigenous 
standpoint methodology, data analysis was executed through 
“yarns” with family and knowledge-keepers, deep reflection,  
and the carving of symbols on a traditional wooden object before 
translation into standard English print forms. The result of this  
can be seen to the right.

Based on this translation – from yarns to standard English – 
Yunkaporta also developed a matrix for understanding cyber 
safety actions and responses within the specific context of 
Indigenous sociality. This coding of the Cape York ethnographic 
observation has been included for reference below, as it helped 
frame the analysis presented in this report.

Appendix 

Legitimate Power Illegitimate Power

eTransgression eConsequence eTransgression eConsequence

Insider Outsider Insider Outsider Insider Outsider Insider Outsider

Family members 
sending pics to 
stay in touch are 
using too much 
data, spending 
more than they 
can afford. 

Some older people 
self-exclude 
from phone use, 
and thus much 
family comms 
(technophobia, 
unfamiliarity).

Difficult culturally 
to say no to 
reverse charges, 
or share credit 
when family 
members  
demand it.

Some parents 
(minority) refuse 
to allow young 
children access to 
phones or social 
media.

Many parents 
buying phones 
for children for 
games, from age 
5 or 6.

Reluctance to 
use security pin 
number. 

Males and females 
have different 
attitudes towards 
phones and 
internet.

Slow internet, 
inferior 
infrastructure 
provided. 

Prepaid only 
available to most.

Data usage 
prohibitively 
expensive.

Reverse charge 
calls that 
Aboriginal people 
feel obligated to 
accept are overly 
expensive.

People face 
disconnection if 
they can’t afford 
to recharge credit 
for an extended 
period.

More govt 
control and 
surveillance via 
technology. Higher 
bureaucratic 
burden of welfare 
in regulating daily 
life (online forms, 
programs and 
processes via 
on-site offices) 
that demand 
continuous 
compliance and 
locals’ presence 
in town to receive 
welfare benefits, 
limiting excursions 
on country.

Family members 
have begun 
refusing to accept 
reverse charge 
calls or share 
credit.

People blocking 
troublemakers 
on Divas and 
Facebook. 

Additional 
household 
economic stress 
due to additional 
costs of phones, 
credit, etc.

Loss of privacy 
due to camera 
surveillance. 
Some like, some 
don’t. Some willing 
to sacrifice privacy 
for safety, both 
online and in 
community.

Increased literacy 
and exposure 
to print through 
phones. 

People avoiding 
phones or 
Facebook 
accounts are 
excluded from 
a lot of family 
and community 
information and 
comms.

Telstra pressured 
to upgrade 
internet services 
for community.

Government 
installs 
surveillance 
cameras on street 
to curb violence 
caused by social 
media misuse.

Government-
sponsored 
local Justice 
Group, made up 
of Elders with 
non-Aboriginal 
manager, 
facilitates 
mediation 
between 
families, forces 
perpetrators 
of online strife 
to apologise, 
sometimes sends 
them out bush 
for a period of 
suspension from 
community.

Two posters about 
cyberbullying 
displayed briefly 
at local store.

Young people 
misusing 
1800MumDad 
reverse charge 
calls.

Concerns about 
youth accessing 
inappropriate 
material on 
Google, Facebook 
and Divas.

Minors lying about 
their age on social 
media, pretending 
to be over 18.

Youth hacking 
Facebook 
accounts and 
starting fights in 
community with 
offensive posts.

Divas anonymous 
profiles used to 
commit taboo 
cultural offenses 
unheard of before 
(e.g. “swearing” 
at dead people 
and babies, boy 
assuming female 
identity online).

“Teasing” has 
escalated 
alarmingly with 
online anonymity. 
Exclusive problem 
to new digital 
native generation.

Rare 
circumstances 
of people getting 
economically 
scammed 
or exploited. 
Understanding 
of this is limited 
(e.g. respondent is 
unaware that her 
own car loan falls 
into this category).

Monthly Divas 
cost runs down 
pre-paid credit.

Occasional 
incidences of 
racist posts and 
content. Not seen 
as a problem.

Perception that 
white people are 
“always busy” on 
the phone. Seen 
as a cultural flaw.

Technology 
introduced though 
marketplace 
without adequate 
information or 
education about 
its use.

Concern about 
outsiders luring or 
grooming children, 
but no actual 
cases of this have 
been reported.

Unnamed 
consequence 
of “swearing” 
or trolling on 
Facebook, 
associated with 
white people 
being able to see. 
White gaze seen 
as a deterrent 
to wrongful 
behaviour, which 
is only done 
covertly online.

Individuals 
exacting violent 
revenge for 
online insult, but 
targeting innocent 
people.

Two families 
violently feuding 
to avenge online 
insult, without 
knowing identity of 
true perpetrators.

Family 
communication 
breakdown due to 
overuse of phones 
(“We’re not family 
anymore.”)

Community 
now under 
street camera 
surveillance 
in response, 
due to violence 
escalating via 
misuse of social 
media.

Loss of sleep.

People posting 
racist comments 
are occasionally 
rebuked with 
comments like, 
“This is our land”. 

Outsiders 
threatened with 
violence online for 
racist posts, but 
this seems to be 
done by Aboriginal 
people from other 
communities.
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Legitimate Power Illegitimate Power

eTransgression eConsequence eTransgression eConsequence

Insider Outsider Insider Outsider Insider Outsider Insider Outsider

Peer pressure to 
keep a Facebook 
account for family 
comms, and to 
stay up to date 
with community 
events. 

Males use and 
abuse social 
media less than 
females, and in 
different ways. 
Some male 
resistance to 
(and sabotage 
of) technology in 
rugged assertions 
of identity and 
autonomy.

Feuds started 
on social media 
spill out into 
conflicts across 
community, 
causing violence: 
often people 
pursing legitimate 
grievances 
against perceived 
illegitimate 
authority (e.g. in 
workplace), or 
misplaced anger 
against peers.

Reliance on 
phones for sense 
of safety out bush 
– people don’t go 
anywhere now 
without phones.

Elders lack 
proficiency 
and specialist 
knowledge about 
phones and how 
kids use them, 
feel a need to 
surrender some 
authority to 
outside experts to 
inform and advise.

Elders lack 
knowledge or even 
desire to use IT to 
communicate with 
the young about 
device misuse (e.g. 
would prefer to 
use a loudspeaker 
in community to 
spread messages 
about appropriate 
device use).

Use of Aboriginal 
language in 
conflicts over 
the phone can 
escalate conflict 
more intensely 
than when English 
is used.

Limited use of 
parental lock on 
internet use – 
most don’t know 
about this.

Tendency to 
smooth over 
or cover up 
disputes and 
conflicts, rather 
than address 
root causes of 
e-violence. Shame 
and a need to 
display a picture 
that everything  
is okay now, and 
the violence is in 
the past.

Inadequate 
explanation 
or instruction 
in technology 
introduced via 
programs into the 
community (e.g. 
PCYC Wi-Fi).

Discontinuity 
and transience 
of programs 
introduced to 
give access 
to technology 
(e.g. Knowledge 
Centre).

Invasive 
welfare tech 
infrastructure 
and surveillance 
encroach on 
privacy.

Community 
Elders and 
families involved 
in mediation 
to handle 
perpetrators and 
feuding families 
after online 
strife. Mission 
Day punishment 
now illegal and 
discontinued (e.g. 
tying to tree with 
ant nest, flogging 
with switch, etc.)

Agreement 
throughout 
community not to 
talk about past 
feuds caused 
by social media 
abuse. Universally 
adhered to.

Widespread 
downloading and 
use of games, 
access to digital 
entertainment

Sometimes young 
people fighting 
due to online 
conflicts are 
banished from 
town for a while,  
to stay out bush 
with family.

Elders approach 
youth informally in 
community life to 
warn them about 
misusing devices.

Limiting phone 
contacts to close 
family members 
only, policing who 
is contacted by 
phone (for privacy 
and security).

Some struggle 
between 
competing needs 
for safety/ control 
and freedom/
privacy. Most err 
on side of safety, 
and embrace 
idea of punitive 
measures and 
controls.

Strong assertion 
by males 
that culture/ 
spirituality and 
technology are to 
be kept separate, 
and don’t affect 
each other. But 
some females 
report  
the opposite.

Teenagers 
“walking head 
down on their 
phone”, limiting 
interaction with 
family and place, 
abandoning 
previous inventive 
and physical 
forms of play.

Young people 
pressuring family 
to buy more costly 
phones, often 
replacing phone.

Phone theft 
widespread.

Some conflict  
with family in 
other communities 
is partially carried 
out via social 
media.

With excessive 
phone use, a 
perceived loss of 
focus on cultural 
activity, decrease 
in cultural 
participation 
from younger 
generation.

Internet addiction 
– Facebook.

Peer pressure 
to participate in 
social media.

Male violence 
provoked by phone 
theft – fighting, 
stealing cars, self-
harm in vindictive 
fits of rage.

Willful 
continuation of 
social media use, 
despite awareness 
of own social 
media addiction 
and damage it  
is doing.

Rejection of pin 
security measures 
because phones 
become locked 
when children try 
to guess the pin.

Young people, 
especially girls, 
posting fight 
videos on YouTube.

Some relational 
concerns, 
with girls 
inappropriately 
using uncle’s 
device to call 
boyfriends, 
can cause 
misunderstandings 
and cultural 
problems  
for uncle. 

Headaches 
from overuse of 
devices.

Assimilation – 
people being 
“always busy” 
on the phone, 
which is seen as a 
more mainstream 
cultural trait.

Refusal to share 
credit can alienate 
a person from 
informal local 
economy.

Sense that 
children “boss” 
parents, and that 
when measures 
are put in place, 
young people 
increase pressure 
via violence 
to get access 
to technology 
(tantrums, 
property damage 
until demands 
met). Sense that 
kids will find ways 
around controls, 
by stealing 
devices, hacking 
etc. There’s a kind 
of genius in how 
some children 
find “hacks” to 
frustrate social 
control measures. 
Has always been 
simultaneous 
pride and 
condemnation 
of this behaviour 
from adults. Pride 
is expressed away 
from the colonial 
gaze, while 
condemnation 
is expressed 
beneath it. 
Same could be 
said of resistant 
and sometimes 
destructive 
behaviours by 
adults, both online 
and offline.
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