








Conclusion

In many respects, the networked nature of Aboriginal sociality
accords with social media platforms. Activities such as receiving
information, organising logistics, and staying in touch with family —
particularly when people change phone numbers frequently — are
easily done via social media. However, things can go wrong, and in
ways not entirely explained by typical definitions of cyber safety.

Discords and difficulties arise when platform settings don’t
accommodate certain aspects of sociality. In this report we have
focused on two crucial debates in technology/internet studies

- privacy and governance - in relation to Indigenous knowledge
systems. In doing so, we acknowledge that these are challenges
for society in general, but they can manifest in unique ways in
Aboriginal communities.

In remote Aboriginal communities, privacy breaches can have
serious consequences, including post-hoc destruction of
devices and closure of accounts, as well as physical violence.
The frequency and nature of these events suggests that users
have abandoned the preemptory tools the technology offers for
boundary management.

In this context, the preference for mobile devices and the
conveniences of social media platforms go hand-in-hand with
specific privacy-related ordeals, including identity violations and
unauthorised access to financial accounts. In response, some
individuals are choosing to avoid using certain services (such as
online banking), while others are facing increased costs associated
with data credit theft and the need to regularly replace lost,
borrowed, or damaged devices. In attempting to mediate conflict,
some communities are choosing to shut down public Wi-Fi when
fights occur. The subtle dynamics of boundary work, as well as the
less subtle top-down responses, therefore result in material and
informational exclusions for some community members.

Physical conflict can be a reassertion of relatedness, even where
it may fail to reinstate social order and may in fact have the
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opposite effect. In both communities where the research took
place, participants favored mediation as a strategy when conflict
arose, and suggested there was a need to develop protocols
around device use that correspond with cultural obligations.
Technology companies could consider ways to build these ideas
of accountability into platforms — ways to heighten relatedness
through visible place-based protocols. However, this raises the
question of whether systems based on an understanding of
relatedness are possible under contemporary market and

legal regimes.

Online platforms institute sociotechnical regimes that guide user
behavior; scholars call this “platform governance”. These regimes
are based on US notions of free speech, which can limit community
moderation possibilities. In addition, platforms are not transparent
in how they decide which content to delete, and which to leave be.
In the case of fight videos, we have shown that audiences could
interpret the content in multiple ways, ranging from sport to social
dysfunction. Due to such ambiguities, online platforms are unlikely
to make a ruling on these videos. Some strategies, including
“trusted flaggers”, may provide a way forward, but this response
requires that organisations devote time and resources to this work.

Not all of the issues we identified are unique to Aboriginal
communities. Some can be addressed through consumer
awareness and education programs (for example, teaching
people how to avoid scams). There is still a need for programs that
address online behaviours and digital literacy.

We have also seen positive developments, such as providers
changing or removing Premium Direct Billing services. As these
instances demonstrate, cyber safety is an issue that extends
beyond the consideration of individual capacities. Understanding
the ways in which platform governance intersects with Indigenous
governance will need to be an ongoing effort.
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Appendix

As noted in Section 1.3, as part of Yunkaporta’s Indigenous
standpoint methodology, data analysis was executed through
“yarns” with family and knowledge-keepers, deep reflection,

and the carving of symbols on a traditional wooden object before
translation into standard English print forms. The result of this
can be seen to the right.

Based on this translation - from yarns to standard English -
Yunkaporta also developed a matrix for understanding cyber
safety actions and responses within the specific context of
Indigenous sociality. This coding of the Cape York ethnographic
observation has been included for reference below, as it helped
frame the analysis presented in this report.

Insider

Family members
sending pics to
stayintouchare
using too much
data, spending
more than they
can afford.

Some older people
self-exclude

from phone use,
and thus much
family comms
(technophobia,
unfamiliarity).

Difficult culturally
to say no to
reverse charges,
or share credit
when family
members
demand it.

Some parents
(minority) refuse
to allow young
children access to
phones or social
media.

Many parents
buying phones
for children for
games, from age
5or6.

Reluctance to
use security pin
number.

Males and females
have different
attitudes towards
phones and
internet.

Qutsider

Slow internet,
inferior
infrastructure
provided.

Prepaid only
available to most.

Data usage
prohibitively
expensive.

Reverse charge
calls that
Aboriginal people
feel obligated to
acceptare overly
expensive.

People face
disconnection if
they can't afford
to recharge credit
foran extended
period.

More govt

control and
surveillance via
technology. Higher
bureaucratic
burden of welfare
in regulating daily
life (online forms,
programs and
processes via
on-site offices)
that demand
continuous
compliance and
locals’ presence
intown to receive
welfare benefits,
limiting excursions
on country.

Insider

Family members
have begun
refusing to accept
reverse charge
calls or share
credit.

People blocking
troublemakers
on Divas and
Facebook.

Additional
household
economic stress
due to additional
costs of phones,
credit, etc.

Loss of privacy
due tocamera
surveillance.
Some like, some
don’t. Some willing
to sacrifice privacy
for safety, both
onlineandin
community.

Increased literacy
and exposure

to print through
phones.

People avoiding
phones or
Facebook
accounts are
excluded from
a lot of family
and community
information and
comms.

Outsider

Telstra pressured
to upgrade
internet services
for community.

Government
installs
surveillance
cameras on street
to curb violence
caused by social
media misuse.

Government-
sponsored

local Justice
Group, made up
of Elders with
non-Aboriginal
manager,
facilitates
mediation
between
families, forces
perpetrators

of online strife
to apologise,
sometimes sends
them out bush
for a period of
suspension from
community.

Two posters about
cyberbullying
displayed briefly
at local store.

D B )=

Insider

Young people
misusing
1800MumDad
reverse charge
calls.

Concerns about
youth accessing
inappropriate
material on
Google, Facebook
and Divas.

Minors lying about
their age on social
media, pretending
to be over 18.

Youth hacking
Facebook
accounts and
starting fights in
community with
offensive posts.

Divas anonymous
profiles used to
commit taboo
cultural offenses
unheard of before
(e.g. “swearing”
at dead people
and babies, boy
assuming female
identity online).

“Teasing” has
escalated
alarmingly with
online anonymity.
Exclusive problem
to new digital
native generation.

Outsider

Rare
circumstances

of people getting
economically
scammed

or exploited.
Understanding

of this is limited
(e.g. respondent is
unaware that her
own car loan falls
into this category).

Monthly Divas
cost runs down
pre-paid credit.

Occasional
incidences of
racist posts and
content. Not seen
asaproblem.

Perception that
white people are
“always busy” on
the phone. Seen
as a cultural flaw.

Technology
introduced though
marketplace
without adequate
information or
education about
its use.

Concern about
outsiders luring or
grooming children,
but no actual
cases of this have
been reported.

Legitimate Power Illegitimate Power

Insider

Unnamed
consequence

of “swearing”

or trolling on
Facebook,
associated with
white people
being able to see.
White gaze seen
as adeterrent
to wrongful
behaviour, which
isonly done
covertly online.

Individuals
exacting violent
revenge for

online insult, but
targeting innocent
people.

Two families
violently feuding
to avenge online
insult, without
knowing identity of
true perpetrators.

Family
communication
breakdown due to
overuse of phones
(“We're not family
anymore.”)

Community
now under
street camera
surveillance

in response,
due toviolence
escalating via
misuse of social
media.

Loss of sleep.

Outsider

People posting
racist comments
are occasionally
rebuked with
comments like,
“Thisis our land”.

Outsiders
threatened with
violence online for
racist posts, but
this seems to be
done by Aboriginal
people from other
communities.
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Legitimate Power Illegitimate Power

eTransgression eConsequence elransgression eConsequence

Insider Outsider Insider Outsider Insider Outsider Insider Outsider
Peer pressure to Inadequate Community Teenagers Headaches
keep a Facebook explanation Elders and “walking head from overuse of
account for family | orinstruction families involved down on their devices.
comms, and to intechnology in mediation phone”, limiting
stay up to date introduced via to handle interaction with Assimilation -

with community programs intothe | perpetrators and family and place, people being

events. community (e.g. feuding families abandoning “always busy”
PCYC Wi-Fi). after online previous inventive on the phone,

Males use and strife. Mission and physical whichisseenasa

abuse social
media less than
females, andin
different ways.
Some male
resistance to
(and sabotage

Discontinuity
and transience
of programs
introduced to
give access

to technology
(e.g. Knowledge

Day punishment
now illegal and
discontinued (e.g.
tying to tree with
ant nest, flogging
with switch, etc.)

forms of play.

Young people
pressuring family
to buy more costly
phones, often
replacing phone.

more mainstream
cultural trait.

Refusal to share
credit can alienate
aperson from
informal local

of) technology in Centre). Agreement economy.

rugged assertions throughout Phone theft

of identity and Invasive community not to widespread. Sense that

autonomy. welfare tech talk about past children “boss”
infrastructure feuds caused Some conflict parents, and that

Feuds started
on social media

and surveillance
encroach on

by social media
abuse. Universally

with family in
other communities

when measures
are putinplace,

spill out into privacy. adhered to. is partially carried young people
conflicts across outvia social increase pressure
community, Widespread media. viaviolence

causing violence:
often people

downloading and
use of games,

With excessive

to get access
to technology

pursing legitimate access to digital phone use, a (tantrums,
grievances entertainment perceived loss of property damage
against perceived focus on cultural untildemands
illegitimate Sometimes young activity, decrease met). Sense that

authority (e.g. in
workplace), or
misplaced anger
against peers.

Reliance on
phones for sense
of safety out bush
- people don’t go
anywhere now
without phones.

Elders lack
proficiency

and specialist
knowledge about
phones and how

people fighting
due toonline
conflicts are
banished from
town for a while,
to stay out bush
with family.

Elders approach
youth informally in
community life to
warn them about
misusing devices.

Limiting phone
contacts to close
family members

incultural
participation
from younger
generation.

Internet addiction
- Facebook.

Peer pressure
to participate in
social media.

Male violence
provoked by phone
theft - fighting,
stealing cars, self-
harm in vindictive

kids will find ways
around controls,
by stealing
devices, hacking
etc. There’s a kind
of genius in how
some children
find “hacks” to
frustrate social
control measures.
Has always been
simultaneous
pride and
condemnation

of this behaviour
from adults. Pride
is expressed away

kids use them, only, policing who fits of rage. from the colonial
feelaneed to is contacted by gaze, while
surrender some phone (for privacy Willful condemnation
authority to and security). continuation of is expressed

outside experts to
inform and advise.

Elders lack
knowledge or even
desire touse IT to
communicate with
the young about
device misuse (e.g.
would prefer to
use a loudspeaker
in community to
spread messages
about appropriate
device use).

Use of Aboriginal
language in
conflicts over

the phone can
escalate conflict
more intensely
than when English
is used.

Some struggle
between
competing needs
for safety/ control
and freedom/
privacy. Most err
on side of safety,
and embrace
idea of punitive
measures and
controls.

Strong assertion
by males

that culture/
spirituality and
technology are to
be kept separate,
and don't affect
each other. But
some females
report

the opposite.

social media use,
despite awareness
of own social
media addiction
and damage it

is doing.

Rejection of pin
security measures
because phones
become locked
when children try
to guess the pin.

Young people,
especially girls,
posting fight
videos on YouTube.

Some relational
concerns,

with girls
inappropriately
using uncle’s
device to call

Limited use of boyfriends,

parental lock on can cause

internet use - misunderstandings

most don’t know and cultural

about this. problems
foruncle.

Tendency to

smooth over

or cover up

disputes and
conflicts, rather
than address
root causes of
e-violence. Shame
and aneed to
display a picture
that everything
is okay now, and
the violence s in
the past.

beneath it.

Same could be
said of resistant
and sometimes
destructive
behaviours by
adults, both online
and offline.
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