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Executive summary 

The following report contains an analysis of the data gathered from a survey on geodata sharing 
awareness and practices of 287 Australian smartphone users. The survey was conducted as part of 
the ‘Digital media, location awareness, and the politics of geodata’ project, funded by the Australian 
Research Council Discovery Projects scheme (DP180100174). This project critically examines the 
increasingly pervasive role of location metadata (or geodata) in Australian smartphone practices 
and cultures. With near-ubiquitous levels of smartphone use in Australia, digital media have 
become integrated within everyday lives. These services, however, rely on access to an individual’s 
location, raising privacy and cybersecurity concerns over this sensitive datapoint.  

The survey investigates the perceived impact that this technology has on Australian smartphone 
users and how they balance convenience and privacy in their everyday choices over granting apps 
access to their location. The primary aim of the survey was to gather findings that can ultimately 
help inform the development of online and open resources to enhance public understanding of 
geodata and geoprivacy. The survey findings also aim to contribute to industry and public policy 
recommendations that address the crucial issue of ‘location awareness’ in everyday digital media 
use. 

 

Key findings 

1. Navigation, transport, and social connection are key drivers for the use of location-based 
apps and services. 

Approximately 95% of respondents reported that they used location-based apps and 
services for navigation, while roughly 60% reported that they used these apps for 
transportation and socialising or networking. Between 25 and 30% of respondents reported 
using location-based apps and services for self-tracking and recommendations. 

2. Smartphone users are concerned about the privacy implications of smartphone apps 
collecting and tracking their location. 

Over half of the respondents reported negative rather than positive feelings towards the 
collection of their location data by smartphone apps and services. They reported being 
somewhat confident in knowing what location permission they had granted to location-
based apps. The most prevalent stories about geodata sharing told by respondents related 
to unexpected or uncanny provision of information, receiving unsolicited or unwanted 
information or prompts, discovering the extent or vulnerability of their stored data, loss of 
privacy, and settings being overridden automatically. Positive stories included the benefits 
of having access to tracking information and improved safety and getting access to 
information they wanted through sharing their location-based data. 

3. Despite their concerns about location tracking, smartphone users value an app’s usefulness 
over their feelings of control, privacy, and trust. 

Overall, respondents considered usefulness to be the most important factor when deciding 
to share their location with an app on their smartphone, followed by control, privacy, trust, 
and ease of use. Regarding the tradeoffs they make between potential benefits and 
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perceived risks, respondents pointed to sharing their location as “the price they had to pay” 
for access to services.  

4. Although usefulness is considered more important than control, privacy, and trust in the 
decision to grant location permission to smartphone apps, there are key personal risks that 
are considered to override usefulness. 

Respondents described a number of personal risks related to loss of privacy and personal 
safety that could reduce their willingness to use location-based apps, namely stalking, 
harassment, and crime-related risks; risks associated with surveillance that impinged upon 
their personal safety and political freedom; as well as unwanted location-based marketing 
or advertising. 

5. Smartphone users feel there is a need for more user awareness of the implications of 
location-sharing, as well as greater emphasis put on service providers (e.g., app developers 
and mobile operating systems) and even regulators to mitigate against privacy risks in 
location-sharing. 

Respondents provided recommendations for action by providers, including improved user 
controls or warnings about access, storage, and use of data; greater transparency; and 
putting limits on data use, data sharing, and data storage. Recommendations for action by 
users included using privacy/blocking software, using reputable apps, checking reviews, 
and being more careful when choosing settings. Some respondents suggested greater 
regulation and contractual accountability including compensation for privacy violations. 
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1. INTRODUCTION    

Australian smartphone ownership has reached almost maximum penetration. Nearly 90% of 
Australians now own a smartphone (Deloitte, 2018) and the majority of Australian smartphone 
users also see their devices as essential for their everyday lives. In 2016, Australian smartphone 
owners reported that they needed a mobile phone to juggle their work and personal lives. 45% said 
they could not live without a mobile phone (Roy Morgan, 2016). This pervasive, everyday use of 
mobile media requires users to share large amounts of personal information with and through their 
devices. Location data (or geodata) is a large, significant, and rapidly expanding subset of this 
information (Kitchin 2015, Mitchell & Highfield 2017).  

A significant part of what makes a smartphone ‘smart’ is its built-in GPS. This enables mobile apps 
to ‘pull’ a smartphone’s physical location information and to ‘push’ other locational or location-
based information to it (Dwyer 2015, pp. 121-122). GPS is only one of a number of ways that a 
smartphone can track and share its user’s location. WiFi, Bluetooth, and cell tower proximity are 
other ways to track and share user location data. But GPS remains the primary method for location-
based smartphone apps like Uber, Strava, and Google Maps to request and access user geodata. 

Even though users must explicitly give consent for their GPS location to be collected via smartphone 
apps, they may not fully understand what data is being accessed with these permissions. They may 
not fully understand how their data is being used, or who has access to it (Location Forum 2013). 
While geodata might not ‘name’ an individual, it can be aggregated with other personally 
identifying data. It can also identify individuals through tracking their habitual routes or real-time 
location. 

This has made ‘location’ a salient and particularly sensitive datapoint in the current digital media 
environment. It creates a tension where the sharing of geodata is essential to everyday digital 
media but also extremely personal. The sensitivity of personal location data is underscored by a 
2016 European Commission location privacy report, which flags geodata as a looming privacy 
concern for public administrations, for ‘location data not only says where you are, it says who you 
are’ (Bargiotti et al. 2016, p. 5). Similarly, research from the Pew Research Center (2016) into how 
US mobile users engage in privacy trade-offs when granting services and apps access to their 
information notes that, for digital media users, location data is ‘especially precious in the age of the 
smartphone’, as it offers a ‘special intimacy’ for the individual user (p. 5). Recent investigative news 
stories from the Wall Street Journal and New York Times have also highlighted privacy concerns 
surrounding the on-selling of user location data to third-party marketers (Mims 2018; Valentineo-
DeVries et al., 2018), resulting in litigation against at least one app developer (Dean 2019).  

This report focuses on the Australian context against this global backdrop of growing concerns over 
geoprivacy and the rapid and continuing growth of location intelligence and location marketing 
industries fed by locative apps and services. We provide an analysis of data gathered through a 
survey of 287 Australian smartphone users. We examine their ‘location awareness’, identifying the 
location-based apps they use, the everyday tradeoffs they make between locational privacy and 
convenience, and the roles that perceived risk, trust, and control play in their choice to grant or not 
grant an app access to their location.  
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2. OUR APPROACH 

In June 2019, Australian smartphone owners were invited to complete an online survey on their 
awareness and use of various smartphone apps’ geodata sharing feature. Participants needed to 
be 13 years or older and Australian citizens, permanent residents, or have resided in Australia on a 
working, studying, or family visa for at least six months. 

The survey questions focused on examining Australian smartphone owners’ awareness and 
understanding of the location information they share through everyday use of locative apps and 
services. They were asked to identify the kind of smartphone they owned or used, the common 
apps they have installed on their phone that use location-based services, how regularly they use 
the apps, and what informs their choice to grant (or not grant) apps access to their location. The 
survey also drew on work contributing to the Technology Acceptance Model (TAM) and included 
items that investigate the role of perceived risk, trust, and perceived control as variables or factors 
in the uptake of location based apps or services (Leszczynski 2017). TAM (Davis, 1989) proposes 
that users are driven to accept particular technologies because of two related but conceptually 
distinct constructs: usefulness and ease of use. Davis (1989) raised the idea of cost–benefit analyses 
as relevant to perceptions of benefit. More recently, researchers have noted the important 
interplay between perceptions of costs and benefits, which suggest context-specific attention to 
the perception of costs and risk as mediators or as independent factors balancing perceived benefit 
(Venkatesh, 2003; Thiesse, 2007).  

The survey included scale items drawn from the existing literature: perceived use and perceived 
ease of use (adapted from Dhurup et al. 2011), perceived trust, perceived risk, and perceived 
control (adapted from Zhou 2013). Appendix 1 contains a copy of the survey. 

The survey was housed on QUT’s Key Survey platform. It opened on 13 May at 9 am and closed on 
10 June 2019 at 5 pm.  

To promote the survey to potential participants, QUT Media and Communications distributed a 
media release about the project on 13 May. They also put out social media posts on Twitter and 
Facebook. The story was reported on by the Brisbane Times, Sydney Morning Herald, and the 
Melbourne Age. The story was the one of the six most viewed national stories in the Brisbane Times 
on 21 May 2019. Peta Mitchell participated in three radio interviews: ABC Brisbane (Kat Feeney), 
ABC Tasmania (Louise Sanders), and ABC Gold Coast (Glen Dinsdale). 

QUT Digital Media organised a social media advertising campaign starting from 20 May to 9 June. 
Three advertisements for the survey (see Appendix 2) were posted on Facebook and Instagram. 
These advertisements reached 57, 456 unique Facebook or Instagram accounts and resulted in 686 
clicks on the survey link.  

Of the 381 surveys that were started, 287 surveys were completed (75% completion rate). The data 
was analysed qualitatively and quantitatively. The responses to the open-ended questions were 
coded thematically. The number of instances coded for each theme and representative extracts 
from survey responses is presented in the findings section. The number of instances coded for each 
theme can be used to indicate the prevalence of particular themes in the data, however this must 
be interpreted with caution, and in concert with quantitative data, since much of the thematic 
coding draws from several open-ended question prompts. The nature of questions could have 

https://www.qut.edu.au/news?id=144088
https://twitter.com/QUT/status/1128172613635837952
https://www.facebook.com/QUTBrisbane/posts/10161661981045304
https://www.brisbanetimes.com.au/national/queensland/how-comfortable-are-you-with-your-phone-tracking-your-every-move-20190516-p51o61.html
https://www.theage.com.au/national/queensland/how-comfortable-are-you-with-your-phone-tracking-your-every-move-20190516-p51o61.html?cspt=1558394756%7C97b49a337af6f7dc9a5788adcbe5e985
https://research.qut.edu.au/geoprivacy/survey-participation/
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drawn attention to some uses more than others. For example a question explicitly asked about 
safety while no similar question asked about navigation.  

We conducted quantitative data analysis using IBM SPSS statistics software. We provide descriptive 
statistics and also report on significant associations or group differences. We also note places where 
we have condensed some of the grouping categories to do independent samples t-tests and cross-
tabulations. We evaluated the scales aimed to investigate the Technology Acceptance Model for 
construct validity using a Principal Component Analysis (PCA) with varimax rotation. We chose a 
PCA with varimax rotation over a confirmatory factor analysis to explore the initial relationships 
between items and reveal any conceptual overlap. The internal consistency of the scales was 
assessed by analysing Cronbach alpha reliability values.  

 

3. SUMMARY OF FINDINGS 

An analysis of the survey demographics shows that survey respondents were generally 
representative of the Australian population in terms of the proportion of respondents living in 
capital cities. However, survey respondents were generally older than the Australian population 
and contained more female respondents. The respondents were not geographically representative 
of Australia, with a high proportion coming from Queensland. The number of survey respondents 
holding a Bachelor’s degree or above was higher than the national average, and survey respondents 
were generally earning more income per year than the national average.  

Respondents tended to agree that it was important to keep up with the latest trends in technology, 
and they also agreed that they can get more done or accomplish more tasks because of technology. 
However, there was a statistically significant gender-based difference with more male-identifying 
respondents agreeing with this statement. Respondents tended to disagree that new technology 
made life more complicated. Over half of the respondents indicated that they owned an Apple 
iPhone. The next most frequently owned smartphones were the Samsung Galaxy and Google 
Android. 

Over 50% of survey respondents had the following apps installed on their smartphones: Google 
Maps, Facebook, Instagram, and Weatherzone, BOM Weather, or similar. Over 30% of survey 
respondents had installed apps for Twitter, Airbnb, Apple Maps, and Uber Eats, Deliveroo, or 
similar. Uber was also installed by over 28% of respondents. Approximately 95% of survey 
respondents indicated that they used location-based apps for navigation. Over 60% of respondents 
indicated that they used location-based apps for social and transportation purposes. The perceived 
safety benefits of location based apps were not explicitly investigated as a quantitative item; 
however, an open-ended question specifically asked about safety and security and we coded 134 
instances in the qualitative data identifying that location based apps contributed to perceptions of 
security. In line with the quantitative analysis, respondents identified navigation and transit as 
important drivers for the use of geolocation services. Respondents reported that they were mainly 
willing to use geolocation services because of their functionality/usefulness. They were also willing 
to use these services for convenience and to improve their experience. Some reported that they 
were willing to use geolocation services when the app was free and others reported a willingness 
to use them if their data contributed improving services for others. 
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Over half of the respondents contributing to one open-ended question about their feelings towards 
providers collecting their geodata reported negative rather than positive feelings. The reported 
feelings about data collection were thematically coded from this single question and so the counts 
may be considered to be a good representation of the weight of responses. Just over 28% of 
respondents reported that they had no problem with geolocation data collection, and 
approximately 20% of respondents reported ambivalence or indifference—or that their feelings 
were conditional on particular identified factors. From the quantitative data, we found that on 
average, respondents were somewhat confident in knowing what location permission they had 
granted to location-based apps. Respondents were also confident in their ability to turn on and off 
location services for individual apps. Additionally, survey respondents were somewhat confident in 
their understanding of these apps’ requests for location sharing and the privacy risks associated 
with sharing information about their location.  

When describing issues associated with trust, respondents noted that they made assessments of 
trust and its relative importance as part of overall decisions about how and whether they used 
specific apps. Respondents were asked to quantitatively evaluate how important factors such as 
usefulness, ease of use, trust, privacy, and control were in their decision to share their location with 
an app on their smartphone. Usefulness was rated as the most important factor, followed by 
control, privacy, trust, and ease of use. Many respondents reported taking steps to maintain or 
increase their sense of control or to limit risk or how they provide location data. Respondents 
reported controlling data access by using permission settings at the app level or at the phone level 
or by choosing which apps to install or remove. Consistent with quantitative data, the qualitative 
data suggest that the uptake and use of apps that use location-based services is largely driven by 
the appeal of the services that location data support and the convenience that apps provide. In 
relation to tradeoffs between potential benefits and perceived risks, the main reason respondents 
provided for making tradeoffs was that they considered it to be the price they had to pay for access 
to services. Some respondents indicated that privacy was the price they had to pay for access to 
services—even if that meant a loss of their privacy.  

In one section of the survey, respondents were presented with a scenario and asked to evaluate 
the location information they would choose to share with a popular weather app – The Weather 
Channel App. Nearly two-thirds of survey respondents specified that they would turn on the 
location-based service only while using the app. Respondents agreed that knowing how to change—
and having control over changing—their location-sharing preferences influenced their decision. 
Respondents also agreed that the perceived usefulness of location-sharing services, such as 
accessing local weather forecasts easier and more efficiently, informed their choice in the scenario 
to grant (or not grant) The Weather Channel App access to their location. The perceived ease of use 
of the app by sharing location data was also a factor. Survey respondents’ concern about the risk 
of disclosing location information and their trust in the service provider also mediated their decision 
to grant (or not grant) access to The Weather Channel App. These responses parallel responses to 
more general open-ended questions. 

As part of the scenario section of the survey, respondents were told that The Weather Channel App 
was sharing user data with IBM affiliates and other third parties for advertising and other 
commercial purposes entirely unrelated to either the weather or the app’s services. Over half of 
the survey respondents indicated that they would change their location settings, 31.5% said they 
would not, and 14.9% were unsure. The majority of those who stated that they would change their 
location sharing preferences said they would either delete the app or change their preferences to 
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“never allow” it to access their location. Misuse of data was also identified as a prominent concern 
in response to open-ended questions asking respondents to explain why they made changes to 
sharing settings.   

Respondents described a number of personal risks that may mitigate the factors that drive or 
facilitate their use of location-based apps. These included the loss of privacy and personal safety. 
Some respondents were particularly concerned about stalking, harassment, or crime-related risks. 
Respondents also described risks associated with surveillance that impinged upon their personal 
safety and political freedom. Unwanted advertising was also noted as a significant risk. Participants 
provided recommendations for action by providers, recommendations for action by users, and 
tighter regulation by authorities. Suggestions for providers included improved user controls or 
warnings about access, storage, and use of data. Respondents also recommended that providers 
demonstrate greater transparency. They also recommended that providers put limits on data use, 
data sharing, and data storage. Recommendations for users including using privacy/blocking 
software, using reputable apps and checking reviews, and being more careful when choosing 
settings at both the app level and for the phone more generally. Some respondents suggested 
greater regulation and contractual accountability including compensation for privacy violations. 

Respondents were asked in an open-ended question to identify the single biggest factor influencing 
their decision to use particular apps. The factors identified, starting with the most prevalent factors, 
were: functionality/usefulness, convenience/ease of use, access being a condition of use, the app 
being free. Finally, respondents were asked if they had ever experienced something unexpected 
from using location-based apps, or if they had used location-based services in unexpected ways. 
Respondents shared both positive and negative stories. In terms of negative stories, the most 
prevalent theme was what users perceived to be unexpected or uncanny provision of information. 
Respondents also shared negative stories about receiving unsolicited or unwanted information or 
prompts. Stories about users discovering the extent or vulnerability of their stored data were also 
provided, and respondents told a number of stories about loss of privacy. Some respondents talked 
about their settings being overridden automatically. Two participants told negative stories about 
how their safety was compromised.  

Respondents provided fewer positive stories about their experiences with location-based data 
sharing. However, they highlighted issues including the benefits of having access to tracking 
information and improved safety and about getting access to information they wanted through 
sharing their location-based data. Three participants told stories about the usefulness of 
geolocation services in partner tracking.  

 

4. FINDINGS IN DETAIL 

4.1. Demographic description of survey respondents 

The following section reports on survey respondents’ (n=287) demographics (age, gender, 
geographical location by state, education, and annual income). Significant relationships between 
these demographic factors and respondents’ understanding, attitudes, and use of location-based 
apps are reported in subsequent sections.  
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4.1.1. Respondents’ age 

Survey respondents who disclosed their age (n=259) ranged in age from 14 to 84 years, with a mean 
age of 44.4 years (SD=16.14). In comparison to Australia’s general population, survey respondents 
were generally older. The median age of Australian residents in 2016 was 41.1 years old 
(Australian Bureau of Statistics, 2018), while respondents in this survey had a median age of 43. 
That the median age of respondents skews older than the broader Australian population is 
explained in part by the fact the survey called for participants 13 years of age and above, and so 
omitted a significant proportion of the Australian population. According to the Australian Bureau 
of Statistics, 18.9% of Australians are aged 0–14.  

4.1.2. Respondents’ gender 

Nearly 60% of survey respondents (n=166; 57.4%) self-identified as female. Approximately 40% of 
respondents (n=117; 40.5%) identified as male. Four respondents (1.4%) selected ‘other’ or 
preferred to not disclose their gender – see Figure 1. 

 

Figure 1: Survey respondents’ gender reported by % 
 

4.1.3. Respondents’ geographical location 

Figure 2 (below) shows that the majority of survey respondents reported living in Queensland 
(n=162; 56.1%), Victoria (n=42; 14.5%), and New South Wales (n=36; 12.5%). South Australia (n=11; 
3.8%), Western Australia (n=10; 3.5%), Tasmania (n=6; 2.1%), and Northern Territory (n=1; 0.3%) 
were represented by less than 5% of the survey respondents. No residents from Australian Capital 
Territory completed the survey. 
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Figure 2: Survey respondents’ nominated state or territory reported by % 

Survey respondents were asked to specify which category best described where they lived: Capital 
city, Other major city (population greater than 100,000), Regional (population between 1,000 and 
99,999), or Rural (population less than 999). As Figure 3 shows, the majority of survey respondents 
were from a capital city (n=188; 65.1%).  

 

Figure 3: Survey respondents’ resident city description reported by % 

Table 1 displays survey respondents’ self-nominated state or territory broken down by a description 
of where they live within. The majority of respondents in most states/territories live in capital cities, 
with the exception of respondents from Tasmania. Two-thirds of the survey respondents from 
Tasmania (n=6) live in a Regional city with a population between 1,000 and 99,999 people. 
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State/Territory 

 
Capital 
city 

 
Other 
major 
city 

 
Regional 

 
Rural 

 
Total 

 
Queensland 

 
109 
(67.3%) 
 

 
19 
(11.7%) 

 
25 
(15.4%) 

 
9 
(5.6%) 

 
162 
 

Victoria 28 
(66.7%) 
 

8 
(19.0%) 

4 
(9.5%) 

2 
(4.8%) 

42 
 

New South 
Wales 

19 
(52.8%) 
 

0 
(0.0%) 

14 
(38.9%) 

3 
(8.3%) 

36 
 

South Australia 8 
(72.7%) 

0 
(0.0%) 

2 
(18.2%) 

1 
(9.1%) 

11 
 

Western 
Australia 

6 
(60.0%) 
 

1 
(10.0%) 

3 
(30.0%) 

0 
(0.0%) 

10 
   

Tasmania 1 
(16.7%) 
 

1 
(16.7%) 

4 
(66.7%) 

0 
(0.0%) 

6 
 

Northern 
Territory  

0 
(0.0%) 
 

0 
(0.0%) 

1 
(100.0%) 

0 
(0.0%) 

1 
 

Missing 17 
(81.0%) 

2 
(9.5%) 

1 
(4.8%) 

1 
(4.8%) 

21 
 

Table 1: Survey respondents’ nominated state by residency description (section of state) 
 

4.1.4. Respondents’ highest level of education  

Figure 4 shows that the majority of survey respondents reported having some form of post-
secondary education (i.e., Bachelor’s degree n=92; Master’s degree n=55; Doctorate n=47; some 
form of post-secondary education n=48). Less than 10% of respondents reported having only a high 
school diploma (n=24; 8.4%) or less than a high school diploma (n=8; 2.4%). Fifteen respondents 
(5.2%) responded with ‘Other’.   
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Figure 4: Survey respondents’ highest level of education, reported by % 

Of the 15 respondents who selected ‘Other’, nine respondents indicated that their highest level of 
education was a post-graduate diploma or certificate. Of the remaining six respondents, four stated 
that they had received some sort of education (e.g., certificate or diploma), one reported to be in 
year eight, and one respondent indicated that they were a current Doctoral student.  

 
4.1.5. Respondents’ annual income 

Survey respondents’ self-reported incomes were spread throughout the income categories. 
Incomes ranging between $10,001-$50,000 (n=85; 29.4%), $50,001-$100,000 (n=90; 31.1%), and 
$100,001-$150,000 (n=60; 20.8%) were the most frequent among respondents – see Figure 5. Ten 
or less percent of respondents reported an annual income under $10,000 (n=29; 10.0%) or over 
$150,001 (n=19; 6.6%).  
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Figure 5: Respondents’ annual income by % 
 

4.2. Respondents’ attitudes toward technology 

Respondents were asked three questions about their attitudes toward technology, adapted from 
the Attitudes Toward Technology (ATT) scale in Rosen et al. (2013). Responses were recorded using 
a five-point Likert scale, ranging from “Strongly disagree” to “Strongly agree”. On average, 
respondents agreed slightly that it was important to keep up with the latest trends in technology 
(M=3.47, SD=1.08). Survey respondents also agreed that they can accomplish more tasks because 
of technology (M=3.62, SD=1.06). Finally, when asked if new technology makes life more 
complicated, respondents disagreed slightly (M=2.92, SD=1.08).  

An independent samples t-test revealed a significant mean difference between survey respondents’ 
gender and attitudes toward the usefulness of technology, t(280)=2.347, p=.020. That is, male-
identifying respondents were more likely to indicate that they get more done because of technology 
(M=3.79, SD=0.10), than were female-identifying respondents (M=3.49, SD=0.80). Additionally, 
respondents from cities with a population greater than or equal to 100,000 people (M=3.00, 
SD=1.06) were more likely to agree that technology makes life more complicated than respondents 
from cities with a population less than or equal to 99,999 people (M=2.66, SD=1.11), t(284)=2.276, 
p=.024. 
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4.3. Respondents’ smartphone and location-based app use 

4.3.1. Smartphone ownership 

Over half of the respondents indicated that they owned an Apple iPhone (n=149; 51.6%) – see 
Figure 6. The next most frequently owned smartphones were the Samsung Galaxy (n=77; 26.6%) 
and Google Android (n=43; 14.9%). Eighteen respondents (6.2%) selected ‘Other’. 

 
Figure 6: Type of smartphone owned by respondents reported by % 

4.3.2. Most commonly used location-based apps 

Over 50% of survey respondents had the following apps installed on their smartphones: Google 
Maps (n=260; 90.0%), Facebook (n=197; 68.2%), Instagram (n=182; 63.4%), and Weatherzone, BOM 
Weather, or similar (n=163; 56.8%). Over 30% of survey respondents had the apps Twitter (n=112; 
39.0%), Airbnb (n=91; 31.7%), Apple Maps (n=89; 31.0%), and Uber Eats, Deliveroo, or similar (n=86; 
30.0%). Uber (n=139; 28.4%) was also frequently installed – see Table 2.  
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App Frequency % 
 
Google Maps 

 
260 

 
90.0 

Facebook 197 68.2 
Instagram 182 63.4 
Weatherzone, BOM Weather, or similar 163 56.8 
Uber 139 48.4 
Twitter 112 39.0 
Airbnb 91 31.7 
Apple Maps 89 31.0 
Uber Eats, Deliveroo, or similar 86 30.0 
Snapchat 72 25.1 
Gumtree 71 24.7 
TripView, MyTransLink, or similar public 
transport app 

62 21.6 

CellOPark, EasyPark, or similar 52 18.1 
13cabs, or a similar taxi app 51 17.8 
TripAdvisor 48 16.7 
Emergency+ 34 11.8 
Tinder, Grindr, Happn, or similar 32 11.1 
Lime, Mobike, obike, or similar 27 9.4 
Waze 26 9.1 
Strava 26 9.1 
MapMyFitness, MapMyHike, MapMyRide, 
MapMyRun, MapMyWalk 

23 8.0 

Pokémon Go or Ingress 22 7.7 
Yelp 10 3.5 
Glympse, Life 360, Trusted Contacts, or similar 9 3.1 
Tile 8 2.8 
Foursquare or Swarm 6 2.1 

Table 2: Most commonly used location-based apps 
 

Table 3 reports the frequency by which each app is used by respondents. Apps such as Facebook 
(M=4.74, SD=0.71), Weatherzone, BOM Weather, or similar (M=4.46, SD=0.73), Instagram (M=4.39, 
SD=0.97), and Twitter (M=4.18, SD=1.16) were used most frequently by survey respondents.  

App Never Yearly Monthly Weekly Daily N M SD 

 

Google Maps 

 

2 
(0.8%) 

 

6 
(2.3%) 

 

57 
(22.3%) 

 

123 
(48.0%) 

 

68 
(26.6%) 

 

256 

 

3.97 

 

0.81 

Facebook 4 
(2.1%) 

-  6 
(3.1%) 

23 
(11.9%) 

161 
(83.0%) 

194 4.74 0.71 

Instagram 2 
(1.1
%) 
 

11 
(6.1%) 

18 
(10.0%) 

33 
(18.3%) 

116 
(64.4%) 

180 4.39 0.97 

Weatherzone, BOM 
Weather, or similar 

1 
(0.6%) 

1 
(0.6%) 

14 
(8.7%) 

52 
(32.3%) 

93 
(57.8%) 

161 4.46 0.73 

Uber 7 
(5.1%) 
 

22 
(15.9%) 

83 
(60.1%) 

26 
(18.8%) 

-    138 2.93 0.74 

Twitter 3 
(2.7%) 
 

12 
(10.7%) 

12 
(10.7%) 

20 
(17.9%) 

65 
(58.0%) 

112 4.18 1.16 
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Airbnb 2 
(2.2%) 
 

66 
(73.3%) 

18 
(20.0%) 

3 
(3.3%) 

1 
(1.1%) 

90 2.28 0.62 

Apple Maps 20 
(23.3%) 

9 
(10.5%) 

20 
(23.3%) 

31 
(36.0%) 

6 
(7.0%) 

86 2.93 1.30 

Uber Eats, Deliveroo, or 
similar 

3 
(3.5%) 
 

15 
(17.4%) 

52 
(60.5%) 

16 
(18.6%) 

-  86 2.94 0.71 

Snapchat 7 
(10.0%) 
 

9 
(12.9%) 

9 
(12.9%) 

20 
(28.6%) 

25 
(35.7%) 

70 3.67 1.35 

Gumtree 3 
(4.2%) 
 

22 
(31.0%) 

25 
(35.2%) 

14 
(19.7%) 

7 
(9.9%) 

71 3.00 1.04 

TripView, MyTransLink, or 
similar public transport app 

3 
(4.8%) 
 

6 
(9.7%) 

20 
(32.3%) 

16 
(25.8%) 

17 
(27.4%) 

62 3.61 1.14 

CellOPark, EasyPark, or 
similar 

1 
(2.0%) 
 

21 
(42.0%) 

24 
(48.0%) 

2 
(4.0%) 

2 
(4.0%) 

50 2.66 0.77 

13cabs, or a similar taxi app 6 
(11.8%) 
 

27 
(52.9%) 

15 
(29.4%) 

3 
(5.9%) 

- 51 2.29 0.76 

TripAdvisor 2 
(4.2%) 
 

17 
(35.4%) 

22 
(45.8%) 

7 
(14.6%) 

- 48 2.71 0.77 

Emergency+ 20 
(60.6%) 
 

9 
(27.3%) 

3 
(9.1%) 

- 1 
(3.0%) 

33 1.58 0.90 

Tinder, Grindr, Happn, or 
similar 

1 
(3.3%) 
 

2 
(6.7%) 

7 
(23.3%) 

10 
(33.3%) 

10 
(33.3%) 

30 3.8
7 

1.0
7 

Lime, Mobike, obike, or 
similar 

3 
(11.5%) 
 

7 
(26.9%) 

11 
(43.3%) 

3 
(11.5%) 

2 
(7.7%) 

26 2.7
7 

1.0
7 

Waze 14 
(38.9%) 
 

4 
(5.6%) 

6 
(16.7%) 

10 
(27.8%) 

4 
(11.1%) 

36 2.6
7 

1.5
1 

Strava 1 
(3.9%) 
 

1 
(3.9%) 

9 
(34.6%) 

10 
(38.5%) 

5 
(19.2%) 

26 3.6
5 

0.9
8 

MapMyFitness, 
MapMyHike, MapMyRide, 
MapMyRun, MapMyWalk 

1 
(4.6%) 

5 
(22.7%) 

6 
(27.3%) 

8 
(36.4%) 

2 
(9.1%) 

22 3.2
3 

1.0
7 

Pokémon Go or Ingress 4 
(18.2%) 
 

4 
(18.2%) 

1 
(4.6%) 

6 
(27.3%) 

7 
(31.8%) 

22 3.3
6 

1.5
6 

Yelp 2 
(20.0%) 
 

3 
(30.0%) 

5 
(50.0%) 

- - 10 2.3
0 

0.8
2 

Glympse, Life 360, Trusted 
Contacts, or similar 

- 3 
(33.3%) 
 

1 
(11.1%) 

2 
(22.2%) 

3 
(33.3%) 

9 3.5
6 

1.3
3 

Tile 1 
(12.5%) 
 

2 
(25.0%) 

4 
(50.0%) 

- 1 
(12.5%) 

8 2.7
5 

1.1
7 

Foursquare or Swarm 1 
(16.7%) 

- 5 
(83.3%) 

- - 6 2.6
7 

0.8
2 

Table 3: Survey respondents’ use of smartphone apps 
 

Respondents were asked to indicate if there were any other location-based apps that they use on 
a regular basis. We thematically coded 233 instances into general app categories. Thirty-two 
instances were coded under “transportation”, which includes apps related to public transit (e.g., 
Brisbane City Council Transport, MyTransLink, Opal Travel, PTV; Metro bus app, metroMATE, 
TrainTrapper, Transperth, NextThere, tramTRACKER), ride sharing (e.g., Shebah, Liftango, GoGet), 
parking (e.g., CellOPark, EasyPark, PayStay), and other transportation (e.g., 13Cabs, Lime, Ola). 
Twenty-six cases were coded under “tracking”: Find my iPhone, Find my Friends, PocketPacket, 
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SafeZone, Lockwatch, Plane Finder, Car Finder, or Ship Finder, The Flight Tracker or FlightRader, 
GeoTracker, and tile. 

Twenty-one instances were coded under “basic phone apps” (e.g., iMessage, App Store, Camera, 
Calendar, Wallet, Safari, Compass, Chrome, and Photos) and were 19 coded under apps related to 
health and/or fitness (e.g., Couch to 5K Runner, Runkeeper, Runtastic, Run-log, Apple Health, 
Cyclemeter, Fitbit, Fitness Tracker, Ashy Bines Squad, Great Cycle Challenge, MINDBODY, Samsung 
Health, Wahoo ELEMNT, and Garmin Connect). Seventeen cases were coded under “navigation”. 
These were: Toyota Link, Google Navigator (now incorporated into Google Maps), HERE WeGo, 
UQnav, OsmAnd, MetroView, Trailforks, BackCountry Navigator, AllTrails, Navionics, Google Earth, 
Memory-Map, MAPS.ME, and Google Timeline. 

Seventeen cases were coded under “consumer” (e.g., Petrol Spy, UNIQLO, Woolworths, IKEA, 
Domino’s, Coles, mymacca’s, Telstra Air, Aglo, Deliveroo, and Amazon). Thirteen instances were 
coded under related to “recreation”: Fishing, Bird reference, Aussie Bird Count, Geocaching, 
Eventbrite, WikiCamps, iNaturalist, Wizard’s Unite, Sun Surveyor, EyeJack, and QuestaGame. 

Eleven instances were coded under “social” (e.g., LinkedIn, LINE, WhatsApp, Messenger, Life360, 
Untappd, Viber, and WeChat), 13 were coded under “news/media” (e.g., NBA, ABC News, ABC 
Listen, Spotify, news apps, triple j, Netflix, TED, Google News, and Live Traffic NSW), and eight cases 
were coded under “safety/security”: Bitdefender Security, ADT Interactive Security, NordVPN, 
Lookout, Emergency+, Fires Near Me NSW, Can I fly there? 

Eight cases were coded under “weather” (e.g., BOM Weather, What The Forecast?!!, Seabreeze, 
Rain Parrot, Weatherzone, WillyWeather, and AUS Rain Radar) and seven under “hospitality” (e.g., 
Qantas, Marriot Bonvoy, Trivago, Booking.com, HappyCow, and OpenTable). Additionally, 11 cases 
did not did not fit into the general categories: Snap Send Solve, Appointuit, PlugShare, YWaste, 
Samsung Smart Home, Realestate.com.au, Domain.com, Banking app, MedAdvisor, and RACV. 

4.3.3. Purposes for using location-based apps 

Approximately 95% of survey respondents who responded to the question “What do you use 
location-based apps and services for? Select all that apply” (n=285) indicated that they used 
location-based apps for navigation (n=270; 94.7%). Respondents also indicated that they use 
location-based apps for socialising or social networking (n=177; 62.1%), transportation (n=171; 
60.0%), self-tracking (n=83; 29.1%), and recommendations (n=72; 25.3%). Thirty-eight respondents 
(13.3%) selected other – see Figure 7. 
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Figure 7: Survey respondents’ purpose for using location-based apps reported by % 

Of the 38 respondents providing “Other” purposes for using location-based apps, 33 specified an 
alternative use. Ten indicated that they used location-based apps for locating places or information 
of interest in a particular location, nine stated weather access as a purpose for using location-based 
apps, and six stated that they used such apps for tracking or safety/security purposes. Two 
respondents indicated that they use location-based apps for tracking fitness. The remaining five 
respondents listed the following uses: banking, log my beers, nothing, only required connections 
(Tinder), photography, taking a cardi/brolly. 

A significant association was found between the size of the city that respondents resided in and 
respondents’ reason for using location-based apps χ2 (1) = 23.68, p < .001. Respondents from cities 
greater than or equal to 100,000 people were more likely to use location-based apps for 
transportation than were respondents from cities with a population less than or equal to 99,999 
people. Additionally, there was a significant relationship between respondents’ level of education 
and use of location-based apps χ2 (1) = 5.96, p < .05. Respondents with an education level of a 
Bachelor’s degree or greater were also more likely to use location-based apps for transportation 
than were respondents with only some post-secondary education or less.  

4.3.3.1 Open-ended responses reporting on purposes for using location-based apps 

Respondents were asked to describe in their own words their purposes for using geolocation 
services. We thematically coded 322 instances of themes related to specific references to 
functionality/usefulness. These themes are presented below in Table 4. The themes are presented 
as thematic headings with sub themes representing conceptual or more specific distinctions within 
the larger theme heading.  
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Themes Instances coded 
Safety or security for self, friends or family 134 
Navigation, transit 127 
Provide a record of activity 23 

Track health information      (3) 
Social connection 15 
Weather information 13 
Online shopping 8 
Workplace applications 2 
TOTAL 322 

Table 4: Thematic coding of open-ended responses related to purposes for using location-based apps 

Safety and security concerns were reported frequently as purposes for using apps that used 
geolocation services. For example: 

as a small and disabled female, I like the idea that if anything were to happen to me, the 
police could track my movements. 

I like the promise of the Emergency + app - that I can use my phone to notify 000 or SES or 
police of the location of an emergency. 

Using Uber feels safer because you are tracked the entire time you are in a stranger's vehicle 

When I’m camping it’s good to know if a storm or bushfire is approaching. 

A street directory book is pretty useless (and not as safe) to use when you're driving by 
yourself. 

quickest and easiest routes in unfamiliar places means less time wandering by myself or 
needing to ask others for directions 

for security reasons as I often share it with my partner if I am travelling late at night 

my kids travel a long way to school. I think it’s less intrusive than calling/ texting to check 
where they are. We can all see each Other’s location 

Tile app. Should either car or bag be stolen, the app permits the police to locate these quickly. 

In line with the quantitative analysis, respondents identified navigation and transit as important 
drivers for the use of location-based apps. For example:  

I like to know how heavy the traffic is on the M1 when I commute to work 

Mainly transport related apps. The instant information provided to navigate through a capital 
city (Sydney) 

I regularly use public transport and I feel Google maps enhances my experience. I use it to 
plan my day and keep track of traffic conditions. It makes me feel more informed and in 
control knowing what time a bus is coming, and knowing exactly where to catch it, and 
roughly how long the trip will take at a certain time of day 

Respondents noted that apps were appreciated by users for their capacity to keep a record of 
personal activity and personal health. For example: 
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Strava - tracks my runs for me so enables me to check my speed 

I find the ability to see my history of places I've been in Google Maps extremely helpful. 
Numerous times I've used it to figure out where I was on a particular day years ago. You never 
know, it might help me if I ever get falsely accused of a crime ;) 

Personal recall with my location history. What was that club I liked but don't remember it's 
name? Google maps knows 

Respondents used geolocation services to enhance social connections. For example: 

I rarely speak to anyone and I rely quite heavily on Facebook for company and entertainment, 
and even keeping up with family members. 

Pokemon Go and Wizards Unite get me walking and meeting a new group of friends. Just 
walking for exercise is slow and boring 

Geolocation services were also used to provide targeted information about local weather. For 
example: 

BOM weather app is imperative for us when travelling  

To me one of the greatest innovations has been the weather data. Once upon a time we got 
a forecast for the city say Adelaide and that was it. Now we can see exactly what the weather 
is currently doing and if rain is imminent and how close it is. I just love that I can use that app 

Weather app is no use of its not at the location you are. 

Respondents also used geolocation services for online shopping. For example: 

Shopping online is essential. I am an invalid pensioner living alone at home! 

Apps were I purchase items like Gumtree make sense to have location services on 

UberEats so that I can utilise the app properly and have the location assist in mapping my trip 
or delivering food to my location. 

Two respondents reported that they use app services in their workplace. For example: 

I work with wildlife and frequently need to go out to recover animals that have been hurt. 
Location data can be helpful in trying to find we're the damaged or injured animal has been 
located. 

The necessity of the app to accomplishing a goal or task, often in time-sensitive situations 
(i.e., catching an Uber or being late to a meeting or appointment). 

4.3.4. Factors that facilitate willingness to use location-based apps  

We consider the following themes as factors facilitating willingness to use for geolocation services. 
We recognise the draw of specific services in terms of functionality/usefulness (listed in Table 4) to 
be a facilitator for willingness to use. In addition, respondents also reported convenience, improved 
experience, the fact that services were free and opportunities to contribute data to improve 
services as factors that increase their willingness to use location-based apps—see Table 5. 
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Themes Instances coded 
Functionality/usefulness (see Table 4) 322 
Convenience or ease of using services 125 

Improve user experience (59) 
More targeted/relevant information 
or services 

(35) 

Better access to features   (6) 
It’s free (6) 
To contribute data and improve service 
for others 

(3) 

Recommendations by others (1) 
Required for access to the service 69 
TOTAL 516 

Table 5: Thematic analysis of open-ended responses to prompts asking about willingness to use location-based apps 

The major reason why survey respondents were willing to use geolocation services was for 
convenience or ease of use. For example: 

The convenience of using a product, compared to its alternative i.e Google maps instead of 
a physical map. 

Biggest factor is probably convenience and accuracy of information that comes from 
providing location data. 

Convenience - it makes things easier if my phone knows where I am. It also sometimes speeds 
up the app download/sign on process. 

Respondents were also willing use these services because it gave them more targeted or relevant 
information or services. For example: 

Gumtree for items for sale in my area  

I got relevant information to where I live once I turned this on (tried it without first and got 
annoyed that nothing was relevant). 

Getting relevant advertising and to hear about new things. 

Respondents also indicated that they were willing to use geolocation services because it improved 
their user experience. For example: 

A better experience 

The enhanced user journey outweighs the potential risk 

Optimise personal benefit 

Finally, respondents indicated that they were willing to use geolocation services because it was 
required for access to the service. For example:   

I want to use the app so I really don't have a choice but to give permission 

I only enable geolocation for apps that could not function without it. 

I want to use the app so I really don't have a choice but to give permission 
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4.3.5. Attitudes toward apps’ location-data collecting 

When asked to provide open-ended responses to the question, “How do you feel about these apps 
collecting your location data?” respondents were more likely to report negative rather than positive 
feelings—see Table 6. The reported feelings about data collection were thematically coded from 
this single question. Because the coding draws on data from only one question, the counts may be 
considered to be a good representation of the weight of responses.  

Feelings about providing location data to mobile service providers (177 instances coded) 

Themes Instances coded 
Negative  91 

I don’t like it (40) 
I feel uncomfortable wary vulnerable (32) 
Unhappy (14) 
I resent it (4) 
Reluctant (1) 

Positive (i.e. no problem) 50 
Neutral, ambivalent 22 

Neutral/indifferent (11) 
Ambivalent/unsure (11) 

Conditional – if… 14 
provider trusted (4) 
used for app functionality (3) 
not centralized or collated (3) 
de-identified (1) 
I can control access (1) 
not tracking me unaware (1) 
negative impact seems small/distant (1) 

TOTAL 177 

Table 6: Thematic coding of open-ended responses to the question, “How do you feel about these apps collecting your 
location data?”   

Just over 51% of responses reported negative feelings. These negative feelings ranged in intensity 
and in the way that the negative feelings were expressed. For example: 

Don’t like it 

I am not a fan 

I absolutely hate it and worry about big brother watching me 

I loathe it 

I feel uncomfortable wary or suspicious 

Nervous 

Scared. Horrible. Exploited. 

Vulnerable 

I am unhappy 
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Not entirely happy about it 

Very unhappy which is why I won't use them 

I feel that it’s a violation 

I resent it 

Just over 28% of respondents reported that they had no problem with geolocation data collection. 
Approximately 20% of respondents reported ambivalence or indifference—or that their feelings 
were conditional on particular identified factors—see Table 6 above. 

4.3.5.1 Tradeoffs 

A number of respondents also reported that they considered their use of apps to be a choice based 
on what they described as a tradeoff or an assessment of benefit versus risk. The idea that feelings 
towards the use of geolocation services were impacted by both perceived risk and potential benefit 
was strongly reflected in discussions of “tradeoffs” in responses to multiple survey questions 3e; 
3f, 5c, 5f, 6a, 6b and 6c. 

We coded 83 instances of themes related to tradeoffs—Table 7 presents these themes. 

Themes Instances coded 
General reference to tradeoffs  33 
It’s the price we pay for the service 19 
Trade privacy for utility (benefit) 11 
It’s a fair trade   8 
Trade privacy for convenience   4 
Trade trustworthiness for utility (benefit)   4 
Trade risk versus greater risk   4 
TOTAL 83 

Table 7: Themes coded from open-ended responses related to “tradeoffs” from multiple questions  

The main reason respondents provided for tradeoffs was that they considered it to be the price 
they had to pay for access to services. For example: 

It’s a trade off - the apps are free, but I pay with my location data. 

It's a part of the deal, unfortunately.  

Trade privacy for utility (benefit) 

I feel forced to sacrifice privacy for the services. 

The biggest influence there is that the benefits to me outweigh privacy concerns at the time 
of use 

Usefulness. It needs to outweigh the threat of privacy invasion. 

Respondents also indicated that they were willing to trade privacy for convenience. For example: 

I know I'm sacrificing some privacy for convenience, and I'm mostly okay with that.  
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It’s convenient to be able to get access to weather info while I’m using the app. If there’s a 
less risky yet still handy choice, I will definitely go with that one. But now, although I’m 
concerned about the potential misuse of my geodata, I don’t want to compromise the 
convenience so I’ll still stick to the current one. 

Respondents also indicated that they weighed up trustworthiness against the utility (benefit) of 
the app. For example: 

The biggest factors are whether I consider the app trustworthy and what the benefit would 
be to turn location services on. 

Trustworthiness and whether I really need to use the app in that way. 

Finally, four respondents indicated that they weighed up the risk of using the app versus greater 
risk associated with not using the app. For example: 

when I use the security app, yes, because it alleviates a bigger threat of me walking around 
campus late 

As a woman they can make me feel safer as I can share my Uber status, if something happens 
to me I can be tracked... On the other hand it can make me feel unsafe. For example, if I am 
indicating on social media that I am away from my home/on holiday I fear that I might get 
burgled. 

 

4.4. Respondents’ location data sharing practices 

4.4.1. Respondents’ confidence in location-based apps and services 

Respondents were asked four questions about their confidence in apps that require users to share 
their location data. Responses were recorded using a five-point Likert scale, ranging from “Not at 
all confident” to “Very confident”. On average, respondents were somewhat confident in knowing 
what location permission they had granted to location-based apps (M=3.11, SD=1.41). Respondents 
were also confident in their ability to turn on and off location services for individual apps (M=3.86, 
SD=1.26). Additionally, survey respondents were somewhat confident in their understanding of 
these apps’ requests for location sharing (M=3.42, SD=1.23) and the privacy risks associated with 
sharing information about their location (M=3.24, SD=1.40). 

Users’ confidence in apps using location-based services can also be identified to some extent from 
their reported feelings or attitudes towards apps that have already been described in Table 6. In 
reporting negative or positive feelings, respondents frequently referred to trust as a key issue. 90 
instances related to trust in providers were coded. Table 8 provides a list of the themes related to 
trust in providers. 

Themes Instances coded 
I make assessments based on trust 72 

Reputation (provider developer or institution)     (34) 
Heard of or experienced breach of trust     (21) 
Whether app needs location to function       (7) 
Whether app is known / popular       (4) 
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App policies       (3) 
Whether paid or free       (2) 
Transparency about intended uses       (1) 

Trust needs to be established 11 
Trust as default   7 
TOTAL 90 
  

Table 8: Themes from open-ended responses relating to trust in providers multiple survey questions 

When describing issues associated with trust, respondents noted that they made assessments of 
trust and its relative importance as part of overall decisions about how and whether they used 
specific apps. These decisions were based on weighing up specific criteria. For example: 

I only use apps that require location data if they are provided by a trustworthy company such 
as Apple or Microsoft. 

Local apps made by council, like Translink hopefully have less commercial risks/motivations. 

I don't like the idea of my information being sold when it isn't disclosed at the beginning. 

I would be annoyed that they portrayed that the reason for collecting data was very specific 
and relevant, and did not give any impression that this would be used for unrelated 
advertising purposes. Mostly it's a breach of trust. 

Respondents provided various reasons for why they felt confident with apps or comfortable with 
the perceived risks. For example: 

For apps like Facebook or Twitter, they don't need to track me wherever I go - I only include 
my location for some updates. For Google Maps and my public transport app, I want up to 
date results as I get around. 

I turn it off aps whenever I can. 

I'm ok with it provided I can disable location data when I am not using the app, if that's not 
an option then I won’t install the app. 

How much does this app really need location-based data? Is it a brand I know or an app 
developer I'm familiar with or does it look very trashy. Too trashy I will cancel the download. 
If it wants too many permissions... ability to track my calls and text messages (?!) I would also 
cancel the download or delete immediately. 

Other respondents tended to be either trusting or distrustful as a starting point based on their 
experience with apps. For example: 
 

Trust of the app, the necessity of the app to know location (e.g. Uber) 

I guess the apps are well known or universal? So I feel more trusting of them 

I usually ask questions before enabling such as: who the company is, what their purpose is, 
how many others use the company's app  
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I have an iPhone, Apple has a really good policy of protecting data. 

[I] look at the small print to judge whether or not they do sell collected data - letting this 
inform my willingness to trust 

I am far more likely to trust apps that I have paid for, understanding that this is the main 
income stream  

I think trust has a lot to do with it, and when downloading a free (or even paid) app it's hard 
to give that trust to some company. 

Level of control is not transparent, nor always absolute. Occasional reports from 
Transparency and public-interest hacking groups identifying "well actually [x application] do 
collect and distribute [x personal data]...." has shaken trust and confidence in in 'Privacy 
settings'. GSP and Wifi is 'turned off' when not in use. ... but is it truely 'turned off'? 

I'm trusting by default so I generally assume that companies have my best interest and will 
do the right thing.  

4.4.2. Important factors in respondents’ choice to share location data 

Respondents were asked to evaluate how important factors such as usefulness, ease of use, trust, 
privacy, and control were in their decision to share their location with an app on their smartphone. 
Responses were recorded using a five-point Likert scale, ranging from “Not at all important” to 
“Very important”. As indicated in Figure 8, usefulness (M=4.58, SD=0.76) was rated as the most 
important factor, followed by control (M=4.22, SD=0.90), privacy (M=4.20, SD=0.92), trust (M=4.13, 
SD=93), and ease of use (M=3.95, SD=1.06). 
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Figure 8: Respondents’ mean importance ratings by factor 

Consistent with quantitative data, the qualitative data suggest that the uptake and use of apps that 
use location-based services is largely driven by the appeal of the services that location data support 
and the convenience that apps provide. The qualitative data related to factors that influence 
respondents’ choice to share location data was drawn from multiple survey questions 3e, 3f, 5c, 5f, 
5g, 5h, 6a, 6b and 6c. 

We coded 167 instances of themes related to factors leading to acceptance of the risks associated 
with sharing geolocation data. These themes are presented in Table 9. 

Themes Instances coded 
Perceived control over risk  

I control what data I provide 164 
Using permission settings 
(general) 

 (41) 

Using app settings  (68) 
Using phone settings  (12) 
Making Informed choices about 
which apps are un/installed 

 (30) 

I limit what detail I provide (e.g. 
home address) 

 (7) 

Use of privacy apps software  (3) 
I clear the history cache  (2) 
I access the app service through 
the web 

 (1) 

I am resigned to not having control   32 
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I have nothing to hide   20 
I don’t think about the risks   3 
I control what I see (block ads or 
spam) 

  3 

TOTAL 221 

Table 9: Factors leading to acceptance of the risks associated with sharing geolocation data 

In relation to tradeoffs between potential benefits and perceived risks, many respondents reported 
taking steps to maintain or increase their sense of control or to limit risk or how they provide 
location data. Respondents reported controlling data access by using permission settings at the app 
level or at the phone level or by choosing which apps to install or remove. For example: 

I control what data I provide 

As long as I give permission for the apps to do so 

I prevent them doing it, by turning off GPS/Location at all times. 

I only turn on the phone's location toggle when I specifically want to use the location function 
of the app. I'm quite against apps collecting continuous location data. 

If I don't know the app, I don't turn on location. If there is no trust, I delete. 

Respondents also indicated that they made Informed choices about which apps are un/installed. 
For example: 

I'm ok with it provided I can disable location data when I am not using the app, if that's not 
an option then I won’t install the app. 

How much does this app really need location based data? Is it a brand I know or an app 
developer I'm familiar with or does it look very trashy. Too trashy I will cancel the download. 
If it wants too many permissions... ability to track my calls and text messages (?!) I would also 
cancel the download or delete immediately. 

Others gained a sense of control by limiting the quality or amount of data they provided or by 
clearing the cache and history on their phone and, where available, from the web based storage. 
One person reported that they used web access to the apps to gain greater security. Another 
respondent’s reported strategy was to use dedicated software to block unwanted notifications or 
advertising: 

I have spam filters and number blockers set up on my phone so if people try to engage in 
marketing I tend not to see it. 

A number of respondents reported that they were simply resigned to their loss of privacy, or are 
not concerned because they have nothing to hide. For example: 

I am resigned to not having control 

I would prefer they don’t, but I don’t really have a choice on the one I let know my location 

it is inevitable, and that resistance is futile 

I have nothing to hide 
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Yes there are always risk associated with technology. Like retroactive tracing etc. but I don't 
intend to do any wrongful act then there's no need to hide myself. 

Perfectly comfortable. I have nothing to hide! 

Others reported that they just didn’t think about the risks, and three respondents gained a sense 
of control by limiting what they saw rather than what they provided. For example: 

Some days, think about how I am being tracked, then shrug off that anyone over 45 is of no 
interest to anyone else ... 

I don’t think about the risks 

I tend not to think about this too much, or assume that if they are using the data outside the 
direct service it is in an aggregated way which does not specifically identify me that easily (at 
least I hope so). 

I control what I see 

Google maps needs location and uses this info for traffic speed and hazards. But I turned off 
annoying advertising feature the first time I sat down at a subway and It wanted me to upload 
a picture and a recommendation 

Because I have spam filters and number blockers set up on my phone so if people try to 
engage in marketing I tend not to see it. 

Keeping it on is useful, and I can just block ads. 

 

4.5. Scenario 

For this section of the survey respondents were presented with a scenario and asked to evaluate 
the location information they would choose to share with a location-based app. The app that was 
used in the scenario was a popular weather app – The Weather Channel App. First, respondents 
were asked to select one of three location sharing options that they would likely grant to The 
Weather Network App – never, while using the app, or always. Nearly two-thirds of survey 
respondents (n=186; 64.4%) specified that they would only turn on the location-based service while 
using the app. Eighty-two respondents (28.4%) claimed they would never turn on the location-
based service and 21 (7.3%) stated that they would always provide their location data to The 
Weather Network App – see Figure 9.  
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Figure 9: Survey respondents’ location access provided reported by % 

Survey respondents were asked to rate what factors informed their decision to grant (or not grant) 
The Weather Channel App permission to access their location in the previous question. Responses 
were recorded using a five-point Likert scale, ranging from “Strongly disagree” to “Strongly agree”.  

Respondents agreed that knowing how (M=4.08, SD=1.08) and having control over changing 
location-sharing preferences (M=3.77, SD=1.09) influenced their decision. Respondents also agreed 
that the perceived usefulness of location-sharing services, such as accessing local weather forecasts 
easier (M=3.92, SD=1.10) and more efficiently (M=3.95, SD=1.09), informed their choice to grant 
(or not grant) The Weather Channel App access to their location. The perceived ease of use of the 
app by sharing location data was also a factor. For example, using the weather app’s location data 
sharing requires less effort than manually typing a location into search (M=3.88, SD=1.15) and is 
more convenient (M=3.74, SD=1.29). Survey respondents’ concern about the risk of disclosing 
location information and their trust in the service provider also mediated their decision to grant (or 
not grant) access to The Weather Channel App – see Table 10.  
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Table 10: Factors that influenced survey respondents’ location-sharing preferences 

 

Item Subscale N M SD 

I know how to change my location sharing 
preferences if I change my mind 

PC 286 4.08 1.08 

Sharing my location with the app will 
enable me to access local weather data, 
alerts, and forecasts more quickly (adapted 
from Dhurup et al., 2011) 

PU 281 3.95 1.09 

Sharing my location with the app will make 
it easier for me to receive the most 
accurate local weather data, alerts, and 
forecasts (adapted from Dhurup et al., 
2011) 

PU 281 3.92 1.10 

Using the weather app’s location data 
sharing requires less effort than manually 
typing a location to search (adapted from 
Dhurup et al., 2011) 

PEOU 283 3.88 1.15 

I can control when and if I choose to share 
my location data 

PC 283 3.77 1.09 

The app’s location data sharing feature 
enhances my ability to access weather 
information (adapted from Dhurup et al., 
2011) 

PU 281 3.74 1.18 

It is more convenient to share my location 
than manually type it into the app 
(adapted from Dhurup et al., 2011) 

PEOU 282 3.74 1.29 

I am concerned about providing location 
information to this service provider, 
because it could be used in a way that I did 
not foresee (adapted from Zhou, 2013) 

PR 284 3.63 1.13 

Location-based services make apps more 
intuitive to use (adapted from Dhurup et 
al., 2011) 

PEOU 283 3.58 1.10 

When I turn on location data sharing, I do 
not feel in control of my personal 
information (adapted from Zhou, 2013) 

PC 284 3.50 1.14 

I am concerned the app has not clearly 
disclosed its privacy and security 
regulations 

PT 284 3.40 1.15 

I am concerned that my location data may 
be misused by this service provider 
(adapted from Zhou, 2013) 

PR 284 3.37 1.17 

There is little personal risk to me in 
disclosing my location information to this 
app (adapted from Zhou, 2013) 

PR 284 3.06 1.20 

I consider the company (The Weather 
Channel) to be trustworthy (adapted from 
Zhou, 2013) 

PT 283 3.00 1.12 

I trust the app to operate with the best 
interests of its users in mind (adapted from 
Zhou, 2013) 

PT 283 2.61 1.22 



 

34 

 

 

 

 

 

Table 11: Internal consistency ratings for subscales 
 

Table 10 shows items grouped as scales to represent constructs developed from items previously reported 
in the literature: perceived usefulness, (PU) perceived ease of use (PEOU), perceived trust (PT), perceived 
risk (PR) perceived control (PC). Item means and standard deviations are provided. Table 11 reports on 
the internal consistency of these 5 subscales using Chronbach’s Alpha. The overall consistency of the 
combined scales that are proposed to contribute to decisions to use location based apps is α=.890. The 
internal consistency of these subscales is moderate to good with only the subscale of perceived control 
being poor. 

Scale items 1 2 3 
Sharing my location with the app will make it easier 
for me to receive the most accurate local weather 
data, alerts, and forecasts (PU) 

.871 .175 -.015 

Sharing my location with the app will enable me to 
access local weather data, alerts, and forecasts more 
quickly (PU) 

.846 .172 .128 

The app’s location data sharing feature enhances my 
ability to access weather information (PU) 

.812 .211 .082 

It is more convenient to share my location than 
manually type it into the app (PEOU) 

.800 .273 -.037 

Location-based services make apps more intuitive to 
use (PEOU)  

.728 .219 .197 

Using the weather app’s location data sharing 
requires less effort than manually typing a location to 
search (PEOU) 

.792 .240 -.057 

I consider the company who developed the app (The 
Weather Channel) to be trustworthy (PT) 

.384 .456 .198 

I trust the app to operate with the best interests of its 
users in mind (PT) 

.375 .610 .057 

I am concerned the app has not clearly disclosed its 
privacy and security regulations  (PT) 

.047 .728 -.014 

I am concerned that my location data may be misused 
by this service provider (PR) 

.194 .796 -.036 

There is little personal risk to me in disclosing my 
location information to this app (PR) 

.345 .539 .180 

I am concerned about providing location information 
to this service provider, because it could be used in a 
way that I did not foresee (PR) 

.187 .819 -.004 

When I turn on location data sharing, I do not feel in 
control of my personal information (PC) 

.224 .704 .175 

Scale Internal consistency 

Subscale 1: perceived usefulness (3 items) α = .89 

Subscale 2: perceived ease of use (3 items) α = .82 

Subscale 3: perceived trust (3 items) α = .63 

Subscale 4: perceived risk (3 items) α = .74 

Subscale 5: perceived control (3 items) α = .48 
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I can control when and if I choose to share my 
location data (PC) 

.032 .140 .817 

I know how to change my location sharing 
preferences if I change my mind (PC) 

.070 -.003 .789 

Eigenvalues  6.268 1.810 1.360 

Percentage of variance 41.785 12.064 9.070 

Cumulative percentage 41.785 53.850 62.919 

Table 12: Results of a Principal Components Analysis with Varimax rotation based on eigenvalues greater than 1 

A Principal Components Analysis (PCA) with Varimax rotation was performed to assess the 
construct validity of the five-construct model, as well as to emphasize the distinction between 
constructs and identify conceptual overlaps. The results of this analysis yielded three components 
with eigenvalues greater than 1—see Table 12. These three components accounted for 62.9% of 
the variance in respondents’ responses. This highlights conceptual overlap and lack of distinction 
between constructs in the five-factor model we originally proposed. The three components 
extracted from the analysis suggest that the trust scale and two items from the control scale may 
be measuring their intended constructs. There is considerable correlation between items in the PU 
and the PEOU scale, which explains why they load together in the PCA and suggests that the 
concepts of usefulness and convenience should be expected to be correlated or that they are not 
being effectively disentangled with the current instrument. 

4.5.1 Change to scenario 

As part of the scenario section of the survey, respondents were told that The Weather Channel App 
was sharing user data with IBM affiliates and other third parties for advertising and other 
commercial purposes entirely unrelated to either the weather or the app’s services. As shown in 
Figure 10, 0ver half of the survey respondents indicated that they would change their location 
settings (n=155; 53.6%), 31.5% (n=91) said they would not, and 14.9% (n=43) were unsure. 

 

Figure 10: Survey respondents’ decision to change location access reported by % 
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Of the 155 survey respondents who stated that they would change their location sharing 
preferences, the majority said they would either delete the app (n=68; 43.9%) or change their 
preferences to “never allow location-based services” (n=62; 40.0%). Twenty-three respondents 
(14.8%) said they would only turn of location-based services when using the app, one respondent 
(0.65%) stated that they would always allow location-based services to track their location, and one 
respondent (0.65%) did not respond to the question – see Figure 11.  

 

Figure 11: Survey respondents’ new location preference reported by % 

 

4.6. Experience 

4.6.1. Respondent-identified risks associated with using location-based 
apps 

Respondents were also prompted through open-ended questions to elaborate on their perceptions 
of risks related to geolocation services, drawing on their own experiences. Thematic coding 
identified both concerns about personal risks and broader risks that could affect others or society. 
These themes were identified from responses to questions 3e, 3f, 5c, 5f, 5g, 5h, 6a, 6b and 6c, and 
coded instances are listed in Table 13.   
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Themes Instances coded 
Personal risk (self, family, and friends)  250 

Loss of privacy         (87) 
Personal safety security (self, family, 
and friends) 

        (50) 

Criminality (stalking, robbery 
paedophilia) 

              (17) 

Financial loss                 (6) 
Unwanted advertising (58) 
Surveillance: personal political freedom (22) 
Drains my battery   (5) 
Intrusive questions  (2) 
Excess data charges  (3) 

Broader risk (to unspecified others or 
society)  

139 

Misuse of data (use not condoned by 
users) 

     (109) 

Support criminal or malicious behaviour        (30) 
TOTAL 389 

Table 13: Perceived risks as potential reasons to limit access to location data 

Respondents described a number of personal risks that may mitigate the factors that drive or 
facilitate use of location-based apps. These included the loss of privacy. For example: 

I feel like anonymity / privacy is something we’re all entitled to opt into and these apps don’t 
give you the option whether they store your data or not. 

Personal safety was described as a significant risk. For example: 

I get so many random phone calls from unknown numbers already. I worry about my personal 
security often. I don't need another arm on this many tentacled beast. 

People may be able to find my exact location at any time (through legitimate use or hacking) 
-A picture of my life/movements/etc is being built up by third parties who may use it in ways 
I don't anticipate (and that don't relate to the original app) -My location also is often related 
to the location of my children (school etc) or clients (homes) who are more vulnerable. 

 
Some respondents were particularly concerned about stalking, harassment or crime-related risks. 
For example:   

I do not agree with apps sharing my personal information. I have had stalkers in the past and 
am very protective of all of my personal information 

Being easily located and robbed 

Risk of tracking, commodification of data and the long-term impact of this on my future 
finances, choices and opportunities 

cases I haven't really thought of or turn out to be worse than anticipated, such as combining 
data with other app data to change pricing for things like insurance. 
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like all things internet and the interconnection of everything the risks of access to my 
personal, commercial and financial situation are accelerating. 

I don't mind if Aus govt is tracking me i do mind if my location data is shared with a convict 
or a conman 

There will be safety concerns in some places and times. This is especially so for children (e.g. 
pedophiles gleaning info) and women (being followed and harassed or raped). 

Respondents also described risks associated with surveillance that impinged upon their personal 
safety and political freedom. For example:  

Aggregated data from a variety of apps can build a large personal profile on an individual and 
I think it's ill-considered to assume that this will only be used for something as seemingly 
benign as product advertising 

Unwanted advertising was also noted as a significant risk to sharing geolocation data. For 
example:  

What I don't like is the presumptive ads I get when I have been somewhere. 

What I don't need is to receive advertising for anything along the way. 

Participants also described broader risks associated with misuse of their data by providers. For 
example:  

The Cambridge Analytica scandal came out and showed what I'd been talking about for ages 
about how the perverse amount of information available online.  

In the last six months, I have deleted both the FaceBook App and my account entirely due to 
their mishandling of user data. 

I find it dishonest and dissembling that they don't ask you specifically for permission (and 
split it into all the time, or just this once) and that the onus is entirely on the user to be aware, 
not on the company. I also find this way of operating anti-social, as in tearing down rather 
than building up the social fabric. 

 

4.6.2. Respondents’ recommendations for improving safety of apps using 
location-based services 

Participants were asked in an open-ended question to provide recommendations to improve the 
safety of apps using location-based services. They provided recommendations for action by 
providers, recommendations for action by users and tighter regulations by authorities—see Table 
12. 
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Themes Instances coded 
Action by providers 73 

Improved user controls warnings about 
access storage and use of data 

(23) 

Greater transparency and explicit 
permissions 

(21) 

Limit data use   
Anonymise or de-identify data to 
prevent targeting 

  (3) 

Only access and use data for app 
purposes 

(13) 

Do not store or share data   (5) 
Option to pay fee instead of data 
permissions   (2) 

Policy or contractual  
accountability         (6) 

Action by users  18 
More attentive use of controls (11) 
Delete history   (3) 
More informed selection of apps   (2) 
Use privacy blocking software apps   (2) 

Action by Authorities 14 
Tighter regulation by authorities (13) 

Compensation for privacy violations   (1) 
TOTAL 105 

Table 12: Recommendations (wish list) for improving safety of apps using location-based services 

Suggestions for providers included improved user controls warnings about access storage and use 
of data. For example: 

By allowing an option to type/select my location instead of granting location permission to 
the app. 

Easy to use on/off options 

Give user control on what is stored/used 

Respondents also recommended that providers demonstrate greater transparency. For example:  

I'd prefer to know how my data is being used and with whom it is being shared, which is 
opaque at the best of times. 

They also recommended that providers put limits on data use, data sharing and data storage. For 
example: 

Fine if only when using the app and only used for service or sufficiently de-aggregated and 
de-identified. 

I prefer it if the data was only used to make that app experience better and that my data 
wasn't shared with other apps/companies 

Data should be expunged when you shut it down 
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Two respondents suggested that providers charge a fee for use to keep users’ data private. For 
example: 

I'd be willing to pay a small fee if it meant not providing any of my private details. My privacy 
is important to me. Most of these Apps are intrusive with long-winded policy agreements 
most would ever read, but have to agree with! 

Recommendations for users including using privacy/blocking software, using reputable apps and 
checking reviews, and being more careful when choosing settings. For example:  

Using Ad blockers and blocking tracking cookies. 

Using reputable aps and checking reviews 

Only turn them on when you want to use them then turn them off. 

Thirteen respondents suggested greater regulation and contractual accountability, including 
compensation for privacy violations. For example:  

Contractual obligations to keep that data private in perpetuity. 

If there were more stringent regulations or the ability to have greater control of where the 
information goes it would be a lot easier to be able to use some of these services with peace 
of mind 

More privacy laws need to be ensure user privacy. A GPDR like regulation build into an app 
to turn off user location in apps and to notify companies that user does not permit location 
data sharing/selling/freely etc. Browsers (Firefox) uses a similar idea "Do Not Track" option 
for cookies. 

 [sharing] should not be permitted without explicit consent and if it occurs the impacted user 
should be compensated for their own data being capitalised. 

 
4.6.3. Respondents’ main facilitating factor for deciding to use apps that 
use location-based services 

In response to a specific open-ended question asking respondents to identify and explain the 
biggest factor that influences their decision to use particular apps that require location data, we 
found a number of themes. Table 13 provides a quantitative indication of their relative importance.   

Themes Coded 
instances 

Percentage 
of total 

Functionality/usefulness 130  61 
Convenience/ease of use   68  32 
Using location services is 
a condition of use 

  14    7 

The app is free     2     1 
TOTAL 214 100 

Table 13: Respondents’ biggest factor that influences their decision to use particular apps that require location data 
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4.6.4. Respondents’ experiences with location-based data sharing 

Finally, we asked respondents to share their experiences with location-based data sharing. They 
were asked if they had ever experienced something unexpected from using location-based apps, or 
if they had used location-based services in unexpected ways. Respondents shared both positive and 
negative stories. The summary below in Table 14 is based on thematic coding of the stories. 

Themes Coded instances 

Negative stories 67 
Unexpected or uncanny provision of 
information 

  (18) 

Unsolicited information or prompts (17) 
Discovering the extent or vulnerability of 
stored data 

(10) 

Loss of privacy (8) 
Stories about control of data access (5) 
Settings over-ridden automatically        (4) 
Apps get things wrong (7) 
Safety compromised (2) 
Positive stories 18 
Access to personal tracking information (5) 
Improved safety (5) 
Access to wanted information (3) 
Partner tracking (3) 
Discover new hobby (1) 
Finding phone (1) 
TOTAL  85 

Table 14: Respondents’ experiences with location-based data sharing  

In terms of negative stories, the most prevalent theme was what users perceived to be 
unexpected or uncanny provision of information. For example:  

it's a bit creepy how all the Google products work together. For example, Gmail and Google 
Maps seem to "talk" and know when I'm going somewhere (trip details in Gmail) and make 
suggestions in Google Maps 

Something that scares me more that location sharing is whether our phones are listening to 
us. One time I was with a friend at the GOMA gift shop, he bought a very specific book which 
I would never buy or search or speak about and when I got home I had a sponsored post with 
that exact book as the first image. I also recently went on a date with a med student who 
goes to Bond University, I study fashion so have never ever searched or even typed about 
Bond or medical school into my phone but when I got home I had a sponsored post from 
them (and am still getting them). 

 
Respondents also shared negative stories about received unsolicited or unwanted information or 
prompts. For example:  
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When I go to a new location, my phone will buzz with a notification from Google asking if I 
would like to take a photo and tell other Google users what the place is like, regardless of 
whether I used Google Maps to get there. 

I sometimes get a little bit confused with Google maps when I drive past a truck stop and 
then three days later Google is asking me on maps whether I’d mind reviewing the truck stop 
and giving it a score out of 10 and noting how wonderful the facilities are. 

Stories about users discovering the extent or vulnerability of their stored data were also provided. 
For example:  

A number of years ago discovering the information taken and stored by apps was very 
concerning, especially when considering the information taken and stored had little to do 
with the service they were providing. The level of security and ways your data is protected 
by app's and their organisations leaves too many opportunities to have your personal data 
stolen and used inappropriately. 

I work in information security and have seen how poorly data is handled and secured, I have 
many stories about data sharing that should not happen. 

Respondents also told stories about loss of privacy. For example:  

I was using Happn (dating app) a few years ago and someone saw my profile (but I didn’t see 
theirs). I later met this person on a dive boat and became friends with them - we also became 
Facebook friends. We were chatting on Messager one day and this guy said I didn’t look 30 
years old. It freaked me out because I’d never told him my age, and I don’t have my birthday 
details available on my Facebook profile. I asked him how he knew, and he revealed that he’d 
crossed paths with me on Happn a few months ago and seen my details. I deleted him as a 
Facebook friend and also deleted Happn. I didn’t like people being able to create an idea of 
who I am based from various social media and dating sites - it made me feel very 
uncomfortable and vulnerable. 

when snapchat bought out that "here's where your friends are posting from" map... scary 
stuff... I might want to view a pic of a friends baby or send something to my mum without 
the whole world seeing me and my location 

Some respondents talked about their settings being overridden automatically. For example: 

My bother is that Facebook continues to invade my privacy. I keep switching off my location 
and it magically switches itself back on, or it says it's off, but still knows where I am 

I do check in setting what my different notification levels are and location services on/off. I 
find sometimes they slip - after an upgrade etc. 

Respondents also told stories about apps getting it wrong. For example:  

Location based advertising & suggestions in Brisbane are terrible - very blunt instrument with 
absolutely no nuance 

Weather is sometimes for the WRONG place. 
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Finally, two participants told negative stories about how their safety was compromised. For 
example:  

Our teenage daughter was being stalked and prior to us taking her mobile phone with her, 
the stalker would turn up where ever she was. We changed her school twice and moved 3 
times before we realised the phone was the problem. 

Respondents provided fewer positive stories about their experiences with location-based data 
sharing. However, they highlighted a number of issues including the benefits of having access to 
tracking information and improved safety. For example: 

Can check where you were on a certain date. A dual credit card so we know who used it by 
going back to photos to see where I was on that date to prove I didn’t make the expense so 
I didn’t have to find the receipt. 

I’m not sure if this is already available. A couple of years back at night I was followed off a 
train by a group of boys who began throwing rocks at me. I told Siri that I was in danger and 
he immediately put me through to 000 emergency. Fumbling with your password and phone 
is difficult when you are panicked and my hands were shaking so badly. I was able to give my 
location to the police operator but I have always wondered if I had been knocked out could 
they have just traced my position. I hope so. 

I have used location sharing multiple times to find lost family members (grand dad etc) 
helped my parents with directions remotely based on their location data. I have also used it 
to keep an eye on kids remotely. 

Respondents also told stories about getting access to information they wanted through sharing 
their location-based data. For example:  

I had a bad experience with a dentist and was in agony, so I asked Siri to find me a dentist 
nearby. She found me one I’d never heard of and I’ve been going to this guy for a year or so, 
now. He’s great. He thought it was hilarious that this was how I found him. lol 

I have found targeted advertising to be more location specific when more apps are enabled 
with location tracking. 

Three participants told stories about the usefulness of geolocation services for partner tracking. 
For example:  

LOL! Caught out my cheating husband when Facebook tagged him in a town he wasn’t meant 
be in! 

I read about how a third party/spouse etc could track where you had been by using your 
password and following your locations. I trust my spouse but others might not be in the same 
positions. 

I use Find My Friends to find my husband from time to time. He has drug and depression 
issues. He doesn’t always pick up his phone when I’m trying to get in contact with him. It 
gives me peace of mind to at least know where he is.  

One respondent told a story about how they discovered new hobby: 
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I was recently bush-walking and discovered, about 10 meters up a cliff face, a small cylinder 
protruding from a rock. Inside I found a usb memory stick, on which were a number of 
interesting images, videos and files. Turns out I had found a 'geo cache'. 
https://www.geocaching.com. If I had the time I would take it up as a hobby. Seems like a 
great way to get outdoors and explore places normally left unseen! :- 

 

5. DISCUSSION AND RECOMMENDATIONS 

The aim of this survey was to gather findings that: 

• add to TAM by describing context-specific tradeoffs and complexities in decision making 
around geolocation services 

• contribute to developing a co-design study with users to create resources to enhance 
public understanding of geodata and geoprivacy 

• contribute to developing questions for industry representatives interviews with the aim of 
developing industry and policy recommendations that address the crucial issue of 
‘location awareness’ in everyday digital media use.  

We investigated five drivers of technology use described in TAM: usefulness, ease of use, trust, risk 
and control. We developed questions to assess users’ context-specific perceptions of costs and risks 
as mediators or as independent factors balancing perceived benefits. The findings related to TAM 
that we present below are important to consider when developing both the co-design study and 
the industry interviews. 

 

5.1 Findings adding to TAM 

The survey findings support earlier TAM research in recognising the draw of usefulness and 
convenience as key drivers of uptake. While other drivers for geodata sharing (e.g. trust and 
control) were represented in the quantitative data as positives, they were not discussed this way 
by respondents in qualitative responses. For example, usefulness and convenience were discussed 
positively while trust and privacy were more often discussed in relation to their absence or lack. 
Perceptions of control were often discussed as contingent on the skills of the user and/or their 
awareness of the risks. The qualitative discussion of tradeoffs clearly positioned “cost and benefit” 
factors in opposition to one another. 

Functionality/usefulness and convenience/ease of use were difficult to entangle, yet usefulness and 
ease of use are conceptually distinct. While thematically coding these categories, we ran into the 
same issues that we identified in the PCA in terms of discriminating between usefulness and ease 
of use. While the two subscales had high internal consistencies, there was a great degree of 
conceptual overlap. Usefulness is based on perceptions of the relative ease of accessing needed or 
wanted information, which is closely tied to ease of use. Given the PCA results and the difficulty 
discriminating between PU and PEOU in the quantitative results, a closer look at the qualitative 
responses may be informative.  

While many respondents noted both usefulness and ease of use as separate benefits, others 
appeared to conflate the two since usefulness (especially in relation to navigation and transport 
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services) is tightly coupled to easy access on the go. Geolocation services make life easier because 
of ready access to information that is not as easily available elsewhere or through other means. 
This distinction would be a useful area for deeper probing with technology users and industry 
representatives as these concepts are potentially distinct. However, perceived benefit may be a 
better name for a construct that combines elements of usefulness and convenience. 

Any discussion around perceived control needs to consider findings related to deliberate decision 
making and trust. These factors are closely tied together. Themes related to “resignation” or 
“nothing to hide” could be related to the lack of a perceived need to control the risks, but would 
need to be investigated further.   

5.2 Findings contributing to the co-design study 

It is worth noting that many users appeared content to accept risks that they have difficulty 
understanding in exchange for services that they clearly value. This is important to consider when 
developing prompts for focus groups with users as part of the a co-design study. Areas that could 
also be further investigated through user focus group discussions include: 

• perceived tradeoffs between different aspects of safety, including ways that apps can 
contribute to and detract from perceptions of overall safety.  
 

• the extent to which users perceptions of control are relevant to their actual protection. A 
number of respondents (and authors including Leszczynski 2017) note that location data 
security is often distinct from the sale, use or deliberate sharing of data by any single user 
or app provider. Others note the almost-constant availability of tracking data by phone 
service providers. Both of these issues call into question the validity of perceptions of 
control over risks by the use of app settings or even phone settings. 
 

• the potential distinction between risks to the individuals who use the apps and provide 
location data and risks to others or wider society through different forms of misuse as 
discussed by Raine and Dugan (2016). The survey findings support a view that many 
people seem focused on personal risk while others have a broader lens. This may be a 
relevant distinction to make when trying to engage publics in discussions about public 
education and policy development, and to ways to encourage providers to act in ways 
that users condone. 

5.3 Findings contributing to interview questions with 
industry representatives 

The survey findings also contribute useful information for shaping the structure and content of 
industry representative interviews, and to help develop recommendations for service providers, 
and policy makers or regulators. 

Many survey respondents valued service provider transparency and wanted to see service 
providers take greater responsibility (and even accountability) for personal and public welfare. 
However, comments in the qualitative data about apps that bargained for location data access 
where it was not a requirement for app functionality were mixed. Industry interviews could explore 
the extent to which industry informants perceive the sharing of data as payment for app services 
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and to explore industry representative attitudes toward how much responsibility service providers 
should take for data use once they pass it on to others and/or to make the “bargain” more explicit. 

Policies or regulation may lead to safer use of geolocation services but potentially at a cost (to 
individual users or society) or to a reduction in some service provision. These issues would also be 
important to explore in interviews with industry representatives.   
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8. APPENDIX 1 

Digital Media, Location Awareness, and the Politics of Geodata  

This survey seeks to investigate the ‘location awareness’ of Australian smartphone users—that is, 
their understanding of the geodata (or digital location information) they create and share through 
daily use of their smartphones, and how it is used, tracked, and valued by digital media services. 
Please read through the consent information. 

By doing this survey I acknowledge that I am a smartphone owner and user who is 13 years of age 
or older. I also acknowledge I am an Australian citizen or permanent resident, or I have resided in 
Australia on a working, studying, or family visa for  at least six months. 
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9. APPENDIX 2 

Three social media advertisements were used to recruit survey respondents on Facebook and Instagram: 
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