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Abstract

Public sector fraud involves dishonestly obtaining a benefit or causing a loss by deception or 
other means. It can be perpetrated by public servants, by members of the public or by 
corporations. It can lead to loss of revenue, damage to morale and long-lasting erosion of trust 
in government services. The Australian Government is committed to reducing the impact of 
fraud against Commonwealth entities. The Australian Institute of Criminology has been 
conducting a Commonwealth Fraud Census since 2006, following on from the data collection 
established by the Attorney-General’s Department in 1995.

This Statistical Report presents the findings of the most recent annual census of fraud against 
Commonwealth entities and the measures taken to prevent fraud. It highlights the substantial 
cost of fraud to the Commonwealth, from both internal and external sources targeting 
Commonwealth monies or resources. The Appendix to this report provides detailed statistical 
data, and a separate Statistical Report presents the most harmful frauds reported in 2018 and 
2019. New data are presented in each of the three reports for the years 2017–18 to 2018–19, 
and 2016–17 data are included by way of comparison.
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Key terms and definitions

Fraud: Fraud means ‘dishonestly obtaining a benefit, or causing a loss to the Commonwealth, 
by deception or other means’. More specifically:

• Fraud must be intentional but excludes conduct involving carelessness, accident or error.

• Dishonesty means known by the defendant to be dishonest according to the standards of 
ordinary people.

• Fraud includes acts and omissions, whether tangible or intangible.

• Perpetrators can be internal staff and contractors or persons external to the Commonwealth 
entity, such as members of the public.

• Fraud can involve dishonesty in connection with breaches of criminal law or a 
Commonwealth entity’s own legislation.

Case: An investigation into fraud in relation to one or more individual or individuals who are 
alleged to have caused a loss or other harm to the reporting entity.

Grant: A Commonwealth Grant can be defined as the provision of funding using a planned 
selection process involving comparative assessment of applications or the assessment of 
applications against specified eligibility criteria and/or assessment criteria. Further information 
on the definition and scope of Commonwealth Grants is contained in the Department of 
Finance Resource Management Guide No 414 (https://www.finance.gov.au/sites/default/
files/2019-11/rmg-414-indemnities.pdf) and in section 2 of the Commonwealth Grants Rules 
and Guidelines (https://www.finance.gov.au/sites/default/files/2019-11/commonwealth-
grants-rules-and-guidelines.pdf).

Investigation: A fraud investigation is a separate inquiry into allegations of fraud, undertaken 
by an entity or by a law enforcement agency or external consultant. A single investigation may 
relate to one or more suspects and may involve one or more allegations of fraud that are 
handled together.

Commenced investigation: A fraud investigation is commenced when allegations are of 
sufficient merit to warrant further inquiry, and this has begun; it excludes trivial and/or 
vexatious allegations that are unable to be substantiated or cannot be further investigated.
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Finalised investigation: A fraud investigation is finalised when the first instance of any of the 
following has occurred:

• The entity’s investigation of the allegations has been concluded.

• The allegations have been referred to a law enforcement or prosecution entity for further 
action (whether before or after the individual the subject of allegations has left the 
employment of your entity).

• Debts or liabilities arising from the investigation have been written off as being incapable of 
further recovery action.

• The individual the subject of allegations has died.

Internal and external fraud: For the purposes of the census, fraud investigations have been 
divided into ‘internal fraud’ (carried out by individuals who were employees or contractors of 
the entity) and ‘external fraud’ (carried out by individuals who were not employees or 
contractors of the entity). In cases where it is uncertain whether an investigation concerned 
internal or external fraud, or if it principally involved collusion between internal and external 
actors, this is treated as an internal fraud only.

Official/contractor: The determination of whether an individual is an official of a 
Commonwealth entity or a contractor/consultant can be difficult and will depend on the 
particular circumstances of the case; see the Public Governance, Performance and 
Accountability Act 2013 (https://www.legislation.gov.au/Details/C2013A00123) and the 
Department of Finance Resource Management Guide No 212 (https://www.finance.gov.au/
sites/default/files/2019-12/RMG-212%20Prescribed%20Officials_.pdf) concerning the 
classification of a fraud as internal or external.

Reporting (reference) periods: 1 July 2017 to 30 June 2018 and 1 July 2018 to 30 June 2019. 
Data from 1 July 2016 to 30 June 2017 are included in this report for comparison purposes.
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Key findings

8% of agency resources 
are potentially affected 

by fraud.

Between 2017–18 and 2018–19, the amount lost 
to external fraud increased 73% and the amount 

lost to internal fraud decreased 59%.

At 30 June 2019, the AFP was 
investigating 105 fraud 
matters worth over $1.2b.

In 2018–19, the CDPP prosecuted 
717 fraud matters and obtained 

590 convictions.

Between 2017–18 and 2018–19, 
the number of staff focused 
solely on fraud control dropped 
from 1,873 to 646.

59%
Internal   

73%
External   
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Background

What is fraud against the Commonwealth?
Fraud against public sector agencies is a crime that affects countries around the world. Fraud  
in and against public sector agencies damages the reputation of governments and harms the 
morale of their workforce. Major fraud that is not dealt with strongly may have negative 
consequences for a country, such as the perception that fraud and corruption are rife and not 
being properly addressed.

The Commonwealth Fraud Control Framework (2017) stipulates that each entity is responsible 
for investigating routine or minor instances of fraud itself. The framework currently defines 
fraud against the Commonwealth as ‘dishonestly obtaining a benefit, or causing a loss, by 
deception or other means’ (AGD 2017: 3: 14). Fraud requires a criminal intention to commit 
fraud; conduct that is accidental, is inadvertent, or involves mere carelessness does not meet 
acceptable standards of proof. However, in the Commonwealth, this definition covers a wide 
range of conduct.

Fraud is a hidden crime—people who commit fraud often go to great lengths to remain 
anonymous and to conceal their conduct. Detected fraud, like the tip of an iceberg, is only a 
small proportion of the fraud that actually takes place (Audit Office NSW 2016; United Kingdom 
Cabinet Office 2017). Effective detection of fraud is to be encouraged; but fraud detection rates 
can only be increased through a thorough understanding of fraud risks, including knowledge of 
potential targets of fraudsters and the likely methodologies of deception employed.

The Commonwealth Fraud Control Framework 2017 was developed in line with the Performance 
and Accountability Act 2013 (PGPA Act).

The framework consists of:

• section 10 of the Public Governance, Performance and Accountability Rule 2014 (Fraud Rule);

• Commonwealth Fraud Control Policy (Fraud Policy); and

• Resource management guide no. 201: Preventing, detecting and dealing with fraud  
(Fraud Guidance).

Together, these provisions seek to protect public resources, including information and property, 
and the integrity and good reputation of entities and the Commonwealth.
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What the report covers
This Statistical Report presents the principal findings of the AIC’s Commonwealth Fraud Census, 
which collects data on all fraud investigations that are commenced and all fraud investigations 
finalised by entities. Current data are from 2017–18 and 2018–19. Data are also presented for 
the preceding year, 2016–17, by way of comparison.

The accompanying Appendix to this report provides information about the methodology used 
to gather the information, the response rates, ways of analysing the data and general feedback 
on the census. It also includes more detailed results for the three financial years, available from 
the AIC website (aic.gov.au).

The Appendix also provides more detailed findings of Commonwealth fraud investigations 
undertaken by the Australian Federal Police (AFP) and prosecutions conducted by the 
Commonwealth Director of Public Prosecutions (CDPP) during the three years. The remaining 
sections of the Appendix deal with specific fraud control arrangements and compliance 
activities within reporting entities.

A separate Statistical Report presents the findings of the most harmful internal fraud and 
external fraud from 2016–17 to 2018–19.

Participating entities
In 2019, 188 entities were invited to participate in the census; 157 entities participated, 
resulting in an 83 percent participation rate. Only 156 entities were included for analysis.  
All references to entities through the remainder of the report are to responding entities. 
Participation is only mandatory for non-corporate entities, but all other entities are encouraged 
to participate. Completion gives participants time to review fraud control mechanisms and any 
fraud incidents detected over the preceding year, and participation in the census is considered 
to be best practice in fraud control.

Entities were categorised into four groups, based on total full-time equivalent (FTE) employee 
data, as Figure 1 shows. These size classifications were based on the Australian Public Service 
Commission’s (APSC) categories (APSC 2017), noting that the AIC Commonwealth Census 
included more than just Australian Public Service (APS) entities; all Commonwealth entities 
were invited to participate. A Commonwealth entity is defined as ‘a department of state, a 
parliamentary department, a listed entity or a body corporate established by a law of the 
Commonwealth’ (AGD 2017: C3).

2
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Figure 1: Entity size based on number of FTE employees from 2016–17 to 2018–2019 (N)
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Note: In the 2017–18 census, 145 entities participated, but one entity was not included in the analysis; in the 
2018–19 census, 156 entities participated, but one entity’s responses were unable to be analysed

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Figure 2 shows the number of participating entities by their principal function. Some entities 
have the same principal function; therefore, it can be assumed that the fraud and corruption 
risks within these entities would also be similar.

Figure 2: Number of entities by their principal function, 2016–17 to 2018–19 (N)
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Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

3



Commonwealth fraud investigations 2017–18 and 2018–19
Australian Institute of Criminology

Extent of potential fraud
Entities were asked to indicate the extent of matters that could potentially have involved fraud 
in 2018–19 and to estimate the percentage of total departmental resourcing that could 
potentially have involved fraud affecting the entity in 2018–19. ‘Potential fraud’ was defined to 
include all matters, whether detected or undetected, whether investigated or not, and whether 
proved following an investigation or not. Of the 156 participating entities, 97 (62%) were able 
to provide an estimate of the proportion of their total departmental resourcing that could 
potentially have been affected by, or involved, fraud.

On average, it was estimated that eight percent of departmental resourcing could potentially 
have been affected by fraud, equating to $1.7b of the $22.4b total resourcing of the respondents’ 
entities. This reflects a similar proportion to that estimated by the UK government: approximately 
one to five percent of total resourcing that was affected by fraud in 2018 (Cabinet Office 2018). 
This was the first time that Commonwealth Census respondents were asked to make such an 
assessment, and some indicated that they found this difficult to do, which might suggest the 
need to review this question in the future.

However, examining the confidence of entities in their percentage estimates provides some 
explanation of the relationship to the figures found by the UK Cabinet Office. The percentage of 
total resourcing that could involve fraud was estimated to be four percent by those extremely 
confident in making this assessment, six percent by those very confident, 10 percent by those 
neither confident nor not confident, 12 percent by those not very confident, and 22 percent by 
those extremely not confident. This suggests that the most reliable percentage of the 
resourcing involving fraud is between four and six percent, because these were the estimates 
made by entities that were very confident in making this assessment. This range is, accordingly, 
closer to the estimate in the UK.

Entities with larger total resourcing reported lower percentages that could potentially involve 
fraud. Those entities in the bottom 25 percent of total departmental resourcing indicated that 
approximately 19 percent of their total resourcing could be affected by fraud, compared with 
the approximately one percent estimated by those in the top 25 percent.

Commenced investigations
This section presents data on fraud investigations commenced by participating entities during 
each of the three financial years, 2016–17 to 2018–19. A fraud investigation was defined as ‘a 
separate inquiry into allegations of fraud undertaken by an entity, or by a law enforcement or 
external consultant’. It is deemed to have commenced when a decision was made that the 
allegations were of sufficient merit to warrant further enquiry, and an investigation case file was 
opened. This would not include baseless, trivial or vexatious allegations. A single investigation 
could relate to one or more suspects and involve one or more allegations of fraud that were 
handled together. Respondents were also asked to include details of any ‘reviews’, ‘inquiries’, 
‘compliance activities’ or ‘evaluations’ undertaken as a response to allegations of fraud or fraud 
incidents detected. Table 1 displays the number of investigations commenced by type.

4
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Table 1: Number of investigations commenced by type, 2016–17 to 2018–19 (N)

Year Number of 
investigations

Number of 
entities

Minimum 
number of 

investigations 
per entity

Maximum 
number of 

investigations 
per entity

Median 
number of 

investigations 
commenced 

per entity

Internal fraud

2016–17 2,345 33 1 982 2

2017–18 2,039 27 1 864 2

2018–19 1,191 30 1 620 1.5

External fraud

2016–17 347,902 36 1 341,977a 6

2017–18 9,546 32 1 3,881 16.5

2018–19 4,100 37 1 3,042 4

Collusion

2016–17 17 9 1 6 1

2017–18 22 6 1 11 1.5

2018–19 18 5 1 14 1

Other fraud

2016–17 27 4 1 24 1

2017–18 1 1 1 1 1

2018–19 270 3 3 174 93

Total investigations

2016–17 350,291 50 1 342,959a 5

2017–18 11,608 42 1 4,733 8

2018–19 5,579 52 1 3,662 5

a: In 2016–17, one entity reported 341,977 external fraud investigations

Source Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Respondents were asked about the number of fraud allegations their entity received that did 
not warrant a fraud investigation. This could have occurred for several reasons, including lack 
of information provided in a tip-off hotline or insufficient evidence to conduct an investigation. 
Table 2 shows the number of fraud allegations received by entities; the number that were 
substantiated; the number of investigations commenced; and the number of investigations 
finalised among the different entity sizes.
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Table 2: Total detections, substantiated allegations, investigations commenced and investigations 
finalised by entity size, 2016–17 to 2018–19 (N)

Entity size Year Total detected 
incidents

Total 
allegations 

substantiated

Total 
investigations 

commenced

Total 
investigations 

finalised

Internal fraud

Micro

2016–17 0 0 0 0

2017–18 0 0 0 0

2018–19 1 4 0 1

Small

2016–17 6 1 3 6

2017–18 2 1 2 2

2018–19 2 2 2 2

Medium

2016–17 14 4 17 14

2017–18 22 11 13 22

2018–19 8 3 14 9

Large

2016–17 2,352 1,781 2,325 2,351

2017–18 1,720 986 2,024 1,702

2018–19 1,342 759 1,175 1,343

External fraud

Micro

2016–17 0 0 0 0

2017–18 1 1 1 1

2018–19 0 0 0 0

Small

2016–17 187 109 186 187

2017–18 203 121 208 203

2018–19 160 66 156 160

Medium

2016–17 510 151 441 518

2017–18 510 85 577 509

2018–19 538 353 546 538

Large

2016–17 6,507a 3,437a 5,298a 6,484a

2017–18 8,791 6,723 8,760 8,792

2018–19 4,732 2,610 3,398 4,706

a: One entity reported 341,977 detections, substantiated allegations, investigations commenced, and investigations 
finalised in 2016–17. This number has been removed from the totals in the above table in order to convey the yearly 
data more easily

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]
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Estimated fraud losses from investigations commenced
Respondents were asked to estimate the financial losses suffered as a result of frauds whose 
investigations commenced in each examined year. Losses were defined as: ‘funds thought to 
have been lost to the entity prior to the recovery of any funds and excluding the costs of 
investigation or prosecution’. Thus, respondents were asked to report the dollar value of 
suspected fraud, rather than losses that had been substantiated following investigation.

There are some important limitations to consider when assessing losses from investigations 
that have recently commenced. Firstly, investigators will not have had a chance to assess the 
scale of the fraud or to determine whether the allegations can be substantiated. Secondly, at 
the beginning of a fraud investigation, investigators assume that the fraud is against an entire 
contract, program or grant, and therefore estimate much higher losses than may be involved. 
Respondents were asked to estimate the value attributable to each fraud where investigation 
had commenced, before it was finalised—the apparent value of the fraud. Table 3 shows the 
estimated losses of fraud investigations commenced by fraud type for 2016–17 to 2018–19.

Table 3: Estimated dollar losses, by fraud type 2016–17 to 2018–19 ($) 

Fraud type 2016–17 2017–18 2018–19

Internal fraud 2,126,594 5,303,777 1,038,695

External fraud 99,006,782 211,509,967 323,000,000

Collusion NQ 2,176,333 36,400,000

Other fraud 7,972,373 356,072 442,389

Total estimated losses from 
commenced investigations 109,105,749 219,346,149 360,881,084

Note: NQ=not quantifiable; no entities attributed any value to this

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Finalised fraud investigations
Respondents were asked to report on all fraud investigations finalised in 2018–19. A definition 
of when an investigation is considered finalised is available in the Appendix.

Forty-four entities finalised a fraud investigation in 2018–19. Figure 3 shows the principal 
functions of the entities finalising fraud investigations. There were no fraud investigations 
finalised in the sectors of non-financial services or the administration of grants in 2018–19, and 
no investigations were finalised in non-financial services for each of the three financial years.
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Figure 3: Principal function of entities that finalised a fraud investigation in 2016–17 to 
2018–19 (N)
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Source: Commonwealth Fraud Census 2018–19 [AIC data file]

In 2018–19, 44 entities finalised 6,759 fraud investigations (internal and external fraud 
combined; Table 4 and Figure 4). The majority of investigations were conducted by medium 
(N=11) and large (N=27) sized entities. Only one micro-sized entity (50 or fewer employees) and 
five small sized entities (51–200 employees) finalised fraud investigations in 2018–19.

Table 4: Number of finalised internal and external fraud investigations and range, 2016–17 to 2018–19 (N)

Year Fraud type Number of 
investigations

Number of 
entities

Minimum 
number of 

investigations

Maximum 
number of 

investigations

Median 
number of 

investigations 
for entities 

finalising 
fraud 

investigations

2016–17

Internal fraud 2,371 33 1 982 2

External fraud 349,166 39 1 341,977a 6

Total 351,537 50 1 342,959 6

2017–18

Internal fraud 1,726 31 1 694 5

External fraud 9,505 35 1 4,049 9

Total 11,231 49 1 4,743 3

2018–19

Internal fraud 1,356 27 1 551 2

External fraud 5,404 34 1 3,329 7.5

Total 6,759 44 1 3,880 3

a: One entity reported 341,977 investigations related to external fraud in 2016–17

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

8



Commonwealth fraud investigations 2017–18 and 2018–19
Australian Institute of Criminology

Figure 4: Number of detected incidents of internal and external fraud (N)
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Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Respondents were asked to indicate how many of the allegations of fraud investigated were or 
were not substantiated, either in full or in part, and report other outcomes. Figure 5 shows 
that fraud was substantiated in more external fraud than internal fraud investigations. Out of 
the 1,356 investigations involving internal fraud finalised in 2018–19, only 57 percent (N=768) 
resulted in fraud being substantiated. The proportion is similar with external fraud, where 
57 percent (N=3,029) of investigations resulted in fraud being substantiated.

9



Commonwealth fraud investigations 2017–18 and 2018–19
Australian Institute of Criminology

Figure 5: Number of internal and external fraud investigations by outcomes, 2016–17 to 
2018–19 (N)
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Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Economic and other impacts
Numerous impediments exist to the precise assessment of the financial cost and impact of 
fraud (ACFE 2018; Smith et al. 2014). The primary challenge in assessing the cost of fraud 
against the Commonwealth is that much fraud goes undetected or unreported each year.  
Some other frauds are also unable to be quantified in monetary terms, where the impact 
mainly involves reputational damage or other intangible costs like loss of information held by 
the entity or damage to morale within an entity after an event (Jorna & Smith 2019).

Respondents were asked to provide their best estimate of the total amount that perpetrators 
were found to have dishonestly obtained from the Commonwealth, according to the findings  
of the finalised investigations. Table 5 provides details of the total losses for the number of 
internal and external investigations where fraud was substantiated. Note that not all 
respondents could quantify loss amounts for investigations.
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Table 5: Internal and external fraud losses and number of investigations for 2018–19

Fraud type
Total number of 

frauds 
substantiated

Loss amount
Number of fraud 

investigations with 
identifiable losses 

Average value of 
frauds (for those 

quantifiable) 

Internal fraud 768 $2,775,917 314 $8,840.5

External fraud 3,029 $146,904,811 2,698 $54,449.52

Total 3,797 $149,680,728 3,012 $49,694.80

Source: Commonwealth Fraud Census 2018–19 [AIC data file]

The losses attributed to internal fraud investigations appear to have fluctuated over the last 
three years (Table 6). External fraud losses tend to fluctuate between years; given the nature of 
fraud risks associated with new programs, this is not unexpected. Despite the large increase in 
internal fraud losses between 2016–17 and 2017–18, the total lost for each of these years 
remained relatively similar. However, substantially more was lost in total in 2018–19.

Table 6: Internal and external fraud losses, 2016–17 to 2018–19 ($)

2016–17 2017–18 2018–19

Internal fraud losses 1,860,103 6,753,747 2,775,917

External fraud losses 91,920,748 84,797,032 146,904,811

Total losses 93,780,851 91,550,779 149,680,728

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Recoveries

Respondents were also asked to indicate the whole dollar amount that had been recovered in 
each financial year using various methods. This excluded any money that was recovered by the 
Commonwealth but had not been returned to the entity in question, such as fines or the 
proceeds of confiscation orders that remained in consolidated revenue. The amounts 
recovered did not necessarily relate to the value of the fraud detected in the same year, 
because recovery of funds could have related to incidents committed, detected or investigated 
in previous financial years.

Internal fraud

With regard to internal fraud, less money was recovered in total in 2018–19, $1,319,818, 
compared with the total amount recovered of $2,004,367 in 2017–18 (Table 7). The largest 
amount recovered by a single entity in 2018–19 was $804,165, through unknown methods; 
however, where the method was known, it was $455,450, recovered through insurance payments.
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Table 7: Monies recovered by method of recovery and number of entities using that method of 
recovery for internal fraud investigations, 2016–17 to 2018–19

Recovery method

2016–17 2017–18 2018–19

Amount 
recovered 

($)

Number 
of entities

Amount 
recovered 

($)

Number 
of entities

Amount 
recovered 

($) 

Number 
of entities

Amounts recovered through 
criminal court proceedings 177,227 1 0 0 56,076 1

Amounts recovered through 
civil court action 0 0 1,200,000 1 0 0

Amounts recovered through 
reimbursement from a 
financial institution

0 0 0 0 0 0

Amounts recovered through 
administrative action 562,273 5 799,687 3 179,727 2

Amounts recovered through 
insurance payments 0 0 0 0 455,450 1

Amounts recovered through 
other means 28,271 1 4,680 3 1,247 1

Total amount recovered in 
any way 767,771 5 2,004,367 8 1,319,818a 4

a: Total is different to the sum of the items because some respondents did not provide a method of recovery but  
did provide a total

Source: Commonwealth Fraud Census 2016–17, 2017–18, and 2018–19 [AIC data file]

External fraud

With regard to external fraud, entities were able to use a range of methods to recover monies 
lost through fraud (Table 8). In 2018–19, the method which recovered the most money was 
‘reimbursement from a financial institution’, accounting for $3,526,779 of the total 
$53,442,893 recovered. One entity reported recovering $49,269,829 but did not identify the 
method that this entailed.
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Table 8: Monies recovered by method of recovery and number of entities using that method of 
recovery for external fraud investigations, 2016–17 to 2018–19

Recovery method

2016–17 2017–18 2018–19

Amount 
recovered 

($)

Number 
of entities

Amount 
recovered 

($)

Number 
of entities

Amount 
recovered 

($)

Number 
of entities

Amounts recovered through 
criminal court proceedings 101,000 4 23,500 1 1,500 1

Amounts recovered 
through civil court action 6,380 2 100,000 1 0 0

Amounts recovered 
through reimbursement 
from a financial institution

13,286 3 1,705,336 8 3,526,779 5

Amounts recovered through 
administrative action 954,241 5 504,614 3 441,108 3

Amounts recovered through 
insurance payments 0 0 0 0 0 0

Amounts recovered through 
other means 3,355,824 6 387,577 2 52,582 1

Total amount recovered in 
any way 4,430,731 16 3,450,894 12 53,442,893a 11

a: Total is different to the sum of the items because some respondents did not provide a method of recovery but  
did provide a total

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Total amount recovered vs lost
Table 9 compares the total amounts recovered with those lost over the last three years of the 
census. The amount of money for internal fraud recovered and lost, as well as the total 
recovered from external fraud, has remained relatively constant. In contrast, the amount lost 
from external fraud has increased over the last three years of the census. This could be caused 
by multiple factors, ranging from increased detection and recognition of fraud losses to 
increased total attempts at external fraud.

Table 9: Total amount recovered compared to the total amount lost for internal and external fraud, 
and number of entities

Year Internal lost $ 
(entities)

Internal recovered 
$ (entities)

External lost $ 
(entities)

External recovered 
$ (entities)

2016–17 1,860,103 (8) 767,772 (5) 91,920,748 (14) 3,631,365 (12)

2017–18 6,753,747 (15) 899,616 (6) 84,797,032 (20) 729,867 (9)

2018–19 2,775,917 (11) 1,319,818 (4) 146,904,811 (20) 49,953,813 (11)

Note: Not every entity who could report a quantifiable loss could also report a quantifiable recovery, and vice versa. 
The data in Table 9 represent broad averages

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]
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How the frauds were detected
For all fraud investigations finalised, respondents were asked to indicate the principal method 
by which the principal allegations of fraud had been detected. Differences in the principal 
means of detection between 2016–17 and 2018–19 for both internal fraud and external fraud 
are presented in Figure 6 and Figure 7 respectively. There has been a decrease in the total 
number of internal frauds detected via data analytics, with a drop of almost half between 
2016–17 and 2017–18, and a moderate drop to 2018–19.

Figure 6: How fraud was detected by number of detections, internal fraud, 2016–17 to 
2018–19 (N)
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Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]
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Figure 7: How fraud was detected by number of detections, external fraud, 2016–17 to 
2018–19 (N)
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Note: Figure 7 does not contain all detection methods. For example, reporting from financial institution accounted 
for 343,651 in 2016–17, 5,433 in 2017–18, and 1,570 in 2018–19. Further, in 2018–19, 1,078 external fraud incidents 
were detected by ‘other’ methods. The entity that reported the majority of these other methods defined them as 
referrals from other sources, including compliance teams

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Fraud typologies
The census asked respondents to supply details of two main aspects of fraud incidents with 
finalised investigations:

• the target of the alleged fraudulent activity and/or the benefit to be derived from the 
suspected illegal conduct; and

• the method used to carry out the alleged activity (eg misuse of technology, information, 
identity).
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Targets of internal fraud

For all finalised internal fraud investigations, respondents were asked to identify the principal 
target of the fraud—that is, the principal resource, object or benefit targeted by the perpetrator. 
Although entities were asked about the principal target, some provided information regarding 
more targets than investigations, indicating that there were sometimes multiple targets. Full lists 
of all targets and methods, including details of investigations, detection methods and outcomes, 
are available in the Appendix. Apart from ‘other’ types of internal fraud, the largest number of 
finalised internal fraud investigations involved fraud that targeted ‘information’ held by entities 
(442 investigations in 2018–19); however, this was approximately 33 percent lower than in the 
previous year (Figure 8). The target involving the largest number of entities was ‘employee 
benefits’; 12 entities finalised 143 investigations of that type of fraud.

Figure 8: Targets of internal fraud in 2016–17, 2017–18 and 2018–19, by number of 
investigations (N)
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Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Targets of external fraud

In the case of finalised external fraud investigations, there were substantial differences between 
the number of fraud investigations where fraud was substantiated in 2016–17 and the number 
substantiated in 2018–19, with decreases in nearly every category except ‘other’. Further, there 
were substantial differences between the years in the main targets of the fraud (Figure 9).
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Figure 9: Targets of external fraud in 2016–17 to 2018–19 by number of investigations (N)
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Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Internal fraud methods

Respondents were also asked how the internal fraud was committed. Four primary categories 
were provided: misuse of information and communications technology (ICT); asset 
misappropriation; misuse of personal information; and misuse of documents. An ‘other methods’ 
category was added for frauds not easily categorised. A full list of the subcategories and 
investigations is provided in the Appendix. Figure 10 presents details of the methods of 
committing internal fraud. There was a substantial decrease in the number of investigations of 
fraud involving the misuse of ICT from 659 in 2017–18 to 512 in 2018–19. There were also 
decreases in the number of investigations that of other methods. However, there was a large 
increase in the number of investigations of the misuse of personal information.
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Figure 10: Methods used to commit internal fraud 2016–17 to 2018–19 by number of 
investigations (N)
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Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

External fraud methods

The same four primary categories, as well as the ‘other methods’ category, were provided for 
respondents to characterise how their entity’s external frauds were committed. Again, a full list 
of the subcategories and number of investigations is available in the Appendix.

Figure 11 shows the primary methods used to commit fraud in finalised investigations for 
2016–17 to 2018–19. In 2018–19, the trend of a large number of methods being labelled as 
‘other’ continued, with a total of 1,796 investigations; however, the number in 2018–19 was 
substantially lower than previous years. Asset appropriation was the classification for a large 
number of investigations, for the first time in the last three years.
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Figure 11: Methods used to commit external fraud 2016–17 to 2018–19, by number of 
investigations (N)
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Note: Figure does not display all data. There were 342,072 instances of asset misappropriation in 2016–17

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]
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Corruption and collusion

The Organisation for Economic Co-operation and Development has suggested that corruption 
and collusion are two separate issues but often occur in tandem (OECD 2010). Collusion 
involves a relationship between bidders in a public procurement, who conspire with parties 
either internal or external to the entity to remove the element of competition from the 
procurement or tender processes (OECD 2010). Public sector corruption refers to the misuse  
of public power or position with an expectation of undue private gain or advantage for self or 
others (Australian Criminal Intelligence Commission 2018).

Corruption
Corruption affecting Commonwealth entities can be difficult for respondents to classify, 
because the boundaries between fraud and corruption are unclear. To try to reduce the 
difficulty of classifying cases involving corruption, respondents were asked about specific types 
of corrupt behaviour rather than being asked to determine whether the corruption emanated 
from internal or external sources. Figure 12 shows the number of investigations that involved 
corruption for 2016–17 to 2018–19. Comparisons of the three years showed that the number 
of investigations involving corruption remained similar in 2018–19.
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Figure 12: Number of finalised investigations that involved corruption 2016–17, 2017–18 
and 2018–19 (N)
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Note: Figure 12 does not display all data. There were no instances of conduct intended to pervert the course of 
justice, nor any instances of nepotism indicated over these three years; their blank data is excluded from this visual 
representation. Additionally, in 2018–19, there were 2,061 instances that were unable to be determined; these data 
were excluded from this visual representation, and no corruption was indicated in 811 cases

Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Collusion
For the purposes of the Commonwealth Fraud Census, respondents were asked to indicate the 
number of investigations that involved one of five specified types of collusion, as set out in the 
Appendix. These related to employees or contractors of Commonwealth entities supplying 
information to external parties, allowing access to premises, conspiring with external or 
internal parties to commit fraud, or consorting with criminals to commit fraud. In 2018–19, 
only 14 investigations were indicated to have involved collusion, lower than the 20 in 2017–18 
and 28 in 2016–17 (details are in the Appendix). There were 2,065 investigations conducted by 
four entities, with 2,006 by a single entity, in which it was unable to be determined whether 
collusion was present or not. It is suggested that better communication would assist entities to 
demarcate collusion from other forms of fraud. This could be achieved through increased 
resources for entities or through their participation in awareness and knowledge sessions.
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Policing and prosecuting 
fraud

The Commonwealth Fraud Control Framework 2017 requires the AFP and CDPP to provide the 
AIC with additional information each year regarding Commonwealth fraud investigations (AFP) 
and prosecutions (CDPP), adding to the census information. This section presents a summary  
of the information provided by these two authorities. Full methodological details are in  
the Appendix.

AFP investigations
Figure 13 presents details of referrals accepted and declined by the AFP from 2016–17 to 
2018–19. Additionally, there was one other referral currently under evaluation at the time this 
data was reported. The numbers in 2018–19 are the lowest for both referrals accepted and 
declined since 2015–16. In addition to the 28 cases accepted by the AFP in 2018–19, there 
were 77 cases still on hand from long-running investigations from prior years. The estimated 
value of the 37 fraud cases accepted, based on the initial property value reported by the 
referring agency, was $411,422, although the estimated value of the remaining 92 cases was 
over $1.2b. The value of the fraud cases accepted by the AFP is in line with the losses reported 
by entities in the AIC’s census for 2018–19. It should also be noted that the AFP leads the 
Commonwealth Fraud and Anti-Corruption Centre (FACC), which provides investigation advice 
and assistance to entities; this has seen a change in the number of referrals to the AFP.
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Figure 13: Referrals accepted and declined by the AFP, 2016–17 to 2018–19 (N)
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Source: AFP unpublished data provided to AIC in 2016, 2017, 2018 and 2019 [AIC data file]

CDPP prosecutions
Statistics on Commonwealth fraud cases referred to the CDPP for prosecution and their 
outcomes are provided to the AIC each year, pursuant to paragraph 14 of the 2017 framework. 
Full details of the questions asked of the CDPP and state and territory statistics are available in 
the Appendix.

Each year, the CDPP assesses briefs of evidence referred to it in accordance with the 
Prosecution Policy of the Commonwealth. The CDPP makes a decision to prosecute where there 
is a reasonable prospect of conviction, and prosecution is in the public interest. In 2018–19, the 
amount initially charged in fraud-type prosecutions was $46,185,484.60; these prosecutions 
could have been from fraud investigations finalised in prior financial years. Figure 14 shows the 
fraud matters referred to and prosecuted by the CDPP for the last three years. Since 2016–17, 
there has been a decrease in the number of defendants referred to the CDPP, the number of 
defendants prosecuted by the CDPP and the number of convictions secured by the CDPP.
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Figure 14: Fraud matters referred to and prosecuted by the CDPP, 2016–17 to 2018–19
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Sentencing dispositions

Each year, the CDPP also provides statistics on the highest sentencing disposition given for 
fraud-related offences that were proved (Figure 15). These data relate to the years in which 
defendants were sentenced (N=590 in 2018–19), rather than the years in which the CDPP 
received referrals from entities. In 2018–19, the percentage of defendants sentenced to jail 
(24%) increased from earlier years, as did the proportion under recognisance orders. However, 
the proportion of fully suspended jail sentences and the proportion of community service 
orders/community-based orders decreased from previous years.

Figure 15: Highest sentencing disposition by percentage of CDPP matters, 2016–17 to 
2018–19 (%)
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Fraud control

Fraud control is based on a thorough assessment of fraud risks particular to the operating 
environment of an entity and to the programs it administers, as well as on the development 
and implementation of processes and systems to prevent fraud from occurring. The 2017 
Commonwealth Fraud Control Framework was developed to reflect the change from a 
compliance-based approach to the principles-based framework established under the PGPA 
Act 2013.

The Fraud Policy was specifically designed to enable non-corporate entities to fulfil their 
mandatory responsibilities under the PGPA Act 2013. The Fraud Policy is considered best 
practice for corporate entities and Commonwealth companies.

Compliance with the Commonwealth Fraud Control Framework
The Fraud Control Framework policy obliges non-corporate entities to complete the annual 
fraud census. Five of the entities who did not participate in the census for 2018–19 were 
non-corporate entities. Responsibility for fraud control arrangements for each entity rests with 
its accountable authority—for example, its Chief Executive Officer (CEO) or head. The 
accountable authority has a duty to keep the responsible minister informed of the activities of 
the entity, including any fraud occurring against the entity and the entity’s fraud control 
measures. Figure 16 shows the number of entities, by governance status, where CEOs have 
advised their minister that the entity has adequate fraud measures in place. Non-corporate 
entities of the Commonwealth are mandated to adhere to the Fraud Policy and Fraud Rule 
components of the Fraud Control Framework. A larger proportion of non-corporate than 
corporate entities provided advice to their minister in both 2017–18 and 2018–19. 
Additionally, as Figure 16 shows, the number of corporate entities who reported ‘Yes’ has 
doubled between 2016–17 and 2018–19.
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Figure 16: CEO certification to minister or presiding officer of adequate fraud measures, by 
entity governance from 2016–17 to 2018–19 (N)
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Source: Commonwealth Fraud Census 2016–17, 2017–18 and 2018–19 [AIC data file]

Fraud control arrangements
Two essential elements of maintaining adequate fraud control are conducting regular fraud risk 
assessments and preparing a fraud control plan. It should be noted that this report does not 
comment on the standard or content of entities’ risk assessments or fraud control plans, only 
reporting whether they have occurred or not.

Fraud risk assessments

Risk assessments are an important tool in fraud control because they assist entities to identify 
and address fraud risks. Risk assessments require specific expertise, and it is important that 
those undertaking risk assessments have access to the range of skills, knowledge and 
experience necessary to cover all categories of risk that might be applicable. In 2018–19, 90 
percent (N=138) of respondents reported that their entity had finalised a risk assessment in the 
current year or the year before (Figure 17). The Commonwealth Fraud Control Framework 
(AGD 2017) indicates that entities must conduct fraud risk assessments every two years, unless 
they are needed more frequently because of changes affecting the entity.

The data indicate that, on average, there was an increasing number of entities completing risk 
assessments each year, with approximately the same proportion of entities since 2016–17 
completing an assessment either the year before, two years ago, or never having completed one.
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Figure 17: Year most recent risk assessment was conducted by entity, 2016–17 to 2018–19 (N) 
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Fraud control plans

Fraud control plans identify how fraud risks will be mitigated, how fraud prevention, detection, 
investigation and reporting will be handled, and how entities will respond to fraud. A fraud 
control plan is a document that explains an entity’s approach to controlling fraud at a strategic, 
operational and tactical level. It should document how the entity will prevent, detect, investigate 
and report fraud (AGD 2017). Figure 18 shows the number of fraud control plans undertaken by 
entity governance for participating entities in 2018–19. Entities completed 87 fraud control plans 
in 2018–19, 25 fewer than the total number of fraud risk assessments conducted that year.
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Figure 18: Fraud control plans and entity governance 2018–19 (N)
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Fraud control staff
An important element of fraud control generally is to have appropriately trained staff, 
dedicated to fraud risk management and prevention, working within entities. This involves the 
training of all employees and relevant contractors in fraud awareness and the specialised 
training of employees involved in fraud control activities.

In 2018–19, there were 4,802 employees in 151 entities (97% of entities) whose role included 
some aspect of fraud control (Table 10).

Table 10: Total number of employees who spent time on fraud-related duties, by entity size, 2018–19 (N)

Number of  
fraud staff

Micro entities 
(N=38)

Small entities 
(N=38)

Medium-sized 
entities (N=45)

Large entities 
(N=35)

1 or fewer 10 5 3 1

2–5 24 24 27 7

6–10 3 7 7 6

11–15 – 1 3 3

16–20 1 – 2 4

21–50 – – 3 3

51–100 – 1 – 4

101+ – – – 7

Total staff 119 201 313 4,169

Source: Commonwealth Fraud Census 2018–19 [AIC data file]

28



Commonwealth fraud investigations 2017–18 and 2018–19
Australian Institute of Criminology

However, when entities were asked about employees whose role was solely in fraud control, 
the numbers declined substantially. Only 22 entities (14% of the 144 participating entities) 
employed at least one staff member who worked solely in a fraud capacity (which may be in 
investigations, fraud prevention or fraud detection). The proportion of entities that employed 
someone solely in a fraud-related role decreased from the 23 and 22 percent of entities 
reporting an employee in a dedicated fraud-related role in 2016–17 and 2017–18 (Jorna & 
Smith 2019, 2018). It was predominately large entities that employed staff in dedicated fraud-
related positions (Figure 19). A total of 646 employees worked solely in a fraud role in 2018–19, 
compared with 1,873 employees working solely in fraud roles in 2017–18. There appeared to be 
a large decline in the number of employees solely in a fraud capacity from 2017–18 to 2018–19.

Figure 19: Number of entities, by entity size, who employed staff solely in a fraud capacity 
in 2016–17 to 2018–19 (N) 
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Prevention, detection and investigation: What helped and what did 
not help?
The previous sections show that entities have mostly complied with the Fraud Rule component 
of the Commonwealth Fraud Prevention Framework, in the sense that most entities have 
up-to-date fraud risk assessments, almost all entities have a fraud control plan in place, and 
most entities have at least one employee spending some time on fraud control work.
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However, this does not provide a greater understanding about how entities are minimising 
fraud risks; nor does it reveal what works when protecting Commonwealth resources, money 
and information from people who seek to defraud them. In order to establish how entities use 
fraud control measures, respondents were asked to provide comments on what helped or 
hindered their efforts in fraud prevention, fraud detection and fraud investigations.

Thematic analysis was undertaken, with multiple common themes found among respondents. 
Not all respondents provided responses. Predictably, some responses were individual, unique 
to the entities with those particular fraud risks. Analysis of the free-text responses found 
instances where a theme, such as resources, could be mentioned as helping an entity with 
prevention, detection or fraud investigations; however, ‘lack of resources’ was also mentioned, 
as hindering an entity’s fraud control. The main themes identified are presented below, with 
select responses to illustrate the theme.

Fraud prevention

In 2018–19, 113 respondents provided details on what helped their entity to prevent fraud, 
and only 48 described what hindered. There were five main themes: fraud awareness and 
training on how to spot fraud; resourcing; culture of the entity, integrity and ethics—not just 
fraud; data analytics; and fraud reporting mechanisms. Forty-eight respondents provided 
details about what hindered their entity’s ability to prevent fraud. The size of the entity and the 
diversity of the entity’s role were also factors that hindered the prevention of fraud by entities. 
Table 11 presents the key themes identified by respondents.

Table 11: Fraud prevention: what helped or hindered entities to prevent fraud in 2018–19?

What helped? What hindered?

Fraud awareness training and training on what 
fraud is and how to spot it, as well has how to 
report fraud (N=44). Most entities outlined 
mandatory online training for all staff. However, 
some entities described mandatory retraining 
every 2–3 years, and additional training for key 
individuals with a greater potential fraud 
exposure/risk; other entities described 
organisation presentations by, and for, staff 
surrounding fraud. 

The lack of appropriate training (N=15) meant that 
some entities had decentralised knowledge bases 
Also, some staff not at the main office (eg 
deployed overseas, working remotely) did not 
have access to the training that other staff did.

Adequate resourcing (N=21). Respondents 
provided comments around adequate staffing 
levels, separation of duties and hiring new staff in 
fraud-specific roles. Resourcing was not just about 
staff (however important); some respondents 
included comments around budgeting for other 
technological improvements. Another example 
concerned monthly audits by senior personnel, to 
assess whether individuals had the resources they 
required or had access to resources they no 
longer required.

Lack of (adequate) resourcing was also a factor that 
hindered the prevention of fraud (N=28). Within 
this theme, eight entities mentioned lack of staff to 
manage fraud control, recruitment taking too long, 
and training staff. Staff turnover caused ‘knowledge 
gaps’ and ‘resourcing constraints’. 
Another resourcing concern was that the limited 
number of staff meant that their time was 
dedicated towards responding to incidents, rather 
than engaging in proactive measures and 
development to prevent fraud.
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Table 11: Fraud prevention: what helped or hindered entities to prevent fraud in 2018–19? (cont.)

What helped? What hindered?

Internal controls and culture (N=23), including 
engagement by senior personnel with fraud 
controls and their communication with all staff. 
Empowering staff to report fraud as their 
responsibility. One entity reported that it had a 
quarterly review of its fraud risk environment; 
another increased the visibility of the fraud team 
in the organisation. 

Culture (N=5) also appeared to be a hindrance, with 
some respondents reporting individuals ignoring 
policies and procedures and having low morale. 

Data analytics (N=3) was an emerging, but not 
fully adopted, component of fraud prevention. 
One entity described how data analytics assisted 
with a proactive approach in determining areas 
where their established and mature internal 
controls may be lacking and exploitable.

Lack of data analytics (N=4). One entity described 
their system checking as limited because of large 
volumes. Another said that they cannot 
understand the impact of their internal controls 
on detection without data analytics.

Policy and procedure (N=15) examples included 
separation of duties, approval of expenditure by 
two individuals, and internal auditing of the entity’s 
current fraud control. Two entities described having 
a ‘fraud register’ of known fraudsters.

Legislative constraints and cultural inability to share 
information within the Commonwealth (N=10)a

a: The Crimes Legislation Amendment (Powers, Offences and Other Measures) Act 2018 (Cth) will resolve some of 
the issues reported by respondents about the inability to share information. Although the Act resolves some privacy 
issues, it does not stipulate that agencies must share information; it only ensures that there is no legislative barrier 
to sharing information

Note: The total N is different from the number of entities that provided a response. Several entities’ responses 
touched on several themes, inflating the total N

Source: Commonwealth Fraud Census 2018–19 [AIC data file]

One respondent provided details of a process in which bank accounts were blacklisted after 
association with fraudulent claims, and these details of the fraud and the bank were 
disseminated through the entity to prevent future fraud associated with that individual or 
group. Another respondent detailed a new visualisation tool it had introduced, linking potential 
causes, preventive and alleviatory controls, and the consequence if the fraud eventuated.

Fraud detection

Details were provided by 82 respondents about aspects that helped their entities to detect 
fraud in 2018–19. Because only 44 entities finalised a fraud investigation, this suggests a 
predominantly vigilant attitude towards fraud detection. Forty-four respondents provided 
details of what they believed hindered their entities’ ability to detect fraud in 2018–19.  
Table 12 presents the most common themes identified by respondents.
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Table 12: What aspects helped or hindered detecting fraud in 2018–19?

Helped Hindered 

Controls and governance (N=19) included such 
things as separation of duties, updating policies, 
and monthly balance checks.

The most commonly reported aspect that 
hindered an entity’s ability to detect fraud was 
resourcing and increased workloads and 
competing priorities (N=22). Resourcing issues 
included staffing levels and turnover, staff 
performing multiple duties, and inability to 
segregate duties. One entity advised that limits on 
employment meant that it had to outsource to 
contractors, who use separate systems for pay and 
time, making auditing and monitoring difficult.

Communication (N=14), including interagency and 
with law enforcement, with the AFP in particular 
mentioned as being important. Additionally, open 
communication within the agency was important 
for several entities, by improving staff culture and 
their willingness to disclose information. N=3 
entities listed fraud awareness and reporting 
through the intranet as important. 

Training and awareness insufficiencies (N=9). This 
also included the lack of universal training, such as 
when there are multiple locations nationwide.

A commonly identified theme in aspects that 
helped entities to identify fraud was resourcing 
(N=35). This may have involved the use of data 
analytics (N=9) or technology specifically designed 
for things like the electronic verification of 
documents (N=2).

Limited technological capabilities (N=10), 
including lack of data analytics (N=7). Two entities 
described their inability to check large volumes of 
data, and several others indicated the lack of 
system automation as a concern.

Fraud awareness education or training to 
understand fraud was reported by 26 
respondents. This type of education ranged from 
targeted education and information campaigns, to 
e-Learning systems, to awareness sessions, 
face-to-face training and refresher training.

Lack of communication (N=9), primarily between 
other government agencies, but also within 
agencies in separate programs that have differing 
secrecy provisions. Further, the lack of ability, 
primarily because of legislation (N=6), to share 
data externally with the public, other 
organisations, and other government entities was 
described multiple times as an impediment to 
preventing fraud by currently known fraudsters 
from spreading to other departments; this 
hampers the detection capabilities of smaller 
departments with lower budgets.

Internal reviews and audits (N=18)

Lack of reporting, poor processes and poor culture 
(N=7) were also indicated. These included 
employee resistance to reporting fraud, and cases 
where minor instances are not classified or are 
misidentified by appropriate individuals.

Note: the total N is greater than the number of entities that provided a response. Several entities’ responses 
touched on several themes, thus inflating the total N

Source: Commonwealth Fraud Census 2018–19 [AIC data file]

One respondent nominated the average staffing level (ASL) cap for its agency as one of the 
primary hindrances. Staff move between agencies, consequently diminishing the number of 
skilled staff in fraud detection and investigation. The respondent indicated that the ASL cap 
results in a greater number of contractors working in their department, increasing both the 
volatility of staff movements and the risk of fraud, because contractors have separate 
administration arrangements.32
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Fraud investigations

In 2018–19, 43 respondents provided comments on things that helped with their fraud 
investigations throughout the financial year. Because 44 entities completed a fraud investigation, 
this was a strong response rate. Thirty-six respondents provided details of aspects which hindered 
their entity’s ability to conduct thorough fraud investigations in 2018–19 (Table 13).

Table 13: What aspects helped or hindered entities investigating fraud in 2018–19?

Helped Hindered

Resources (N=22) appeared most helpful to entities 
in finalising fraud investigations. This included 
recruiting and seconding staff with experience, 
hiring investigators and utilising electronic 
management systems. Some entities created 
investigations manuals (N=2). One respondent 
advised of comprehensive documentation.

Resourcing (N=20), which included staff  
turnover, resource allocation on a cost-benefit 
analysis, staff workload, and staff movements 
between departments when suitably qualified 
for fraud investigations.

Collaboration and communication (N=16), both 
internally (within the department) and with other 
state and federal departments (N=5 AFP, N=2 
ACLEI, N=3 CDPP). Respondents indicated that 
strong internal communication facilitated 
information sharing timeframes. Respondents 
engaging with external agencies indicated that the 
benefit obtained was due to the powers and 
functions the respective agencies can contribute 
to the investigation.

Controls and internal processes (N=4). One 
respondent described how concurrent 
investigations, such as through Human Resources 
(HR), can hinder fraud investigations.

Training of staff on fraud, fraud awareness and 
fraud investigations (N=7).

Reliance on other entities for investigations 
(N=11), primarily law enforcement (eg AFP). Most 
respondents nominating this hindrance do not 
have the power to investigate; consequently, they 
require AFP assistance, despite potentially having 
plenty of information from public facing electronic 
services (eg MyGov), which may extend the 
investigation’s duration.

Internal controls, audits, monitoring and 
assessments (N=6).

Access to evidence, and the associated constraints 
with sharing information and data about fraud 
investigations, was the main aspect respondents 
named as hindering their ability to conduct fraud 
investigations (N=5). As with some of the 
hindrances listed above, the inability to share 
information was a major roadblock to conducting 
investigations (N=3). 
Entities were concerned that the commencement 
of the Telecommunications (Interception and 
Access) Amendment (Data Retention) Act 2015 led 
to some entities not being able to access 
telephone records and telecommunications data 
unless they were a law enforcement agency (N=2).

Policies and procedures (N=5).

Cultural (N=4), including witness’ unwillingness to 
disclose information, and the tendency towards 
fixing issues locally rather than escalating through 
correct channels (N=1).

Source: Commonwealth Fraud Census 2018–19 [AIC data file]
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Fraud training suggestions

Respondents were asked what, if any, changes they would suggest for improving staff training 
in fraud control and fraud investigations. Fifty-nine responses were provided, covering a wide 
range of topics, and a selection is presented below. Where possible, responses were grouped 
into similar suggestions. Suggestions to improve fraud control and fraud investigations training 
fell into four primary categories; those that were repeated across 2017–18 and 2018–19 are 
indicated by an asterisk:

• A government-wide training package*—suggestions under this heading included ideas such as:

• an AFP-led or accredited government investigations/fraud course*;

• the implementation of a Commonwealth government accredited course*;

• a Commonwealth professional development and training framework that focuses on a 
tiered career development; and

• Ensuring all agencies have the opportunity to participate in the AFP FACC and liaise with 
the AFP directly*.

• Collaboration with, and secondments to, other entities, and formal training:

• secondments to other agencies*;

• consideration of cross-agency mentoring program*, and/or a centre of excellence for 
internally focused fraud practitioners;

• cross-agency sharing of actual case studies and e-learning modules*;

• training to incorporate real-world, rather than hypothetical, case studies;

• increased development and learning opportunities through interagency training, 
encouraging career progression and secondments;

• access to further training/skills assessment for core investigation skills;

• database of fraud offences and fraudster identification (individual or group) to raise 
awareness;

• awareness that smaller agencies may have less access to advanced fraud detection 
methodologies and, consequently, may fall victim to fraud that other agencies have 
prevented;

• intra-agency information sharing would help all agencies better detect, identify, 
investigate, and prevent fraud;

• training focused on APS context;

• interagency training, including secondments through AFP and Attorney-General’s 
Department Fraud Prevention Centre;

• career progression encouraged in fraud;

• increased focus on enhancing data analytics training and capability; and

• linking training to international professional associations such as the Association of 
Certified Fraud Examiners.
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• Online training* and portal:

• mandatory online training in fraud for all government employees with additional  
tailored training for specialised staff;

• online portal with registry of current trends and cases to facilitate data sharing and  
fraud awareness;

• compulsory online training*; and

• training that focuses less on obvious instances of fraud and more specifically on case 
studies and on fraud that is not obvious.

• Awareness raising:

• awareness training about ways to identify and report fraud; and

• coordinated, Commonwealth-wide fraud training at APS induction and annual  
refresher courses.
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Summary

This report is the fourth to be released after substantial changes were made to the fraud 
questionnaire in 2015–16. The current report received completed responses from 156 entities 
and covered 6,759 fraud investigations finalised in 2018–19. Comparisons are made with 
findings from the preceding two financial years, where applicable. The new format of the 
census included a section on estimations of the total loss of entity resourcing through fraud. 
The census was used to identify the main areas of fraud risk for entities, to better understand 
how frauds might occur, to aid in strengthening fraud control policies and to enable better 
targeting of resources. In addition to the quantitative findings reported, qualitative analysis of 
the free response sections throughout the questionnaire aimed to improve understanding of 
the issues and concerns facing entities involved in fraud control and fraud investigations.

Areas of fraud risk
Analysis of the findings showed that fraud risks for Commonwealth entities are constantly 
evolving. All entities, regardless of their principal role, face fraud risks. Entities finalised fraud 
investigations in many different principal roles and functions across the Commonwealth.  
As with past years, the primary area of risk with regard to internal fraud lay in the information 
held by entities and in the access that staff have to IT systems. In 2018–19, the number of 
internal fraud investigations involving information as the target increased by almost 33 percent 
(to N=442) from the number of similar investigations in 2017–18. How perpetrators committed 
fraud related to the target of the fraud, for example, the number of investigations involving the 
method ‘misuse of ICT’ increased from 482 investigations in 2016–17 to 659 in 2017–18.

The most common risk with regard to external fraud was external financial fraud, which 
resulted in the largest number of investigations and was experienced by the largest number of 
entities. In 2018–19, 16 entities finalised 1,061 external fraud investigations involving financial 
fraud—similar to the number of entities in 2017–18 (17) although they finalised approximately 
four times as many (4,145) investigations. In 2016–17, one large entity found a fraud risk which 
resulted in a substantial 341,977 investigations. The fraud risk was identified and resolved in 
2016–17, and the same number of investigations was not reported in 2017–18 or in 2018–19. 
In relation to the methods used to commit external fraud, the largest number of investigations 
involved ‘other methods’, mostly because two large entities were unable to classify the 
methods used. However, eight entities reported 945 investigations that involved asset 
misappropriation as the method of fraud.
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Estimates of the costs of fraud
It has always been difficult and complex to estimate financial losses arising from a fraud 
incident. These difficulties have been discussed in previous fraud reports (Jorna & Smith 2019, 
2018; Smith et al. 2014). Respondents were initially asked to estimate the losses that were 
associated with frauds at the time investigations commenced, and also after investigations had 
been finalised. As further and more precise information becomes available during an 
investigation, so the accuracy of estimates of loss improves. This is borne out in the findings 
concerning estimated financial losses in 2018–19:

• Internal fraud—The amount that individuals attempted to obtain from the Commonwealth 
was $353,280; however, the total that they were able to obtain was $2,775,917.

• External fraud—The amount that individuals attempted to obtain from the Commonwealth 
was $197,502,178; however, the total that they were able to obtain was $146,904,811.

• It is likely that these amounts under-represent the true value of fraud against the 
Commonwealth. For example, the United Kingdom Cabinet Office (2018) concluded that 
potential losses arising from unknown fraud and error ranged between 0.5 and 5.0 percent 
of government expenditure. This fraud and error range was similar for Australian 
government entities, because the potential dollar losses from fraud were over $1.7b (8%) 
from a total departmental resourcing of over $22b. It should also be noted that not all 
entities were able to provide estimates of the total amount that individuals attempted to 
obtain from them, even if they were able to provide a total that was obtained.

• A finding of note is that over $1.7b of total resourcing is estimated to be susceptible to 
fraud; however, the total value of estimates once fraud was detected was only $360m.  
This suggests a possible mismatch in the amount estimated, compared with the amount 
probably being involved. A caveat must be noted—the estimate of total resourcing susceptible 
was introduced into the census this year and may require refinement in future iterations.

Fraud control: Preventing, detecting and investigating fraud
In 2018–19, only 44 entities finalised a fraud investigation, and only 30 entities went on to find 
that fraud was substantiated; this is slightly less than a fifth of participating entities. It would be 
unrealistic to assume that fraud was not occurring in more entities. Thematic analysis of 
respondents’ opinions of what hindered their entity’s prevention and detection of fraud 
showed several key issues. The first concern is that there remains a low level of understanding 
within entities of what fraud against the Commonwealth is and how to deal with it. 
Respondents reported that staff had a culture of not wanting to report suspected fraud, 
potentially perhaps not wanting to report on colleagues. However, depending on the level and 
severity of the misconduct, fraud does not have to be a criminal matter. As long as the 
fraudulent behaviour is stopped and dealt with, early detection and reporting of suspected 
fraud can be handled with administrative sanctions, counselling or as Code of Conduct 
violations, avoiding criminal sentences.

37



Commonwealth fraud investigations 2017–18 and 2018–19
Australian Institute of Criminology

Adequate resourcing was also a key theme, identified as important if entities are to maintain 
and improve the level of fraud control necessary for the modern public sector. The most 
commonly cited tool that helped entities to detect fraud in 2018–19 was properly trained, skilled 
and available employees, in addition to the use of sophisticated data analytics programs. Data 
analytics was also the method used to detect the largest number of internal frauds. Conversely, 
the most commonly identified weakness in detecting fraud was a lack of staff, especially a lack 
of properly trained staff, because of turnover and knowledge gaps. Resourcing not only 
involved adequate staffing levels; the lack of data analytics was also identified as a real concern. 
Furthermore, some smaller entities stated that they do not have the resources that larger 
entities do, to afford these staff and analytics. They suggested that a lack of intra-government 
communication hindered their detection of fraud, because, if a larger entity with greater 
resources was able to identify and prevent fraud, that fraudster may be unknown to the 
smaller entity, which is then vulnerable.

Frustrations with the inability to access evidence and share information and data were 
reported in the two previous years and again in this year’s census. Despite the Crimes 
Legislation Amendment (Powers, Offences and Other Measures) Act 2018 (Cth) having come 
into effect in August 2018, entities continued to report their inability to share information for 
the purposes of preventing, detecting, investigating and dealing with fraud against the 
Commonwealth, and some of the difficulties associated with fraud control remain.

In the census for 2018–19, entities were asked whether they were aware of the legislative 
changes created by this Act, whether their entity had used these provisions, whether they 
foresaw their entity using these provisions, and whether they had any other comments about 
the legislation. One hundred and thirteen (73%) respondents indicated they were aware of 
these changes; only six (4%) had used them; and only 32 (22%) indicated that their entity may 
use these provisions in the next 12 months. Extended responses indicated that nearly a third 
(33%, N=16) would have no need for these powers in the next 12 months, because of the low 
or non-existent presence of fraud. Over 20 percent (N=10) stated that they would use these 
powers if required, and several others suggested that they were awaiting guidance about the 
use and scope of these provisions (8%, N=4).

This report, the fourth presenting data from the new questionnaire, used a changed unit of 
measurement: from fraud ‘incidents’ to fraud ‘investigations’. The purpose of changing the 
questionnaire to ask about finalised investigations was to make it easier for entities to report 
information that would only become available following completion of an investigation. 
However, it is still unclear whether entities report all fraud investigations. The fluctuations in 
the number of frauds reported are due to many factors, Including: the change in fraud risks 
associated with new programs and different ICT risks; fraud risks being discovered and stopped; 
and potential under-reporting. Each year, we understand more about the prevalence and 
nature of fraud against Commonwealth entities—important in determining the true cost of 
fraud to the Australian public.
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