
PARLIAMENT OF THE COMMONWEALTH OF AUSTRALIA 

Review of the mandatory data 
retention regime 

A review of the mandatory data retention regime prescribed 
by Part 5-1A of the Telecommunications (Interception and 
Access) Act 1979 

Parliamentary Joint Committee on Intelligence and Security 



 

 

© Commonwealth of Australia 

ISBN 978-1-76092-100-2 (Printed Version) 

ISBN 978-1-76092-101-9 (HTML Version) 

This work is licensed under the Creative Commons Attribution-
NonCommercial-NoDerivs 3.0 Australia License. 

 

The details of this licence are available on the Creative Commons website: 
http://creativecommons.org/licenses/by-nc-nd/3.0/au/. 

http://creativecommons.org/licenses/by-nc-nd/3.0/au/
http://creativecommons.org/licenses/by-nc-nd/3.0/au/


 

iii 
 

Contents 

Terms of Reference ............................................................................................................................ v 

Members ........................................................................................................................................... vii 

Abbreviations .................................................................................................................................... ix 

List of Recommendations ................................................................................................................ xi 

The Report 

1 Introduction .............................................................................................................. 1 

2 Operation, oversight and effectiveness ............................................................. 21 

3 Access to telecommunications data under the Telecommunications Act 
1997 ........................................................................................................................... 67 

4 International comparisons ................................................................................... 81 

5 Committee comment ............................................................................................. 93 

Appendix A. List of Submissions ................................................................................ 127 

Appendix B. Witnesses appearing at public and private hearings ....................... 131 

Appendix C. Part 5-1A of the Telecommunications (Interception and Access) Act 
1979 ......................................................................................................................... 135 

Appendix D. Section 5D of the Telecommunications (Interception and Access) 
Act 1979 .................................................................................................................. 155 

Appendix E. Access to data under the Telecommunications Act 1997 ................. 161 

Additional Comment by Labor Members .................................................................. 165 





v 
 

 

Terms of Reference 
 
Section 187N of the Telecommunication (Interception and Access) Act 1979 
provides for the Committee to complete it’s review by 13 April 2020. 
 
The Committee of the 45th Parliament formerly adopted the review and 
resolved to focus on the following matters: 

 the continued effectiveness of the scheme, taking into account 
changes in the use of technology since the passage of the Bill; 

 the appropriateness of the dataset and retention period; 

 costs, including ongoing costs borne by service providers for 
compliance with the regime; 

 any potential improvements to oversight, including in relation to 
journalist information warrants; 

 any regulations and determinations made under the regime; 

 the number of complaints about the scheme to relevant bodies, 
including the Commonwealth Ombudsman and the Inspector-
General of Intelligence and Security; 

 security requirements in relation to data stored under the regime, 
including in relation to data stored offshore; 

 any access by agencies to retained telecommunications data outside 
the TIA Act framework, such as under the Telecommunications Act 
1997; and 

 developments in international jurisdictions since the passage of the 
Bill.
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Recommendation 1 

5.12 Within 18 months from the date of the Committee’s report, the Committee 
recommends that the Department of Home Affairs prepare national 
guidelines on the operation of the mandatory data retention scheme by 
enforcement agencies. In general terms, the purpose of the national 
guidelines would be to ensure greater clarity, consistency and security in 
respect of requests for – and the collection and management of – 
telecommunications data by enforcement agencies across Australia. 

To that end, the national guidelines must be: 

 consistent with the requirements of the Telecommunications 
(Interception and Access) Act 1979 and other relevant Commonwealth 
legislation (as amended in accordance with the other recommendations 
made by the Committee in this report); and 

 adopted and followed by each enforcement agency. 

In developing the national guidelines, the Department of Home Affairs 
should meet and consult with (at a minimum): 

 the Privacy Commissioner; 

 the Commonwealth Ombudsman; 

 each criminal law-enforcement agency; 

 industry representatives;  

 the Law Council of Australia; and 

 the Department of Infrastructure, Transport, Regional Development and 
Communications. 

The national guidelines should be made public (except to the extent they 
contain classified information, if any). 
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Recommendation 2 

5.17 The Committee recommends that the Telecommunication (Interception and 
Access) Act 1979 be amended to clearly define the term “content or substance 
of a communication” for the purpose of providing greater certainty and 
enhancing privacy protections. 

The Department of Home Affairs should, at a minimum, meet and consult 
with the following in seeking to develop this definition: 

 the Communications Alliance and other industry representatives; 

 the Commonwealth Ombudsman; 

 the Inspector-General of Intelligence and Security; 

 the Law Council of Australia; and 

 the Privacy Commissioner. 

Moreover, in defining the term “content or substance of a communication”, 
Home Affairs should specifically consider whether some information that is 
currently treated as telecommunications data should now be regarded as 
content given what that information can reveal about an individual. 

Recommendation 3 

5.20 The Committee recommends that Telecommunications (Interception and 
Access) Act 1979 be amended so that, if a provider discloses any of the 
information referred to in section 187A(4) of the Telecommunications 
(Interception and Access) Act to ASIO or a criminal law-enforcement 
agency, ASIO or the enforcement agency (as applicable) must: 

 not use the information; 

 immediately quarantine the information; 

 notify the Commonwealth Ombudsman or the IGIS (as applicable) of the 
disclosure; and 

 following consultation with the Ombudsman or the IGIS (as applicable), 
destroy the information. 
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Recommendation 4 

5.24 The Committee recommends that the data retention period be kept at two 
years. 

Recommendation 5 

5.29 The Committee recommends that section 187A of the Telecommunication 
(Interception and Access) Act 1979 be amended to clarify that service 
providers are not required to store information generated by Internet of 
Things devices. 

Recommendation 6 

5.38 The Committee recommends that the Telecommunication (Interception and 
Access) Act 1979 be amended to include the following additional reporting 
requirements: 

 the number of authorised officers in each enforcement agency and ASIO; 

  the number of authorisations made by each authorised officer; 

 the number of individuals that the authorisations by each enforcement 
agency and ASIO related to; and 

 in respect of authorisations in relation to criminal investigations, the 
specific offence – or offences – that the authorisations related to. 

Recommendation 7 

5.41 The Committee recommends that, in consultation with other stakeholders 
(agencies with access to the Mandatory Data Retention Regime, the 
Inspector General of Intelligence and Security, the Commonwealth 
Ombudsman and the Commonwealth Privacy Commissioner), the 
Department of Home Affairs should within 18 months of this report develop 
guidelines for data collection to be applied across the Mandatory Data 
Retention Regime and the most cost effective way to achieve the intended 
outcome of facilitating better oversight, including an ability for enforcement 
agencies and Home Affairs to produce reports to oversight agencies or 
Parliament when requested. 
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As a minimum, any such report should include the following information 
(in respect of each occasion on which the powers in Chapter 4 of the 
Telecommunication (Interception and Access) Act 1979 were used): 

 the section of the Telecommunication (Interception and Access) Act 1979 
used to access the data; 

 the case number associated with the authorisation; 

 the specific offence – or offences – that the investigation related to; 

 if the authorisation related to a missing person case, the name of the 
missing person 

 brief reasons why the authorised officer was satisfied that the disclosure 
was reasonably necessary; 

 where the data related to a person who did not have an obvious 
relationship to a suspect in an investigation, brief reasons why the 
authorised officer was satisfied that any interference with the privacy of 
the person that may have resulted from the disclosure or use of the 
telecommunications data was justifiable and proportionate; 

 the name(s) of the officers involved in the case; 

 the name and appointment of the authorising officer; 

 if the agency became aware that the carrier disclosed any of the 
information referred to in section 187A(4) and action taken. 

Where practicable, the report should also include: 

 whether or not the data was used to rule someone out from an 
investigation; 

 whether or not the person whose data was accessed was eventually 
charged, prosecuted and/or convicted of a crime; 

 whether or not the data accessed eventually led to the charge, 
prosecution and/or conviction of another person for a crime; and 
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 the cost of the disclosure. 

For the Australian Security Intelligence Organisation, the additional record-
keeping requirements should include: 

 the nature of the national security risk that led to the authorisation being 
given; and 

 brief reasons why the authorised officer is satisfied that any interference 
with the privacy of the person that may result from the disclosure or use 
of the telecommunications data is justifiable and proportionate. 

Recommendation 8 

5.46 The Committee recommends that section 306(5) of the Telecommunications 
Act 1997 be amended to require telecommunications service providers to 
keep detailed records of the kinds of information included in each disclosure 
of telecommunications data, including the types of telecommunications data 
that were disclosed. 
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Recommendation 9 

5.53 The Committee recommends that the Telecommunication (Interception and 
Access) Act 1979 be amended so that: 

 ASIO and enforcement agencies are required to retain 
telecommunications data for a prescribed minimum period to ensure 
that the Inspector-General of Intelligence and Security and the 
Commonwealth Ombudsman (as applicable) are able to perform their 
oversight functions; and 

 Having satisfied the requirements of the Inspector-General of 
Intelligence and Security or the Commonwealth Ombudsman (as 
applicable) ASIO and enforcement agencies are required to delete 
telecommunications data as soon as practicable after the 
telecommunications data is no longer needed (e.g. in the case of an 
enforcement agency, after an investigation has concluded). 

Recommendation 10 

5.57 The Committee recommends that the Telecommunication (Interception and 
Access) Act 1979 be amended so that: 

 authorised officers may only make verbal authorisations for the 
disclosure of telecommunications data in emergency situations; and 

 the record-keeping obligations that apply to written authorisations also 
apply to verbal authorisations except that: 

− the written record must be made as soon as practicable after the 
making of the verbal authorisation; and 

− for each verbal authorisation, the authorised officer must make a 
record of the reasons why the authorisation had to be made 
verbally. 
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Recommendation 11 

5.64 The Committee recommends that section 5AB of the Telecommunications 
(Interception and Access) Act 1979 be amended with a view to reducing the 
number of officers and officials of criminal law-enforcement agencies who 
may be designated as “authorised officers” and the circumstances in which 
those designations may be made. At a minimum: 

 only officers or officials who hold a supervisory role in the functional 
command chain should normally be capable of being designated as 
‘authorised officers’;although 

 other individuals who hold specific appointments – rather than entire 
classes of officers or officials – may be capable of being designated as 
‘authorised officers’; 

 in order to authorise an individual to be an authorised officer, the head 
of an enforcement agency must be satisfied that it is necessary for the 
individual to be an ‘authorised officer’ in order for the individual to 
carry out his or her normal duties; and 

 prior to the head of an enforcement agency authorising an individual to 
be an ‘authorised officer’: 

− the relevant senior officer or official must complete a compulsory 
training program in relation to Chapter 4 of the Telecommunications 
(Interception and Access) Act 1979; and 

− the head of the enforcement agency must be satisfied that the senior 
or official has the requisite experience, knowledge and skills to 
exercise the powers under Chapter 4 of the Telecommunications 
(Interception and Access) Act 1979. 

Recommendation 12 

5.68 The Committee recommends that section 180 of the Telecommunications 
(Interception and Access) Act be amended to specify when a revocation of 
an authorisation takes effect. 
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Recommendation 13 

5.84 The Committee recommends that section 178 amended and section 179 be 
repealed so that an authorised officer cannot make an authorisation for 
access to existing information or documents unless he or she is satisfied that 
the disclosure is reasonably necessary for: 

 the investigation of: 

− a serious offence; or 

− an offence against a law of the Commonwealth, a State or a Territory 
that is punishable by imprisonment for at least 3 years. 

For the avoidance of doubt ‘serious offence’ is as defined in section 5D of the 
Telecommunications (Interception and Access) Act 1979. 

Recommendation 14 

5.89 The Committee recommends that Division 3 of Part4–1 of the 
Telecommunication (Interception and Access) Act 1979 be amended to: 

 increase the threshold for ASIO to authorise the disclosure of 
telecommunications data so that it is consistent with the threshold for 
ASIO to intercept telecommunications or access stored communications 
under a telecommunications service warrant issued under Part 2-2 of the 
Act; and 

 introduce a new provision, modelled on section 180F of the 
Telecommunications (Interception and Access) Act, requiring ASIO to 
consider privacy before making an authorisation. 

Recommendation 15 

5.100 The Committee recommends that section 280(1)(b) of the Telecommunications 
Act 1997 be repealed. 

Moreover, the Committee recommends that the Government introduce any 
additional amendments to Commonwealth legislation that are necessary to 
ensure that: 
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 only ASIO and the agencies listed in section 110A of the 
Telecommunications (Interception and Access) Act 1979 be permitted to 
authorise the disclosure of telecommunications data; and 

 those agencies can only access telecommunications data through Part 4–
1 of the Telecommunications (Interception and Access) Act 1979 and through 
no other legal mechanism. 

Recommendation 16 

5.109 The Committee recommends that sections 186 and 187P of the 
Telecommunication (Interception and Access) Act 1979 be amended so that: 

 the Minister must complete the report(s) referred to in section 186(2) and 
187P as soon as practicable and, in any event, within 3 months after each 
30 June; and 

 the Minister must cause a copy of the report(s) to be tabled in each 
House of the Parliament as soon as practicable and, in any event, within 
15 sitting days after the date on which the report is completed. 

Recommendation 17 

5.111 The Committee recommends that state and territory criminal law-
enforcement agencies under section 110A be prescribed as ‘organisations’ 
under section 6F of the Privacy Act 1988 the Privacy Act in relation to their 
collection and use of telecommunications data for the purposes of the 
Notifiable Data Breach regime. 

Recommendation 18 

5.114 The Committee recommends that section182(2) of the Telecommunications 
(Interception and Access) Act 1979 Act be amended in line with section 68(d) 
for the consideration of the communication of telecommunications data for 
disciplinary action and termination of employment. 

Recommendation 19 

5.117 The Committee recommends that section 29 of the Australian Information 
Commissioner Act, and any other statutes that apply similar constraints on 
information sharing by relevant oversight agencies, be amended so that 
agencies that have an oversight function in respect of the mandatory data 
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retention regime are able to share intelligence on matters of regulatory 
concern where there is a public interest in doing so. 

Recommendation 20 

5.120 The Committee recommends that the Intelligence Services Act 2001 and the 
Telecommunications (Interception and Access) Act 1979 be amended so that the 
Committee may commence a review of the mandatory data retention 
scheme by June 2025. 

Recommendation 21 

5.126 The Committee recommends that Division 1 of Part 5-1A of the 
Telecommunications (Interception and Access) Act 1979 be amended to require 
service providers to store information of the kind specified in or under 
section 187AA, or documents containing information of that kind, on servers 
located in Australia unless specifically exempted. 

Recommendation 22 

5.129 The Committee recommends that: 

 agencies that have access to telecommunications data should develop 
minimum standards for the security of telecommunications data held 
within their control or premises; and, 

 entities subject to telecommunications data retention requirements 
under the Telecommunications (Interception and Access) Act should be 
required to demonstrate to the Australian Communications and Media 
Authority that they have met minimum standards for ensuring the 
security of retained data: 

− these minimum standards, applying to entities subject to 
telecommunications data retention requirements should be 
developed by the Australian Communications and Media Authority. 
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1. Introduction 

 

1.1 The Parliamentary Joint Committee on Intelligence and Security (the 
Committee) is required by Part 5-1A of the Telecommunications (Interception 
and Access) Act 1979 (TIA Act) to undertake a review of the mandatory data 
retention regime (MDRR). Section 187N of the TIA Act provides for the 
review to be completed by 13 April 2020. 

1.2 The mandatory data retention regime is a legislative framework which 
requires carriers, carriage service providers and internet service providers to 
retain a defined set of telecommunications data for two years, ensuring that 
such data remains available for law enforcement and national security 
investigations. 

Conduct of the inquiry 

1.3 The Committee of the 45th Parliament formerly adopted the review and 
called for submissions on 4 April 2019. The Committee resolved to focus on: 

 the continued effectiveness of the scheme, taking into account changes 
in the use of technology since the passage of the Bill; 

 the appropriateness of the dataset and retention period; 
 costs, including ongoing costs borne by service providers for compliance 

with the regime; 
 any potential improvements to oversight, including in relation to 

journalist information warrants; 
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 any regulations and determinations made under the regime; 
 the number of complaints about the scheme to relevant bodies, 

including the Commonwealth Ombudsman and the Inspector-General 
of Intelligence and Security; 

 security requirements in relation to data stored under the regime, 
including in relation to data stored offshore; 

 any access by agencies to retained telecommunications data outside the 
TIA Act framework, such as under the Telecommunications Act 1997; and 

 developments in international jurisdictions since the passage of the Bill. 

1.4 Since deciding on these terms of reference, the government referred a press 
freedom inquiry to the Committee. That inquiry required the Committee to 
look closely at Journalist Information Warrants. As such, while this report 
sets out the requirements for a Journalist Information Warrant and discusses 
the warrants where relevant, the Committee has left comment about 
Journalist Information Warrants to its press freedom inquiry. 

1.5 The provisions under review are primarily Part 5-1A of TIA Act, which 
implemented the current mandatory data retention regime. Outside of the 
TIA Act framework, but within the Committee’s terms of reference, are 
provisions in the Telecommunications Act 1997. For clarity, ‘access to 
metadata’ or ‘metadata’ refers to access to data held under the 5.1 of the TIA 
Act and ‘access to telecommunications data’ refers to access to data via 280 
and 313(3) of the Telecommunications Act. 

1.6 Following the Australian Federal election on 18 May 2019, the Committee of 
the 46th Parliament again formerly adopted the review and accepted 47 
submissions and 22 supplementary submissions to the review. Appendix A 
sets out a list of submitters.  

1.7 The Committee held public hearings for its inquiry as follows on 7, 14 and 28 
February in Parliament House Canberra. Appendix B sets out a list of 
witnesses appearing at the public hearings. 

Report structure 

1.8 This report contains five chapters: 

 the introduction, which outlines the provisions under review; 
 operation, effectiveness and oversight; 
 access to telecommunications data under the Telecommunications Act 

1997; 



 3 

 

 a comparison to relevant international regimes; and 
 committee comment. 

Committee inquiries and legislative history 

1.9 The Committee has a long history with the debate and legislation in relation 
to the mandatory data retention regime. The Committee has released two 
major reports on the topic. Details of these reports and their 
recommendations are set out below. 

Report of the Inquiry into Potential Reforms of Australia’s National 
Security Legislation 

1.10 In May 2012 the then Attorney-General the Hon. Nicola Roxon MP asked the 
Parliamentary Joint Committee on Intelligence and Security (the Committee) 
to inquire into a number of potential reforms to Australia’s national security 
legislation. Subsequent to this request, the Committee was provided with a 
discussion paper outlining the reforms the Australian Government was 
considering, as well as some on which the government sought the views of 
the Committee. 

1.11 A mandatory data retention regime was one of the matters that the 
Government sought the Committee’s views on. 

1.12 The Committee’s report reflected that, at the time, there was diversity of 
views within the Committee as to whether there should be a mandatory data 
retention regime. The Committee recommended that, should the 
Government decide that such a regime was necessary that  

Any draft legislation should include the following features: 

 any mandatory data retention regime should apply only to meta-data and 
exclude content; 

 the controls on access to communications data remain the same as under 
the current regime; 

 internet browsing data should be explicitly excluded; 

 where information includes content that cannot be separated from data, 
the information should be treated as content and therefore a warrant 
would be required for lawful access; 

 the data should be stored securely by making encryption mandatory; 
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 save for existing provisions enabling agencies to retain data for a longer 
period of time, data retained under a new regime should be for no more 
than two years; 

 the costs incurred by providers should be reimbursed by the Government; 

 a robust, mandatory data breach notification scheme; 

 an independent audit function be established within an appropriate 
agency to ensure that communications content is not stored by 
telecommunications service providers; and 

 oversight of agencies’ access to telecommunications data by the 
ombudsmen and the Inspector-General of Intelligence and Security.1 

Advisory report on the Telecommunications (Interception and 
Access) Amendment (Data Retention) Bill 2014 

1.13 On 21 November 2014, the Telecommunications (Interception and Access) 
Amendment (Data Retention) Bill 2014 was referred to the Committee by the 
then Attorney-General, Senator the Hon George Brandis, QC. The 
Committee undertook a thorough review of the legislative environment that 
the Bill would operate in, in response to the substantial public concern 
raised about the potential for the erosion of democratic freedoms, such as 
freedom of political communication.2 

1.14 In its report on the Bill, the Committee concluded that a mandatory data 
regime was justified as a ‘necessary, effective and proportionate response’, 
but concluded that: 

While it is imperative to equip security and law enforcement agencies with the 
capability to conduct investigations, these powers must be contained by 
appropriate authorisations and balanced by oversight and safeguards. In 
considering each provision of the Bill, the Committee has sought to confirm 
that adequate safeguards and oversight mechanisms are in place. The 
Committee considers that the recommendations made in this report serve to 
strengthen the functioning and integrity of the proposed data retention 
regime.3 

                                                      
1  Parliamentary Joint Committee on Intelligence and Security, Report of the Inquiry into Potential 

Reforms of Australia’s National Security Legislation, Canberra, May 2013, p. 192. 

2  Professor Rick Sarre, Submission 31, p. 1. 

3  Parliamentary Joint Committee on Intelligence and Security, Advisory report on the 
Telecommunications (Interception and Access) Amendment (Data Retention) Bill 2014, Canberra, 
February 2015, p. 300. 
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1.15 To ensure that these safeguards and mechanisms were in place, the 
Committee made 43 detailed recommendations, which included the 
recommendations of the previous Report of the Inquiry into Potential Reforms of 
Australia’s National Security Legislation that related to the data retention 
scheme. 

1.16 On 3 March 2015, the Government released its response to the Committee’s 
Advisory Report. It stated that the Government would support all of the 
recommendations made in the Committee’s unanimous, bipartisan report.4 

1.17 One of the recommendations made by the Advisory Report was that the 
Attorney-General’s Department review whether: 

 the agencies which may access the content of communications (either by 
way of interception warrants or stored communications warrants) under 
the Telecommunications (Interception and Access) Act 1979 should be 
standardised, and 

 the Attorney-General’s declaration power contained in proposed section 
110A of the Telecommunications (Interception and Access) Act 1979 in 
respect of criminal law-enforcement agencies should be adjusted 
accordingly.5 

1.18 The Government tabled the Attorney-General’s Department’s review on 13 
April 2017, entitled Review of Whether There Should be Exceptions to the 
Prohibition on Civil Litigant Access to Retained Telecommunications Data. The 
review concluded that: 

1. Although there is a history of telecommunications data being obtained to 
support a modest number of civil cases, the review has received insufficient 
evidence to sustain a recommendation that regulations be made to allow civil 
litigants to access data retained solely for the purpose of the data retention 
scheme. 

2. The prohibition preserves civil litigants’ access to data that is not retained 
for the purpose of the data retention scheme while restricting access to data 
accumulated and used solely for the purpose of the scheme. 

                                                      
4  Sen. the Hon. George Brandis QC, Government Response To Committee Report on the 

Telecommunications (Interception and Access) Amendment (Data Retention) Bill 2014, Canberra, 
March 2015, p. 1. 

5  Parliamentary Joint Committee on Intelligence and Security, Advisory report on the 
Telecommunications (Interception and Access) Amendment (Data Retention) Bill 2014, Canberra, 
February 2015, p. xvii. 
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3. Should evidence reveal a need for exceptions in the future, regulations 
could be considered at that time. This would be subject to consultation and 
involve consideration of privacy issues and the impact on telecommunications 
providers. 

4. It would be open to the Parliamentary Joint Committee on Intelligence and 
Security to examine the prohibition and regulation making power in 2019 
when it undertakes its prescribed statutory review of the data retention 
scheme.6 

1.19 The PJCIS has undertaken the anticipated review into these matters in this 
inquiry and associated report. 

The provisions under review – Part 5-1A of the 
Telecommunications (Interception and Access) Act 1979 

1.20 Part 5-1A of TIA Act was inserted in order to enact new obligations on 
telecommunications and internet service providers to retain prescribed 
metadata for a period of two years for the purposes of access by national 
security authorities, criminal law enforcement agencies and enforcement 
agencies. It also requires service providers to encrypt the retained metadata, 
subject to certain exemptions, and outlines which enforcement agencies have 
access to the information and documents available under the scheme. 

1.21 Part 5-1A of the Telecommunications (Interception and Access) Act 1979 is set 
out in full in Appendix C to this report. 

1.22 The Committee notes that, for completeness, Division 2—Data retention 
implementation plans is set out below. However the Committee did not 
consider this Division as part of its inquiry as the plans ceased to be in force 
18 months after Division 1 on the Bill commenced. The Bill commence on 13 
April 2015. 

1.23 The Committee notes the following conclusions from the Australian national 
Audit Office’s Administration of the Data Retention Industry Grants Program 
report: 

The design of the Data Retention Industry Grants Program by the Attorney-
General’s Department was not fully effective. While funding was provided to 
each eligible provider that applied, in aggregate the department has funded 79 

                                                      
6 Attorney-General’s Department, Review of Whether There Should be Exceptions to the Prohibition on 

Civil Litigant Access to Retained Telecommunications Data, Canberra, April 2017, p. 8. 
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per cent of provider costs, substantially above the 50 per cent level identified 
as reasonable when the decision was taken to establish the program, with 
some providers having all their costs paid for by the government. 

A single round grants program was established to give effect to the decision 
that the Australian Government pay a reasonable portion of the 
telecommunications industry’s costs of implementing the legislated 
mandatory data retention scheme. The design of the program exposed the 
Australian Government to the risk that it would make a more generous 
contribution than the 50 per cent of total industry costs the government had 
considered reasonable. This risk was realised: 

 the amount of funding awarded represented 65 per cent of the aggregate 
of providers’ cost estimates included in their applications for grant 
funding (involving increased grant funding of $28 million compared with 
funding 50 per cent of estimated industry costs); and 

 the proportion of costs being met by the Australian Government 
increased to 79 per cent compared with that expected when funding was 
awarded as a result of actual costs reported by providers being, in 
aggregate, $39.9 million less than had been estimated by providers when 
they applied for funding. This included 26 providers where the Australian 
Government fully funded the data retention implementation costs 
reported by those providers (involving $23.0 million in funding) 
notwithstanding that the program guidelines had stated that the 
Australian Government would not fully fund any provider. On average, 
the Australian Government contributed 82 per cent towards each 
provider’s reported actual costs. 

Implementation of the program was not to an appropriate standard having 
regard to the risks involved and the policy outcomes being sought. In 
particular: 

 conflicts of interest were not well managed; 

 there were significant errors and delays in the development and signing 
of grant agreements; and 

 the grant reporting arrangements, and their administration, provide a low 
level of assurance.7 

                                                      
7  Australian National Audit Office, Administration of the Data Retention Industry Grants Program, 

Performance Audit Report, Auditor-General Report No. 2 of 2018-19, 
https://www.anao.gov.au/work/performance-audit/administration-data-retention-industry-
grants-program accessed on 20 May 2020. 

https://www.anao.gov.au/work/performance-audit/administration-data-retention-industry-grants-program
https://www.anao.gov.au/work/performance-audit/administration-data-retention-industry-grants-program
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Division 1—Obligation to keep information and documents 

1.24 Section 187A requires a service provider to keep, or cause to be kept, 
information of a kind (or documents containing information of that kind) 
specified ‘in or under’ section 187AA. Paragraph 187A(3) provides that the 
metadata retention obligations will apply to a service if it is a service for 
carrying communications, provided that: 

 it is operated by a carrier or internet service provider and 
 the person operating the service owns or operates, in Australia, 

infrastructure that enables the provision of any of its relevant services. 

1.25 Paragraph 187A(3)(b)(iii) provides that the metadata retention obligations 
also apply to any service for which a declaration made by the Minister under 
proposed section 187A(3A). 

1.26 Section 187AA outlines what kinds of information a service provider must 
keep under the regime, which includes: 

 the subscriber, account, service and device information relating to the 
relevant service; 

 the source of the communication; 
 the destination of a communication; 
 the date, time and duration of a communication, or of its connection to a 

relevant service; 
 the type of a communication or of a relevant service used in connection 

with a communication; and 
 the location of equipment, or a line, used in connection with a 

communication. 

1.27 Subsection 187AA(2) provides the Minister with the power to modify the 
data set. However, this power is subject to a number of limitations set out in 
proposed subsections 187AA(3) to (5). 

1.28 Subsection 187B excludes entities such as governments, universities and 
corporation from the requirement to retain metadata on their own internal 
networks, and also ensures that small businesses are not required to retain 
metadata. Subsection 187B(2) provides that the Communication Access Co-
ordinator (CAC) may declare that subsection 187A(1) applies to a service 
that would otherwise be excluded, thereby applying metadata retention 
obligations to that service. Such a declaration must abide by the 
requirements in subsections 187B(3)(ba) to (bb) and subsections 187B(6) to 
(7). 
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1.29 Section 187BA requires service providers to ensure the confidentiality of 
metadata they collect and retain by encrypting it and protecting the 
information from unauthorised interference or unauthorised access. 

1.30 Lastly, section 187C provides when the types of metadata set out in the data 
set must start being collected, and how long they must subsequently be 
retained—that is, for two years after the information or document came into 
existence. Section 187C(3) clarifies that this requirement does not prevent a 
service provider from keeping metadata for a period longer than the 
designated two years if they choose to do so. 

Division 2—Data retention implementation plans 

1.31 This division governs the implementation of data retention plans. Data 
retention plans allow the telecommunications industry to design a pathway 
to full compliance with their telecommunications data retention obligations 
within 18 months of the commencement of those obligations, while also 
allowing for interim measures that result in improved data retention 
practices. 

1.32 Section 187D outlines the effect of data retention implementation plans, 
while section 187E provides that a service provider may apply to the CAC 
for approval of a data retention implementation plan for one or more of the 
services they operate. Section 187L ensures the confidentiality of such 
applications. 

1.33 Section 187F provides the factors that the CAC must take into account before 
making a decision to approve the plan or request that the plan be amended 
(following the consultation process with relevant enforcement agencies, 
security authorities and, if required, the ACMA). While undertaking this 
process, the CAC must consult with agencies and the ACMA, as outlined 
under section 187G, which may lead to a request for the original plan to be 
amended (see 187G(2) to (6) for the amendment approval or refusal process, 
as well as section 187J for provisions relating to amending a plan that is 
already in force). 

1.34 Section 187H provides that a data implementation plan for a relevant service 
comes into effect when the CAC notifies the service provider of the approval 
of its plan. 
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Division 3—Exemptions 

1.35 Section 187K of the TIA Act provides that the CAC may exempt a service 
provider from any or all aspects of their data retention obligations. Under 
current administrative arrangements, the Office of the Communications 
Access Coordinator sits in the Department of Home Affairs.8 

1.36 Such a request and a decision must be made in writing. The CAC may 
decide to allow an exemption after taking into account: 

 the interests of law enforcement and national security’ 
 the objects of the Telecommunications Act 1997; 
 the service provider’s history of compliance; 
 the service provider’s costs, or anticipated costs of compliance; and 
 any alternative data retention or information security arrangements that 

the service provider has identified.9 

1.37 A service provider may also apply in writing to the Australian 
Communications and Media Authority (AMCA) for a review of a decision 
under subsection 187K(1). The matters that must be taken into account by 
the ACMA are outlined under subsection 187KA(4), and align with the 
factors that must be taken into account by the CAC (as listed above), as well 
as any other matters that the ACMA considers to be relevant. 

Division 4—Miscellaneous 

1.38 This final division outlines other matters that impact the functioning of the 
regime, including: 

 subsection 187KB allowing for the Commonwealth to make a grant of 
financial assistance to service providers; 

 subsection 187L providing for confidentially of applications made by 
service providers, whether to the CAC or to the ACMA; 

 subsection 187LA outlines the application of the Privacy Act 1988 in 
relation to a service provider, allowing a service provider to operate as 
an organisation within the remit of the Privacy Act 1988 to the extent that 
the activities of the service provider relate to retained data; 

 subsection 187M establishes that section 187A(1) (the obligation of 
service providers to keep information and documents) and paragraph 

                                                      
8  Department of Home Affairs, Submission 21.1, p. 3. 

9  This is a paraphrasing of subsection 187K(7)(a) to (e) of the Telecommunications (Interception and 
Access) Act 1979. 
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187D(a) (the service provider must comply with a data retention 
implementation plan) are civil penalty provisions; and 

 subsection 187P requires the Minister to provide a written report on the 
functioning of Part 5-1A of the Telecommunications (Interception and 
Access) Act 1979 ‘as soon as practicable after each 30 June on the 
operation of the Part during the year ending on that 30 June.’ 

1.39 Subsection 187N provides for the review of Part 5-1A of the 
Telecommunications (Interception and Access) Act 1979 and the amendments 
made by the Telecommunications and Other Legislation Amendment (Assistance 
and Access) Act 2018 by the Parliamentary Joint Committee on Intelligence 
and Security. 

1.40 The review of the Telecommunications (Interception and Access) Act 1979 is 
being undertaken in this report, and the Committee’s review of the 
Telecommunications and Other Legislation Amendment (Assistance and Access) 
Act 2018 is being undertaken as a separate inquiry. 

Other relevant provisions 

Division 4A - primary and secondary disclosures of information and/or 
documents covered by the scheme for the purposes of enforcing foreign or 
international laws. 

1.41 Division 4A outlines authorisation provisions for primary and secondary 
disclosures of information and/or documents covered by the scheme for the 
purposes of enforcing foreign or international laws. 

Subdivision A: Primary disclosures 

1.42 Section 180A outlines access to existing information or documents for the 
purpose of the enforcement of the criminal law of a foreign country. Under 
these provisions, the Australian Federal Police may authorise the disclosure 
of specified information or specified documents that came into existence 
before the time the person from whom the disclosure is sought receives 
notification of the authorisation, as long as the authorised officer is satisfied 
that the disclosure is reasonably necessary for the enforcement of the 
criminal law of a foreign country. 

1.43 Subsequent to this, an authorised officer of the Australian Federal Police 
may authorise the disclosure of the information or documents so disclosed 
to a foreign law enforcement agency, provided that the authorised officer is 
satisfied that the disclosure is reasonably necessary for the enforcement of 
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the criminal law of a foreign country and the disclosure is appropriate in all 
the circumstances. 

1.44 Section 180B applies to authorisations for access to prospective information 
or documents for the purpose of enforcement of the criminal law of a foreign 
country. As with section 180A, an authorised officer of the Australian 
Federal Police may authorise the disclosure of specified information and/or 
specified documents that come into existence during the period for which 
the authorisation is in force. 

1.45 However, the authorised officer must not make the authorisation unless: the 
Attorney-General has authorised the making of the authorisation under the 
Mutual Assistance in Criminal Matters Act 1987; the authorised officer is 
satisfied that the disclosure is reasonably necessary for the investigation of a 
serious offence against the law of a foreign country and the authorised 
officer is satisfied that the disclosure is appropriate in all the circumstances. 

1.46 Section 180B(5) outlines the length of time that an authorisation is in force 
(21 days, unless revoked earlier) and Section 180(6) and (7) outline the 
circumstances under which an extension of prospective authorisation is 
permitted. 

1.47 Finally, section 180B(8) provides that an authorised officer of the Australian 
Federal Police may authorise the disclosure of the information or documents 
so disclosed to a foreign law enforcement agency if the authorised officer is 
satisfied that the disclosure is reasonably necessary for the enforcement of 
the criminal law of a foreign country and the disclosure is appropriate in all 
the circumstances. 

Subdivision B: Secondary disclosures 

1.48 Section 180C(1) outlines that, if specified information or specified documents 
are disclosed because of an authorisation given under Division 4, other than 
because of an authorisation under section 178A (missing persons), an 
authorised officer of the Australian Federal Police may authorise the 
disclosure of the information or documents so disclosed to a foreign law 
enforcement agency. However, the authorised officer must be satisfied that 
the disclosure is reasonably necessary for the enforcement of the criminal 
law of a foreign country and the disclosure is appropriate in all the 
circumstances. 

1.49 Section 180D outlines the conditions under which an authorised officer of 
the Australian Federal Police may authorise the disclosure of the 
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information or documents to the organisation or an enforcement agency and 
the use of the information or documents by the Australian Federal Police. 

1.50 The authorised officer must not make the authorisation unless he or she is 
satisfied that, in the case of a disclosure to an organisation, the disclosure is 
reasonably necessary for the performance by an organisation of its functions. 
In the case of a disclosure to an enforcement agency, the disclosure must be 
reasonably necessary for the enforcement of the criminal law, the 
enforcement of a law imposing a pecuniary penalty or the protection of 
public revenue. In the case of use by the Australian Federal Police, the use 
must be reasonably necessary for the enforcement of the criminal law, the 
enforcement of a law imposing a pecuniary penalty or the protection of 
public revenue. 

Subdivision C: Conditions of disclosure to a foreign country 

1.51 Section 180E(1) stipulates that a person must not disclose information or a 
document in accordance with an authorisation under section 180A, 180B or 
180C to a foreign country unless the information will only be used for the 
purposes for which the foreign country requested the information, any 
document or other thing containing the information will be destroyed when 
it is no longer required for those purposes, and, in the case of information or 
a document disclosed under section 180B, any other condition determined, 
in writing, by the Attorney-General. 

Section 180F - privacy 

1.52 Section 180F of the TIA Act addresses concerns around the proportionality 
of the scheme by providing that the authorised officer must be satisfied on 
reasonable grounds that the authorisation is a necessary interference with 
the privacy of the person or persons. The authorised officer must consider 
the likely relevance and usefulness of the information or documents, as well 
as the reason why the disclosure or use concerned is proposed to be 
authorised. 

Journalist Information Warrants 

1.53 As Journalist Information Warrants may be practicably executed via the 
provisions in the TIA Act, the relevant provisions that allow for the 
warrants’ existence are outlined below. 

1.54 Division 4C of Part 4-1 of the Telecommunications Act permits an enforcement 
agency to access telecommunications data under a Journalist Information 
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Warrant. This kind of warrant enables an enforcement agency to make an 
authorisation for the use or disclosure of telecommunications data relating 
to the communications of a person working in a professional capacity as a 
journalist, or the employer of such a person, where the purpose of the 
authorisation would be to identify another person known or reasonably 
believed to be a source (sections 180H and 180T). 

1.55 The warrant may specify conditions or restrictions related to the making of 
authorisations under the warrant. Such a warrant may be in place for up to 
90 days (section 190U(3)) .The issue of a warrant generates an obligation on 
the enforcement agency to notify the respective oversight body (Part 4-2, 
subsections 185D(5)–(8)). A journalist in relation to whom such a warrant 
has been issued is not notified of the existence of the warrant. 

Access provisions 

1.56 In addition to the provisions in Part 5-1A of the TIA Act, there are other 
provisions within the Act that impact the functioning of the scheme. 
Additionally, provisions under the Telecommunications Act 1997 impact the 
functioning of the data retention scheme, and are discussed below. 

Access provisions under the Telecommunications (Interception and 
Access) Act 1979 

1.57 The Telecommunications (Interception and Access) Amendment (Data Retention) 
Act 2015 made changes to the range of agencies which could access 
metadata. Initially there were over 80 agencies (many not concerned with 
matters of national security or law enforcement) that could access this 
information. However, following the amendment of the Act, those agencies 
beyond criminal law enforcement agencies must now be declared an 
‘enforcement’ agency by the Minister in order to access metadata via the TIA 
Act’s provisions. 

1.58 Section 110A of the TIA Act sets out that each of the following are criminal 
law enforcement agencies (CLEA): 

(a) the Australian Federal Police;10 
(b) a Police Force of a State;11 
(c) the Australian Commission for Law Enforcement Integrity; 

                                                      
10  This would also include Australian Capital Territory policing.  

11  Section 5 of the TIA states that “State includes the Northern Territory.” 
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(d) the ACC; 
(e) subject to subsection (1A), the Immigration and Border Protection 
Department; 

(ea) the Australian Securities and Investments Commission; 
(eb) the Australian Competition and Consumer Commission; 

(f) the Crime Commission; 
(g) the Independent Commission Against Corruption; 
(h) the Law Enforcement Conduct Commission; 
(i) the IBAC; 
(j) the Crime and Corruption Commission; 
(k) the Corruption and Crime Commission; 
(l) the Independent Commissioner Against Corruption; and 
(m) subject to subsection (7), an authority or body for which a 
declaration under subsection (3) is in force (that is, declared an 
enforcement agency by the Minister, as above). 

1.59 Subsection 1A provides that paragraph (1)(e) applies to the Immigration and 
Border Protection Department only in connection with the investigation by 
that Department of a contravention of: 

(a) the Customs Act 1901; or 
(b) the Crimes Act 1914; or 
(c) the Criminal Code; or 
(d) the Environment Protection and Biodiversity Conservation Act 1999; or 
(e) Part 6 of the Australian Border Force Act 2015; or 
(f) an Act prescribed in a legislative instrument made by the Minister for 
the purposes of this paragraph; or 
(g) a provision of an Act, being a provision prescribed in a legislative 
instrument made by the Minister for the purposes of this paragraph. 

1.60 The head of an authority or body may request the Minister to declare the 
authority or body to be a criminal law-enforcement agency under subsection 
110A(2), and the Minister may subsequently make such a declaration under 
subsection 110A(3). 

1.61 Subsections 3A) and 3B further outline the considerations that the Minister 
must undertake when responding to a request for an agency to be declared a 
CLEA for the purposes of the Act, while subsection (4A) outlines the 
limitations and privacy protections that are placed on such a declaration. 

1.62 Sections 175 and 176 set out that, for ASIO, both historical and prospective 
authorisations may only be made where the person making the 
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authorisation is ‘satisfied that the disclosure would be in connection with the 
performance by the Organisation of its functions’. 

1.63 Section 17 of the Australian Security and Intelligence Organisation Act 1979 set 
out that the functions of ASIO are: 

(a)  to obtain, correlate and evaluate intelligence relevant to security; 

(b)  for purposes relevant to security, to communicate any such intelligence to 
such persons, and in such manner, as are appropriate to those purposes; 

 (c)  to advise Ministers and authorities of the Commonwealth in respect of 
matters relating to security, in so far as those matters are relevant to their 
functions and responsibilities. 

(ca)  to furnish security assessments to a State or an authority of a State in 
accordance with paragraph 40(1)(b); 

(d)  to advise Ministers, authorities of the Commonwealth and such other 
persons as the Minister, by notice in writing given to the Director-General, 
determines on matters relating to protective security; and 

(e)  to obtain within Australia foreign intelligence pursuant to section 27A or 
27B of this Act or section 11A, 11B or 11C of the Telecommunications 
(Interception and Access) Act 1979, and to communicate any such intelligence in 
accordance with this Act or the Telecommunications (Interception and Access) Act 
1979; and 

(f)  to co-operate with and assist bodies referred to in section 19A in 
accordance with that section. 

1.64 Sections 177 to 180 of the TIA Act further outline other circumstances 
whereby sections 276, 277 and 278 of the Telecommunications Act 1997 (see 
below) do not prevent a disclosure of information by a holder of information 
or a document. These sections allow for authorisations to be made 
regarding: 

 the voluntary disclosure of information or a document if the disclosure 
is reasonably necessary for the enforcement of the criminal law or the 
enforcement of a law imposing a pecuniary penalty or for the protection 
of the public revenue (section 177); 

 the disclosure of existing information or a document for the purpose of 
enforcing criminal law (section 178) or for the enforcement of a law 
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imposing a pecuniary penalty or for the protection of the public revenue 
(section 179); 

 the disclosure of information or a document that is reasonably necessary 
for the purposes of finding a person who the Australian Federal Police, 
or a police force of a state, has been notified is missing (section 178A); 
and 

 prospective access to information or documents, subject to the 
limitations listed, namely that: 

 the authorised officer must not make the authorisation unless he or she 
is satisfied that the disclosure is reasonably necessary for the 
investigation of: 
− (a) a serious offence; or 
− (b) an offence against a law of the Commonwealth, a State or a 

Territory that is punishable by imprisonment for at least 3 years. 

Access provisions under the Telecommunications Act 1997 

1.65 In addition to the provisions of the metadata regime, as described above, 
agencies can access retained telecommunications data, outside the TIA Act 
framework, via the Telecommunications Act 1997. 

1.66 Sections 276, 277 and 278 outline primary disclosure and use offences, 
whereby the disclosure of unauthorised content potentially lead to a 
conviction by imprisonment for a term not exceeding two years. 

1.67 Section 276 outlines that any information or documents that include the 
contents or substance of a communication or the affairs or personal 
particulars of another person cannot be disclosed by eligible persons, such as 
a carriage service provider or telecommunications contractor. 

1.68 Section 277 specifies that eligible number-database person (as defined under 
section 272) may not disclose any information or documents that relate to 
carriage services supplied, or intended to be supplied, to another person and 
the affairs or personal particulars of another person. 

1.69 Section 278 prohibits emergency call person from disclosing or using any 
information or document that includes the contents or substance of a 
communication or the affairs or personal particulars of another person. 

1.70 Section 279 provides exceptions to primary disclose and use offences, 
meaning that employees of carriers, carriage service providers and 
telecommunications contractors, if disclosing information as part of their 
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duty as an employee, are able to disclose information required by sections 
276, 277 and 278. 

1.71 Section 280 of the Telecommunications Act 1997 provides that disclosure of 
information or a document is not prohibited: 

(a) in a case where the disclosure or use is in connection with the 
operation of an enforcement agency—the disclosure or use is required or 
authorised under a warrant; or 
(b) in any other case—the disclosure or use is required or authorised by 
or under law. 

1.72 Additionally, section 313(3) of the Telecommunications Act 1997 provides that 
a carrier or carriage service provider must give officers and authorities of the 
Commonwealth and of the States and Territories such help as is reasonably 
necessary for the following purposes: 

 enforcing the criminal law and laws imposing pecuniary penalties; 
 assisting the enforcement of the criminal laws in force in a foreign 

country; 
 assisting the investigation and prosecution of: 

− crimes within the jurisdiction of the ICC (within the meaning of the 
International Criminal Court Act 2002); and 

− Tribunal offences (within the meaning of the International War 
Crimes Tribunals Act 1995); 

 protecting the public revenue; and 
 safeguarding national security. 

Access for telecommunications data under warrant 

1.73 A number of submitters to the Committee’s review have proposed the 
introduction of a requirement to obtain a warrant from a judicial officer or a 
member of Administrative Appeals Tribunal before accessing 
telecommunications data. 

1.74 The TIA Act does provide for enforcement agencies to access 
telecommunications data via stored communications warrants (see Part 3-3). 
These can only be issued if it is reasonably necessary for investigating a 
serious offence (as defined in section 5D of the TIA Act).12 

1.75 While these are important provisions, they are outside of the scope of this 
Committee’s review of the mandatory data retention regime (that is, Part 5-

                                                      
12  See Appendix D for a copy of section 5D. 
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1A of TIA Act). However, where relevant, this report does consider in-
principle discussions about whether warrants should be considered as part 
of an amendment to Part 5-1A of the TIA Act.
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2. Operation, oversight and 
effectiveness 

 

2.1 This chapter sets out evidence on the operation and effectiveness of the 
mandatory data retention regime (MDRR). It incorporates evidence on the 
effectiveness of the regime, costs associated with the regime, regulations and 
determinations, security and complaints. 

Operation 

Dataset 

2.2 Section 187AA of the TIA Act sets out the ‘kinds of information that a service 
provider must keep, or cause to be kept.’ This includes the following six 
datasets: 

 The subscriber of, and accounts, services, telecommunications devices 
and other relevant services relating to, the relevant service; 

 The source of a communication; 
 The destination of a communication; 
 The date, time and duration of a communication, or of its connection to 

a relevant service; 
 The type of a communication or of a relevant service used in connection 

with a communication; and, 
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 The location of equipment, or a line, used in connection with a 
communication. 

2.3 Subsection 187AA(4) of the TIA Act ‘puts beyond doubt’ that service 
providers are not required to keep information about telecommunications 
content, web browsing history information or documents about 
communications that pass "over the top" of the underlying service they 
provide, and that are being carried by means of other services operated by 
other service providers. 

2.4 Section 172 of the TIA Act does not allow the disclosure to an agency of 
information that is the content or substance of a communication, or a 
document that contains the content or substance of a communication. The 
term ‘content or substance of a communication’ is not defined in the TIA 
Act. 

2.5 The Department of Homes Affairs (Home Affairs) sets out, including by 
using case studies, ways in which each of the datasets ‘play a different, and 
important, role in investigations.’1 Law enforcement and other submitters 
also pointed to the investigative efficacy of the datasets.2 

2.6 The Australian Commission for Law Enforcement Integrity (ACLEI) points 
out that: 

Access to telecommunications data covered by the mandatory data retention 
regime forms an essential component in ACLEI’s investigations, primarily 
because of the advantage provided by this information, in uncovering 
complex corruption and serious crime that would otherwise remain hidden.3 

2.7 Some law enforcement submitters raised concerns with the non-
standardised manner in which data is provided to them. The Western 
Australian Police Force advised that the: 

Metadata products supplied by telecommunication providers are not returned 
in standardised formats or content making interpretation by analysts and 

                                                      
1  Department of Home Affairs, Submission 21, p. 12. 

2  See Queensland Police Service, Submission 38, pp. 5-7; Australian Securities and Investments 
Commission, Submission 9, p. 4; New South Wales Police Force, Submission 39, 2-5; South 
Australia Police, Submission 43, p.1. 

3  Australian Commission for Law Enforcement Integrity (ACLEI), Submission 6, p. 4. 
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investigators difficult. There is no requirement under the TIA Act for carriers 
to provide advice or instruction on how to ‘read’ or interpret the data.4 

2.8 Victoria Police stated that 

disparate datasets are received from providers including different format and 
content. This creates an administrative burden for Victoria Police members 
who spend large amounts of time re-formatting data in order to firstly make 
sense of the data and then utilise it to develop an accurate depiction of the 
links between parties involved in the offending.5 

whether there are undeclared links between a law enforcement officer and a 
criminal, or to assist in establishing an alibi.6 

2.9 The Allens Hub for Technology, Law and Innovation sets out one detailed 
technical argument as to how content and web browsing histories may be 
blurred with metadata and thereby captured by the scheme: 

The evolution of techniques to address developments and limitations in the 
changing telecommunications data environment means that the implications 
of telecommunications data retention, and the data set involved, requires 
review. One example is CG-NAT (Carrier Grade Network Address 
Translation, which enables re-use of IP numbers behind a carrier’s firewall), 
and related techniques required during the IPv4 to IPv6 transition. This 
includes rapid re-use of ‘leases’ for particular device identifiers like IP 
number, and ‘multiplexing’ enabling simultaneous sharing of scarce IPv4 
numbers. To enable identification of a user’s device behind the public facing 
IP address, the use of CG-NAT requires additional data (including the address 
of the server at the other end of each request) to be retained. The retention of 
this type of data can reveal elements of browsing history and make it possible 
to reconstruct ‘pattern of life’ information about a user including their 
movements, browsing or communication habits. The Revised Explanatory 
Memorandum states that NAT records are permitted to be retained under s 
187A(4)(b): 

does not exclude any provider from retaining information about the 
identifiers it assigns, on a permanent or transient basis, to an account, 
device or relevant service, such as network address translation (NAT) 

                                                      
4  Western Australia Police Force, Submission 7, p. 2. 

5  Victoria Police, Submission 41, p. 6-7. 

6  Australian Commission for Law Enforcement Integrity, Submission 6, p. 5. 
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information. Such information can be required to be retained by Item 
1(d) or Item 2, or both, of the table in 187AA.8 

This blurs the boundary between ‘contents’ or ‘web-browsing histories’, and 
‘telecommunications data’, permitting or even requiring the retention of data 
excluded by ss 172 and 187A(4)(a) or (b) of TIA Act. 

2.10 Dr Monika Zalnieriute and Genna Churches set out in detail their 
recommendations around the current dataset. These are 

 a re-definition of ‘personal information’ under the Privacy Act 1988 (Cth) 
to include an explicit acknowledgement that metadata is ‘personal 
information’ and thus should be governed/covered by the same 
protections as any other personal data; 

 with respect to the inclusion of location data within the retained dataset 
and access more generally, re-consider the current ‘non-contents’ status 
of location data, in line with recent US jurisprudence, and recommend 
that it be excluded from the dataset, and prohibited from access without 
a warrant; 

 with respect to the exclusion of ‘web browsing history’ from the retained 
dataset, that the Committee consider technologically accurate wording, 
providing a definition with the inclusion of the acronym ‘URL’ and 
potentially destination IP addresses to avoid doubt as to what must not 
be retained;  

 given the historical acceptance that ‘URLs’ (or ‘web browsing history’) 
are content and that a warrant should therefore be required to access 
‘URLs’, specifically exclude access to URLs and other data revealing 
‘web browsing’ without a warrant; 

 abolishing the content/non-content definition of ‘telecommunications 
data’ as it is outdated and unworkable. The legislation should be 
explicit, stating the type of data to be retained, and mandate deletion 
after the applicable retention period. It should define the terms 
‘contents’ and ‘telecommunications data’ and should clearly state what 
types of data can be accessed without a warrant. 7 

2.11 In relation to location data Dr Monika Zalnieriute and Genna Churches 
recommended that: 

a warrant be required to access location data, similar to the requirement for a 
warrant required to install a GPS tracker/locator under the Surveillance Devices 

                                                      
7  Dr Monika Zalnieriute and Genna Churches, Submission 4. 
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Act 2004 (Cth), removing the current inconsistency between the TIA Act and 
the Surveillance Devices Act 2004 (Cth). Alternatively, we recommend that the 
warrant for access be based upon the requirements of the TIA Act for a 
Telecommunications Interception warrant.8 

2.12 Other submitters have recommended that the terms ‘contents’ and 
‘substance’ be specifically defined. For example the OAIC stated that 

clarifying these terms would create greater certainty and enhance privacy 
protections by reducing the potential for more personal information to be 
collected than is necessary for the purposes of the Regime. With this in mind, 
the OAIC recommends that the Committee consider amending the TIA Act to 
define the terms ‘contents’ and ‘substance’ where they appear.9 

2.13 At the Committee’s public hearing on 28 February 2020, the AFP noted that 
they would be prepared to assist the Committee in further strengthening of 
the definition of the terms ‘contents’ or ‘substance’ of a communication or 
document. When asked what might assist them in carrying out their 
functions under the MDRR the AFP stated that 

clarifying even more strongly the nature of what is content verses metadata, in 
relation to this particular issue around URLs. It would be helpful. Then, that 
would be a process for us to update our guidelines and procedures to ensure 
that, where this data was detected, either by a central area or by individual 
officers receiving the information, they dealt with that information 
appropriately and in accordance with the act.10 

Retention period 

2.14 Under Section 187C of the TIA Act provides that the ‘information or 
documents’ must be held for a period of two years. This section sets out the 
evidence supporting keeping the retention period at two years or extending 
the retention period. 

                                                      
8  Dr Monika Zalnieriute and Genna Churches, Submission 4, p. 16. 

9  Office of the Australian Information Commissioner, Submission 34, p. 7. See also Commonwealth 
Ombudsman, Submission 20, p. 6; Law Council of Australia, Submission 29, p. 6 and Australian 
Human Rights Commission, Submission 8, p. 9 

10  Mr Karl Kent, Deputy Commissioner, Specialist and Support Operations, Australian Federal 
Police, Committee Hansard, Canberra, 28 February, 2020, p. 49. 
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2.15 Although stating that an increased retention period would assist agencies, 
ultimately the Department Home Affairs did not favour an increase in the 
retention period stating that when this assistance is  

weighed against changes in public attitudes towards privacy and the need for 
strong privacy protections, the most appropriate way forward would be to 
retain the existing scope the legislation.(sic)11 

2.16 Most law enforcement and anti-corruption agencies supported keeping the 
minimum two year retention period.12 The Independent Broad-based anti-
corruption Commission (IBAC) stated that: 

a data retention period of two years strikes the appropriate balance between 
the needs of law enforcement agencies and corruption and integrity agencies 
to protect the community, while minimising privacy intrusions for 
individuals.13 

2.17 The Synod of Victoria and Tasmania, Uniting Church in Australia submitted 
strongly in favour of the two year data retention time and suggested that it 
could be extended: 

There must not be any reduction in the length data needs to be retained, if 
anything it should be extended. Where an Australian paedophile has engaged 
in hundreds of sessions of live rape, torture and sexual abuse of children via 
webcam over a number of years, a court should not be hampered in its 
sentencing determination by the fact that a profit-driven technology 
corporation has wiped the evidence of sessions because of an inadequate data 
retention period exists.14 

2.18 Some, such as the Australian Commission for Law Enforcement Integrity 
(ACLEI) did not comment on the retention period specifically preferring to 
comment on the value of data retention generally: 

Telecommunications data assists in developing intelligence pictures, by 
establishing the existence of links between individuals, and providing an 
indication of the possible strength of those relationships. It can also help to 

                                                      
11  Department of Home Affairs, Submission 21, p. 14. 

12  See Victoria Police, Submission 41, p. 2; South Australia Police, Submission 43, p. 1; Northern 
Territory Police, Submission 44, p. 2; Western Australia Police, Submission 7, p. 2; Queensland 
Police Service, Submission 38; Australian Commission for Law Enforcement Integrity, 
Submission 6, p.  

13  Independent Broad-based anti-corruption Commission, Submission 1, p. 2. 

14  Synod of Victoria and Tasmania, Uniting Church in Australia, Submission 12, p. 1. 
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assess the credibility of other information—for instance, by establishing 
whether there are undeclared links between a law enforcement officer and a 
criminal, or to assist in establishing an alibi.15 

2.19 The Communications Alliance pointed out that the two year retention 
period in no way restricts access to data outside of the period: 

Data retained after completion of the Implementation Phase of the DR Regime 
is only accessible if it has been retained for purposes other than compliance 
with the DR Regime. It is important to note that this data will only be 
accessible in civil proceedings for the period that the data has been retained 
for such other purposes which may be more or less than the two-year 
retention period of the DR Regime. As an example, if data required to be 
retained under the DR Regime for two years has only been retained for six 
months for other purposes, then the data will not be available for the 
remaining eighteen months during which it has been retained solely for the 
purpose of complying with the DR Regime. Equally, if the data is being 
retained for other purposes for 7 years, then the data would be available for 
civil proceedings for the entire 7 years.16 

Access to data 

Additional Criminal Law Enforcement Agencies 

2.20 The Department of Home Affairs have developed a set of criteria to assist 
the Minister in evaluating requests from agencies to become a Criminal Law 
Enforcement Agency (CLEA). These include: 

 the need for direct access to telecommunications data, including 
necessity rather than usefulness; 

 privacy safeguards implemented by the requesting agency; 
 the viability of the agency gaining adequate access via a joint operation 

with a law enforcement agency; 
 the agency’s ability to comply with the obligations of the TIA Act; 
 whether the declaration is in the public interest; and 
 other relevant matters such as consistency across jurisdictions.17 

2.21 Two submitters to the Committee have made cases for their inclusion as 
CLEAs under the TIA provisions. 

                                                      
15  Australian Commission for Law Enforcement Integrity, Submission 6, p. 5. 

16  Communications Alliance, Submission 27, p. 6. 

17  Department of Home Affairs, Submission 21, p. 29. 
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Australian Taxation Office 

2.22 The Australian Taxation Office has not been declared a CLEA and does not 
currently have the ability to request data under the auspices of the TIA Act. 
The ATO submitted that it has currently been relying on the use of the 
Commissioner’s formal information gathering powers (in accordance with 
section 353 of the Tax Administration Act 1953 together with section 280 of the 
Telecommunications Act 1997 to obtain telecommunication data for civil 
reviews and audits.18 

2.23 The ATO noted that access to telecommunications data is imperative for its 
investigation of financial crime: 

In an increasingly digital tax environment, TD [telecommunications data] 
enables ATO investigators to make compelling connections between electronic 
devices and the commission of an offence. Further evidence gathering is then 
undertaken to prove the person used the device to commit the offence. This is 
at the heart of a successful prosecution. Without TD it is extremely difficult to 
link the device to the offence, and consequently obtain a successful 
prosecution of the perpetrator/s.19 

2.24 The ATO noted that, since 2015, a number of reviews have recommended 
that the ATO’s access to telecommunications data be reinstated, including 
the Parliamentary Joint Committee on Law Enforcement’s Inquiry into 
financial related crime, the Treasury’s Black Economy Taskforce’s Final Report, 
and the Inspector-General of Taxation’s Review into the ATO’s fraud control 
management.20 

State and territory corrective services agencies 

2.25 The Corrective Services Administrators’ Council submitted to the 
Committee on behalf of its members in order to provide information on how 
correctional services agencies’ loss of CLEA status has created obstacles in 
pursuing avenues of investigation, reduced the likelihood of securing 
convictions and, in some cases, reduced their ability to identify likely 
perpetrators.21 

                                                      
18  Australian Taxation Office, Submission 37, p. 7. 

19  Australian Taxation Office, Submission 37, p. 2. 

20  Australian Taxation Office, Submission 37, p. 3. 

21  Corrective Services Administrators’ Council, Submission 45, p. 3. 
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2.26 The Corrective Services Administrators’ Council emphasised that 
correctional services agencies are a vital part of Australia’s law enforcement 
system: 

State and Territory CSAs are an integral part of the Australian law 
enforcement framework. They have an important role in the detection, 
investigation and prosecution of serious crime and corruption under State and 
Commonwealth legislation.22 

2.27 The Corrective Services Administrators’ Council noted that the unlawful use 
of mobile phones is common in the corrections context and that mobile 
telephony can be used by inmates to ‘arrange escapes, threaten and 
intimidate witnesses or victims, traffic contraband, and facilitate 
communication with offenders outside a correctional centre’.23 The 
organisation further noted that, in Victoria, seized phones have been found 
on occasion to reveal evidence of either actual or planned offending 
behaviour, including child pornography, planned violent activity or terrorist 
related propaganda.24 

Authorisation practices 

2.28 The Committee asked law enforcement about the processes and practices 
involved in the authorisation process for requests made under the metadata 
regime. NSW Police stated that: 

For a criminal investigation, if your detectives are requesting it, they need to 
go through your crime manager, who's an experienced criminal investigator 
with 15, 20 or 30 years of experience. So they will know whether they're asking 
for information frivolously or not, and they'll also know that we have a fiscal 
responsibility to ensure that we're not making these requests without merit. 
The other five duty officers who work in a PAC, a police area command, will 
all be operational police officers. If it's a general-duties officer making a 
request for a DV matter, they will know what to advise that person. They may 
eventually expand the request and say, 'You probably need more,' and that's 
what I would advocate, because this is a great tool.25 

                                                      
22  Corrective Services Administrators’ Council, Submission 45, p. 4. 

23  Corrective Services Administrators’ Council, Submission 45, p. 5. 

24  Corrective Services Administrators’ Council, Submission 45, pp. 5-6. 

25  Mr Michael Fitzgerald, Commander, Forensic Evidence and Technical Services Command, New 
South Wales Police Force, Committee Hansard, Canberra, 28 February, 2020, p. 38. 
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2.29 With regard to time spent by authorising officers taking to authorise a 
metadata request NSW Police stated that it 

could be 15 or 20 minutes of briefing, going through the investigation to the 
crime manager. It could be extended. As I say, the person signing this has to 
sign off certain criteria that they have reasonable cause to believe this is 
relevant and required. So they have to sign off on it. That commissioned 
officer has to sign off that this is a function that is required.26 

2.30 Queensland Police set out that they had a ‘similar authorisation process’ in 
which a 

detective or a senior investigator will make the application through their chain 
of command—to a detective inspector generally, although all commissioned 
officers are authorised. They don't generally do them because they're not 
familiar with them. In the day-to-day routine it's generally the investigative 
units that do this. That then goes to the relevant area, which actions it. They 
double-check the forms and make sure all the criteria are met and the 
significant issues that must be met are all ticked off. Again, it's checked when 
it comes back to make sure it's exactly what we've requested. Obviously then 
you have the ombudsman and other internal checking systems that apply in 
terms of compliance as you would with any normal use of power in a police 
service.27 

2.31 The Committee also asked Queensland Police as to what steps or 
arrangements they have to ensure consistency of decision-making in relation 
to authorisations. Queensland Police stated that they have  

policies and we have detailed instructions on how to go about the actual 
applications, authorisations and so forth. There have been a number of 
training programs, and the ombudsman reports back to us. The advice that 
they give us we roll out as we see fit to try to improve the operation and also 
the compliance across the organisation. So it's a continual process.28 

2.32 The Committee also requested information on the training processes from 
the Australian Federal Police who stated that there was a ‘process to be 
followed’ which 

                                                      
26  Mr Michael Fitzgerald, Commander, Forensic Evidence and Technical Services Command, New 

South Wales Police Force, Committee Hansard, Canberra, 28 February, 2020, p. 38. 

27  Mr Maurice Carless, Assistant Commissioner, Intelligence and Covert Services Command, 
Queensland Police Service Committee Hansard, Canberra, 28 February, 2020, p. 38. 

28  Mr Maurice Carless, Assistant Commissioner, Intelligence and Covert Services Command, 
Queensland Police Service, Committee Hansard, Canberra, 28 February, 2020, p. 39. 
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includes the form going to our online training and investigator toolkit, so our 
investigators can access at any time information relating to, 'How do I do this?' 
It's available to them, as well as face-to-face courses that are run for our 
authorised officers. We have a handbook for authorised officers and also our 
annual training program that they must complete online to maintain their 
authorisation.29 

2.33 On 28 February 2020, the PJCIS held a public hearing for the review into the 
MDRR, where the Department of Home Affairs provided evidence. After the 
public hearing, the Committee provided further, detailed questions on 
notice relating to the functioning of the regime. The Department of Home 
Affairs provided the Committee with a response to those questions taken on 
notice during the hearing and subsequent written questions on notice, which 
the Committee accepted as Submission 21.4. The additional questions relate 
to the core functions and operating procedures of enforcement agencies in 
relation to their use of, and access to, telecommunications data under the 
TIA Act. The Department of Home Affairs sought statistical information 
from the following law enforcement agencies that are defined as 
enforcement agencies under the TIA Act: 

 Australian Commission for Law Enforcement Integrity, 
 Australian Competition and Consumer Commission, 
 Australian Criminal Intelligence Commission, 
 Australian Securities and Investments Commission, 
 Corruption and Crime Commission (Western Australia), 
 Independent Broad-based Anti-corruption Commission (Victoria), 
 Independent Commission Against Corruption (New South Wales), 
 Independent Commissioner Against Corruption (South Australia), 
 Law Enforcement Conduct Commission, 
 New South Wales Crime Commission, 
 Northern Territory Police, 
 Queensland Corruption and Crime Commission, 
 South Australia Police, 
 Tasmania Police, 
 Victoria Police, and  
 Western Australia Police. 

                                                      
29  Mr Karl Kent, Deputy Commissioner, Specialist and Support Operations, Australian Federal 

Police, Committee Hansard, Canberra, 28 February, 2020, p. 51. 
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2.34 The Australian Federal Police, the New South Wales Police and the 
Queensland Police Service provided their own responses independently of 
the Department of Home Affairs. The responses to the questions are 
reflected in the table below.30 

.

                                                      
30  In addition the ACIC provided responses to the questions in a late submission: Australian 

Criminal Intelligence Commission, Submission 13.1. 
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Table 2.1 Questions on Notice 

Question AFP NSW Police QLD Police Service 

As at 1 March 2020 how many officers 
were employed by your agency? 

3,180 17,111 11,962 

In total, and as at 1 March 2020, how 
many of your officers are “authorised 
officers” (i.e. have the powers to 
authorise the release of 
telecommunications data)? 

174 862 735 

Prior to 1 March 2020, were regular 
training programs delivered to 
authorised officers to ensure that 
decisions were being made 
appropriately and consistently? If not, 
why not? 

Yes. The online Authorising Officer 
training package was released 17 
November 2017, and officers are able to 
access it via the AFP’s training portal. 

If Police Commands requested training, 
Information Services, State Intelligence 
Command would facilitate this. Other 
than this, the following is available 
from the NSW police Intranet: 

• Video by D/Supt Kopsias on Data 
Retention Laws, including Authorised 
officer considerations. The video is 
3min 49sec in duration. Approximately 
790 employees across the organisation 
clicked this training video from 2015 to 
March 2020 

• The iASK Information Request User 
Guide is available to assist. 

The QPS did not consider it necessary 
to deliver regular training programs to 
authorised officers to ensure that 
decisions were being made 
appropriately. This Agency was 
satisfied that all authorised officers had 
either received face-to-face training 
and/or had access to comprehensive 
guidance documentation hosted on the 
QPS intranet in order to make an 
informed decision in accordance with 
the requirements of Chapter 4 of the 
Act. 

How many authorisations for historic 
telecommunications data did your 
agency make in 2018/19? 

There were 17146 authorisations for 
historic telecommunications data  made 
in 2018/19. 

106,547 historical data authorisations 
(these include sections 178, 178A, and 
179 of the TIA Act). 

23,527 authorisations for historic 
telecommunications data along with 
368 pre-warrant checks conducted by 
the Telecommunications Interception 
Unit. 
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Question AFP NSW Police QLD Police Service 

How many authorisations for 
prospective telecommunications data 
did your agency make in 2018/19? 

4,633 1,062 2,790 

How many individuals did the 
authorisations for prospective 
telecommunications data made by your 
agency in 2018/19 relate to? If precise 
numbers cannot be provided, please 
provide an estimate with an 
explanation of how you arrived at the 
estimate. 

An estimated 1628 authorisations for 
prospective telecommunications data in 
2018/19 related to specified individuals. 
This estimation was reached by 
exporting data for the 2018/19 period 
and removing duplicate individual 
names. This figure does not take into 
account instances where the user of the 
telecommunication service was 
unidentified. 

772 Prospective Data Authorisations 
were made in 2018/19. 

2,105 nominated individuals were 
identified. In addition, on 93 occasions 
the person of interest in the relevant 
offence was recorded as ‘unknown’. 
This may have involved a scenario 
where the subject telecommunications 
service was identified as being utilised 
in a relevant offence, but the identity of 
the actual user was unknown at the 
time of making the authorisation. 

Since 13 April 2015, has your agency 
ever accessed a person’s 
telecommunications data in reliance on 
section 280 of the Telecommunications 
Act in conjunction with another law? If 
so:  

1. On how many occasions?  

2. On what dates?  

3. In each case, what law did you rely 
on to authorise the disclosure of 
telecommunications information (in 
conjunction with section 280)?  

4. In each case, why did you rely on 
that other law rather than using your 
powers under the TIA Act?  

5. In each case, did you use that 
information as part of an investigation? 

No. It does not appear that NSWPF made 
any requests under the provisions of 
s280 of the Telecommunications Act 1997 
(Cth) since 13 April 2015 

The QPS does not retain any centralised 
records which would indicate if 
telecommunications data was accessed 
in reliance upon section 280 of the 
Telecommunications Act 1997 in 
conjunction with another law. It is 
possible that such information may 
have been obtained by an officer of the 
Agency pursuant to a lawful search 
warrant issued under the provisions of 
Chapter 7 of the Police Powers and 
Responsibilities Act 2000 (Qld). 
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Question AFP NSW Police QLD Police Service 

If so, please provide details.  

6. In each case, did you use that 
information as evidence in a 
prosecution? If so, please provide 
details.  

In 2017/18, how many of the 
authorisations for historic 
telecommunications data that were 
made by your agency related to 
innocent parties? 

Unknown. The NSW Police Force Corporate 
Request System is unable to generate 
the requested information. The NSW 
Police Force is unable to quantify the 
specific number, as it would require an 
analysis of each individual 
authorisation that has been conducted. 
What is known by this agency is that it 
is possible to use telecommunication 
data as a corroborative tool in 
identification or elimination of a subject 
person relative to an investigation. That 
is, the person at or near the scene of the 
crime which is independent of other 
potential evidence. 

It is not possible to quantify an answer 
to these questions…A victim of an 
offence and a witness or person of 
interest is innocent, but as part of the 
investigation it may be necessary to 
have authorised access to their 
telecommunications data. Similarly, no 
records are kept in a format that 
identifies individuals ruled out of 
suspicion. 

As at 1 March 2020, when a person is 
ruled out from suspicion as a result of 
your agency’s use of authorisations for 
telecommunications data (whether 
historic or prospective) does your 
agency delete the individual’s 
telecommunications data from your 
system? If so:  

1. Whose responsibility is it to delete 
the individual’s telecommunications 
data from your system?  

No, all historic and prospective 
telecommunications data received by 
the AFP is routinely retained, except 
where there is a legislative requirement 
to delete the data. If data is received 
that is outside the scope of the 
authorisation, steps are taken to 
quarantine the data. 

As above. No centralised records are kept by the 
Agency to identify if a person subject of 
a prospective or historic 
telecommunications data authorisation 
has been ruled out from suspicion for 
an offence. This type of information is 
not a requirement of the Act.  

Furthermore, the provisions of Chapter 
4 of the Act do not provide for a 
destructions process for this type of 
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Question AFP NSW Police QLD Police Service 

2. What systems are in place to ensure 
that this happens?  

3. Is there a policy that governs these 
matters? If so, please provide the 
Committee with a copy. 

information, although it is highly 
desirable for the Agency to delete 
prospective data information when it is 
no longer required for an investigation 
due to the significant storage and 
retention costs.  

In the absence of any overarching 
legislative provisions, officers of the 
Agency rely upon the Queensland 
Police Service Retention and Disposal 
Schedule which identifies disposal 
action and retention periods based 
around offence types. 

As at 1 March 2020, did your agency 
hold any telecommunications data that 
related to an individual who had been 
ruled out from suspicion?  

1. If so, why?  

2. If not, how did you satisfy yourself 
that your agency does not hold any of 
this information? How can you be 
certain? 

All telecommunications data received 
by the AFP is routinely retained, except 
where there is a legislative requirement 
to destroy the data. . If data is received 
that is outside the scope of the 
authorisation, steps are taken to 
quarantine the data. 

As above. Whilst no centralised records are kept 
by the Agency to identify if a person 
subject of a prospective or historic 
telecommunications data authorisation 
has been ruled out from suspicion for 
an offence, it would be reasonable to 
believe that such a scenario would exist. 
The retention and reporting on this data 
set however would be problematic 
when you consider that suspicion can 
be a subjective proposition based upon 
the consideration of all available 
evidence at a particular point in time. 
The need to report on this information 
has not been a requirement of the Act. 

Source: Submissions: 15.3 (AFP), 39.1 (NSW Police) and 38.2 (QLD Police Service) 
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Thresholds for access to data 

Legislative thresholds 

2.35 As set out in chapter one, Sections 177 to 180 of the TIA Act outline other 
circumstances whereby sections 276, 277 and 278 of the Telecommunications 
Act 1997 do not prevent a disclosure of information by a holder of 
information or a document. These sections allow for authorisations to be 
made regarding: 

 the voluntary disclosure of information or a document if the disclosure 
is reasonably necessary for the enforcement of the criminal law or the 
enforcement of a law imposing a pecuniary penalty or for the protection 
of the public revenue (section 177); 

 the disclosure of existing information or a document for the purpose of 
enforcing criminal law (section 178) or for the enforcement of a law 
imposing a pecuniary penalty or for the protection of the public revenue 
(section 179); 

 the disclosure of information or a document that is reasonably necessary 
for the purposes of finding a person who the Australian Federal Police, 
or a police force of a state, has been notified is missing (section 178A); 
and 

 prospective access to information or documents, subject to the 
limitations listed, namely that: 
− the authorised officer must not make the authorisation unless he or 

she is satisfied that the disclosure is reasonably necessary for the 
investigation of: 

o (a) a serious offence; or 
o (b) an offence against a law of the Commonwealth, a State 

or a Territory that is punishable by imprisonment for at 
least 3 years. 

2.36 A number of submitters43 raise concerns that the threshold for accessing 
existing information or documents ‘reasonably necessary for the 
enforcement of the criminal law or the enforcement of a law imposing a 
pecuniary penalty or for the protection of the public revenue’ was set too 
low. 

                                                      
43  See Australian Human Rights Commission, Submission 8, p. 15; Law Council of Australia, 

Submission 29, p. 13 and Dr Monika Zalnieriute and Genna Churches, Submission 4, p. 23. 
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2.37 As one example the Law Council stated that 

for the regime to be proportionate with its aim of assisting in the protection of 
national security, public safety and addressing crime, access to existing 
telecommunications data should only be granted to criminal law enforcement 
and security agencies that investigate specific serious crimes such as serious 
indictable offences or specific serious threats to national security (as defined 
by section 4 of the Australian Security and Intelligence Organisation Act 1979 
(Cth) (ASIO Act)). A serious indictable offence could be defined in similar 
terms to section 15GE of the Crimes Act 1914 (Cth) (Crimes Act) as one that 
involves a range of matters (including, for example, espionage, sabotage or 
threats to national security, violence, firearms, importation and exportation of 
prohibited imports, theft, fraud, money laundering, harbouring criminals, 
forgery) and is punishable by at least three years' imprisonment.44 

2.38 Dr Monika Zalnieriute and Genna Churches recommended that  

the Committee consider implementing similar thresholds for the severity of 
crime as contained within the TIA Act s 5D ‘Serious Offences’ as per the 
requirement for obtaining a Telecommunications Interception Warrant.45 

2.39 Section 5D of the Telecommunications (Interception and Access) Act 1979 is set 
out in Appendix D of this report. 

Privacy concerns 

2.40 Data retained by telecommunications providers under the regime is 
classified as personal information and is protected by the Privacy Act 1988 
(Privacy Act) and section 180F of the TIA Act 1979, which stipulates that the 
use of retained data must be ‘justifiable and proportionate’. Section 187LA of 
the TIA Act extends the meaning of ‘personal information’ to cover 
information kept under Part 5-1A of the TIA Act. This section states that 
information that is retained as part of the MDRR is taken, for the purposes of 
the Privacy Act, to be personal information about an individual if the 
information relates to the individual or a communication to which the 
individual is a party.46 Agencies are able to collect the personal information 
of Australians for broad law enforcement purposes under the scheme.47 

                                                      
44  Law Council of Australia, Submission 29, p. 13. 

45  Dr Monika Zalnieriute and Genna Churches, Submission 4, p. 23. 

46  Law Council, Submission 29, p. 15. 

47  See La Trobe University Optus Cybersecurity Research Hub, Submission 10, p. 35. 
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2.41 The Department of Home Affairs noted that the Australian public has strong 
reservations about the sharing of their personal information and noted the 
Department’s commitment to managing Australian’s data appropriately: 

No organisation, whether government or industry, can afford to be 
complacent in appropriately managing Australians’ data. The Home Affairs 
Portfolio acknowledges this and is committed to ensuring the Data Retention 
Act remains proportionate, only impacting the privacy of Australians where 
necessary for legitimate law enforcement and national security purposes. 
Privacy protections in Australian law and the current authorisation 
framework for telecommunications data already establish robust privacy 
protections.48 

2.42 The Office of the Australian Information Commissioner (OAIC) assists and 
monitors entities with privacy responsibilities and provides guidance for 
entities on their Privacy Act 1988 obligations. The OAIC also provides 
ongoing assessments of how telecommunications service providers secure 
the telecommunications data that they collect and hold under the Regime.49 

2.43 Additionally, the national data breach scheme came into effect from 
22 February 2018. Established by the passage of the Privacy Amendment 
(Notifiable Data Breaches) Act 2017, this scheme creates an obligation to notify 
individuals whose personal information is involved in a data that is likely to 
result in serious harm and to recommend remedies. It applies to entities 
with existing personal information security obligations under the Privacy 
Act, including telecommunications operators and government agencies. Any 
notifiable data breaches must be reported to the OAIC under the scheme.50 

2.44 Many submitters remained concerned that the scheme did not adequately 
protect the privacy of Australians.51 Dr Monika Zalnieriute and Genna 
Churches submitted that, in their view, the existence of the MDRR was 
fundamentally incompatible with Australia’s right to privacy: 

                                                      
48  Department of Home Affairs, Submission 21, p. 8. 

49  Office of the Australian Information Commissioner, Submission 34, p. 7. 

50  Department of Home Affairs, Submission 21, p. 28. 

51  Dr Monika Zalnieriute and Genna Churches, Submission 4, pp. 6-7; Australian Human Rights 
Commission, Submission 8, pp. 5-6; La Trobe University Optus Cybersecurity Research Hub, 
Submission 10, p. 6 and pp. 35-27; Paul Templeton, Submission 17, p. [1]; Human Rights Law 
Centre, Access Now and Digital Rights Watch, Submission 19, pp. 5-6; Allens Hub for 
Technology, Law and Innovation, Submission 28, p. 4; Law Council, Submission 29, pp. 15-16; and 
Australian Privacy Foundation, Submission 30, p. 2. 
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First, we highlight that Australian data retention legislation permitting 
indiscriminate retention of metadata by communication service providers is 
incompatible with the right to privacy and especially the information sub-set 
of it, widely known as data protection or ‘data privacy’. This is especially in 
light of international developments, and in particular, the invalidation of Data 
Retention scheme in the EU.52 

2.45 The OAIC noted that their previous recommendations regarding privacy 
safeguards were only partially addressed in the Telecommunications 
(Interception and Access) Amendment (Data Retention) Act 2015: 

Some of the issues raised in the OAIC’s previous submission were addressed 
in the Telecommunications (Interception and Access) Amendment (Data Retention) 
Act 2015 (Cth) (amending Act). However, other key recommendations that 
sought to establish privacy safeguards to ensure the proportionality of the 
Regime were not adopted or fully adopted. Those earlier recommendations 
include: 

 that the Regime only require service providers to retain 
telecommunication information for the minimum amount of time 
necessary to meet law enforcement needs 

 that clear and narrowly defined language be used in the Regime, 
particularly to describe the kinds of information that service providers are 
required to collect and store under the Regime to effectively implement 
the intentions of the scheme and reduce uncertainty for service providers 
that collect and retain data 

 that in the absence of a warrant-based access scheme, the need to limit the 
purpose for which an authorisation to disclose telecommunications data 
can be made to where it is reasonably necessary to prevent or detect a 
serious offence and safeguard national security, and 

 recognising the important safeguards in limiting access to agencies 
involved in the detection of a serious offence and safeguarding national 
security, that any expansion of the definition of ‘enforcement agency’ be 
made by amendment to the TIA Act itself.53 

2.46 The OAIC further noted that the acts and practices of intelligence agencies 
are not subject to particular aspects of the Privacy Act: 

The acts and practices of intelligence agencies are not subject to the Privacy 
Act. Enforcement bodies, as defined in s 6 of the Privacy Act, are broadly 

                                                      
52  Dr Monika Zalnieriute and Genna Churches, Submission 4, p. 9. See also p. 11. 

53  Office of the Australian Information Commissioner, Submission 34, p. 4. 
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subject to the Privacy Act, however there are limitations to the extent to which 
the APPs in the Privacy Act apply to the operations of these bodies. For 
example, the limitation on using or disclosing information collected for a 
particular purpose other than the primary purpose does not apply where 
authorised by law or where the entity reasonably believes it necessary for an 
enforcement related activity.54 

2.47 The Law Council submitted that what precisely constitutes ‘personal 
information’ under section 187LA of the TIA Act remains ambiguous, 
especially following recent judicial developments: 

However, despite section 187LA of the TIA Act stating that retained data is 
‘personal information’ for the purposes of the Privacy Act, which would have 
the effect of engaging the protections of the Australian Privacy Principles, this 
is not a settled point of law as illustrated by the decision in  Privacy 
Commissioner v Telstra Corporation Ltd. In this decision, it was held that 
telecommunications data, specifically relating to the operation of mobile 
telephone services, is not regarded as ‘personal information’ for the purpose of 
section 6 of the Privacy Act as it not information ‘about an individual’ for the 
purpose of that section. The Law Council suggests that clarification in this area 
is needed.55 

2.48 Dr Monika Zalnieriute and Genna Churches also put to the Committee that 
the Privacy Act ought to be amended to acknowledge that metadata is 
‘personal information’ and ought to be subject to more stringent privacy 
protections, as metadata may be capable of identifying an individual: 

… we recommend the Privacy Act 1988 (Cth) be amended to include an 
explicit acknowledgement that metadata is ‘personal information’ and thus 
should be governed/covered by the same protection as any other personal 
data. Similar to CJEU in Tele 2 Sverige, the status of metadata was recently 
interrogated by the European Court of Human Rights in Big Brother Watch v 
UK where it held that metadata is just as important as the actual 
communications content in relation to the right for privacy. As explained by 
International Association of Privacy Professionals, metadata can be used to 
identify a person their location and other identifying information.56 

2.49 La Trobe University’s Optus Cybersecurity Research Hub also raised 
security concerns with regard to location information, and proposed that the 
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42 

 

TIA Act ought to state clearly that location information is personal 
information, as a matter of law: 

The better means of protecting privacy is to state clearly in the TIA Act 1979 
and the Privacy Act 1988 that location information is personal information, as 
a matter of law (as is already done on a narrower basis in section 187LA of the 
TIA Act 1979). Location information that is personal information should 
include, and be described as: 

i. the velocity, altitude, latitude about a mobile telecommunications device and 
the identity of a base station (cell tower); 

ii. whether a data point is accurate or estimated; 

iii. whether it is used for billing or not; and 

iv. whether generated prior to, at the start, during, at the end of, or after a 
telecommunications service; and 

v. when linked with other information, that is able to identify an individual 
and reveal personal information about the individual, whether aided by or 
not, the use of data analytics software.57 

2.50 The Inspector-General of Intelligence and Security (IGIS) raised privacy 
issues that were unique to ASIO’s powers under the MDRR, as the 
Australian Security Intelligence Organisation (ASIO) is not required to take 
privacy into account when seeking access to data under the scheme: 

IGIS further notes that, unlike enforcement agencies, there is no requirement 
in the TIA Act for ASIO to consider privacy before making a Chapter 4 
authorisation. In contrast, the authorised officer of an enforcement agency 
must be satisfied on reasonable grounds that any interference with the privacy 
of any person or persons that may result from the disclosure or use of 
information is justifiable and proportionate, having regard to certain specified 
matters.58 

2.51 The IGIS recommended that the Committee consider whether the current 
threshold for ASIO to access telecommunications data is appropriate and 
whether existing requirements provide for adequate consideration of 
individual privacy. 
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2.52 Not all submitters were in agreement regarding their concerns around 
privacy. The Synod of Victoria and Tasmania, a part of the Uniting Church 
in Australia, submitted that there was a strong social need for the scheme to 
functioning as it was, regardless of the impact on privacy: 

… it is clear the number of Australians engaged in online child sexual abuse 
activities far outweighs the resources of law enforcement agencies to deal with 
them all. This combined with the egregious nature of child sexual abuse more 
than justifies data retention, as outlined in the Act, of all Australians for at 
least two years to maintain the capability of law enforcement to combat online 
child sexual abuse to the extent that their resourcing allows for. The 
demonstrated likelihood that without data retention hundreds, if not 
thousands, of offenders engaged in online child sexual abuse offences will 
escape detection and prosecution over time, should outweigh any concerns 
about the impact of data retention on the right to privacy.59 

2.53 The Department of Home Affairs noted that it was satisfied with that the 
scheme appropriately balanced privacy concerns with the needs of law-
enforcement.60 

Notification of access to retained metadata 

2.54 Some submitters also found it concerning that the subject of a data request 
would not be notified that their metadata had been accessed. In practice, this 
means that individuals who have had their metadata accessed would not 
have the opportunity to make complaints to oversight bodies about the 
validity of such a request.61 

2.55 Indeed, some submitters proposed that the current regime ought to be 
amended to the notification of all persons whose telecommunications 
metadata has been accessed by criminal law enforcement agencies, 
enforcement agencies or ASIO.62 

2.56 The Human Rights Law Centre, Access Now and Digital Rights Watch 
raised in their submission that: 
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Notification is a basic safeguard that allows people to know when their 
privacy has been intruded upon, or for a journalist, where the confidentiality 
of their source has been compromised. The European Court of Justice has held 
that a person should be notified where their metadata has been accessed.63 

2.57 Additionally, the submitters raised that the lack of notification system in 
Australia, when combined with the fact that it is an offence for a person to 
disclose information about the existence of a journalist information warrant 
or related warrant application process, created a distinct lack of 
transparency. As was also noted by the Joint Councils of Civil Liberties, the 
absence of any notification requirements leaves individuals with the 
uncertainty that their private metadata may have been accessed.64 

Journalist Information Warrants 

2.58 While a warrant is not generally necessary for a Criminal Law-Enforcement 
Agency (CLEA) to request access to data under the TIA Act, there are 
specified protections in relation to journalists. Division 4C of Part 4-1 of the 
TIA Act permits a relevant law enforcement agency or ASIO to access 
telecommunications data under a Journalist Information Warrant (JIW). This 
kind of warrant enables an agency to make an authorisation for the use or 
disclosure of telecommunications data relating to the communications of a 
person working in a professional capacity as a journalist, or the employer of 
such a person, where the purpose of the authorisation would be to identify 
another person known or reasonably believed to be a source.65 

2.59 The warrant may specify conditions or restrictions related to the making of 
authorisations under the warrant.66 The issue of a warrant generates an 
obligation on the enforcement agency to notify the respective oversight 
body.67 A journalist in relation to whom such a warrant has been issued is 
not notified of the existence of the warrant. 
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2.60 Numerous submitters were concerned about the current functioning of the 
JIW regime.68 Australia’s Right to Know, a coalition of representatives from 
leading media agencies within Australia, did not believe that the current 
regime was functioning adequately in this area: 

While the intention of JIW Scheme may have been well-meaning, as it 
currently stands it does little to meaningfully deliver its stated aims. The JIW 
Scheme is poorly drafted, cloaked in secrecy and does nothing to address 
concerns relating to identification of journalists’ sources. In our view the JIW 
Scheme and related legislation relating to access to journalists’ records more 
broadly require fundamental reconsideration and immediate amendments.69 

2.61 Australia’s Right to Know recommended that accessing the metadata and/or 
content of journalists’ communications for any reason or purpose associated 
with undertaking professional journalistic activity should not be the subject 
of any authorisation for disclosure, including any warrant issued under the 
TIA Act. The organisation also suggested that, should the previous 
recommendation not be adopted, the scheme be overhauled to include: 

 A Journalist Information Warrant (JIW) is required for all warrants sought 
under the TIA Act when the subject of the warrant is a journalist, media 
organisation or similar;  

 an application for a JIW must be contestable and authorised only if the 
public interest in accessing the metadata and/or content of a journalist’s 
communication outweighs the public interest in not granting access; 

 the JIW Scheme must apply consistently to ASIO and enforcement 
agencies; and 

 transparency across all elements of the JIW Scheme is required.70 

2.62 The Law Council also held concerns regarding the current functioning of the 
JIW regime. The Law Council noted that the Australian Federal Police (AFP) 
had previously disclosed a breach of the TIA Act had occurred within the 
AFP, wherein there were four discreet authorisations associated with this 
breach. The Commonwealth Ombudsman investigated the breach and found 
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that the breach occurred due to failing to apply for a journalist information 
warrant and that the reasons for the breach occurring were due to 
insufficient awareness surrounding the JIW requirements and a lack of 
understanding of the officers’ responsibilities under the metadata regime.71 

2.63 The Law Council further noted that there was ‘practical difficulty’ in the 
current scheme, as without first accessing and examining the 
telecommunications data it may not be possible to identify if the data is that 
of the journalist, their employer or is capable of being used to identify a 
journalist’s source.72 The Law Council suggested an amendment of section 
180H of the TIA Act to remedy this situation: 

Section 180H of the TIA Act should be amended to include a paragraph so that 
a journalist information warrant is required for the authorisation of access to 
the telecommunications data of any person that may reasonably be believed as 
being used to identify a journalist’s source.73 

2.64 The Commonwealth Ombudsman also raised that section 180H of the TIA 
Act may require redrafting, as it appears to unintentionally limit the 
application of journalist information warrant requirements. This is due to 
the possibility that, under the current drafting of the section, it is possible for 
agencies to seek access to telecommunications data for the purposes of 
confirming whether the person disclosed information to a journalist and 
therefore whether they are a journalist’s source.74 

Judicial warrants 

2.65 Some submitters raised that any access to metadata under the TIA Act 
should require a judicial warrant or warrant issued by an independent 
authority.75 The Joint Councils of Civil Liberties submitted that a judicial 
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warrant regime for all access under the TIA Act was necessary due to the 
significant invasion of privacy that could occur under the scheme: 

It is increasingly clear that access to two years of retained telecommunications 
metadata does constitute a very significant invasion of privacy for effected 
individuals with significant flow-on implications. Prior warrant approval is 
therefore essential in ensuring that the access to this data is not only lawful but 
proportionate and necessary.76 

2.66 The Law Council also supported the introduction of a wider warrant process 
in order to provide further oversight of the regime: 

At present, apart from the journalist information warrant provisions, all of the 
current oversight mechanisms in the TIA Act are directed at reviewing 
telecommunications data access powers after they have been exercised. The 
Law Council considers that while these are necessary oversight mechanisms, 
they are not sufficient and should be enhanced by the introduction of a 
warrant process, which would provide prior review by a court or independent 
administrative body to determine the necessity of the request for the purposes 
of preventing or detecting serious crime.77 

2.67 The Law Council subsequently recommended that access to retained 
telecommunications data should be authorised by a warrant issued by an 
independent court or tribunal. The council suggested an exception for 
emergency situations, where there is a real and reasonable belief that there is 
a serious and immediate risk to public safety or health. In such a case, the 
Law Council recommended that access ought to be authorised via a non-
delegable Ministerial warrant that is subject to factors outlined in legislation. 

2.68 The Australian Human Rights Commission proposed a similar scheme, 
whereby a warrant or authorisation system by a court or independent 
administrative body, such as a tribunal, be implemented for access to 
retained communications data.78 
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Costs 

2.69 The Australian Communications and Media Authority (ACMA) set out the 
industry reported cost of complying with the data retention obligations as 
published in the ACMA’s Communications report 2016–171 and 
Communications report 2017–18: 

Table 2.2 Industry reported cost of complying with data retention obligations 

Financial year Data retention compliance cost 
(exclusive of data retention 
industry grants) 

Costs recovered from 
Criminal Law Enforcement 
Agencies 

2014-15 $11,972,288.15 $7,316,341.41 

2015-16 $44,426,132.06 $9,412,132.06 

2016-17 $119,793,739.83 $9,829,783.17 

2017-18 $35,355,577 $12,515,681 

Total $211,547,737.04 $39,073,9370.64 

Source: Australian Communications and Media Authority, Submission 3, p. 2. 

2.70 The Independent Broad Based Anti-corruption Commission (IBAC) 
described the cost of requesting data for periods longer than 12 months as 
‘prohibitive’ and suggested a need for consistency between service providers 
and 

standardised processes and costs between service providers, as well as greater 
oversight and regulation of this aspect of the data retention regime.79 

2.71 The Department of Home Affairs, reflecting the views of law enforcement 
agencies, agreed with the IBAC: 

Agencies have reported that, contrary to expectations, the unit cost of 
information within the now mandatorily retained data sets has not dropped 
since the conclusion of the grants program. They further expressed concern 
that though data retention has increased the availability of information, the 
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agencies harbour concern that the high cost of some datasets (especially data 
over 12 months old) may adversely impact agency demand for them.80 

2.72 The Department also provided detailed figures that showed the disparity in 
charges for comparable datasets.81 

2.73 Victoria Police pointed out that whilst section 314(2) of the 
Telecommunications Act stipulates that carriers should not profit from 
assisting law enforcement agencies access to telecommunications data by 
law enforcement agencies comes at a financial impost. They opined that 

It is not sufficiently transparent if carriers are meeting these obligations. 
Consideration should be given to incorporating regulations in the legislation 
to ensure that carriers charge agencies on a cost recovery basis only. Cost 
considerations are taken into account by authorised officers before approving 
requests for data and this can occur to the detriment of the investigation.82 

2.74 The Allens Hub for Technology, Law and Innovation raised specific 
concerns about the ‘cost per convictions’ in relation to the MDRR. They 
argued that: 

More critical scrutiny needs to be applied to claims about costs, and to 
whether these are proportionate to benefits obtained. One calculation 
compared costs against convictions: ‘In 2015-2016, the 63 agencies allowed to 
request access to retained metadata made nearly 334,000 requests, nearly all of 
which were for criminal investigations. Those 334,000 requests and $200 
million cost yielded 366 arrests and 195 convictions – a unit cost of more than 
$500k per arrest, and more than $1 million per conviction.’83 

Regulations and determinations 

2.75 The Department of Home Affairs informed the Committee that: 

Since the introduction of the Data Retention Act, no regulations or 
determinations have been made. However, a number of agencies have sought 

                                                      
80  Department of Home Affairs, Submission 21, p. 31. See also Australian Securities and 

Investments Commission, Submission 9, p. 5. 

81  Department of Home Affairs, Submission 21, p. 32. 

82 Victoria Police, Submission 41, p. 7. 

83  The Allens Hub for Technology, Law and Innovation, Submission 28, p. 7. 



50 

 

to be determined as law enforcement agencies, with others likely to do so in 
the future.84 

Security 

2.76 Section 187BA of the TIA Act requires service providers to protect the 
confidentiality of information that, or information in a document that, the 
service provider must keep, or cause to be kept, under section 187A by: 

(a) encrypting the information; and 
(b) protecting the information from unauthorised interference or 
unauthorised access. 

2.77 Section 187LA of the TIA Act deems telecommunications data to be personal 
information for the purposes of the Privacy Act. All entities that collect, use 
and disclose telecommunications data are therefore regulated by the Office 
of the Australian Information Commissioner (OAIC) , to the extent that they 
undertake activities that relate to telecommunications data. 

2.78 Telstra raised a concern that 

agencies and bodies not listed in s.110A of the TIA Act may not have 
sufficiently strong security measures to protect received data. Accordingly, we 
believe there is a need for the introduction of appropriate oversight 
mechanisms to ensure measures are in place to securely protect disclosed data 
and to control who can/can’t access the data.85 

Data destruction 

2.79 There are currently no provisions within the TIA Act that require retained 
data to be destroyed after a period of time. There is currently no framework 
under the scheme for agencies’ destruction of telecommunications data. 
Agencies may destroy this information at their discretion and are not 
required to keep records of the process.86 
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2.80 Submitters raised that not destroying data retained under the regime when 
it is no longer required for an identifiable purpose may increase privacy and 
information security risks.87 

2.81 The Office of the Victorian Information Commissioner recommended 
introducing an express requirement that metadata retained by service 
providers under this regime, that is older than two years and is not needed 
for any lawful purpose, be permanently destroyed.88 

2.82 The OAIC made a similar point when it stated that: 

The potential consequences of data and security breaches increase with the 
quantities of personal information retained. The OAIC considers that privacy 
protection of individuals would be improved if the Regime were to 
incorporate an express obligation on both service providers and enforcement 
bodies to destroy or de-identify telecommunications data after a specifically 
defined period.89 

2.83 The IGIS raised concerns in relation to the absence of a legislative 
requirement for ASIO to delete telecommunications data that is no longer 
needed. Section 31 of the ASIO Act and section 14 of the TIA Act require 
ASIO to destroy records of material obtained under a warrant if the 
Director-General is satisfied that the records are not required for the 
purposes of the performance by the Organisation of its functions or exercise 
of its powers. However, for data obtained under a Chapter 4 authorisation, 
in contrast, there is no such requirement.90 

2.84 In relation to ASIO the IGIS explained that: 

There's no obligation for ASIO to destroy data—leaving aside data that's been 
erroneously collected. For data that is lawfully collected there's nothing in the 
act, the guidelines or the archives rules which requires destruction. So there's 
no noncompliance if it's kept indefinitely. What there is in the ASIO guidelines 
is a general statement saying that ASIO may keep a large reference dataset.91 
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2.85 On how the destruction of data could be best implemented, the IGIS stated 
that: 

Any obligation like that imposed on ASIO would need to be overseen by us, 
and that oversight is greatly enhanced if the terms on which it's to be 
destroyed are very clear. With generalities, for instance, under the ASIO Act, 
there is a provision relating to warranted interception, I think, that relates to 
destruction, where the director-general is satisfied that the material is no 
longer relevant to issues of security. It may well be that in the Attorney-
General's guidelines more specificity can be given than that. But it's very 
difficult for us to take issue with the director-general's view of satisfaction 
and, moreover, if the director-general isn't mandated to address that issue 
then it's very difficult for effective oversight. So our concerns would be not 
with the policy but with the wording of the provision, to make sure it allows 
for sensible and efficient oversight.92 

2.86 The Commonwealth Ombudsman noted that the legislative inconsistency in 
this area was creating instances of non-compliance: 

Chapters 2 and 3 of the TIA Act prescribe strict frameworks for the destruction 
of telecommunications interception and stored communications information, 
respectively. However, these destruction frameworks place inconsistent 
obligations on agencies. During our inspections under the TIA Act, we 
routinely identify instances of non-compliance with destruction requirements, 
which arises largely as a result of these legislative inconsistencies.93 

2.87 The Commonwealth Ombudsman further noted that, despite the use of 
telecommunications interception being a similarly intrusive covert power, 
the destruction of those records is subject to less stringent requirements than 
those required for stored communications and that these inconsistencies are 
creating difficulties for agencies: 

For telecommunications interception records, agencies are only required to 
destroy the original record of the telecommunications interception and not any 
copies subsequently made. Conversely, for stored communications records 
agencies must destroy the original record as well as all copies. 
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Under both frameworks, the chief officer must cause the destruction of the 
records ‘forthwith’ but this term is not defined in the TIA Act. There is also no 
provision allowing the chief officer to delegate this obligation.   

Agencies have expressed frustration with these inconsistencies, the ambiguity 
surrounding the timeframe of ‘forthwith’ and the onus placed on chief officers 
to personally cause each destruction.94 

2.88 The Commonwealth Ombudsman expressly recommended the alignment of 
the destruction frameworks under the TIA Act, particularly that: 

 term ‘forthwith’ being defined to clarify what timeframe agencies are 
expected to destroy records within; 

 either destruction requirements for Chapter 2 being extended to copies of 
information or the destruction requirements for Chapter 3 records being 
limited to original records; and 

 the destruction frameworks including a provision to allow the chief 
officer to delegate their obligation to cause each destruction.95 

2.89 The Commonwealth Ombudsman gave evidence as to a different but related 
problem around premature destruction of data. The issue around this was 

in contrast to but not in contradiction of the IGIS's point, is that, if an 
authorisation is given and data is accessed and we come along six months 
later and do an inspection—bearing in mind that we do our inspections 
retrospectively, essentially so that we don't disturb or prejudice ongoing 
investigations—if the data has already been destroyed, then we can't make an 
assessment about whether or not the data that was accessed and used in some 
way was in accordance with the authorisation.96 

2.90 The Ombudsman expressed a need for clarity around destruction 
requirements and noted that other regimes such as the surveillance devices 
regime and the telecommunication intercepts regime provide such clarity. 
Further the Ombudsman stated that: 

There needs to be an appropriate framework to determine what data is 
accessed and that it's appropriately authorised and then how long it is 
retained and for what purposes and then what the regime is for its deletion. In 
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some of the other regimes where we have an oversight role, this has been 
made more clear. There is greater clarity around the requirements.97 

Complaints 

2.91 Under the terms of reference, the Committee must review the number of 
complaints about the scheme to relevant bodies, including the 
Commonwealth Ombudsman and the Inspector-General of Intelligence and 
Security. 

2.92 The Commonwealth Ombudsman is the primary body that provides a level 
of oversight over law enforcement agencies’ use of the scheme and assesses 
compliance once agencies have used their relevant access powers. Under the 
Ombudsman Act, the Ombudsman can receive complaints about the actions 
of Australian Government agencies and certain prescribed private sector 
organisations. Ombudsman’s office may investigate the complaint if they 
consider those actions to be wrong, unjust, unlawful, discriminatory or 
unfair. 

2.93 The Commonwealth Ombudsman noted these difficulties and, accordingly, 
the very small number of complaints that had been received about the 
scheme: 

Under the mandatory data retention scheme, an agency’s actions are covert so 
a person is typically unaware that an agency has accessed their 
telecommunications data. As a result, it is unlikely that the Office will receive 
a complaint about an agency’s actions to access telecommunications data 
under the scheme. The Ombudsman’s jurisdiction under the Ombudsman Act 
extends only to the actions of Commonwealth agencies (and certain prescribed 
private sector agencies), and the Office is unable to investigate complaints 
about the actions of State and Territory agencies. For these reasons, the 
Ombudsman has received only a small number of complaints about the 
scheme. 

Since the commencement of the scheme on 13 October 2015, the Ombudsman 
has received two complaints relevant to the Committee’s review. The first 
complaint (ref 2016-502150) alleged that a local council in NSW had accessed 
the complainant’s telecommunications data. This complaint was outside of the 
Ombudsman’s jurisdiction and the complainant was referred to the NSW 
Ombudsman. 

                                                      
97  Mr Michael Manthorpe, Commonwealth Ombudsman, Committee Hansard, Canberra, 7 February 

2020, p. 8. 



 55 

 

The second complaint (ref 2017-505262) alleged ‘abuse’, generally, by the AFP 
of the mandatory data retention scheme. The Office referred the complainant 
to the Professional Standards Unit, the complaint handling area within the 
AFP.98 

2.94 The IGIS does not receive complaints concerning the retention of 
telecommunications data by service providers under the data retention 
regime, as these matters are outside of the IGIS’s jurisdiction. However, the 
IGIS does have the capacity to consider complaints regarding ASIO’s use of 
the scheme: 

IGIS could consider any complaints received from service providers, 
employees or members of the public concerning ASIO’s access to, use of or 
sharing of data retained under the scheme. No such complaints have been 
received in the period since the introduction of the mandatory data retention 
regime.99 

2.95 However, as noted by the Law Council, subjects who have been impacted by 
these powers are not in a position to make a direct complaint about the use 
of such powers, as they are almost always unaware that any intrusion has 
occurred.100  

Oversight and data sharing  

2.96 Established via the Inspector-General of Intelligence and Security Act 1986, the 
Inspector-General of Intelligence and Security (IGIS) is independent 
statutory office holder that is responsible for viewing the activities of the 
agencies that collectively comprise the Australian Intelligence Community. 
The IGIS does not provide oversight regarding private sector service 
providers or the data retained by them. The IGIS’s oversight capacity is 
limited to ASIO’s access to retained telecommunications data, including 
under Chapter 4 of the TIA Act. 

2.97 Under the Ombudsman Act 1976 (Ombudsman Act), the Commonwealth 
Ombudsman receives complaints about the actions of Australian 
Government agencies and specified prescribed private sector organisations. 
This includes federal agencies that are determined to be CLEAs under the 
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TIA Act. The Ombudsman may investigate the complaint if they consider 
the actions of agencies to be wrong, unjust, unlawful, discriminatory and/or 
unfair. As the Ombudsman Act extends only to the actions of 
Commonwealth agencies, the Ombudsman cannot investigate complaints 
relating to the actions of State and Territory Agencies. 

2.98 While the Commonwealth Ombudsman has oversight of the MDRR, that 
oversight only applies to enforcement agencies. Service providers are subject 
to the Privacy Act, as administered by the Office of the Australian 
Information Commissioner, to the extent that their activities relate to data 
retained under this regime. 

2.99 On 24 January 2020, the AFP self-reported compliance issues to the 
Commonwealth Ombudsman dating back to 2007. According to the AFP, 
those issues related to record-keeping, authorisations and reporting of 
requests under section 180(2) of the TIA Act, as undertaken by ACT Policing. 

2.100 The Committee requested an explanation of why the AFP had not notified 
the Committee of these compliance breaches in a written submission to the 
inquiry. The AFP noted that the Ombudsman was yet to commence an 
inquiry and that, given the ongoing nature of the process, it was not 
appropriate to raise the issue at the hearing of 28 February: 

… given the extent and scope of the issue had not yet been determined and 
that the Ombudsman had not yet made a decision to commence an 
investigation, the AFP was not in a position to provide any reliable 
information in a written submission.101 

2.101 The AFP further explained their rationale for not raising this issue: 

Having regard to:  

 the expected focus of the Committee based on the terms of reference of 
the inquiry determined by the PJCIS under s187N of the TIA Act; 

 the uncertainty as to the extent and nature of the record keeping and 
reporting compliance issues; and, 

 discussions with the Ombudsman to determine the appropriate way to 
proceed, including the terms of reference and scope of an audit, were 
ongoing, 

                                                      
101  AFP, Submission 15.2, p. 3. 
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the AFP did not proactively inform the Committee at this point.102 

2.102 The Communications Alliance noted its ‘dismay and objection’ to the delay 
in the tabling of the past annual reports: 

we wish to record our dismay and objection to the fact that for the past two 
reporting periods (the periods during which the new DR Regime was in force) 
it took thirteen and a half months from the end of the relevant financial year to 
table these important reports in the House of Representatives (14 August 2017 
for the 2015-16 report, 15 August 2018 for the 2016-17 report).  

We are even more perplexed that the report for the 2017-18 reporting period – 
the only full reporting period outside the Implementation Phase – has (as at 12 
July 2019) still not been tabled and published, even though the PJCIS was due 
to commence its statutory review by 13 April 2019 (note the caretaker period) 
and, indeed, has requested submissions be made prior to the report being 
published. We expressly note that this is not a criticism of the PJCIS nor its 
timing of the inquiry process.103 

2.103 The Communications Alliance subsequently recommended that the 
legislation be revised to require that the reports, pursuant to s186 and 187P 
of the TIA Act, as this would add to transparency around the scheme and 
increase public confidence in the functioning of the regime. 

2.104 The sections referred to by the Communications Alliance are a little more 
nuanced than their suggested recommendation proposes. The Committee 
notes the following: 

 Section 186(1) requires that as soon as practicable, and in any event 
within 3 months, after each 30 June, the head (however described) of an 
enforcement agency must give the Minister a written report that relates 
to the year ending on that 30 June; 

 Section 186(2) provides that the Minister must prepare a report that 
contains the information set out in each report under subsection (1), 
other than the information referred to in paragraph (1)(cb). The report 
may contain any other information the Minister considers appropriate. 

 Section 186(3) provides that the Minister must cause a copy of a report 
under subsection (2) to be laid before each House of the Parliament 
within 15 sitting days of that House after the day on which the report 
was completed. 

                                                      
102  AFP, Submission 15.2, p. 4. 

103  Communications Alliance, Submission 27, p. 8. 
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 Section 187(P) requires that the Minister must, as soon as practicable 
after each 30 June, cause to be prepared a written report on the operation 
of this Part during the year ending on that 30 June. 

2.105 This matter is discussed further in chapter 5. 

2.106 Several submitters have suggested that the regime ought to be the subject of 
greater oversight and greater record keeping.104 The Inspector-General of 
Intelligence and Security (IGIS) specifically recommended an expansion of 
the record keeping regime. The IGIS proposed that it may be necessary for 
there to be legislative requirement for the relevant ASIO officer to record, in 
each instance, the reasons for which an authorisation was given under 
Chapter 4 of the TIA Act.105 

2.107 Additionally, the IGIS noted that ASIO is not required to apply or report to 
Ministers on individual data access authorisations under Chapter 4 of the 
TIA Act, which differs from warranted intrusions into personal privacy such 
as the interception of telecommunications, interception of mail, search 
activities, or computer access activities: 

The Committee may wish to consider whether reporting requirements should 
be strengthened, or whether reporting on data accessed outside the Chapter 4 
framework, if any, should be required. This could be achieved, for example, by 
enhancing the existing annual reporting requirements and/or by requiring 
periodic (for example, six-monthly) reports to the Minister on ASIO’s access to 
telecommunications data during the preceding period.106 

2.108 The IGIS suggested that it may be desirable to mandate some public 
reporting mechanisms in relation to journalist information warrants, in 
addition to ASIO’s classified annual reporting. The IGIS suggested that it 
may be appropriate to require ASIO to provide a report to the Attorney-
General on each journalist information warrant that is issued, consistent 
with other types of warrants issued under the ASIO Act and TIA Act and 
noted that reporting requirements could require ASIO to advise whether the 
data enabled ASIO to identify the journalist’s source(s), and whether the 

                                                      
104  Office of the Victorian Information Commissioner, Submission 23, p. 5; Law Council, Submission 

29.1, p. [1]; Koji Payne, Submission 32, p. 2; and Office of the Australian Information 
Commissioner, Submission 34.1, p. 3; and Inspector-General of Intelligence and Security, 
Submission 36, p. 10. 

105  Inspector-General of Intelligence and Security, Submission 36, p. 10. 

106  Inspector-General of Intelligence and Security, Submission 36, p. 10. 
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information was shared or will be shared with other domestic or foreign 
agencies.107 

2.109 The Commonwealth Ombudsman also has a role in overseeing 
Commonwealth agencies’ use of the telecommunications interception 
powers under Chapter 2 of the TIA Act.  The Commonwealth Ombudsman 
noted that agencies’ use of the telecommunications interception powers, 
which authorise the interception of a person’s live communications, involves 
greater privacy intrusion than the accessing of their stored communications 
and telecommunications data and that, accordingly, the TIA has higher 
thresholds placed on agencies’ use of the telecommunications interception 
powers. 

2.110 However, the Commonwealth Ombudsman noted that the Ombudsman’s 
oversight of Chapter 2 is comparatively narrower than that provided under 
Chapter 4A of the TIA Act: 

Under s 83, the Ombudsman’s oversight of telecommunications interceptions 
is limited to assessing compliance by Commonwealth agencies only in relation 
to their record-keeping and destruction obligations. Our Office does not 
provide a public report to the Minister under Chapter 2,18 which we consider 
is critical to our ability to influence improvements in agency compliance and 
to provide assurance to the public and Parliament on the use of the powers.108 

2.111 To increase accountability and transparency by agencies when conducting 
telecommunications interception, the Commonwealth Ombudsman 
proposed an alignment of the oversight framework under Chapter 2 with 
the comprehensive model provided for by Chapter 4A of the TIA Act.109 

2.112 Furthermore, agencies are not currently required to retain stored 
communications obtained under a warrant for the purpose of an 
Ombudsman inspection. The Ombudsman recommended that record-
keeping requirements under section 151 of the TIA Act to be expanded to 
require that agencies retain the stored communications they obtain under a 
warrant for the purposes of an Ombudsman inspection.110 

                                                      
107  Inspector-General of Intelligence and Security, Submission 36, p. 15. 

108  Commonwealth Ombudsman, Submission 20, p. 10. 

109  Commonwealth Ombudsman, Submission 20, p. 9. 

110  Commonwealth Ombudsman, Submission 20, p. 11. 
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2.113 The Office of the Australian Information Commissioner (OAIC) noted that 
all service providers with obligations under the regime are covered by the 
Privacy Act 1988 (‘Privacy Act’), and therefore also the Notifiable Data 
Breaches scheme, by virtue of section 187LA of the TIA Act. However, State 
and Territory enforcement agencies are not subject to the Privacy Act and 
there is no equivalent scheme for data breach notification in the States and 
Territories with privacy legislation. They therefore have no obligation to 
report Notifiable Data Breaches to the OAIC.111 

2.114 Such agencies could be brought within the jurisdiction of the Privacy Act in 
relation to their collection and use of telecommunications data for the 
purposes of the regime via utilising section 6F of the Privacy Act, which 
allows a State or Territory agency to be prescribed as an ‘organisation’ in 
relation to specific acts or practices. The OAIC stated that this would be of 
sufficient benefit to the oversight of the scheme: 

This would assist in providing an enhanced and consistent level of privacy 
protection in relation to telecommunications data that is handled across 
Australia, noting that any currently exempted bodies such as intelligence 
agencies and exceptions in relation to ‘enforcement’ bodies and ‘enforcement 
related activity’ would not be affected.112 

2.115 In addition the OAIC submitted to the Committee that: 

oversight of the mandatory data retention regime would be improved if the 
oversight agencies involved were authorised to share intelligence on matters 
of regulatory concern where there is a public interest to do so. To that end, the 
OAIC asks that the Committee consider addressing this issue by amendments 
to s 29 of the AIC Act, and any other statutes that apply similar constraints on 
information sharing.113 

2.116 In addition to the data sharing issues specifically related to oversight of the 
MDRRR the Law Enforcement Conduct Commission (LECC) also on a 
matter related to data in the course of them carrying out their duties. 

2.117 The LECC submitted that they are heavily reliant on telecommunications 
data to investigation police misconduct including criminal conduct. The 
LECC noted that the communication of misconduct information to the New 
South Wales Police Force, which may allow police to take disciplinary 

                                                      
111  Office of the Australian Information Commissioner, Submission 34.1, p. 5. 

112  Office of the Australian Information Commissioner, Submission 34.1, p. 5. 

113  Office of the Australian Information Commissioner, Submission 34.1, p. 4. 
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action, is an important function of the LECC and allows both agencies to 
ensure the integrity of policing within NSW.114 

2.118 The LECC noted the following: 

Under section 182 of the TIA Act, the current regime allows the LECC to 
communicate telecommunications data information for the enforcement of the 
criminal law. Notably, section 68 of the TIA Act allows the LECC to 
communicate lawfully intercepted information for the purposes of a police 
disciplinary hearing, for a decision by the police Commissioner to terminate 
the appointment of an officer and/or for the misbehaviour or improper 
conduct of an officer.115 

2.119 The LECC noted that 

the lawfully intercepted information that can be communicated under section 
68 includes not only the metadata, but also the content, meaning it is 
significantly more intrusive than telecommunications data alone.116 

2.120 The LECC requested that telecommunications data disclosures also be made 
lawful for this purpose. 

ASIO Guidelines 

2.121 Under section 8A of the Australian Security Intelligence Organisation Act 1979, 
ASIO is subject to a set of ministerial guidelines that govern its operation.117 
The Inspector-General of Intelligence and Security (IGIS) also raised that, as 
ASIO is exempt from the Privacy Act 1988 and is not subject to the 
requirements of the Australian Privacy Principles, ASIO’s Guidelines did not 
appropriate address the range of powers that ASIO had gained since the 
Guidelines issuance in 2007. The IGIS stated that the ASIO Guidelines are 
currently being reviewed and reissued as a matter of priority, but noted that 
the review of the Guidelines out to address the issue of telecommunications 
access: 

IGIS suggests that the question of the relative intrusiveness of access to the 
different types of telecommunications data available under the regime, and 

                                                      
114  Law Enforcement Conduct Commission, Submission 11, p. 5. 

115  Law Enforcement Conduct Commission, Submission 11, p. 5. 

116  Law Enforcement Conduct Commission, Submission 11, p. 5. 

117  The Attorney-General's Guidelines in relation to the performance by the Australian Security Intelligence 
Organisation of its function of obtaining, correlating, evaluating and communicating intelligence relevant 
to security (including politically motivated violence). (‘ASIO Guidelines’). 
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broader questions surrounding ASIO’s access to and retention of personal 
information, should be examined as part of the review process. IGIS suggests 
that a range of other matters, outside the scope of the Committee’s current 
inquiry, should form part of this review.118 

2.122 At the Committee’s public hearing on 14 May 2020 for its inquiry into  the 
Telecommunications Legislation Amendment (International Production 
Orders) Bill 2020, Home Affairs in relation to the Guidelines advise that they 
had been 

reviewing them for some time and going through quite a deal of consultation 
with both ASIO and IGIS to make sure we get them absolutely right. So, as 
you heard from ASIO, that process is very near its conclusion. We're hopeful 
that we will see revised guidelines in the near future.119 

Effectiveness of the regime 

2.123 The Department of Home Affairs linked effectiveness of the MDRR to the 
fact that data had been accessed in volume consistently: 

While the rate of use of telecommunications data has not significantly altered 
since the introduction of the Data Retention Act, the consistent volume of use 
demonstrates that this data remains a highly valued tool for law enforcement 
and intelligence agencies in their efforts to provide a safe and secure 
environment.120 

2.124 All law enforcement agencies which submitted to the Committee made 
strong claims regarding the effectiveness of the MDRR. As one particular 
example Victoria Police stated that 

Telecommunications data is a vital investigative tool used by Victoria Police to 
support its capability to detect and investigate serious and organised crime. It 
is widely used by Victoria Police, as evidenced by the volume of requests 
carried out each year and reflected in annual reporting…This data can provide 
key evidence and/or intelligence and is frequently used to refine an 
investigation. Access to this data is also used in lieu of more intrusive 
investigation methods, such as telecommunications interception. 

                                                      
118  Inspector-General of Intelligence and Security, Submission 36, p. 12. 

119  Mr Andrew Warnes, Assistant Secretary, National Security Policy Branch, Department of Home 
Affairs, Committee Hansard, Canberra, 14 May 2020, pp. 19-20. 

120 Department of Home Affairs, Submission 21, p. 19. 
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As technology continues to evolve and is increasingly used in the commission 
of crime, Victoria Police stresses the importance of access to 
telecommunications data to effectively investigate crime and keep the 
community safe.121 

2.125 In the public hearing the Director-General of ASIO set out how effective the 
regime is when he stated that 

access to retained data is absolutely critical in enabling ASIO to identify areas 
where terrorism, foreign interference or espionage is occurring. In terms of 
leads generation, it is absolutely critical for us as we go about our work to 
identify those security threats. It is a significant part of that. Without that, we 
would be considerably hamstrung.122 

2.126 Similarly the AFP Commissioner stated that in relation to lead generation 
and for development of criminal networks and  historical patterns the 
regime is one of the AFP’s ‘most valuable tools’.123 

2.127 After setting out the reasons for the MDRR in particular those related to 
serious crime and terrorism, the Law Council analysed some of the access 
data provided by Home Affairs and the AFP. The Law Council concluded 
that: 

It is clear that the majority of offences for which the data is being obtained are 
drug related offences, rather than offences relating to national security or child 
exploitation, and it is difficult to assess whether the offences investigated 
would be considered as serious crime without further information.124 

2.128 Mr Isaac Kfir argued that the MDRR was not effective as terrorists and 
violent extremists use other platforms and messaging applications. Mr Kfir 
stated: 

In sum, there is evidence that terrorists and violent extremists are recognising 
the ability of the state to collect their data, which is why they are adapting to 
the new environment by using applications and system that makes data 
collection hard, if not impossible. Consequently, we are collecting information 

                                                      
121  Victoria Police, Submission 41, p. 3. See also South Australia Police, Submission 43, p. 1 and 

Northern Territory Police, Submission 44, p. 2. 

122  Mr Mike Burgess, Director-General, Australian Security Intelligence Organisation, Committee 
Hansard, Canberra, 28 February, 2020, p. 25. 

123  Mr Reece Kershaw, Director-General, Australian Security Intelligence Organisation, Committee 
Hansard, Canberra, 28 February, 2020, p. 25. 

124 Law Council of Australia, Submission 29, p. 18. 
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that has little value for securing Australians, Australia and Australian 
interests.125 

2.129 In opposition to Mr Kfir’s point on ‘adaption’ the Synod of Victoria and 
Tasmania, Uniting Church in Australia stated that: 

The argument put forward by those opposed to data retention would appear 
to be that because some offenders may adapt their behaviour in response to 
the maintenance of law enforcement capability and escape capture, then the 
capacity of law enforcement should be permitted to be eroded.126 

Technological impacts 

2.130 Technological change, particularly in the area of telecommunications, is fast 
moving. This has the ability to impact on the MDRR, the effectiveness of the 
powers utilised by law enforcement and intelligence agencies and, as 
potentially more data than first envisaged is captured, the impact on the 
Australian public of the MDRR. 

2.131 Professor Rick Sarre outlined the issues in relation to the MDRR when he 
stated that 

the key fear was that the strategy, for its enormous cost — $740 million over 10 
years— was not future-proof. For technologies that can hide from metadata 
collection are readily available and widely used. Any encrypted messaging 
app — such as Wickr, Phantom Secure, Blackberry, WhatsApp, Tango, 
Threema and Viber — can circumvent data retention. Moreover, any secure 
drop system based on Tor is capable of evading metadata scrutiny too.127 

2.132 The Western Australia Police Force submitted on the impacts of 
technological change in relation to the ‘products’ available to law 
enforcement from telecommunication carriers/providers stating that 

products are not consistent or standardised across carriers. Providers are not 
obliged to update law enforcement with new products that become available, 
with jurisdictions discovering new services via inter-agency liaison. The 
advancement of technology (such as 5G) may result in metadata not covered 
under the retention scheme. Telecommunication providers may not retain or 

                                                      
125  Mr Isaac Kfir, Submission 22, p. 4. 

126  Synod of Victoria and Tasmania, Uniting Church in Australia, Submission 12, p. 1. 

127  Professor Rick Sarre, Submission 31, p. 1. 
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provide that metadata to law enforcement which will create losses in lines of 
enquiry which would otherwise be available.128 

2.133 Optus submitted that it was critical that the data retention regime should be 
reviewed and calibrated to deal with technologies that have emerged since 
the regime was initially designed: 

The vast volumes of what is likely to be classified as 'carriage service 
communication events' which are expected to be generated by wide-spread 
adoption of low latency machine-to machine 5G applications and IoT [internet 
of things] networks and subnets will challenge existing data storage capacities 
and data retrieval techniques if the current regime is applied to these 
technologies in on unmodified form. It will also have substantial implications 
for the overall cost and complexity of the data retention regime. It is not clear 
that there is law enforcement or national security imperative for large 
quantities of information to be retained about potentially vast numbers of 
routine machine to machine communications which IoT and 5G M2M 
[machine-to-machine] will facilitate. The data retention regime should be 
reviewed and calibrated to deal with these technologies which have emerged 
since the regime was initially designed.129 

2.134 Optus recommended that a report be commissioned from departmental 
officials on whether data retention obligations should be modified as they 
apply to low-latency 5G machine to machine services and applications and 
the emerging range of Internet of Things cases and devices.130 

2.135 The Australian Securities and Investments Commission (ASIC) continued to 
be confronted with advancements in the use of technology that are not 
covered by the provisions of the TIA Act and the mandatory data retention 
regime, as the datasets that are required to be retained by the TIA Act 
remain limited. ASIC cited in particular the difficulties posed by the use of 
Virtual Private Networks (VPNs) administered by overseas Internet Service 
Providers (ISPs) or Virtual Private Server Providers (VPSs) that are not 
subject to the TIA Act, as well as the use of Direct Inward Dialling (DID) 
providers, which allows persons from a foreign jurisdiction to call from 
what appears to be an Australian number.131 

                                                      
128  Western Australia Police, Submission 7, p. 1. 

129  Optus, Submission 24, p. 5. 

130  See also Telstra, Sub 35, p. 4 and Communications Alliance, Sub 27.1, p. [2], which discuss this 
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131  Australian Securities and Investments Commission, Submission 9, p. 3. 
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2.136 The Australian Commission for Law Enforcement Integrity (ACLEI) also 
noted that the current datasets retained under the TIA Act were becoming 
obsolete: 

As technological advances have changed the way in which people 
communicate, the way in which telecommunication providers charge 
customers has changed, as has the form of data (including transactional 
information, or metadata, the type of information that has proven to be of such 
value to law enforcement) which the providers need to collect. The datasets 
which are required to be kept under data retention legislation are, by and 
large, no longer required by telecommunications providers.132
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3. Access to telecommunications data 
under the Telecommunications Act 
1997 

 

3.1 This chapter sets out the evidence on the operation of access to 
telecommunications data as set out in sections 280 and 313(3) of the 
Telecommunications Act 1997 (Telecommunications Act). The operation of the 
Telecommunications Act is listed in this inquiry’s terms of reference as a 
relevant factor to the operation of the metadata retention scheme, as 
outlined in the Telecommunication (Interception and Access) Act 1979 (TIA Act). 
These sections are actively used by law enforcement bodies and periphery 
organisations in the course of undertaking their law-enforcement duties. 

3.2 Sections 280 and 313(3) of the Telecommunications Act 1997 are set out in 
Appendix E of this report. 

3.3 In brief, section 280 of the Telecommunications Act provides for the 
disclosure of information or a document in a case where the disclosure or 
use is in connection with the operation of an enforcement agency. Section 
313(3) provides that a carrier or carriage service provider must give officers 
and authorities of the Commonwealth and of the States and Territories such 
help as is reasonably necessary for enforcing the criminal law and laws 
imposing pecuniary penalties, along with other law-enforcement purposes 
as determined in the Act. 
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Operation and access 

3.4 Section 280 of the Telecommunications Act provides an exemption to the 
general prohibition on the disclosure of telecommunications within sections 
276, 277 and 278 of that Act, allowing agencies outside of the data retention 
scheme to use their own powers to seek access to this if the disclosure ‘if 
required or authorised under law’. Requests under section 280(1)(b) are 
facilitated by industry obligations under section 313(3) of the 
Telecommunications Act, which requires carriers and carriage service 
providers to give authorities ‘such help as is reasonable necessary’. 

3.5 Due to this, many organisations that fall outside of the listed Criminal-Law 
Enforcement Agencies (CLEAs) in section 110A of the TIA Act—which 
primarily includes federal and state policing and investigative bodies—are 
able to lawfully access telecommunications data under section 280 of the 
Telecommunications Act, provided the request falls within their legislated 
powers. As noted by the Department of Home Affairs, agencies outside of 
the TIA Act’s designated CLEAs are utilising section 280 of the 
Telecommunications Act ‘regularly to request telecommunications data’.1 

3.6 The Communications Alliance, which is the peak body that represents the 
vast majority of the carriers and carriage service providers that are tasked 
with heeding requests for data under both the TIA Act and the 
Telecommunications Act, provided compelling evidence to the Committee 
that sections 280 and 313(3) of the Telecommunications Act were 
functionally operating in a manner that went beyond what the Committee 
had anticipated in its Advisory report on the Telecommunications (Interception 
and Access) Amendment (Data Retention) Bill 2014.2 

3.7 The Communications Alliance noted in their first submission to the inquiry 
that industry had previous raised concerns on a number of occasions with 
various government departments and the PJCIS regarding the 
circumvention of the section 110A restrictions in the TIA Act3 by bodies and 
agencies that continued to seek access to telecommunications data outside 
the framework of the TIA Act, by requesting disclosure of such data via 
section 280 of the Telecommunications Act. 

                                                      
1  Department of Home Affairs, Submission 21, pp. 34-35. 

2  For more discussion on this point, see paragraphs 5.39 to 5.41 of this report. 

3  That is, the section 110A restrictions that designate which bodies are CLEAs and able to access to 
the metadata regime. 
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3.8 The Communications Alliance detailed the wide variety of organisations 
that were currently utilising the Telecommunications Act in such a manner: 

Several bodies/agencies that were excluded from the list of Criminal Law-
Enforcement Agencies with the introduction of the data retention regime are 
now simply relying on powers in their own statutes to request data. Such 
bodies/agencies include local councils (who request access to data to, among 
other things, manage traffic offences, unlawful removal of trees, illegal rubbish 
dumping and billposters). The RSPCA, the Environment Protection Authority 
and state coroners are other examples of entities that have managed to subvert 
the intended scope of the legislation.4 

3.9 The Communications Alliance provided an attachment in their submission 
(Attachment A), which is a non-exhaustive list of over 80 non-CLEA 
agencies that their carrier members have reported as seeking access to data 
via the Telecommunications Act.5 This list includes a diverse range of 
bodies, which includes organisations representing veterinarians, the fishing 
industry, mining industry, child protection interests, regulators, local 
councils and more. The Communications Alliance also reported that this list 
is ‘a serious and persistent phenomenon’ that ‘continues to grow in 
magnitude’.6 

3.10 When the Communications Alliance appeared at the Committee’s public 
hearing on 14 February 2020, the Communications Alliance’s representative 
reported that many of these organisations are unclear about precisely what 
data they are requesting: 

One of the difficulties they say that they often encounter when agencies 
outside the 22 CLEAs make data requests is that those requests can be 
imprecise. Sometimes these don't know exactly what they're looking for or 
what they're trying to find. Often they also have difficulty interpreting the 
data that they receive, come back to the service provider and try to work their 
way through it.7 

                                                      
4  Communications Alliance, Submission 27, p. 4. 

5  Communications Alliance, Submission 27, pp. 11-13 (Attachment A). 

6  Communications Alliance, Submission 27, p. 5. 

7  Mr Stanton, Chief Executive Officer, Communications Alliance, Committee Hansard, Canberra, 14 
February, 2020, p. 28. 
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3.11 Telstra supported the Communications Alliance’s view,8 stating that the 
agencies that have relied on section 280 of the Telecommunications Act are 
‘circumventing the intended restriction and avoiding assessment of whether 
disclosure is justifiable and proportionate’.9 Telstra also noted that the 
current state of affairs could impact public confidence in the data retention 
regime more broadly: 

There is a risk this type of access to telecommunications data could erode 
public trust in the Regime and undermine the relationship we have with our 
customers in relation to protection of their privacy. In some cases, these 
agencies and bodies are also not contributing to the cost recovery of the 
Regime.10 

3.12 Furthermore, as the regime stands, the Law Council raised that it was 
hypothetically possible for sections 280 and 281 of the Telecommunications Act 
to be used for low-level civil offences, such as digital piracy offences.11 The 
Law Council also raised that Subsection 313(1A) of the Act lack specificity 
and was contributing to the overly broad access that was occurring under 
the Telecommunications Act: 

Subsection 313(1A) of the Telecommunications Act now imposes a statutory 
obligation on a carrier or provider of carriage services to ‘protect 
telecommunications networks and facilities’ so as to ensure the confidentiality 
of communication and information contained on those networks and facilities. 
However, the phrase ‘do the carrier’s best’ lacks precision or definition as to 
what the minimum objective standards are to be considered acceptable to 
achieve the aims of the TSSR.12 

3.13 With regard to how often these provisions in the Telecommunications Act 
are currently being utilised, the Australian Communications and Media 
Authority (ACMA) is required under paragraph 57(f) of the Australian 
Communications and Media Authority Act 2005 to include in its annual report 
certain information on disclosures, including disclosures of customer 

                                                      
8  It ought to be noted that, while Telstra provided a separate submission, Telstra is also a member 

of the Communications Alliance. 

9  Telstra, Submission 35, p. 3. 

10  Ibid. 

11  Law Council of Australia, Submission 29, pp. 18-19. The Law Council specifically referred to the 
precedent set in Dallas Buyers Club LCC v iiNet Ltd, which allowed for the release of customer 
account information in relation to civil copyright proceedings. 

12  Law Council of Australia, Submission 29, p. 27. 
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information, made by carriers and carriage service providers during the 
reporting year. 

3.14 ACMA reported that in 2017-18, 11,976 disclosures were reported under 
section 280 of the Telecommunications Act, while 563,670 disclosures were 
made under all TIA Act provisions.13 In 2018-19, ACMA reported that 8,432 
of the 2,775,961 disclosures reported to it were made under section 280 of the 
Act.14 

3.15 The Department of Home Affairs rebutted the Communications Alliances’ 
construction of the operating of section 280 of the Telecommunications Act, 
noting that it could not operate independently to allow access to 
telecommunications data: 

Section 280 is not a ‘loop-hole’ to the framework governing access to 
telecommunications data in the TIA Act. Under no circumstances is it possible 
for enforcement agencies or non-enforcement agencies to rely solely upon 
section 280 to obtain access to telecommunications data.15 

3.16 The Department submitted that it supported the relevant provisions of the 
Telecommunications Act continuing to operate in their current form: 

It is important to note that section 280 itself does not authorise the disclosure 
of data. Rather, the section works in connection with existing laws, passed by 
Commonwealth or State and Territory legislative bodies, which set out their 
own thresholds and safeguards for access to personal information by relevant 
authorities. Section 280 enables these underlying laws to function as intended 
by relaxing the prohibition against disclosing telecommunications data if it is 
in response to a lawful request. Removing this exception would have serious 
implications to a range of entities across Australia.16 

3.17 The Department also noted that some Commonwealth, state and territory 
bodies, which are not CLEAs under the TIA Act, may have authority to 

                                                      
13  Australian Communications and Media Authority, Submission 3, p. [2]. For further detail, see 

also Australian Communications and Media Authority, Annual report 2017- 18, Appendix 6: 
Disclosures of information. 

14  As summarised by the Department of Home Affairs, Submission 21.3, p. 5. 

15  Department of Home Affairs, Submission 21.2, p. 23. 

16  Department of Home Affairs, Submission 21, p. 35. 
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access telecommunications data under other Commonwealth, State or 
Territory laws.17 

3.18 The Australian Local Government Association (AGLA) agreed with the 
Department’s view and expressed its support for the current functioning of 
section 280 of the Telecommunications Act, submitting that: 

ALGA’s view is that if metadata is required by council to pursue a breach of 
the law, council should be able to access the data to pursue criminal activities 
such as illegal dumping, removal of trees, traffic offences etc., if it is lawfully 
within their legislated powers.18 

3.19 The South Australian Attorney General’s Department also wrote to the 
Committee in support of the Telecommunications Act continuing on in its 
current form, noting the wide usage of the Act’s provisions in South 
Australia: 

I am aware that a number of State-based Government entities in South 
Australia rely on notice to produce powers and section 280(1)(b) of the 
Telecommunications Act to access telecommunications data. These entities 
include South Australia Police, the South Australian Independent 
Commissioner Against Corruption, Consumer and Business Services South 
Australia, and Primary Industry and Regions South Australia. I am aware that 
one of the reasons for an entity's access to telecommunications data, includes 
the ability to investigate and prosecute criminal offences, including historical 
'cold case' matters. 

To remove or restrict the ability of law enforcement and other relevant 
agencies from access to and use of telecommunication data would curtail such 
activities and may reduce the safety to the community.19 

3.20 However, the Office of the Australian Information Commissioner was 
concerned by the lack of safeguards that the Telecommunications Act was 
functioning under, noting that the current functioning of the Act reduced the 
effectiveness of safeguards in the TIA Act by allowing non-CLEA 
organisations to make requests for data outside of the TIA Act. The OAIC 
ultimately recommended that the Committee restrict the agencies that are 
permitted to access telecommunications data so that agencies able to access 

                                                      
17  Department of Home Affairs, Submission 21.2, p. 23; and Department of Home Affairs, 

Submission 21.3, p. 5. See this page for examples of such legislation.  

18  Australian Local Government Association, Submission 46, p. 1. 

19  Attorney General’s Department, South Australia, Submission 47, p. 1. 
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telecommunications data are limited to those covered by safeguards in the 
TIA Act .20 

Usage by Criminal Law-Enforcement Agencies 

3.21 Utilising the provisions of the Telecommunications Act, as discussed above, 
are technically an option that is legally open to agencies that are designated 
Criminal Law-Enforcement Agencies (CLEAs) under the TIA Act. However, 
organisations that are designated CLEAs under the TIA Act do not 
ordinarily make requests for data via the Telecommunications Act, as 
adequate measures for such organisations to access necessary data already 
exist under the TIA Act’s metadata framework. 

3.22 Submissions to the Committee indicate that certain CLEA agencies did not 
utilise section 280 of the Telecommunications Act at all, such as the 
Australian Federal Police, which has not used this provision since the 
introduction of the TIA Act’s metadata regime in 13 April 2015.21 Similarly, 
the New South Wales Police Force and the Queensland Police Service 
indicated that, as per their internal records, they had not made any requests 
under the section 280 since 13 April 2015.22 

3.23 The Australian Communications and Media Authority actively sought 
information from Commonwealth and selected state and territory agencies 
on whether they had used subsection 313(3) in the 2017-18 financial year. 
However, none reported utilising the provision,23 likely because many (if not 
all) were operating as CLEAs under the TIA Act framework. Indeed, the 
Department of Home Affairs confirmed that the Department was not aware 
of any instances where an agency, when acting in their capacity as an 

                                                      
20  Office of the Australian Information Commissioner, Submission 34, p. 10. For more on the OAIC’s 

call for reform, see paragraph 5.36 of this report. 

21  Australian Federal Police, Submission 15.1, pp. 29-30. Notably, Australian Federal Police, 
Submission 15.4 indicates that the AFP’s training materials only instruct authorised officers to 
utilise the TIA Act, the Crimes Act 1914 and the Surveillance Decides Act 2004 to access data. 

22  New South Wales Police Force, Submission 39.1, p. 26 and Queensland Police Service, Submission 
38.2, p. 18, noting that the Queensland Police Service does acknowledge the potential that an 
officer may have utilised of Chapter 7 of the Police Powers and Responsibilities Act 2000 (Qld) to 
a similar effect. 

23  Australian Communications and Media Authority, Submission 3, p. 2. 
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enforcement agency, has authorised access to telecommunications data 
under a law other than the TIA Act.24 

3.24 The only exception to this preference of the TIA Act over the 
Telecommunications Act was the Western Australia Police Force, which 
submitted that they currently also use some provisions of the 
Telecommunications Act where necessary, in conjunction with their general 
usage of the TIA Act’s metadata regime: 

The WA Police Force accesses 000 audio recordings from Telstra under section 
286 of the Telecommunications Act 1997. Call charge records from 000 calls are 
still requested under the TIA Act. The WA Police Force also accesses metadata 
under a warrant provided by s33(3) of the Coroners Act 1996 (WA) as the TIA 
Act does not make any provisions for access to data by police officers acting as 
Officers of the Coroner.25 

Oversight 

3.25 There is difficulty in any agency providing oversight of sections 280 and 313 
of the Telecommunications Act, as in the current environment requests 
made through the use of section 280 go unreported.26 Unlike requests for 
data under the TIA Act, there is no designated body supervising the use of 
sections 280 and 313 of the Telecommunications Act.27 

3.26 As noted by the Commonwealth Ombudsman, it is beyond its role to 
examine agencies’ access to telecommunications data outside of the TIA Act. 
The Ombudsman stated, however, that agencies have generally been 
forthcoming in providing information about their access to data outside of 
the TIA Act: 

During our inspections, we ask agencies whether they have sought access to 
telecommunications data under legislation other than the TIA Act. Agencies 
have typically been forthcoming in providing this information, which has 
revealed that some agencies have sought access to telecommunications data 
under the following legislation: 

 Telecommunications Act 1997 

                                                      
24  Department of Home Affairs, Submission 21.4, p. 11. 

25  Western Australia Police Force, Submission 7, p. 4. 

26  Communications Alliance, Submission 27, p. 8. 

27  Allens Hub for Technology, Law and Innovation, Submission 28, p. 10. 
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 Migration Act 1958,14 and 

 Coroners Act 1995 (Tas).28 

3.27 The Ombudsman subsequently recommended that the Committee consider 
whether there should be external oversight of access to telecommunications 
data outside the TIA Act.29 This is a view that is supported by the Australian 
Privacy Foundation, which reflected on the lack of record keeping that is 
currently occurring in this area: 

There is no public report (and no requirement to report) on how the data 
collected is used in sufficient detail for proper review of claims of necessity. … 
This applies especially to the scope for ‘voluntary’ collection and ‘voluntary’ 
provision of access under the TIA Act outside the mandatary regime which 
escape even the keeping of records for inspection in that regime; and collection 
and access done under s 280 of the Telecommunications Act 1997, which 
escape the oversight of the Ombudsman.30 

3.28 The Office of the Australian Information Commissioner (OAIC), which is 
responsible for monitoring compliance by service providers with those 
record keeping requirements under both the Telecommunications Act and 
the TIA Act, noted that, under both Acts, service providers were required to 
keep records of disclosures: 

If service providers disclose information under certain provisions of the 
Telecommunications Act or the TIA Act, they must create and keep a record of 
the disclosure. Part 13 Division 5 of the Telecommunications Act authorises 
the OAIC to monitor compliance by service providers with those record 
keeping requirements. Provisions of the TIA Act expressly confer powers of 
oversight on the Commonwealth Ombudsman over enforcement agencies’ 
access to telecommunications data under the TIA Act.31 

3.29 The OAIC has also conducted assessments of service providers’ record 
keeping obligations when disclosing personal information to law 
enforcement under the Telecommunications Act. The OAIC stated that the 
records kept by service providers, as outlined in section 306 of the 
Telecommunications Act, include: 

                                                      
28  Commonwealth Ombudsman, Submission 20, p. 8. 

29  Commonwealth Ombudsman, Submission 20, p. 9. 

30  Australian Privacy Foundation, Submission 30, p. 6. 

31  Office of the Australian Information Commissioner, Submission 34, p. 6. See also Department of 
Home Affairs, Submission 21, p. 28 and Department of Home Affairs, Submission 21.2, p. 26. 
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 the name of the person making the disclosure; 
 the date of the disclosure; 
 the grounds for the disclosure (such as the legislative provision under 

which the disclosure is authorised); 
 any applicable authorisation under the TIA Act; 
 any other bodies involved in the request; and 
 the telecommunications service used. 

3.30 However, the Department of Home Affairs noted that there are no 
legislative requirement for carriers and carriage service providers to report 
which agencies they disclose this data to: 

… the disclosure of data under section 280 is largely regulated by industry. 
Further, there is currently no legislative requirement for carriers and carriage 
service providers to report which agencies they disclose this data to, as had 
previously been released through the TIA Act annual reports.32 

3.31 Service providers are also not required to keep records of information 
relating to the kinds of information included in a disclosure, such as the 
types of telecommunications data that were disclosed.33 The OAIC noted 
that this effectively limited their oversight role in this area, and subsequently 
recommended that section 306(5) of the Telecommunications Act be amended 
to include greater detail in record keeping in order to increase the OAIC’s 
oversight role: 

This means that the OAIC’s inspections under section s 309 of the 
Telecommunications Act do not allow officers to consider whether only 
necessary personal information is being disclosed by service providers when 
responding to information requests from enforcement agencies. 

Accordingly, the OAIC recommends that the Committee consider an 
amendment to s 306(5) of the Telecommunications Act that requires service 
providers to keep records relating to the kinds of information included in 
disclosures. Such an amendment could, for example, require service providers 
to itemise the types of telecommunications data set out in s 187AA of the TIA 
Act that were disclosed. 

                                                      
32  Department of Home Affairs, Submission 21, p. 34. 

33  See Office of the Australian Information Commissioner, Submission 34.1, p. 3. 
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The OAIC could then oversee the extent to which service providers comply 
with such a requirement, utilising the monitoring functions conferred by s 309 
of the Telecommunications Act.34 

3.32 At the Committee’s public hearing on 7 February 2020, the OAIC 
emphasised the limited record keeping currently available and the 
limitations this created for the OAIC’s ability to inspect such content, and 
also raised the difficulties associated with section 29 of the Australian 
Information Commissioner Act 2010, which currently limits what information 
the OAIC can share with the Commonwealth Ombudsman.35 This 
subsequently limits the level of detail that the two organisations can 
exchange when working collaboratively. 

Need for reform 

3.33 Several submitters called for reform of sections 280 and 313 of the 
Telecommunications Act, including submitters from civil society,36 private 
enterprise,37 academia38 and oversight agencies.39 The Human Rights Law 
Centre, Access Now and Digital Rights Watch were particularly stringent in 
calling for these sections of the Act to be amended to limit access to 
organisations that are Criminal Law-Enforcement Agencies (CLEAs) under 
the TIA Act: 

… it is clear that this safeguard is insufficient to protect Australians’ right to 
privacy and freedom of expression and opinion. We recommend, first, that 
sections 280 and 313 of the Telecommunications Act 1997 (Cth) be 
immediately amended so that access to metadata is restricted to the law 
enforcement agencies listed in the TIA Act, in accordance with the 
Government’s commitment.40 

                                                      
34  Office of the Australian Information Commissioner, Submission 34.1, pp. 3-4. 

35  Ms Falk, Australian Information Commissioner and Privacy Commissioner, Committee Hansard, 
Canberra, 7 February, 2020, p. 19. 

36  Mr Paul Wilkins, Submission 16, p. 3; and Human Rights Law Centre, Access Now and Digital 
Rights Watch, Submission 19, p. 7 and p. 13. 

37  Communications Alliance, Submission 27, p. 5 and p. 10; and Telstra, Submission 35, p. 3. 

38  Monika Zalnieriute and Genna Churches, Submission 4, p. 8 and p. 21. 

39  Office of the Victorian Information Commissioner, Submission 23, pp. 2-3; and Office of the 
Australian Information Commissioner, Submission 34, pp. 10-11. 

40  Human Rights Law Centre, Access Now and Digital Rights Watch, Submission 19, p. 13. 
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3.34 Notably, the Office of the Victorian Information Commissioner was also 
concerned by the ‘scope creep’ caused by this interaction between the 
Telecommunications Act 1997 and the TIA Act41 and recommended that 
there be a legislative restriction to ensure that information retained under 
the TIA Act only be disclosed under provisions in the TIA Act, in so far as 
possible.42 

3.35 The OAIC also called for reform of the Telecommunications Act’s 
interactions with related provisions of the TIA Act. The OAIC noted the use 
of the Telecommunications Act as an alternate method of accessing data for 
agencies that were not eligible to do so under the TIA Act, and subsequently 
firmly recommended that such access by limited to agencies covered by the 
safeguards within the TIA Act 

The OAIC recommends that the Committee consider implementing an 
enforceable restriction on the agencies that are permitted to access 
telecommunications data, noting this was a safeguard that provided privacy 
protections in the absence of more formal mechanisms such as a warrant-
based access regime. As the law currently stands, there appears to be 
mechanisms for accessing telecommunications data outside of the TIA Act 
that, while permitted, have the practical impact of reducing the effectiveness 
of safeguards in the TIA Act. 

The OAIC recommends that the Committee implement measures to restrict 
the agencies that are permitted to access telecommunications data so that 
agencies able to access telecommunications data are limited to those covered 
by safeguards in the TIA Act.43 

3.36 This view was also supported by Telstra, which is tasked with practically 
executing the metadata regime. Telstra called for the TIA Act to be the only 
Act via which CLEAs, as determined by the TIA Act itself, can request data: 

Our proposed solution is for all organisations accessing telecommunications 
data (even if they are not an identified law enforcement agency) to be required 
to follow the process set out for enforcement agencies in Division 4 of Chapter 
4 of the TIA Act. While this approach would not limit the non-law 
enforcement agencies from accessing telecommunications data, it would have 
three benefits: 

                                                      
41  Office of the Victorian Information Commissioner, Submission 23, pp. 2-3. 

42  Office of the Victorian Information Commissioner, Submission 23.1, p. 2. 

43  Office of the Australian Information Commissioner, Submission 34, pp. 10-11. 
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 It would mean carriers and carriage service providers would not bear the 
burden to check and verify the coercive powers of every State, Territory 
or Commonwealth agency/department requesting data. 

 It would require the authorising officer to consider whether access to the 
data is justifiable and proportionate, etc. 

 It would provide clarity that all entities seeking telecommunications data 
are captured under the standard cost recovery system of the Regime, 
which may also encourage them to carefully consider the amount and 
scope of data required.44 

3.37 Telstra’s argument that all agencies must be required to follow the same 
process and be subject to the same obligations and constraints (such as the 
test of proportionality) is a proposition that is supported by the 
telecommunications industry more generally, as represented via the 
Communications Alliance’s submission.45 The Communications Alliance 
firmly outlined its support for such a reform: 

Communications Alliance believes that the current TIA Act and Telco Act 
would benefit significantly from the elimination of loopholes and a tightening 
of requirements and limitations to ensure that the DR [data retention] Regime, 
while being fit for purpose and effective, does not unnecessarily restrict civil 
liberties, infringes onto the privacy of individual and creates unintended and 
unnecessary complexities for Industry.46 

3.38 In direct response to the concerns raised by the Communications Alliance 
and Telstra, the Department of Home Affairs stated that, they believed 
section 280 of the Telecommunications Act was ‘operating effectively and as 
intended’, and recommended that, in lieu of reform, stakeholders ought to 
be provided with more information about the provision: 

… after assessing the concerns raised by submitters to this review, 
Communications and Home Affairs see merit in developing further guidance 
for stakeholders on section 280 and other related elements in the 
Telecommunications Act. This guidance material will further clarify the types 
of telecommunications data that may be accessed outside the framework in the 
TIA Act, and the operation of existing cost recovery mechanisms, and will 

                                                      
44  Telstra, Submission 35, p. 3. 

45  The Communications Alliance represents almost all relevant private enterprise that carries out 
the requirements of the TIA Act in relation to data retention. Their substantial list of members 
can be found on their website: https://www.commsalliance.com.au/about-us/membership. 

46  Communications Alliance, Submission 27, p. 5. 

https://www.commsalliance.com.au/about-us/membership


80 

 

explain the important role section 280 plays in facilitating investigations into 
matters of concern to the public.47

                                                      
47  Department of Home Affairs, Submission 21.1, p. 22. 
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4. International comparisons 

 

4.1 The Committee’s terms of reference stipulate that this review consider 
developments in international jurisdictions since the passage of the Bill. 
Since the Committee’s Advisory report on the Telecommunications (Interception 
and Access) Amendment (Data Retention) Bill 2014, tabled on 27 February 2015, 
there have been substantial developments in the international domain, 
notably following determinations by the Court of Justice of the European 
Union. This chapter considers the general principles that apply in this area 
in the international jurisdiction, before discussing area-specific 
developments regarding the European Union, United Kingdom and United 
States. 

General principles 

4.2 While the state of international jurisdictions is, of course, not binding upon 
Australia, the Office of the Australian Information Commissioner (OAIC) 
notes that such evidence does nonetheless indicate how other jurisdictions 
have sought to balance the proportionality of law enforcement objectives 
and human rights obligations and is thus worthy of consideration.1 Given 
that the area of data retention is particularly fast-moving, due to the nature 
of subject technologies, the international environment has developed 
significantly since the passage of the bill in 2015. 

                                                      
1  Office of the Australian Information Commissioner (OAIC), Submission 34, p. 14. 
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4.3 Some submitters noted that Australia’s international position with regard to 
its data retention scheme is an outlier.2 Monika Zalnieriute and Genna 
Churches have described Australia’s position thus: 

Australia’s current data retention regime does not sit comfortably with recent 
developments in other jurisdictions, such as the EU and USA, and has been 
described as being ‘off with international precedent’.3 

4.4 Within its submission, the Department of Home Affairs outlines comparable 
international jurisdictions, primarily in the EU. The only country with a 
regime longer than two years is Italy, which extends the retention period to 
six years for both telephone and internet traffic data (excluding the content 
of the communications). Only Poland and Ireland, as listed by the 
Department, have a comparable length of two years, and each country’s 
respective scheme is currently under judicial challenge.4 

4.5 The vast majority of listed schemes retain data for a period of 12 months5 or 
less.6 Additionally, ten of the countries listed have schemes that are 
currently under legal challenge and/or review,7 while five have schemes that 
have been declared unconstitutional or been otherwise ceased.8 Twelve 

                                                      
2  See Monika Zalnieriute and Genna Churches, Submission 4, p. 5; La Trobe University, Submission 

10, p. 35; Australian Privacy Foundation, Submission 30, p. 1; and OAIC, Submission 34, p. 14. 

3  Monika Zalnieriute and Genna Churches, Submission 4, p. 5 (citing Kat Lane, David Lindsay and 
David Vaile, Australian Privacy Foundation, Submission to Department of Communications and 
the Arts and Attorney-General’s Department (2016), Review of Access to Retained Data in Civil 
Proceedings, 13 January 2016, p. 15). 

4  See Department of Home Affairs, Submission 21, pp. 40-43. 

5  Belgium (however, 36 months for ‘publicly available’ telephone services), Bulgaria (six month 
extension can be requested), Denmark, Finland, France, Greece, Hungary (six months for 
unsuccessful calls), Malta (1 year for fixed, mobile and internet telephony data, only 6 months 
for internet access and internet email data), Netherlands (one year telephony, 6 months for 
internet related data), Portugal, Slovakia, United Kingdom and United States of America. NB 
that Latvia is an outlier at 18 months. See Department of Home Affairs, Submission 21, pp. 40-43. 

6  Cyprus, Lithuania, Luxembourg, Russia, Sweden and Switzerland all retain data for six months. 
Slovenia retains data for eight months, while Germany only retains data for four to ten weeks. 
See Department of Home Affairs, Submission 21, pp. 40-43. 

7  Finland, Germany, Hungary, Ireland, Luxemburg, Netherlands, Poland, Spain, Sweden and 
Switzerland. See Department of Home Affairs, Submission 21, pp. 40-43. 

8  Belgium, Bulgaria, Cyprus, Slovakia and Slovenia. See Department of Home Affairs, Submission 
21, pp. 40-43. 
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countries have schemes that are implemented and not subject to serious 
review, as at the time of the Department’s submission.9 

4.6 Some submitters were concerned with the Australian scheme’s interaction 
with international human rights, privacy and freedom of expression 
obligations, particularly with regard to 17 and 19 of the International 
Covenant on Civil and Political Rights (ICCPR).10 The Australian Human 
Rights Commission raised that the right to privacy as outlined in article 19 of 
the ICCPR was particularly pertinent, as it encompasses a right against 
unlawful or arbitrary collection of personal information by others, including 
government, and that any limitation of this right must be proportionate and 
necessary to achieve a legitimate objective.11  

4.7 As noted by the Department of Home Affairs, it is the prerogative of each 
country to legislate on collection of telecommunications data to ensure ‘an 
appropriate balance between its citizens’ expectations of privacy and the 
requirements of law enforcement and intelligence agencies’.12 The 
Department also noted that 

While it is useful to monitor international trends in data protection and 
retention, it is expected that each country will seek to adopt measures that are 
necessary and proportionate to their own unique circumstances. In comparing 
international models for data retention, the vast differences in domestic 
agencies’ functions, investigative behaviours and the threat environment in 
which they operate should be considered.13 

4.8 Furthermore, the Department raised Australia’s international obligations 
under Article 14(2) of the Convention on Cybercrime of the Council of Europe, 
which requires parties to ensure that telecommunications data (and other 
evidence in electronic form, other than the content of communications and 

                                                      
9  Australia, Denmark, Estonia, Greece, France, Italy, Lithuania, Latvia, Malta, Portugal, Russia 

and the United Kingdom. This assessment, broadly, was also discussed by the OAIC: OAIC, 
Submission 34, p. 14. 

10  Australian Human Rights Commission, Submission 8, pp. 3-7; La Trobe University Optus 
Cybersecurity Research Hub, Submission 10, pp. 34-35; Human Rights Law Centre, Access Now 
and Digital Rights Watch, Submission 19, pp. 3-4; Law Council, Submission 29, p. 7. 

11  Australian Human Rights Commission, Submission 8, pp. 5-6. 

12  Department of Home Affairs, Submission 21, p. 36 and Department of Home Affairs, Submission 
21.2, p. 27. 

13  Department of Home Affairs, Submission 21.2, p. 27. 
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prospective or future telecommunications data) is available for the 
investigation of any criminal offence.14 

European Union 

4.9 As noted in the submission from La Trobe University’s Optus Cybersecurity 
Research Hub, Australia has no substantively established common law right 
to privacy and no constitutional protection of privacy, whereas the 
European Union’s member states operate under the Charter of Fundamental 
Rights of the European Union.15  

4.10 The European Union’s Data Retention Directive (Directive 2006/24/EC) was 
passed in 2006 and required that telecommunications providers retain traffic 
and location data belonging to individuals or legal entities, with a retention 
period of between six months and two years.16 The limit placed on this 
power was that such access must be necessary, appropriate and 
proportionate, within a democratic society for specific public order 
purposes. The Directive’s purpose was to assist member states in 
preventing, investigating, detecting and prosecuting serious crime, such as 
organised crime and terrorism. Significantly, Australia’s Telecommunications 
(Interception and Access) Amendment (Data Retention) Act 2015 was 
substantially based on this directive. 17 

4.11 In 2014, before the passage of the bill, the Directive was challenged on the 
grounds of an infringement to the right to private life, and the right to the 
protection of personal data of individuals, as reflected in Articles 7 and 8 of 
the Charter of Fundamental Rights of the European Union. 

4.12 The Directive was found invalid by the Court of Justice of the European 
Union (CJEU) on the grounds that the general and indefinite retention of 
various categories of data ‘exceeds the limits of what is strictly necessary 
and cannot be considered to be justified’.18 Notably, as raised by the Joint 
Councils for Civil Liberties in their submission, the European Court of 

                                                      
14  Department of Home Affairs, Submission 21.2, p. 19. 

15  La Trobe University Optus Cybersecurity Hub, Submission 10, pp. 31 and 35. 

16  See Law Council of Australia, Submission 29, pp. 13-14. 

17  See Office of the Australian Information Commissioner (OAIC), Submission 34, p. 13 and La 
Trobe University Optus Cybersecurity Hub, Submission 10, p. 29. 

18  As discussed in Department of Home Affairs, Submission 21, p. 36 and Monika Zalnieriute and 
Genna Churches, Submission 4, p. 6. 
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Justice was troubled by the potential for data, when taken as a whole, to 
‘allow very precise conclusions to be drawn concerning the private lives of 
the persons whose data has been retained,’19 adding to the determination 
that the scheme was disproportionate.20 

4.13 As noted by the Australian Human Rights Commission, the (CJEU) 
identified three aspects of the Directive that were particularly problematic: 

1 the collection of personal data was indiscriminate, in that it applied to data 
of all people regardless of whether or not there was any evidence ‘capable of 
suggesting that their conduct might have a link, even an indirect or remote 
one, with serious crime’  

2 the Directive failed to lay down any objective criterion by which to 
determine the limits of access and use of the data by authorities, to ensure 
that the data was only accessed and used in relation to the investigation of 
offences of sufficient gravity to justify the interference with the right to 
privacy  

3 the retention period failed to distinguish between categories of data based 
on their potential usefulness in investigating criminal offences.21 

4.14 This case, Digital Rights Ireland Ltd v. Minister for Communications, Marine and 
Natural Resources (‘Digital Rights Ireland’),22 was followed by subsequent legal 
challenges to legislation that sought to introduce data retention schemes, 
which have been ruled invalid due to their inconsistency with Articles 7 and 
8 of the Charter of Fundamental Rights of the European Union. 

4.15 While the CJEU did not rule on the validity of national laws implementing 
the invalidated directive in the Digital Rights Ireland case, some member 
states invalidated their domestic rules and others have amended or 
introduced new data retention laws, while others kept their current schemes 
in situ.23 

4.16 In 2016, through Tele2 Sverige AB v Post-Och Telestyrelsen and Secretary of 
State for the Home Department v Watson (‘Tele2 Sverige’) (C-203/15 and 
C-698/15), the CJEU built on previous judgements in Digital Rights Ireland 

                                                      
19  Joint Councils for Civil Liberties, Submission 26, p. 5. 

20  The Australian Privacy Foundation also emphasised this point. See Australian Privacy 
Foundation, Submission 30, p. 3. 

21  Australian Human Rights Commission (AHRC), Submission 8, p. 6. 

22  Case No. C-293/12 and C-594/12. 

23  Monika Zalnieriute and Genna Churches, Submission 4, p. 6. 
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and, as well as constitutional orders from member states to forge a 
consensus on data retention.24 It ruled that member states could adopt 
legislation that reflected a proportionate approach to data retention: 

… permitting, as a preventative measure, the targeted retention of traffic and 
location data, for the purpose of fighting serious crime, provided that the 
retention of data is limited, with respect to the categories of data to be 
retained, the means of communication affected, the persons concerned and the 
retention period adopted, to what is strictly necessary.25 

4.17 In Tele2 Sverige, the CJEU again affirmed that access to traffic and location 
data can allow very precise conclusions to be drawn concerning the private 
lives of the persons whose data has been retained. As raised by the Law 
Council, the Court of Justice of the European Union found that 
telecommunications data may provide a means ‘of establishing a profile of 
the individuals concerned, information that is no less sensitive, having 
regard to the right to privacy, than the actual content of communications’.26 

4.18 Additionally, the Law Council of Australia raise that, in both Digital Rights 
Ireland and Tele2 Sverige, the CJEU accepted that the objective of the Data 
Retention Directive—namely, to assist in the fight against serious crime and 
terrorism in order to ensure public security—was a legitimate objective.27 

4.19 The European Union further strengthened the privacy rights for individual 
citizens of its member states by enacting the General Data Protection 
Regulation, which came into effect on 25 May 2018. This regulation aims to 
protect individuals over their personal data, including some forms of 
metadata, and to simplify the regulatory environment for international 
business by unifying the regulation within the European Union. As noted by 
the Law Council of Australia: 

The regulation requires controllers of personal data to put in place appropriate 
technical and organisational measures to implement the data protection 
principles. This includes the requirement of a processor of personal 
telecommunications data to clearly disclose any data collection and declare the 
lawful basis and purpose for data processing (for example if for law 

                                                      
24  Monika Zalnieriute and Genna Churches, Submission 4, p. 10. 

25  As extracted by Australian Human Rights Commission (AHRC), Submission 8, p. 10. 

26  See Law Council of Australia, Submission 29, p. 11. 

27  Law Council of Australia, Submission 29, p. 5 and Department of Home Affairs, Submission 21, p. 
36. 
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enforcement purposes, the clear basis for this purpose), and state how long the 
data is being retained.28 

4.20 This series of case law developments, focused on creating the boundaries 
within which member states’ data retention schemes can operate without 
infringing on the European Union’s laws, are indicative of the high level of 
activity and reform occurring in this area on a worldwide scale. 

United Kingdom 

4.21 The United Kingdom is, as at this writing, still a part of the European Union. 
While this is due to change in the very near future, the United Kingdom 
(UK) is still subject to the European Union’s associated regulations (see 
above). This section considers elements that have occurred in the UK 
context, largely in response to the developments in the European Union 
(discussed above). 

4.22 As noted by the Australian Privacy Foundation, the United Kingdom’s legal 
environment is distinct to Australia’s, as the UK is currently subject to the 
General Data Protection Regulation and has a designated human rights act 
with specified protections.29 Despite these differences, looking at the UK 
context is still informative. 

4.23 The basis of the UK’s data retention regime is the Data Retention and 
Investigatory Powers Act 2014 (DRIPA), which provides that a 
telecommunications company may be required to retain relevant 
communications data. The data may be retained based on the standard that 
the data is ‘necessary and proportionate’.30 

4.24 Despite numerous legal challenges to its data retention legislation, the 
United Kingdom has persisted in efforts to maintain access to 
communications data. Following the previous ruling by the European Court 
of Justice in Digital Rights Ireland, in April 2014, the United Kingdom’s High 
Court ruled against their regime on the basis that it exceeded the limits 
created by the Charter of Fundamental Rights of the European Union.31 In 
response, the UK introduced the Investigatory Powers Act 2016, which 
provided an updated framework for security and intelligence agencies, law 

                                                      
28  Law Council of Australia, Submission 29, p. 15. 

29  Australian Privacy Foundation, Submission 30, p. 3. 

30  La Trobe University Optus Cybersecurity Research Hub, Submission 10, p. 31. 

31  See Law Council of Australia, Submission 29, p. 14. 
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enforcement and other public authorities to obtain communications and 
telecommunications data.32 

4.25 In January 2018, in Secretary of State for the Home Department v Watson, the UK 
Court of Appeal decided that if the retained data is used for minor offences, 
DRIPA violates European Union (EU) law.33 As a result, the Investigatory 
Powers Act 2016 was further amended to make the legislation consistent with 
EU law,34 to introduce independent administrative or judicial authorisation 
for most communications data applications, and to restrict requests to the 
investigation of serious crime.35  

4.26 In September 2018, Big Brother Watch v The United Kingdom (58170/13, 
62322/14 and 24960/15), the European Court of Human Rights (ECHR) 
considered whether certain aspects of a mass surveillance regime being 
applied in the United Kingdom were unlawful due to their inconsistency 
with the right to privacy and the right to freedom of expression under the 
European Convention on Human Rights. The Court held that the scheme in 
this regard was incompatible with the Convention because its use was not 
limited to combatting ‘serious crime’ and its use was not subject to prior 
review by a national authority. The Court ultimately held that the scheme 
violated the Convention due to the ‘absence of robust independent 
oversight’.36 

United States 

4.27 As noted by the Department of Home Affairs, the United States currently 
has no ‘blanket’ data retention law or scheme. Government agencies obtain 
access to any communications or communications records stored by 
providers under the Stored Communications Act, which also establishes that 
providers must preserve stored data for up to 180 days upon request by 

                                                      
32  Department of Home Affairs, Submission 21, p. 36; Law Council of Australia, Submission 29, p. 15; 

OAIC, Submission 34, p. 13. 

33  La Trobe University, Submission 10, p. 32. 

34  Specifically, Article 8 of the European Convention on Human Rights and Articles 7 and 8 of the 
EU Charter. 

35  Department of Home Affairs, Submission 21, p. 37 and La Trobe University Optus Cybersecurity 
Research Hub, Submission 10, p. 32. 

36  Law Council of Australia, Submission 29, p. 26. 
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government. Access to data can also occur where access is compelled by a 
court order.37 

4.28 In the United States, the National Security Agency (NSA) has extensive 
powers to collect telephone records and telecommunications data, within the 
remit of the Privacy Act 1974. While the Privacy Act 1974 does impose certain 
standards on federal agencies when collecting, maintaining and using 
personal information, it does not apply to records created or held by 
intelligence agencies, meaning a number of sources of information do not 
fall within the ambit of the Act.38 

4.29 As with comparable international jurisdictions, the United States’ data 
retention regime (or lack thereof) is currently in a state of legal flux. La 
Trobe University posited that, like the United Kingdom, the United States is 
in the process of affirming the judiciary’s oversight role regarding the 
statutory powers of the security and law enforcement agencies to collect and 
use telecommunications data—namely, that oversight occur prior to the 
collection of said data.39 Submitters from the University of New South 
Wales’ Allens Hub for Technology, Law and Innovation broadly agreed 
with this assessment, noting that 

the USA appears to be in the process of abandoning its section 215 call data 
retention scheme because the logistical and legal burdens of keeping it 
outweigh its intelligence benefits, but it is also creating precedent to protect 
sensitive information such as location data outside of retention schemes.40 

4.30 The Law Council noted that the United States Congress has since enacted 
legislation to try and restore some protection to the right to privacy afforded 
to American citizens by the Freedom Act 2015, which imposed some new 
limits on the bulk collection of telecommunications data on United States 
citizens by American intelligence agencies. The Freedom Act 2015 does 
prevent the mandatory retention and collection of telecommunications data 
by telecommunications carriers for the use of United States government 
agencies, although government agencies can access the voluntary retention 
of telecommunications data by commercial telecommunications companies 
is by seeking access through the Electronic Communications Privacy Act 1986. 

                                                      
37  Department of Home Affairs, Submission 21, p. 38. 

38  Law Council, Submission 29, pp. 29-30. 

39  La Trobe University Optus Cybersecurity Research Hub, Submission 10, p. 27. 

40  Allens Hub for Technology, Law and Innovation, Submission 28, pp. 10-11. 
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This Act enables law enforcement to obtain information on telephone calling 
patterns without a warrant to investigate particular offences prescribed in 
the Electronic Communications Privacy Act 1986.41 

4.31 A notable development in the United States since the passing of the 
Telecommunications (Interception and Access) Amendment (Data Retention) Bill 
in 2015 is the decision in Carpenter v United States. The Supreme Court of the 
United States (SCOTUS), in determining whether the use of location data 
was based on ‘reasonable grounds’ with regard to a series of robberies, 
considered whether the warrantless seizure and search of historical cell 
phone records that reveal the location and movements of a cell phone user 
for over 127 days was permitted by the Fourth Amendment42 

4.32 The SCOTUS determined that access to location information under the US’ 
Stored Communications Act must generally be accompanied by a warrant 
issued under the ‘probable cause’ standard43 and that ‘law enforcement 
agency access to location data requires a warrant as it is a Fourth 
Amendment search’, which effectively grants location data the same levels 
of protection as content in the United States.44  

4.33 Furthermore, it has been noted in the United States that mobile phone 
metadata can effectively reveal many personal details—including an 
individual’s age, gender, religion and/or sexual preferences—in a potentially 
invasive manner. The Office of the Victorian Information Commissioner 
noted former National Security Agency General Counsel Stewart Baker’s 
comments that ‘metadata absolutely tells you everything about somebody’s 
life. If you have enough metadata, you don’t really need content’.45 

4.34 Currently, case law in the United States is in the process of further defining 
the judiciary’s oversight role regarding the statutory powers of the security 
and law enforcement agencies to collect and use telecommunications data. 
While the judiciary is in the process of further defining and potentially 
limiting the remit of agencies to collect data, this process is occurring due to 

                                                      
41  Law Council, Submission 29, p. 30 

42  La Trobe University Optus Cybersecurity Research Hub, Submission 10, p. 28. 

43  La Trobe University Optus Cybersecurity Research Hub, Submission 10, p. 28 and Allens Hub for 
Technology, Law and Innovation, Submission 28, pp. 11. 

44  Dr Monika Zalnieriute and Genna Churches, Submission 4, p. 6. 

45  Office of the Victorian Information Commissioner, Submission 23, p. 1. 
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the need to counterbalance the current regime with further constitutional 
and privacy protections that are afforded to United States citizens.





 

 93 

5. Committee comment 

 

5.1 After reviewing the evidence, the Committee has no major concerns over 
ASIO’s access to data under the MDRR. For that reason, most of the 
Committee’s comments will concern access to data under the MDRR by law 
enforcement agencies. 

5.2 As most people who have their metadata accessed will have little knowledge 
that this has been done the impacts on privacy whether real or perceived by 
an individual are difficult to assess.  

5.3 The Committee notes the technical difference between the mandatory data 
retention regime prescribed by Part 5-1A of the TIA Act allowing access to 
metadata and access to telecommunications data as provided for in sections 
280 and 313(3)of the Telecommunications Act. In practice 
telecommunications data kept under the mandatory date retention regime 
can, after the two year retention period has expired and as long as it is still 
being kept, be accessed by a wide range of agencies under section 280 and 
313(3) of the Telecommunications Act. 

Effectiveness of the regime 

5.4 It is clear that the MDRR provides substantial assistance to law enforcement 
and intelligence services in their investigations. This must be balanced 
against criticism that the regime is costly, can be intrusive and lacks 
transparency. In addition there have been some targeted suggestions from 
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law enforcement and oversight bodies as to how the regime could be made 
better. 

5.5 The Committee’s view is that the regime is effective but that there are a 
number of amendments that can be made to address the concerns of civil 
society and law enforcement.  

Dataset and data cost 

5.6 One of the key safeguards built into the MDRR was the prohibition on 
disclosure of, or indeed, the storing of the ‘contents’ or ‘substance’ of 
telecommunications data. 

5.7 The keeping of location data is a matter that is of some interest to the 
Committee. As pointed out by some submitters in any other context 
‘tracking’ the location of an individual would be subject to a warrant. In 
addition, concerns raised around the COVID Safe app location data show 
that location data is considered by the general public to be important and 
private. 

5.8 Balanced against this is the obvious benefit to law enforcement in being able 
to access location data. It is of the highest importance when looking for 
missing persons and, apart from placing a suspect at the ‘scene of the crime’, 
can also be used to exculpate a potential suspect from an investigation.  

5.9 On balance the Committee was not persuaded to recommend that location 
data be removed from the dataset under the regime at this time.  

5.10 There was strong evidence to the Committee from law enforcement that data 
does not come to them in a standardised format and that there is a price 
disparity in the charges made by different carriers for the provision of data. 

5.11 Noting these concerns from law enforcement the Committee recommends 
that the Australian Government work to establish guidance to ensure that 
the data provided under the MDRR is delivered in a clear, consistent and 
secure manner. 
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Recommendation 1 

5.12 Within 18 months from the date of the Committee’s report, the Committee 
recommends that the Department of Home Affairs prepare national 
guidelines on the operation of the mandatory data retention scheme by 
enforcement agencies. In general terms, the purpose of the national 
guidelines would be to ensure greater clarity, consistency and security in 
respect of requests for – and the collection and management of – 
telecommunications data by enforcement agencies across Australia. 

To that end, the national guidelines must be: 

 consistent with the requirements of the Telecommunications 
(Interception and Access) Act 1979 and other relevant Commonwealth 
legislation (as amended in accordance with the other 
recommendations made by the Committee in this report); and 

 adopted and followed by each enforcement agency. 

In developing the national guidelines, the Department of Home Affairs 
should meet and consult with (at a minimum): 

 the Privacy Commissioner; 

 the Commonwealth Ombudsman; 

 each criminal law-enforcement agency; 

 industry representatives;  

 the Law Council of Australia; and 

 the Department of Infrastructure, Transport, Regional Development 
and Communications. 

The national guidelines should be made public (except to the extent they 
contain classified information, if any). 

5.13 At the time the Bill creating the MDRR was first introduced, concerns were 
raised about the difficulty in distinguishing between content and 
telecommunications data (‘metadata’).  
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5.14 Concerns have again been raised that: 

 The distinction in the legislation is not clearly specified 
 Some non-content data can actually provide quite detailed information 

about an individual, their habits, practices and associates 
 The proliferation of new technologies that may collect this kind of data 
 Some service providers retain more information than is required (eg, 

content data) and this may be accessible.  

5.15 Multiple submitters recommended that the terms ‘content’ and ‘substance’ 
be clearly defined, including the Law Council, the Ombudsman and the 
OAIC.  

5.16 The OAIC, for example, submitted that clarifying these terms would create 
greater certainty and enhance privacy protections by reducing the potential 
for more personal information to be collected than is necessary.  
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Recommendation 2 

5.17 The Committee recommends that the Telecommunication (Interception and 
Access) Act 1979 be amended to clearly define the term “content or 
substance of a communication” for the purpose of providing greater 
certainty and enhancing privacy protections. 

The Department of Home Affairs should, at a minimum, meet and consult 
with the following in seeking to develop this definition: 

 the Communications Alliance and other industry representatives; 

 the Commonwealth Ombudsman; 

 the Inspector-General of Intelligence and Security; 

 the Law Council of Australia; and 

 the Privacy Commissioner. 

Moreover, in defining the term “content or substance of a 
communication”, Home Affairs should specifically consider whether 
some information that is currently treated as telecommunications data 
should now be regarded as content given what that information can reveal 
about an individual. 

5.18 The Committee heard of examples where providers handed over IP 
addresses and URLs to authorities in response to requests for 
telecommunications data. There is currently no provision in the legislation 
outlining actions to be taken by agencies when such data breaches occur.  

5.19 While the Committee does not hold specific concerns, for reasons of 
transparency, where IP addresses and URLs are provided to law 
enforcement agencies or ASIO, the Committee recommends that the agency 
destroy this data, if possible, and report its receipt and destruction to either 
the IGIS or Ombudsman, as appropriate. 
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Recommendation 3 

5.20 The Committee recommends that Telecommunications (Interception and 
Access) Act 1979 be amended so that, if a provider discloses any of the 
information referred to in section 187A(4) of the Telecommunications 
(Interception and Access) Act to ASIO or a criminal law-enforcement 
agency, ASIO or the enforcement agency (as applicable) must: 

 not use the information; 

 immediately quarantine the information; 

 notify the Commonwealth Ombudsman or the IGIS (as applicable) of 
the disclosure; and 

 following consultation with the Ombudsman or the IGIS (as 
applicable), destroy the information. 

Retention period 

5.21 An issue for consideration with any metadata retention regime is the 
retention period.  

5.22 Whilst it is clear that intelligence services, law enforcement and some civil 
society groups would like to have the retention period extended, the 
Committee agrees with the Department of Home Affairs which pointed out 
that, on balance, the retention period should not be changed. 

5.23 The Committee therefore recommends that the data retention period be kept 
at two years. 

Recommendation 4 

5.24 The Committee recommends that the data retention period be kept at two 
years. 

5.25 Issues around Internet of Things (IoT) were not considered by the 
Committee in its 2015 report this is an issue that has emerged as a result of 
advancements in technology. 

5.26 The Communications Alliance raised concerns about communication types 
that underlie the Internet of Things: 
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The definition of the relevant services and communications to which Part 5-1A 
applies is very wide and would, in our view, include communication types 
that underlie the Internet of Things, i.e. communications between machines, 
sensors and connected ‘things’, without the direct involvement of a person. 
This does not appear meaningful but would, if pursued for implementation, 
cause exorbitant costs to C/CSPs and imply an explosion in the amount of data 
that would be required to be retained. 

The legislation ought to put beyond doubt that such communications are 
excluded from the DR Regime.1 

5.27 Other submitters also raised concerns about these being included, and 
suggested considering industry-wide exemptions for certain IoT 
technologies or use-cases. Generally, there appears to be some confusion as 
to whether this type of data is captured by the regime.  

5.28 The Committee notes that there has been no case put forward by the 
Government and considered by the Parliament for requiring information 
generated by Internet of Things devices to be retained, the Committee 
therefore recommends that such information be excluded from the data 
retention scheme. 

Recommendation 5 

5.29 The Committee recommends that section 187A of the Telecommunication 
(Interception and Access) Act 1979 be amended to clarify that service 
providers are not required to store information generated by Internet of 
Things devices. 

5.30 If the Government considers that there are clear benefits in requiring service 
providers to keep information for particular Internet of Things devices, and 
that those benefits outweigh the costs, the Telecommunication (Interception 
and Access) Act 1979 could be further amended to impose clear and specific 
requirements on providers to retain that information. 

 

                                                      
1  Communications Alliance, Submission 27.2, p. 9. 



100 

 

Warrants and authorisations 

5.31 Evidence from civil society put forward a case for the granting of a warrant 
in order to access the MDRR. As one example the Australian Human Rights 
Commission recommended that 

a warrant or authorisation system by a court or administrative body be 
implemented for access to retained communications data.2 

5.32 Set against that argument is one advanced by various law enforcement 
agencies as to the administrative burden that would occur if a warrant 
system is put in place. 

5.33 The Committee notes the tension between the rights of Australian citizens to 
their privacy and the pressures facing law enforcement when investigating 
crime. The Committee is not satisfied that a warrant should be required for 
data held as part of the MDRR. However, the Committee considers that 
access should require a higher level of authorisation within each agency as 
well as more detailed reporting in relation to how, when and for what 
reason that access is granted. 

5.34 The Committee did receive a great deal of evidence including written 
guidelines, some confidential, around the processes for authorisations. In 
addition to this the Committee received a large volume of data on the 
number of authorisations and the broad category offences investigated using 
access to metadata.  

5.35 The evidence to the Committee shows that law enforcement access metadata 
on a regular basis. Authorised officers receive varying degrees of training 
and agencies accessing data under the MDRR are subject to oversight. Data 
collected for the regime is kept inconsistently and only as strictly required 
by law and not with a view to wider oversight requirements. This is not the 
fault of the Criminal Law Enforcement Agencies (CLEAs); it is a situation 
that flows from the way the MDRR has been legislated. 

5.36 It is the Committee’s view that there is a need for more information to be 
collated about the current functioning of the matter data retention regime. 
This would assist all relevant oversight and review bodies in undertaking 
their work as well as affording a higher degree of transparency which the 

                                                      
2 Australian Human Rights Commission, Submission 8, pp. 5, 17. 
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Committee believes will give the Parliament and the Australian community 
greater trust in the use of these powers. 

Annual reporting  

5.37 The Committee therefore recommends that the Australian Government 
amend annual reporting requirements for those agencies with access to the 
MDRR to include additional reporting requirements. 

Recommendation 6 

5.38 The Committee recommends that the Telecommunication (Interception and 
Access) Act 1979 be amended to include the following additional reporting 
requirements: 

 the number of authorised officers in each enforcement agency and 
ASIO; 

  the number of authorisations made by each authorised officer; 

 the number of individuals that the authorisations by each 
enforcement agency and ASIO related to; and 

 in respect of authorisations in relation to criminal investigations, the 
specific offence – or offences – that the authorisations related to. 

Record-keeping 

5.39 The oversight function of the PJCIS was made difficult during this inquiry 
due to the absence of consolidated data about the operation of the MDRR. 
There was no accurate information available on the number of 
authorisations made for particular types of offences nor any ability to 
scrutinise the reason why an individual’s information was accessed. In some 
cases, the reason would be obvious and very brief factual detail would 
suffice (eg: a murder investigation, individual is a suspect or close associate 
etc). In other cases, the relevance or appropriateness of accessing an 
individual’s telecommunications data may be less obvious and a brief record 
of the reasons would be of great assistance.  

5.40 Oversight functions (including by the Ombudsman and this Committee) 
would be significantly enhanced through the ability of the Department of 
Home Affairs to generate a report of important information —set out by 



102 

 

agreed guidelines—from each agency having access to the MDRR. This 
could be achieved by each agency adhering to an agreed format and method 
of recording prescribed information, which could be provided to Home 
Affairs, an oversight agency or a parliamentary committee on request for 
aggregation into a report. If it were deemed to be more cost effective, a 
national database created and managed by Home Affairs could also be an 
option albeit this would require consideration regarding privacy, security 
and rules for access. Ideally, data entered as part of the request for 
authorisation could be recorded in the agreed fields to reduce duplication of 
effort. 

Recommendation 7 

5.41 The Committee recommends that, in consultation with other stakeholders 
(agencies with access to the Mandatory Data Retention Regime, the 
Inspector General of Intelligence and Security, the Commonwealth 
Ombudsman and the Commonwealth Privacy Commissioner), the 
Department of Home Affairs should within 18 months of this report 
develop guidelines for data collection to be applied across the Mandatory 
Data Retention Regime and the most cost effective way to achieve the 
intended outcome of facilitating better oversight, including an ability for 
enforcement agencies and Home Affairs to produce reports to oversight 
agencies or Parliament when requested. 

As a minimum, any such report should include the following information 
(in respect of each occasion on which the powers in Chapter 4 of the 
Telecommunication (Interception and Access) Act 1979 were used): 

 the section of the Telecommunication (Interception and Access) Act 
1979 used to access the data; 

 the case number associated with the authorisation; 

 the specific offence – or offences – that the investigation related to; 

 if the authorisation related to a missing person case, the name of the 
missing person 

 brief reasons why the authorised officer was satisfied that the 
disclosure was reasonably necessary; 
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 where the data related to a person who did not have an obvious 
relationship to a suspect in an investigation, brief reasons why the 
authorised officer was satisfied that any interference with the privacy 
of the person that may have resulted from the disclosure or use of the 
telecommunications data was justifiable and proportionate; 

 the name(s) of the officers involved in the case; 

 the name and appointment of the authorising officer; 

 if the agency became aware that the carrier disclosed any of the 
information referred to in section 187A(4) and action taken. 

Where practicable, the report should also include: 

 whether or not the data was used to rule someone out from an 
investigation; 

 whether or not the person whose data was accessed was eventually 
charged, prosecuted and/or convicted of a crime; 

 whether or not the data accessed eventually led to the charge, 
prosecution and/or conviction of another person for a crime; and 

 the cost of the disclosure. 

For the Australian Security Intelligence Organisation, the additional 
record-keeping requirements should include: 

 the nature of the national security risk that led to the authorisation 
being given; and 

 brief reasons why the authorised officer is satisfied that any 
interference with the privacy of the person that may result from the 
disclosure or use of the telecommunications data is justifiable and 
proportionate. 

5.42 In addition to the record keeping required of agencies that access data held 
under the MDRR the Committee also sees a need for telecommunication 
service providers to keep detailed records of the kinds of information 
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included in each disclosure of telecommunications data, including the types 
of telecommunications data that were disclosed. 

5.43 This recommendation is designed to address a concern expressed by the 
OAIC about the record-keeping requirements in the Telecommunications 
Act and the challenges that it poses for oversight.  

5.44 In conjunction with other recommendations made by the Committee, this 
recommendation would also go some way to addressing the concern about 
carriers disclosing content – or browsing history / URLs  – in response to 
requests for telecommunications data.  

5.45 As the OAIC explains in its submission: 

Section 306 of the Telecommunications Act 1997 (Telecommunications Act) sets 
out a requirement for telecommunications service providers to keep records of 
disclosures of telecommunications data to enforcement agencies. The 
information that these records must contain are specified in s 306(5) and 
include:  

 the name of the person making the disclosure  

 the date of the disclosure  

 the grounds for the disclosure (such as the legislative provision under 
which the disclosure is authorised)  

 any applicable authorisation under the Telecommunications (Interception 
and Access) Act 1979 (TIA Act)  

 any other bodies involved in the request  

 the telecommunications service used. 

Service providers are not required to keep records of information relating to 
the kinds of information included in a disclosure, such as the types of 
telecommunications data that were disclosed.  

This means that the OAIC’s inspections under section s 309 of the 
Telecommunications Act do not allow officers to consider whether only 
necessary personal information is being disclosed by service providers when 
responding to information requests from enforcement agencies.  

Accordingly, the OAIC recommends that the Committee consider an 
amendment to s 306(5) of the Telecommunications Act that requires service 
providers to keep records relating to the kinds of information included in 
disclosures. Such an amendment could, for example, require service providers 
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to itemise the types of telecommunications data set out in s 187AA of the TIA 
Act that were disclosed. 

The OAIC could then oversee the extent to which service providers comply 
with such a requirement, utilising the monitoring functions conferred by s 309 
of the Telecommunications Act. 3 

Recommendation 8 

5.46 The Committee recommends that section 306(5) of the Telecommunications 
Act 1997 be amended to require telecommunications service providers to 
keep detailed records of the kinds of information included in each 
disclosure of telecommunications data, including the types of 
telecommunications data that were disclosed. 

Retention of data by investigators  

5.47 The inquiry also brought to the Committee’s attention that there is no 
requirement under the TIA Act for agencies to retain the 
telecommunications data they receive from a carrier for a particular period 
or for the purposes of an inspection. Although s 186A(3) of the TIA Act 
mandates that agencies keep certain records for a period of three years or 
until they have reported to the Minister under s 186J, these obligations do 
not include a requirement to retain the telecommunications data obtained 
under an authorisation. This leads to the anomaly whereby law enforcement 
agencies have been noted as having destroyed data and the Ombudsman is 
unable to check whether the telecommunications data the agency received 
complied with the parameters set by the relevant authorisation. 

5.48 In the case of ASIO the IGIS informed the Committee that there have been 
no changes to ASIO’s legislation or policies since the introduction of the 
MDRR that would require data that is not relevant, or no longer relevant to 
national security, to be destroyed by ASIO. As such, issues around ASIO’s 
destruction of data have not been addressed. The Committee notes that, at 
the time of finalising this report, ASIO Guidelines from 2007 were in the 
process of being updated.  

5.49 The Committee’s starting view is that data accessed via the MDRR should be 
at least kept long enough to allow for the IGIS and the Commonwealth 
Ombudsman to carry out their inspection activities. However the Committee 

                                                      
3  Office of the Australian Information Commissioner, Submission 34.1, p. 3. 
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notes, there may be situations, particularly in relation to long running 
intelligence investigations and possibly also in relation to longer running 
law enforcement investigations where data is needed to be held for longer. 

5.50 In the case of ASIO it is clear, from the IGIS’s evidence, that they do keep 
data for a period that would assist with long running investigations. 

5.51 Evidence from the Ombudsman that law enforcement are destroying data 
early concerns the Committee. Apart from the obvious oversight issues the 
Committee is concerned that data that could be used for investigation by law 
enforcement is being destroyed early. 

5.52 The Committee therefore recommends that the Telecommunication 
(Interception and Access) Act 1979 should be amended as follows: 

 long enough to allow for the Inspector-General of Intelligence and 
Security and the Commonwealth Ombudsman (as applicable) are able to 
perform their oversight functions; and 

 ASIO and enforcement agencies are required to delete 
telecommunications data as soon as practicable after the 
telecommunications data is no longer needed (e.g. in the case of an 
enforcement agency, after an investigation has concluded) 
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Recommendation 9 

5.53 The Committee recommends that the Telecommunication (Interception and 
Access) Act 1979 be amended so that: 

 ASIO and enforcement agencies are required to retain 
telecommunications data for a prescribed minimum period to ensure 
that the Inspector-General of Intelligence and Security and the 
Commonwealth Ombudsman (as applicable) are able to perform their 
oversight functions; and 

 Having satisfied the requirements of the Inspector-General of 
Intelligence and Security or the Commonwealth Ombudsman (as 
applicable) ASIO and enforcement agencies are required to delete 
telecommunications data as soon as practicable after the 
telecommunications data is no longer needed (e.g. in the case of an 
enforcement agency, after an investigation has concluded). 

5.54 The Committee will continue to closely monitor the use of JIWs by law 
enforcement agencies and ASIO through its ongoing oversight role and 
other inquiries. 

5.55 The Commonwealth Ombudsman raised concerns about the issuing of 
internal authorisations based on verbal applications. In their view, there 
may be operational reasons for this but if it is to be permitted it should be 
clarified in the legislation. 

5.56 It is the Committee’s view that verbal authorisations can only ever be 
justified in emergency situations. 
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Recommendation 10 

5.57 The Committee recommends that the Telecommunication (Interception and 
Access) Act 1979 be amended so that: 

 authorised officers may only make verbal authorisations for the 
disclosure of telecommunications data in emergency situations; and 

 the record-keeping obligations that apply to written authorisations 
also apply to verbal authorisations except that: 

 the written record must be made as soon as practicable after the 
making of the verbal authorisation; and 

 for each verbal authorisation, the authorised officer must make a 
record of the reasons why the authorisation had to be made 
verbally. 

5.58 Evidence received by the Committee shows that thousands of officers across 
Australia are designated as ‘authorised officers’. This is largely a function of 
how these designations are made by some agencies (e.g. entire classes of 
officers – like all Commissioned Officers – being made authorised officers). 
Some individual officers are making many hundreds of authorisations for 
historic telecommunications data each year; other individuals are not 
making any authorisations at all.   

5.59 Authorised officers are subject to some degree of training, however evidence 
demonstrated training is not compulsory and there is no consistency across 
agencies. The Department of Home Affairs told the Committee that ‘[e]ach 
agency appears to have taken a different approach to training and guidance 
material for telecommunications data that are issued by the agency, and the 
existing qualifications and experience of their authorised officers’. 

5.60 The Committee regards the numbers of authorised officers being in the 
thousands as disconcerting and recommends means of reducing those 
numbers, by having regard to issues such as the seniority and level, and 
qualification and experience of officers. 

5.61 The Committee considers that a national regime which consistently applies 
requirements for training and the qualifications and experience of 
authorised officers would provide a higher degree of transparency on the 
operation of the MDDR across the nation. The Committee considers that 
following such a regime being established, the IGIS, Ombudsman and 
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ANAO, as appropriate, could be requested to audit the qualifications, 
experience and training provided to authorised officers.  

5.62 Further to this and, noting that there is no independent issuing authority, 
the Committee considers that only officers in the relevant command chains 
or operational oversight/integrity streams should be capable of being 
designated as authorised officers. The indiscriminate authorisation of entire 
classes / ranks of officers as ‘authorised officers’ is, in the Committee’s view, 
inappropriate.  

5.63 The head of an enforcement agency should be required to turn his or her 
mind to certain matters to ensure that only officers in a functional 
appointment (ie. one pertaining to the supervision or agency oversight of 
operations) with appropriate and relevant experience, seniority and training 
are being authorised to exercise the significant powers in Chapter 4.  

Recommendation 11 

5.64 The Committee recommends that section 5AB of the Telecommunications 
(Interception and Access) Act 1979 be amended with a view to reducing the 
number of officers and officials of criminal law-enforcement agencies 
who may be designated as “authorised officers” and the circumstances in 
which those designations may be made. At a minimum: 

 only officers or officials who hold a supervisory role in the functional 
command chain should normally be capable of being designated as 
‘authorised officers’;although 

 other individuals who hold specific appointments – rather than entire 
classes of officers or officials – may be capable of being designated as 
‘authorised officers’; 

 in order to authorise an individual to be an authorised officer, the 
head of an enforcement agency must be satisfied that it is necessary 
for the individual to be an ‘authorised officer’ in order for the 
individual to carry out his or her normal duties; and 

 prior to the head of an enforcement agency authorising an individual 
to be an ‘authorised officer’: 
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 the relevant senior officer or official must complete a compulsory 
training program in relation to Chapter 4 of the 
Telecommunications (Interception and Access) Act 1979; and 

 the head of the enforcement agency must be satisfied that the 
senior or official has the requisite experience, knowledge and 
skills to exercise the powers under Chapter 4 of the 
Telecommunications (Interception and Access) Act 1979. 

5.65 The Committee notes that the Commonwealth  Ombudsman explained in 
his submission: 

Section 180(7) of the TIA Act states that an authorisation must be revoked if 
the authorised officer is satisfied that disclosure of the telecommunications 
data is no longer required. However, the legislation is silent as to when a 
revocation takes effect. This is an important consideration as it determines the 
point in time an authorisation ceases to be in force and, in turn, removes the 
basis upon which the agency can access the telecommunications data. 

If the revocation instrument specifies the date and time it is to take effect, we 
will take this to be the point in time at which the authorisation is revoked and, 
therefore, no longer in force. In other instances, our Office has relied upon 
agencies’ policies and procedural documents to determine the time of effect. In 
some cases, compliance issues have arisen for agencies as a result of the 
unavoidable delay between the revocation instrument being signed and the 
agency notifying the carrier. In these circumstances, we have seen instances 
where a carrier continues to send telecommunications data to the agency post-
revocation on the assumption that the authorisation remains in force. For this 
reason, some agencies have implemented a practice whereby the revocation 
instrument will specify that revocation takes effect after the carrier is notified.4 

5.66 The Committee does not feel it has received sufficient evidence on this issue 
to make a prescriptive recommendation in respect of when a revocation 
should take effect (though the practice of some agencies to specify that a 
revocation takes effect after a carrier is notified makes sense). 

5.67 However, based on the evidence from the Commonwealth Ombudsman the 
it is clearly important that this matter be clarified. 

                                                      
4  Commonwealth Ombudsman, Submission 20, pp. 6-7. 
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Recommendation 12 

5.68 The Committee recommends that section 180 of the Telecommunications 
(Interception and Access) Act be amended to specify when a revocation of 
an authorisation takes effect. 

Agencies with access to data 

5.69 In considering agencies who should have access to data held under the 
MDRR the Committee looked to recommendation 21 of its 2015 report in 
which the Committee stated: 

The Committee recommends that enforcement agencies, which are agencies 
authorised to access telecommunications data under internal authorisation, be 
specifically listed in the Telecommunications (Interception and Access) Act 
1979. 

To provide for emergency circumstances the Committee recommends that the 
Telecommunications (Interception and Access) Amendment (Data Retention) 
Bill 2014 be amended so that the Attorney-General can declare an authority or 
body as an enforcement agency subject to the following conditions: 

 the declaration ceases to have effect after 40 sitting days of either House; 

 an amendment to specify the authority or body as an enforcement agency 
in legislation should be brought before the Parliament before the expiry of 
the 40 sitting days; and 

 the amendment should be referred to the Parliamentary Joint Committee 
on Intelligence and Security with a minimum of 15 sitting days for review 
and report. 

Further, consistent with the existing provisions of the Bill, the Attorney-
General must have regard to the factors listed in proposed paragraphs 
176A(4)(b)-(f), and must also be satisfied on reasonable grounds that the 
functions of the agency include enforcement of the criminal law, 
administering a law imposing a pecuniary penalty, or administering a law 
relating to the protection of the public revenue.5 

5.70 Subject to the discussions below around further access allowed via section 
280 of the Telecommunications Act, the Committee is satisfied with the 

                                                      
5  Parliamentary Joint Committee on Intelligence and Security, Advisory report on the 

Telecommunications (Interception and Access) Amendment (Data Retention) Bill 2014, Canberra, 
February 2015, p. 215. 
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agencies, as set out in section 110A of the TIA Act, which can request data 
retained under MDRR.  

5.71 The Committee notes that, currently, the MDRR only requires a Bill 
including a new CLEA to be referred to the Committeeand not that a 
temporary declaration of a CLEA be referred to the Committee.  

5.72 The Committee has had representations from the Corrective Services 
Administrators’ Council and the ATO as to their suitability for inclusion as a 
CLEA.  

5.73 The Committee notes that the ATO specifically stated that it has not used 
other powers such as those under section 280 of the Telecommunications 
Act. In addition, the ATO pointed out that the Ministerial Declaration power 
would not, due to it only having effect for 40 sitting days, be an entirely 
appropriate way for the ATO to be granted CLEA status. 

5.74 It was not the Committee’s intention or expectation that any agency declared 
as a CLEA would only be so declared for the 40 sitting days. The 
Committee’s expectation was that any declaration would be followed by an 
amending Bill including any declared agency as a CLEA.  

5.75 To this end the Committee notes the set of criteria that the Department of 
Home Affairs has developed to assist the Minister in evaluating requests 
from agencies. These include: 

 the need for direct access to telecommunications data, including 
necessity rather than usefulness; 

 privacy safeguards implemented by the requesting agency; 
 the viability of the agency gaining adequate access via a joint operation 

with a law enforcement agency; 
 the agency’s ability to comply with the obligations of the TIA Act; 
 whether the declaration is in the public interest; and 
 other relevant matters such as consistency across jurisdictions.6 

5.76 The Committee finds that these are an appropriate set of issues of which to 
evaluate requests from agencies to become a CLEA. Should the Minister 
make a declaration in relation to the ATO, the Corrective Services 
Administrators’ Council or indeed, any other agency, followed by legislation 
amending section 110A of the TIA Act the Committee will consider any such 

                                                      
6  Department of Home Affairs, Submission 21, p. 29. 



 113 

 

legislation in light of the criteria set out above and the Committee’s own 
view on necessity, proportionality and transparency. 

Thresholds for accessing data 

5.77 Under the existing legislative thresholds of the TIA Act an individual officer 
can, without a warrant, authorise the disclosure of historic 
telecommunications data if he or she is satisfied that the disclosure is 
reasonably necessary to find a missing person, or for the enforcement of the 
criminal law or any law imposing a pecuniary penalty (including, for 
example, a parking infringement). 

5.78 By contrast, the Committee notes that section 180 of the TIA Act limits 
authorisations for access to prospective information or documents to when 
the disclosure is reasonably necessary for the investigation of  

 a serious offence; or  
 an offence against a law of the Commonwealth, a State or a Territory 

that is punishable by imprisonment for at least 3 years.  

5.79 In promoting the importance of these powers, and the undesirability of 
imposing a warrant requirement, agencies emphasised the importance of the 
data retention regime in aiding the investigation of serious offences. 

5.80 It is the Committee’s strong view that law enforcement access to data kept 
under the MDRR will only be available in the following circumstance: 

 Voluntary disclosure; 
 Locating a missing person; or 
 the investigation of: 

− a serious offence; or 
− an offence against a law of the Commonwealth, a State or a Territory 

that is punishable by imprisonment for at least 3 years. 

5.81 The Committee therefore has no concerns about authorisation for access to 
existing information and documents by voluntary disclosure or disclosure 
related to missing persons as set out in sections 177 and 178A of the TIA Act.  

5.82 Access to existing information and documents granted for ‘enforcement of 
the criminal law’ (section 178) is drafted broadly and is subject to no 
limitations.  

5.83 The Committee makes the following recommendation in order to tighten 
and limit access to existing information and documents by law enforcement. 
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The Committee notes that ‘serious offence’ is defined in defined in section 
5D of the Telecommunications (Interception and Access) Act 1979. The 
Committee recommends that section 178 of the TIA Act be limited in the 
same way and that access for pecuniary penalties or protection of the public 
revenue under section 179 of the TIA Act be repealed.7 

Recommendation 13 

5.84 The Committee recommends that section 178 amended and section 179 be 
repealed so that an authorised officer cannot make an authorisation for 
access to existing information or documents unless he or she is satisfied 
that the disclosure is reasonably necessary for: 

 the investigation of: 

 a serious offence; or 

 an offence against a law of the Commonwealth, a State or a 
Territory that is punishable by imprisonment for at least 3 years. 

For the avoidance of doubt ‘serious offence’ is as defined in section 5D of 
the Telecommunications (Interception and Access) Act 1979. 

5.85 As set out above, following the implementation of this recommendation it 
will be clear and consistent with the Committee’s position, that law 
enforcement access to data kept under the MDRR will only be available in 
the following circumstances: 

                                                      
7  The Committee notes that there are a number of very serious tax-related offences that are 

investigation by ATO carrying significant terms of imprisonment. For example, as part of Project 
Wickenby (the largest tax evasion investigation in Australian history), the ATO – along with 
other Commonwealth agencies as part of a joint taskforce – investigated and ultimately secured 
convictions for breaches of: 

a.  s.134.2 Criminal Code (dishonestly obtaining a financial benefit by deception), which carries 
a penalty of up to 10 years imprisonment; 

b. s.135.1(5) Criminal Code (dishonestly causing a loss or a risk of a loss to the 
Commonwealth), which carries a penalty of up to 10 years imprisonment; 

c. s.135.4(3) Criminal Code (conspiracy to cause a loss or a risk of a loss to the 
Commonwealth), which carries a penalty of up to 10 years imprisonment; and 

c. ss.400.3–400.6 Criminal Code (money laundering offences), which includes a large range of 
offences carrying penalties of up to 25 years imprisonment. 
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 Voluntary disclosure; 
 Locating a missing person; or 
 the investigation of: 

− a serious offence; or 
− an offence against a law of the Commonwealth, a State or a Territory 

that is punishable by imprisonment for at least 3 years. 

5.86 In relation to ASIO’s access to data under the MDRR the Committee notes 
two observations made by the IGIS who commented that the threshold for 
ASIO to access retained data is low: 

the threshold is, as you would know, very low that the request is made in 
connection with the performance of any of the organisation's functions. The 
number of requests that don't meet that threshold—I don't think we've found 
any.8 

And, unlike enforcement agencies, there is no legislative requirement for 
ASIO to consider privacy before making an authorisation (and while the 
ASIO Guidelines require some consideration, this is not as strong as the 
requirements imposed by section 180F of the TIA Act on criminal law-
enforcement agencies: 

the guidelines possibly could apply to some of the changes that have been 
made since 2007. But where they apply at such a high level of generality, it is 
very difficult for the agency both to know exactly what is required of it and for 
us then to oversee compliance. So our concern always on a statutory or 
legislative requirement, in the statute itself or in guidelines, is always whether 
it is sufficiently specific… Privacy is to be weighed against the value of the 
information that is sought in terms of security—how that should be weighed 
up. It is difficult to express that in guidelines that will apply. But for that to be 
addressed as specifically as possible would be of great assistance not only to 
us in oversight but, I think, also to ASIO in making its decisions.9 

5.87 The Committee notes that, while the following recommendation would 
increase the threshold for ASIO to authorise the disclosure of 
telecommunications data to be consistent with the threshold that applies to 

                                                      
8  Mr Jake Blight, Deputy Inspector General of Intelligence and Security, Office of the Inspector 

General of Intelligence and Security, Committee Hansard, Canberra, 7 February 2020, p. 2, see also 
Inspector General of Intelligence and Security, Submission 36, p. 6. 

9  The Hon. Margaret Stone, AO FAAL, Inspector General of Intelligence and Security, Office of 
the Inspector General of Intelligence and Security, Committee Hansard, Canberra, 7 February 
2020, pp. 4-5; see also Inspector General of Intelligence and Security, Submission 36, p. 10. 
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other powers in the TIA Act, there would still be no warrant requirement in 
relation to the disclosure of telecommunications data (unlike those other 
powers). Moreover, any ASIO employee could still be designated as an 
authorised officer for the purposes of accessing telecommunications data. 

5.88 Additionally, as stated by the IGIS, making ASIO obligations clear in 
legislation makes compliance easier for ASIO Officers and, as a result, 
oversight of such compliance easier for the IGIS. 

Recommendation 14 

5.89 The Committee recommends that Division 3 of Part4–1 of the 
Telecommunication (Interception and Access) Act 1979 be amended to: 

 increase the threshold for ASIO to authorise the disclosure of 
telecommunications data so that it is consistent with the threshold for 
ASIO to intercept telecommunications or access stored 
communications under a telecommunications service warrant issued 
under Part 2-2 of the Act; and 

 introduce a new provision, modelled on section 180F of the 
Telecommunications (Interception and Access) Act, requiring ASIO to 
consider privacy before making an authorisation. 

Telecommunications Act access to data 

5.90 The Committee has considerable concern around the use of section 313(3) 
and 280(1)(b) of the Telecommunications Act to allow for access to metadata. 
Concerns around privacy and in relation to the use of this power are set out 
in detail in the previous chapters of this report. The early submissions that 
supported the use of these powers were very broad in their arguments and 
did not identify specific need or instances where these powers were of use.  

5.91 On this issue the Committee first turns to the wording of section 280, which 
reads as follows: 

280  Authorisation by or under law 

(1)  Division 2 does not prohibit a disclosure or use of information or a 
document if: 
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(a)  in a case where the disclosure or use is in connection with the operation of 
an enforcement agency—the disclosure or use is required or authorised under 
a warrant; or 

(b)  in any other case—the disclosure or use is required or authorised by or 
under law. 

5.92 While the Committee is not concerned where access is backed by a warrant, 
the catch all phrase ‘the disclosure or use is required or authorised by or 
under law’ is worded in a manner that has allowed a broad range of 
government agencies to access telecommunications data. This is concerning 
to the Committee.  

5.93 In 2015, the Committee very deliberately recommended – in 
Recommendation 21 – that the agencies that can obtain access to retained 
metadata be specifically listed in the TIA Act. Following the Committee’s 
2015 report, 22 law enforcement and security agencies were included in the 
definition of “criminal law-enforcement agency” under section 110A of the 
TIA Act. Under section 110A(3) of the TIA Act, the Minister has the 
flexibility to declare additional authorities or bodies as ‘criminal law-
enforcement agencies’. Such a declaration is a disallowable instrument. 

5.94 Notwithstanding the Committee’s 2015 report and the clear intention of the 
definition of “criminal law-enforcement agency” under section 110A of the 
TIA Act, at least 87 other agencies are gaining access to telecommunications 
data under section 280(1)(b) of the Telecommunications Act (operating in 
conjunction with other Commonwealth, state and territory laws authorising 
access to telecommunications data). Those agencies include various local 
councils, a number of state and Commonwealth government departments 
(e.g. the Commonwealth Department of Agriculture and the WA 
Department of Commerce), the Office of State Revenue NSW, South 
Australia Fisheries and the RSPCA. The Committee was disappointed that 
the Department of Home Affairs, which was aware of the concerns the 
Committee had with the section did not seek to assist the Committee in 
finding a way to amend this section.  

5.95 The Committee notes that, when question of broader access was put to Mr 
Mike Burgess, Director- General of ASIO, he stated that:  

I think all of us who are enabled under this law to get access to retain data 
should argue why we need it. I can speak for ASIO; I can't speak for the 
RSPCA. As I said, I remember the conversations at the time. I was working at 
Telstra at the time, and it's a matter that we raised in terms of: 'This doesn't 
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make sense; there are too many people, on the face of it, that seem to have 
access to this.' I understand that concern, but I will refrain from further 
comments in that regard. I believe I have a very strong case for why ASIO 
needs it. Perhaps everyone else who can legally access it should put their own 
cases forward so they can be judged by the committee and the parliament.10 

5.96 The submissions that supported the use of these powers were very broad in 
their arguments and did not identify specific need or instances where these 
powers were of use. The Committee sought, via its secretariat, the 
Department of Home Affairs and the Department of Infrastructure, 
Transport and Communications, to give interested state and territory 
government agencies the opportunity to put their case as to why these 
powers should remain. There were very few submitters that took this 
opportunity up. Those that did were unable to convince the Committee of 
the need for this broad access to telecommunications data.  

5.97 The evidence to this inquiry demonstrates there is a loophole here in relation 
to the agencies that should be allowed access to a person’s 
telecommunications data. The Committee is concerned to build on and 
retain confidence in the data retention regime and concludes that the 
number and type of agencies that can access a person’s telecommunications 
data via section 280 (1) (b) of the Telecommunications Act may undermine 
the social licence for ASIO and law enforcement agencies to access the 
information. The Committee received evidence that State Police agencies 
would be capable of accessing data as part of an investigation that would 
assist an authority (eg teachers registration board) were there concerns about 
conduct that met the threshold for a criminal offence ( eg suspected child 
grooming by a teacher). Therefore the Committee recommends complete 
repeal of section 280(1)b) of the Telecommunications Act 1997.  

5.98 The Committee is aware that there may be other means whereby 
telecommunications data is accessible by other parts of the 
Telecommunications Act 1997 or, indeed, other Commonwealth legislation. 

5.99 The Committee therefore recommends that the Government introduce any 
additional amendments to Commonwealth legislation that are necessary to 
ensure that: 

                                                      
10  Mr Mike Burgess, Director General, Australian Security Intelligence Organisation, Committee 

Hansard, Canberra, 28 February, 2020, p. 27. 
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 only ASIO and the agencies listed in section 110A of the 
Telecommunications (Interception and Access) Act 1979 be permitted to 
authorise the disclosure of telecommunications data; and 

 those agencies can only access telecommunications data through Part 4–
1 of the Telecommunications (Interception and Access) Act 1979 and through 
no other legal mechanism. 

Recommendation 15 

5.100 The Committee recommends that section 280(1)(b) of the 
Telecommunications Act 1997 be repealed. 

Moreover, the Committee recommends that the Government introduce 
any additional amendments to Commonwealth legislation that are 
necessary to ensure that: 

 only ASIO and the agencies listed in section 110A of the 
Telecommunications (Interception and Access) Act 1979 be permitted to 
authorise the disclosure of telecommunications data; and 

 those agencies can only access telecommunications data through Part 
4–1 of the Telecommunications (Interception and Access) Act 1979 and 
through no other legal mechanism. 

Oversight and data sharing 

5.101 The Committee is supportive of any amendments that increase the ability of 
oversight agencies to exchange information. The Committee noted the 
evidence that in some circumstances the OAIC is prevented from sharing 
information with other regulators because of disclosure restrictions in the 
Australian Information Commissioner Act 2010 (AIC Act). 

5.102 The Committee notes the Ombudsman’s evidence that information sharing 
can help ensure appropriate oversight of all elements of the regime. 

5.103 The Committee shares the Communications Alliance’s concerns in relation 
to the the delay in what they term as the tabling of the ‘past annual reports’: 
for the MDRR. 

5.104 The Communications Alliance subsequently recommended that the 
legislation be revised to require that the reports, pursuant to s186 and 187P 
of the TIA Act, be tabled and published within three months of the end of 
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the reporting period. As this would add to transparency around the scheme 
and increase public confidence in the functioning of the regime, the 
Committee agrees with this recommendation. 

5.105 The sections referred to by the Communications Alliance are a little more 
nuanced than their suggested recommendation proposes. The Committee 
notes the following: 

 Section 186(1) requires that as soon as practicable, and in any event 
within 3 months, after each 30 June, the head (however described) of an 
enforcement agency must give the Minister a written report that relates 
to the year ending on that 30 June; 

 Section 186(2) provides that the Minister must prepare a report that 
contains the information set out in each report under subsection (1), 
other than the information referred to in paragraph (1)(cb). The report 
may contain any other information the Minister considers appropriate. 

 Section 186(3) provides that the Minister must cause a copy of a report 
under subsection (2) to be laid before each House of the Parliament 
within 15 sitting days of that House after the day on which the report 
was completed. 

 Section 187(P) requires that the Minister must, as soon as practicable 
after each 30 June, cause to be prepared a written report on the operation 
of this Part during the year ending on that 30 June. 

5.106 Currently Section 186(2) has no express time in which the Minister’s report 
must be completed. Therefore it is specifically section 186(2) — the 
Minister’s report — that the Communications Alliance is suggesting be 
prepared within 3 months. Again the Committee notes that section 186(3) 
requiring tabling of the Minister’s report within 15 sitting days. 

5.107 Section 187(P) uses the term ‘as soon as practicable’ which, in practice, has 
allowed reports to be prepared in a timeframe that has caused the concerns 
referred to above.  

5.108 Taking the above details in account the Committee recommends that 
sections 186 and 187P of the Telecommunication (Interception and Access) 
Act 1979 be amended so that: 

 the Minister must complete the report(s) referred to in section 186(2) and 
187P as soon as practicable and, in any event, within 3 months after each 
30 June; and 
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 the Minister must cause a copy of the report(s) to be tabled in each
House of the Parliament as soon as practicable and, in any event, within
15 sitting days after the date on which the report is completed.

Recommendation 16 

5.109 The Committee recommends that sections 186 and 187P of the 
Telecommunication (Interception and Access) Act 1979 be amended so 
that: 

 the Minister must complete the report(s) referred to in section 186(2)
and 187P as soon as practicable and, in any event, within 3 months
after each 30 June; and

 the Minister must cause a copy of the report(s) to be tabled in each
House of the Parliament as soon as practicable and, in any event,
within 15 sitting days after the date on which the report is completed.

        The Committee notes the evidence from the Office of the Australian 
Information Commissioner (OAIC) that State and Territory enforcement 
agencies are not subject to the Privacy Act and therefore have no obligation 
to report Notifiable Data Breaches to the OAIC. In the absence of notifiable 
data breach schemes in the states and territories the Committee recommends 
that section 6F of the Privacy Act 1988 be amended to prescribe that State and 
Territory CLEAs be regarded as ‘organisations’ for the purposes of the 
Notifiable Data Breach regime. 

Recommendation 17 

5.110 The Committee recommends that state and territory criminal law-
enforcement agencies under section 110A be prescribed as ‘organisations’ 
under section 6F of the Privacy Act 1988 the Privacy Act in relation to their 
collection and use of telecommunications data for the purposes of the 
Notifiable Data Breach regime. 

5.111 The Committee was interested to hear about the anomaly brought to it by 
the Law Enforcement Conduct Commission whereby the TIA Act allows the 
LECC to communicate lawfully intercepted information for the purposes of 
a police disciplinary hearing, for a decision by the police Commissioner to 
terminate the appointment of an officer and/or for the misbehaviour or 
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improper conduct of an officer whilst telecommunications data disclosures 
alone are not currently lawful for this purpose. 

5.112 The Committee agrees that the disclosure of telecommunications data for 
this purpose is both proportional and necessary, and represents best practice 
in allowing for the co-operation of agencies in order to manage disciplinary 
action. 

Recommendation 18 

5.113 The Committee recommends that section182(2) of the Telecommunications 
(Interception and Access) Act 1979 Act be amended in line with section 
68(d) for the consideration of the communication of telecommunications 
data for disciplinary action and termination of employment. 

5.114 The Ombudsman explained to the Committee in the public hearing on 7 
February 2020 that the Ombudsman has oversight of the law enforcement 
agencies and the OAIC has an oversight / regulatory role in respect of the 
telecommunications providers.  

5.115 In its submission, the OAIC spoke about the desirability of those two 
oversight agencies being able to talk to each other and exchange information 
and the Ombudsman agreed. However, section 29 of the AIC Act prevents 
the OAIC from exchanging information with the Ombudsman. As noted by 
the Ombudsman in the public hearing: 

We agree with her that there is a bit of a gap there. If we see something that 
the telcos have provided to the law enforcement agencies that is over and 
above what the law enforcement agencies were asking for or were authorised 
to get, we would like to be able to have a good discussion with the 
Information Commissioner about that so there is appropriate oversight of all 
the different elements of this. 

Recommendation 19 

5.116 The Committee recommends that section 29 of the Australian Information 
Commissioner Act, and any other statutes that apply similar constraints 
on information sharing by relevant oversight agencies, be amended so 
that agencies that have an oversight function in respect of the mandatory 
data retention regime are able to share intelligence on matters of 
regulatory concern where there is a public interest in doing so. 
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5.117 As the implementation of the Committee’s recommendations will require 
the Government to introduce legislation, the Committee is likely to have at 
least one opportunity to consider aspects of the scheme – including 
amendments to it – well in advance of June 2024. 

5.118 The Committee considers it prudent to recommend to provide the 
Committee with an option to conduct a comprehensive review of the scheme 
by June 2025 if the Committee considers it necessary or desirable. 

Recommendation 20 

5.119 The Committee recommends that the Intelligence Services Act 2001 and the 
Telecommunications (Interception and Access) Act 1979 be amended so that 
the Committee may commence a review of the mandatory data retention 
scheme by June 2025. 

Storage and security of telecommunications data 

5.120 In its 2015 report the Committee noted concerns around the storage and 
security of the MDRR.  

5.121 The main concern the Committee had in relation to storage was the 
possibility that data held under the MDRR could be stored offshore. 

5.122 Nearing the end of their deliberations the Committee sought further 
information from the Communications Alliance on this issue. The 
Communications Alliance stated that: 

Our members store the data retained pursuant to the Telecommunications 
(Interception and Access) Amendment (Data Retention) Act 2015 in 
compliance with all applicable legislative requirements. 

… Australia’s largest carriers have indicated that they store this data onshore, 
i.e. in Australia, and typically in data centres or facilities which they control. 
These facilities are held to high protective security standards. These carriers 
have taken the decision to do so because of a company-specific assessment of 
their respective technical, operational and commercial requirements and 
taking into account individual risk profiles for data storage.11 

5.123 While the Committee was pleased to hear that offshore data storage does not 
appear to currently occurring it remains concerned that offshore storage is 

                                                      
11  Communications Alliance, Submission 27.2, p. 1. 



124 

 

still permitted under the mandatory data retention regime. Data stored 
overseas could be subject to foreign regulation that could have extra-
territorial application to the telecommunication service provider itself, 
potentially enabling foreign governments to legally access the 
telecommunications data. In addition offshore storage would necessarily 
involve contracting with external foreign parties, which potentially 
heightens the risk of a data breach. 

5.124 Further, regardless of the actual security and legislative requirement 
imposed by offshore data storage, the Committee finds that part of the social 
license granted to telecommunications service providers, law enforcement 
and ASIO under the MDRR is that Australians’ data will be stored in 
Australia.  

Recommendation 21 

5.125 The Committee recommends that Division 1 of Part 5-1A of the 
Telecommunications (Interception and Access) Act 1979 be amended to 
require service providers to store information of the kind specified in or 
under section 187AA, or documents containing information of that kind, 
on servers located in Australia unless specifically exempted. 

5.126 The Committee took detailed evidence as to the desirability for minimum 
standards in relation to the security of stored data. In relation to this the 
Communications Alliance stated that any legislative or regulatory 
requirements ought to focus ‘on whether the data is stored securely and 
protected from unauthorised access and interference.’12 The 
Communications Alliance went on to state: 

Any requirements ought to be flexible, globally interoperable, ensuring the 
free movement of data while protecting consumers to ensure continued digital 
transformation and the promotion of Australia's global competitiveness.13 

5.127 In addition to the work of agencies developing guidelines on the operation 
of the mandatory data retention scheme as set out in dot point one of 
Recommendation One, agencies’ work on minimum standards in relation to 
security of data will help to build public confidence. These standards should 
be developed by the agencies that have access to the telecommunications 

                                                      
12  Communications Alliance, Submission 27.2, p. 2. 

13  Communications Alliance, Submission 27.2, p. 2. 
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data and, in the case of entities subject to telecommunications data retention 
requirements, by the Australian Communications and Media Authority 

Recommendation 22 

5.128 The Committee recommends that: 

 agencies that have access to telecommunications data should develop 
minimum standards for the security of telecommunications data held 
within their control or premises; and, 

 entities subject to telecommunications data retention requirements 
under the Telecommunications (Interception and Access) Act should 
be required to demonstrate to the Australian Communications and 
Media Authority that they have met minimum standards for ensuring 
the security of retained data: 

 these minimum standards, applying to entities subject to 
telecommunications data retention requirements should be 
developed by the Australian Communications and Media 
Authority. 

International developments 

5.129 Given that the international developments regarding the data retention 
schemes are in a state of legal and technological flux, it is the Committee’s 
view that Australia should view its own scheme as a relatively independent 
entity. The current data retention regime’s usefulness with regard to 
agencies’ functions and power to investigate the current threat environment 
should be regarded as paramount, provided that the scheme operates 
effectively and appropriately within Australia’s domestic environment. 

 

 

 

Mr Andrew Hastie MP 
Chair 
13 October 2020
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C. Part 5-1A of the 
Telecommunications (Interception 
and Access) Act 1979 

 

This is an extract of Part 5-1A, sections 187 to 187P of the Telecommunications 
(Interception and Access) Act 1979. 
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Chapter 5—Co-operation with agencies 
Part 5-1—Definitions 

187  Definitions 

 (1) This section sets out the meaning of the following 2 important 
concepts used in this Chapter: 

 (a) interception capability (relating to obligations under Part 5-3); 

 (b) delivery capability (relating to obligations under Part 5-5). 

These concepts do not overlap. 

Interception capability 

 (2) In this Chapter, interception capability, in relation to a particular 
kind of telecommunications service that involves, or will involve, the use of a 
telecommunications system, means the capability of that kind of service or of that 
system to enable: 

 (a) a communication passing over the system to be intercepted; and 

 (b) lawfully intercepted information to be transmitted to the delivery 
points applicable in respect of that kind of service. 

Delivery capability 

 (3) In this Chapter, delivery capability, in relation to a particular kind 
of telecommunications service that involves, or will involve, the use of a 
telecommunications system, means the capability of that kind of service or of that 
system to enable lawfully intercepted information to be delivered to interception 
agencies from the delivery points applicable in respect of that kind of service. 

Part 5-1A—Data retention 

Division 1—Obligation to keep information and documents 

187A  Service providers must keep certain information and documents 

 (1) A person (a service provider) who operates a service to which this Part 
applies (a relevant service) must keep, or cause to be kept, in 
accordance with section 187BA and for the period specified in 
section 187C: 

 (a) information of a kind specified in or under section 187AA; or 



 137 

 

 (b) documents containing information of that kind; 
relating to any communication carried by means of the service. 

Note 1: Subsection (3) sets out the services to which this Part applies. 

Note 2: Section 187B removes some service providers from the scope of this 
obligation, either completely or in relation to some services they operate. 

Note 3: Division 3 provides for exemptions from a service provider’s obligations 
under this Part. 

 (3) This Part applies to a service if: 
 (a) it is a service for carrying communications, or enabling 

communications to be carried, by means of guided or unguided 
electromagnetic energy or both; and 

 (b) it is a service: 
 (i) operated by a carrier; or 
 (ii) operated by an internet service provider (within the meaning 

of Schedule 5 to the Broadcasting Services Act 1992); or 
 (iii) of a kind for which a declaration under subsection (3A) is in 

force; and 
 (c) the person operating the service owns or operates, in Australia, 

infrastructure that enables the provision of any of its relevant 
services; 

but does not apply to a broadcasting service (within the meaning of the 
Broadcasting Services Act 1992). 

 (3A) The Minister may, by legislative instrument, declare a service to be a 
service to which this Part applies. 

 (3B) A declaration under subsection (3A): 
 (a) comes into force when it is made, or on such later day as is 

specified in the declaration; and 
 (b) ceases to be in force at the end of the period of 40 sitting days of a 

House of the Parliament after the declaration comes into force. 

 (3C) If a Bill is introduced into either House of the Parliament that includes 
an amendment of subsection (3), the Minister: 

 (a) must refer the amendment to the Parliamentary Joint Committee 
on Intelligence and Security for review; and 

 (b) must not in that referral specify, as the period within which the 
Committee is to report on its review, a period that will end earlier 
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than 15 sitting days of a House of the Parliament after the 
introduction of the Bill. 

 (4) This section does not require a service provider to keep, or cause to be 
kept: 

 (a) information that is the contents or substance of a communication; 
or 
Note: This paragraph puts beyond doubt that service providers are not 

required to keep information about telecommunications content. 

 (b) information that: 
 (i) states an address to which a communication was sent on the 

internet, from a telecommunications device, using an internet 
access service provided by the service provider; and 

 (ii) was obtained by the service provider only as a result of 
providing the service; or 

Note: This paragraph puts beyond doubt that service providers are not 
required to keep information about subscribers’ web browsing history. 

 (c) information to the extent that it relates to a communication that is 
being carried by means of another service: 

 (i) that is of a kind referred to in paragraph (3)(a); and 
 (ii) that is operated by another person using the relevant service 

operated by the service provider; 
  or a document to the extent that the document contains such 

information; or 
Note: This paragraph puts beyond doubt that service providers are not 

required to keep information or documents about communications that 
pass “over the top” of the underlying service they provide, and that are 
being carried by means of other services operated by other service 
providers. 

 (d) information that the service provider is required to delete because 
of a determination made under section 99 of the 
Telecommunications Act 1997, or a document to the extent that the 
document contains such information; or 

 (e) information about the location of a telecommunications device 
that is not information used by the service provider in relation to 
the relevant service to which the device is connected. 

 (5) Without limiting subsection (1), for the purposes of this section: 
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 (a) an attempt to send a communication by means of a relevant 
service is taken to be the sending of a communication by means of 
the service, if the attempt results in: 

 (i) a connection between the telecommunications device used in 
the attempt and another telecommunications device; or 

 (ii) an attempted connection between the telecommunications 
device used in the attempt and another telecommunications 
device; or 

 (iii) a conclusion being drawn, through the operation of the 
service, that a connection cannot be made between the 
telecommunications device used in the attempt and another 
telecommunications device; and 

 (b) an untariffed communication by means of a relevant service is 
taken to be a communication by means of the service. 

 (6) To avoid doubt, if information that subsection (1) requires a service 
provider to keep in relation to a communication is not created by the 
operation of a relevant service, subsection (1) requires the service 
provider to use other means to create the information, or a document 
containing the information. 

187AA  Information to be kept 

 (1) The following table sets out the kinds of information that a service 
provider must keep, or cause to be kept, under subsection 187A(1): 

 

Kinds of information to be kept 

Item Topic 
Column 1 

Description of information 
Column 2 

1 The subscriber of, 
and accounts, 
services, 
telecommunication
s devices and other 
relevant services 
relating to, the 
relevant service 

The following: 
(a) any information that is one or both of the 

following: 
(i) any name or address information; 
(ii) any other information for 

identification purposes; 
relating to the relevant service, being 
information used by the service provider 
for the purposes of identifying the 
subscriber of the relevant service; 

(b) any information relating to any contract, 
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Kinds of information to be kept 

Item Topic 
Column 1 

Description of information 
Column 2 

agreement or arrangement relating to the 
relevant service, or to any related account, 
service or device; 

(c) any information that is one or both of the 
following: 

(i) billing or payment information; 
(ii) contact information; 

relating to the relevant service, being 
information used by the service provider in 
relation to the relevant service; 

(d) any identifiers relating to the relevant 
service or any related account, service or 
device, being information used by the 
service provider in relation to the relevant 
service or any related account, service or 
device; 

(e) the status of the relevant service, or any 
related account, service or device. 

2 The source of a 
communication 

Identifiers of a related account, service or 
device from which the communication has 
been sent by means of the relevant service. 

3 The destination of a 
communication 

Identifiers of the account, telecommunications 
device or relevant service to which the 
communication: 
(a) has been sent; or 
(b) has been forwarded, routed or transferred, 

or attempted to be forwarded, routed or 
transferred. 

4 The date, time and 
duration of a 
communication, or 
of its connection to 
a relevant service 

The date and time (including the time zone) of 
the following relating to the communication 
(with sufficient accuracy to identify the 
communication): 
(a) the start of the communication; 
(b) the end of the communication; 
(c) the connection to the relevant service; 
(d) the disconnection from the relevant service. 
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Kinds of information to be kept 

Item Topic 
Column 1 

Description of information 
Column 2 

5 The type of a 
communication or 
of a relevant 
service used in 
connection with a 
communication 

The following: 
(a) the type of communication; 

Examples: Voice, SMS, email, chat, forum, 
social media. 

(b) the type of the relevant service; 

Examples: ADSL, Wi-Fi, VoIP, cable, GPRS, 
VoLTE, LTE. 

(c) the features of the relevant service that 
were, or would have been, used by or 
enabled for the communication. 

Examples: Call waiting, call forwarding, data 
volume usage. 

Note: This item will only apply to the service 
provider operating the relevant service: see 
paragraph 187A(4)(c). 

6 The location of 
equipment, or a 
line, used in 
connection with a 
communication 

The following in relation to the equipment or 
line used to send or receive the 
communication: 
(a) the location of the equipment or line at the 

start of the communication; 
(b) the location of the equipment or line at the 

end of the communication. 

Examples: Cell towers, Wi-Fi hotspots. 

 (2) The Minister may, by legislative instrument, make a declaration 
modifying (including by adding, omitting or substituting) the table in 
subsection (1), or that table as previously modified under this 
subsection. 

 (3) A declaration under subsection (2): 
 (a) comes into force when it is made, or on such later day as is 

specified in the declaration; and 
 (b) ceases to be in force at the end of the period of 40 sitting days of a 

House of the Parliament after the declaration comes into force. 

 (4) If a Bill is introduced into either House of the Parliament that includes 
an amendment of subsection 187A(4) or subsection (1) or (5) of this 
section, the Minister: 
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 (a) must refer the amendment to the Parliamentary Joint Committee 
on Intelligence and Security for review; and 

 (b) must not in that referral specify, as the period within which the 
Committee is to report on its review, a period that will end earlier 
than 15 sitting days of a House of the Parliament after the 
introduction of the Bill. 

 (5) For the purposes of items 2, 3, 4 and 6 of the table in subsection (1) and 
any modifications of those items under subsection (2), 2 or more 
communications that together constitute a single communications 
session are taken to be a single communication. 

187B  Certain service providers not covered by this Part 

 (1) Subsection 187A(1) does not apply to a service provider (other than a 
carrier that is not a carriage service provider) in relation to a relevant 
service that it operates if: 

 (a) the service: 
 (i) is provided only to a person’s immediate circle (within the 

meaning of section 23 of the Telecommunications Act 1997); or 
 (ii) is provided only to places that, under section 36 of that Act, 

are all in the same area; and 
 (b) the service is not subject to a declaration under subsection (2) of 

this section. 

 (2) The Communications Access Co-ordinator may declare that 
subsection 187A(1) applies in relation to a relevant service that a 
service provider operates. 

 (2A) Before making the declaration, the Communications Access 
Co-ordinator may consult the Privacy Commissioner. 

 (3) In considering whether to make the declaration, the Communications 
Access Co-ordinator must have regard to: 

 (a) the interests of law enforcement and national security; and 
 (b) the objects of the Telecommunications Act 1997; and 
 (ba) the objects of the Privacy Act 1988; and 
 (bb) any submissions made by the Privacy Commissioner because of 

the consultation under subsection (2A); and 
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 (c) any other matter that the Communications Access Co-ordinator 
considers relevant. 

 (4) The declaration must be in writing. 

 (5) A declaration made under subsection (2) is not a legislative instrument. 

 (6) As soon as practicable after making a declaration under subsection (2), 
the Communications Access Co-ordinator must give written notice of 
the declaration to the Minister. 

 (7) As soon as practicable after receiving the notice under subsection (6), 
the Minister must give written notice of the declaration to the 
Parliamentary Joint Committee on Intelligence and Security. 

187BA  Ensuring the confidentiality of information 

  A service provider must protect the confidentiality of information that, 
or information in a document that, the service provider must keep, or 
cause to be kept, under section 187A by: 

 (a) encrypting the information; and 
 (b) protecting the information from unauthorised interference or 

unauthorised access. 

187C  Period for keeping information and documents 

 (1) The period for which a service provider must keep, or cause to be kept, 
information or a document under section 187A is: 

 (a) if the information is about, or the document contains information 
about, a matter of a kind described in paragraph (a) or (b) in 
column 2 of item 1 of the table in subsection 187AA(1)—the 
period: 

 (i) starting when the information or document came into 
existence; and 

 (ii) ending 2 years after the closure of the account to which the 
information or document relates; or 

 (b) otherwise—the period: 
 (i) starting when the information or document came into 

existence; and 
 (ii) ending 2 years after it came into existence. 
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 (2) However, the regulations may prescribe that, in relation to a specified 
matter of a kind described in paragraph (a) or (b) in column 2 of item 1 
of the table in subsection 187AA(1), the period under subsection (1) of 
this section is the period referred to in paragraph (1)(b) of this section. 

 (3) This section does not prevent a service provider from keeping 
information or a document for a period that is longer than the period 
provided under this section. 

Note: Division 3 provides for reductions in periods specified under this section. 

Division 2—Data retention implementation plans 

187D  Effect of data retention implementation plans 

  While there is in force a data retention implementation plan for a 
relevant service operated by a service provider: 

 (a) the service provider must comply with the plan in relation to 
communications carried by means of that service; but 

 (b) the service provider is not required to comply with 
subsection 187A(1) (or section 187BA or 187C) in relation to those 
communications. 

187E  Applying for approval of data retention implementation plans 

 (1) A service provider may apply to the Communications Access 
Co-ordinator for approval of a data retention implementation plan for 
one or more relevant services operated by the service provider. 

 (2) The plan must specify, in relation to each such service: 
 (a) an explanation of the current practices for keeping, and ensuring 

the confidentiality of, information and documents that 
section 187A would require to be kept, if the plan were not in 
force; and 

 (b) details of the interim arrangements that the service provider 
proposes to be implemented, while the plan is in force, for 
keeping, and ensuring the confidentiality of, such information 
and documents (to the extent that the information and documents 
will not be kept in compliance with section 187A (and 
sections 187BA and 187C)); and 

 (c) the day by which the service provider will comply with 
section 187A (and sections 187BA and 187C) in relation to all such 
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information and documents, except to the extent that any 
decisions under Division 3 apply. 

 (3) The day specified under paragraph (2)(c) must not be later than the day 
on which the plan would, if approved, cease to be in force under 
section 187H in relation to the service. 

 (4) The plan must also specify: 
 (a) any relevant services, operated by the service provider, that the 

plan does not cover; and 
 (b) the contact details of the officers or employees of the service 

provider in relation to the plan. 

187F  Approval of data retention implementation plans 

 (1) If, under section 187E, a service provider applies for approval of a data 
retention implementation plan, the Communications Access 
Co-ordinator must: 

 (a) approve the plan and notify the service provider of the approval; 
or 

 (b) give the plan back to the service provider with a written request 
for the service provider to amend the plan to take account of 
specified matters. 

 (2) Before making a decision under subsection (1), the Communications 
Access Co-ordinator must take into account: 

 (a) the desirability of achieving substantial compliance with 
section 187A (and sections 187BA and 187C) as soon as 
practicable; and 

 (b) the extent to which the plan would reduce the regulatory burden 
imposed on the service provider by this Part; and 

 (c) if, at the time the Co-ordinator receives the application, the service 
provider is contravening section 187A (or section 187BA or 187C) 
in relation to one or more services covered by the application—
the reasons for the contravention; and 

 (d) the interests of law enforcement and national security; and 
 (e) the objects of the Telecommunications Act 1997; and 
 (f) any other matter that the Co-ordinator considers relevant. 
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 (3) If the Communications Access Co-ordinator does not, within 60 days 
after the day the Co-ordinator receives the application: 

 (a) make a decision on the application, and 
 (b) communicate to the applicant the decision on the application; 

the Co-ordinator is taken, at the end of that period of 60 days, to have 
made the decision that the service provider applied for, and to have 
notified the service provider accordingly. 

 (4) A decision that is taken under subsection (3) to have been made in 
relation to a service provider that applied for the decision has effect 
only until the Communications Access Co-ordinator makes, and 
communicates to the service provider, a decision on the application. 

187G  Consultation with agencies and the ACMA 

 (1) As soon as practicable after receiving an application under section 187E 
to approve a data retention implementation plan (the original plan), 
the Communications Access Co-ordinator must: 

 (a) give a copy of the plan to the enforcement agencies and security 
authorities that, in the opinion of the Co-ordinator, are likely to be 
interested in the plan; and 

 (b) invite each such enforcement agency or security authority to 
provide comments on the plan to the Co-ordinator. 

The Co-ordinator may give a copy of the plan to the ACMA. 

Request for amendment of original plan 

 (2) If: 
 (a) the Communications Access Co-ordinator receives a comment 

from an enforcement agency or security authority requesting an 
amendment of the original plan; and 

 (b) the Co-ordinator considers the request to be a reasonable one; 
the Co-ordinator: 

 (c) must request that the service provider make the amendment 
within 30 days (the response period) after receiving the comment 
or summary; and 

 (d) may give the service provider a copy of the comment or a 
summary of the comment. 
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Response to request for amendment of original plan 

 (3) The service provider must respond to a request for an amendment of 
the original plan either: 

 (a) by indicating its acceptance of the request, by amending the 
original plan appropriately and by giving the amended plan to 
the Communications Access Co-ordinator within the response 
period; or 

 (b) by indicating that it does not accept the request and providing its 
reasons for that non-acceptance. 

The ACMA’s role 

 (4) If the service provider indicates that it does not accept a request for an 
amendment of the original plan, the Communications Access 
Co-ordinator must: 

 (a) refer the request and the service provider’s response to the 
ACMA; and 

 (b) request the ACMA to determine whether any amendment of the 
original plan is required. 

 (5) The ACMA must then: 
 (a) determine in writing that no amendment of the original plan is 

required in response to the request for the amendment; or 
 (b) if, in the opinion of the ACMA: 
 (i) the request for the amendment is a reasonable one; and 
 (ii) the service provider’s response to the request for the 

amendment is not reasonable; 
  determine in writing that the original plan should be amended in 

a specified manner and give a copy of the determination to the 
service provider. 

Co-ordinator to approve amended plan or to refuse approval 

 (6) The Communications Access Co-ordinator must: 
 (a) if, on receipt of a determination under paragraph (5)(b), the 

service provider amends the original plan to take account of that 
determination and gives the amended plan to the 
Communications Access Co-ordinator—approve the plan as 
amended, and notify the service provider of the approval; or 
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 (b) otherwise—refuse to approve the plan, and notify the service 
provider of the refusal. 

ACMA determination not a legislative instrument 

 (7) A determination made under subsection (5) is not a legislative 
instrument. 

187H  When data retention implementation plans are in force 

 (1) A data retention implementation plan for a relevant service operated 
by a service provider: 

 (a) comes into force when the Communications Access Co-ordinator 
notifies the service provider of the approval of the plan; and 

 (b) ceases to be in force in relation to that service: 
 (i) if the service provider was operating the service at the 

commencement of this Part—at the end of the 
implementation phase for this Part; or 

 (ii) if the service provider was not operating the service at the 
commencement of this Part—at the end of the period of 18 
months starting on the day the service provider started to 
operate the service after that commencement. 

 (2) The implementation phase for this Part is the period of 18 months 
starting on the commencement of this Part. 

187J  Amending data retention implementation plans 

 (1) If a service provider’s data retention implementation plan is in force, it 
may be amended only if: 

 (a) the service provider applies to the Communications Access 
Co-ordinator for approval of the amendment, and the 
Co-ordinator approves the amendment; or 

 (b) the Co-ordinator makes a request to the service provider for the 
amendment to be made, and the service provider agrees to the 
amendment. 

 (2) Section 187F applies in relation to approval of the amendment under 
paragraph (1)(a) as if the application for approval of the amendment 
were an application under section 187E for approval of a data retention 
implementation plan. 
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 (3) An amendment of a data retention implementation plan: 
 (a) comes into force when: 
 (i) if paragraph (1)(a) applies—the Co-ordinator notifies the 

service provider of the approval of the amendment; or 
 (ii) if paragraph (1)(b) applies—the service provider notifies the 

Co-ordinator of the service provider’s agreement to the 
amendment; but 

 (b) does not effect when the plan ceases to be in force under 
paragraph 187H(1)(b). 

Division 3—Exemptions 

187K  The Communications Access Co-ordinator may grant exemptions or 
variations 

Decision to exempt or vary 

 (1) The Communications Access Co-ordinator may: 
 (a) exempt a specified service provider from the obligations imposed 

on the service provider under this Part, either generally or in so 
far as they relate to a specified kind of relevant service; or 

 (b) vary the obligations imposed on a specified service provider 
under this Part, either generally or in so far as they relate to a 
specified kind of relevant service; or 

 (c) vary, in relation to a specified service provider, a period specified 
in section 187C, either generally or in relation to information or 
documents that relate to a specified kind of relevant service. 

A variation must not impose obligations that would exceed the 
obligations to which a service provider would otherwise be subject 
under sections 187A and 187C. 

 (2) The decision must be in writing. 

 (3) The decision may be: 
 (a) unconditional; or 
 (b) subject to such conditions as are specified in the decision. 

 (4) A decision made under subsection (1) is not a legislative instrument. 
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Effect of applying for exemption or variation 

 (5) If a service provider applies in writing to the Communications Access 
Co-ordinator for a particular decision under subsection (1) relating to 
the service provider: 

 (a) the Co-ordinator: 
 (i) must give a copy of the application to the enforcement 

agencies and security authorities that, in the opinion of the 
Co-ordinator, are likely to be interested in the application; 
and 

 (ii) may give a copy of the application to the ACMA; and 
 (b) if the Co-ordinator does not, within 60 days after the day the 

Co-ordinator receives the application: 
 (i) make a decision on the application, and 
 (ii) communicate to the applicant the decision on the application; 
  the Co-ordinator is taken, at the end of that period of 60 days, to 

have made the decision that the service provider applied for. 

 (6) A decision that is taken under paragraph (5)(b) to have been made in 
relation to a service provider that applied for the decision has effect 
only until the Communications Access Co-ordinator makes, and 
communicates to the service provider, a decision on the application. 

Matters to be taken into account 

 (7) Before making a decision under subsection (1) in relation to a service 
provider, the Communications Access Co-ordinator must take into 
account: 

 (a) the interests of law enforcement and national security; and 
 (b) the objects of the Telecommunications Act 1997; and 
 (c) the service provider’s history of compliance with this Part; and 
 (d) the service provider’s costs, or anticipated costs, of complying 

with this Part; and 
 (e) any alternative data retention or information security 

arrangements that the service provider has identified. 

 (8) The Communications Access Co-ordinator may take into account any 
other matter he or she considers relevant. 
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187KA Review of exemption or variation decisions 

 (1) A service provider may apply in writing to the ACMA for review of a 
decision under subsection 187K(1) relating to the service provider. 

 (2) The ACMA must: 
 (a) confirm the decision; or 
 (b) substitute for that decision another decision that could have been 

made under subsection 187K(1). 
A substituted decision under paragraph (b) has effect (other than for 
the purposes of this section) as if it were a decision of the 
Communications Access Co-ordinator under subsection 187K(1). 

 (3) Before considering its review of the decision under subsection 187K(1), 
the ACMA must give a copy of the application to: 

 (a) the Communications Access Co-ordinator; and 
 (b) any enforcement agencies and security authorities that were 

given, under subparagraph 187K(5)(a)(i), a copy of the application 
for the decision under review; and 

 (c) any other enforcement agencies and security authorities that, in 
the opinion of the ACMA, are likely to be interested in the 
application. 

Matters to be taken into account 

 (4) Before making a decision under subsection (2) in relation to a service 
provider, the ACMA must take into account: 

 (a) the interests of law enforcement and national security; and 
 (b) the objects of the Telecommunications Act 1997; and 
 (c) the service provider’s history of compliance with this Part; and 
 (d) the service provider’s costs, or anticipated costs, of complying 

with this Part; and 
 (e) any alternative data retention or information security 

arrangements that the service provider has identified. 

 (5) The ACMA may take into account any other matter it considers 
relevant. 
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Division 4—Miscellaneous 

187KB Commonwealth may make a grant of financial assistance to service 
providers 

 (1) The Commonwealth may make a grant of financial assistance to a 
service provider for the purpose of assisting the service provider to 
comply with the service provider’s obligations under this Part. 

 (2) The terms and conditions on which that financial assistance is granted 
are to be set out in a written agreement between the Commonwealth 
and the service provider. 

 (3) An agreement under subsection (2) may be entered into on behalf of 
the Commonwealth by the Minister. 

187L  Confidentiality of applications 

 (1) If the Communications Access Co-ordinator receives a service 
provider’s application under section 187E for approval of a data 
retention implementation plan, or application for a decision under 
subsection 187K(1), the Co-ordinator must: 

 (a) treat the application as confidential; and 
 (b) ensure that it is not disclosed to any other person or body (other 

than the ACMA, an enforcement agency or a security authority) 
without the written permission of the service provider. 

 (1A) If the ACMA receives a service provider’s application under 
section 187KA for review of a decision under subsection 187K(1), the 
ACMA must: 

 (a) treat the application as confidential; and 
 (b) ensure that it is not disclosed to any other person or body (other 

than the Communications Access Co-ordinator, an enforcement 
agency or a security authority) without the written permission of 
the service provider. 

 (2) The ACMA, the Communications Access Co-ordinator, an enforcement 
agency or a security authority must, if it receives under 
subsection 187G(1), paragraph 187K(5)(a) or subsection 187KA(3) a 
copy of a service provider’s application: 

 (a) treat the copy as confidential; and 
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 (b) ensure that it is not disclosed to any other person or body without 
the written permission of the service provider. 

187LA  Application of the Privacy Act 1988 

 (1) The Privacy Act 1988 applies in relation to a service provider, as if the 
service provider were an organisation within the meaning of that Act, 
to the extent that the activities of the service provider relate to retained 
data. 

 (2) Information that is kept under this Part, or information that is in a 
document kept under this Part is taken, for the purposes of the Privacy 
Act 1988, to be personal information about an individual if the 
information relates to: 

 (a) the individual; or 
 (b) a communication to which the individual is a party. 

187M  Pecuniary penalties and infringement notices 

  Subsection 187A(1) and paragraph 187D(a) are civil penalty provisions 
for the purposes of the Telecommunications Act 1997. 

Note: Parts 31 and 31B of the Telecommunications Act 1997 provide for pecuniary 
penalties and infringement notices for contraventions of civil penalty 
provisions. 

187N  Review of operation of this Part and the amendments made by the 
Telecommunications and Other Legislation Amendment (Assistance and 
Access) Act 2018 

 (1) The Parliamentary Joint Committee on Intelligence and Security must 
review the operation of this Part and the amendments made by the 
Telecommunications and Other Legislation Amendment (Assistance and 
Access) Act 2018. 

 (1A) The review: 
 (a) must start on or before the second anniversary of the end of the 

implementation phase; and 
 (b) must be concluded on or before the third anniversary of the end 

of the implementation phase. 

 (2) The Committee must give the Minister a written report of the review. 
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 (3) Until the review is completed, the head (however described) of an 
enforcement agency must keep: 

 (a) all of the documents that he or she is required to retain under 
section 185; and 

 (b) all of the information that he or she is required, by paragraphs 
186(1)(e) to (k), to include in a report under subsection 186(1); 

relating to the period starting on the commencement of this Part and 
ending when the review is completed. 

 (4) Until the review is completed, the Director-General of Security must 
keep: 

 (a) all of the authorisations made under Division 3 of Part 4-1; and 
 (b) all of the information that he or she is required, by paragraphs 

94(2A)(c) to (j) of the Australian Security Intelligence Organisation 
Act 1979, to include in a report referred to in subsection 94(1) of 
that Act; 

relating to the period starting on the commencement of this Part and 
ending when the review is completed. 

 (5) Subsections (3) and (4) do not limit any other obligation to keep 
information under this Act or another law. 

187P  Annual reports 

 (1) The Minister must, as soon as practicable after each 30 June, cause to be 
prepared a written report on the operation of this Part during the year 
ending on that 30 June. 

 (1A) Without limiting the matters that may be included in a report under 
subsection (1), it must include information about: 

 (a) the costs to service providers of complying with this Part; and 
 (b) the use of data retention implementation plans approved under 

Division 2 of this Part. 

 (2) A report under subsection (1) must be included in the report prepared 
under subsection 186(2) relating to the year ending on that 30 June. 

 (3) A report under subsection (1) must not be made in a manner that is 
likely to enable the identification of a person. 
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D. Section 5D of the 
Telecommunications (Interception 
and Access) Act 1979 

 

5D Serious offences 

General types of serious offences 

(1) An offence is a serious offence if it is: 

(a) a murder, or an offence of a kind equivalent to murder; or 

(b) a kidnapping, or an offence of a kind equivalent to kidnapping; or 

(c) an offence against Division 307 of the Criminal Code; or 

(d) an offence constituted by conduct involving an act or acts of terrorism; 
or 

(e) an offence against: 

(i) Subdivision A of Division 72 of the Criminal Code; or 

(ii) Division 101 of the Criminal Code; or 

(iii) Division 102 of the Criminal Code; or 

(iv) Division 103 of the Criminal Code; or 
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(f) except for the purposes of an application for a warrant by an agency 
other than the ACC, an offence in relation to which the ACC is conducting 
a special investigation. 

(2) An offence is also a serious offence if: 

(a) it is an offence punishable by imprisonment for life or for a period, or 
maximum period, of at least 7 years; and 

(b) the particular conduct constituting the offence involved, involves or 
would involve, as the case requires: 

(i) loss of a person’s life or serious risk of loss of a person’s life; or 

(ii) serious personal injury or serious risk of serious personal injury; 
or 

(iii) serious damage to property in circumstances endangering the 
safety of a person; or 

(iiia) serious arson; or 

(iv) trafficking in prescribed substances; or 

(v) serious fraud; or 

(vi) serious loss to the revenue of the Commonwealth, a State or the 
Australian Capital Territory; or 

(vii) bribery or corruption of, or by: 

(A) an officer of the Commonwealth; or 

(B) an officer of a State; or 

(C) an officer of a Territory; or 

Telecommunications offences 

(2A) Without limiting subsection (2), an offence is also a serious offence if it is an 
offence against section 474.19, 474.20, 474.22, 474.23, 474.26 or 474.27 of the Criminal 
Code. 

Offences involving planning and organisation 

(3) An offence is also a serious offence if it is an offence punishable by 
imprisonment for life or for a period, or maximum period, of at least 7 years, 
where the offence: 

 



 157 

 

(a) involves 2 or more offenders and substantial planning and organisation; 
and 

(b) involves, or is of a kind that ordinarily involves, the use of sophisticated 
methods and techniques; and 

(c) is committed, or is of a kind that is ordinarily committed, in conjunction 
with other offences of a like kind; and 

(d) consists of, or involves, any of the following: 

(i) theft; 

(ii) handling of stolen goods; 

(iii) tax evasion; 

(iv) currency violations; 

(v) extortion; 

(vi) bribery or corruption of, or by: 

(A) an officer of the Commonwealth; or 

(B) an officer of a State; or 

(C) an officer of a Territory; 

(vii) bankruptcy violations; 

(viii) company violations; 

(ix) harbouring criminals; 

(x) dealings in firearms or armaments; 

(xi) a sexual offence against a person who is under 16 (including an 
offence against Part IIIA of the Crimes Act 1914); 

(xii) an immigration offence. 

Offences relating to people smuggling with exploitation, slavery, sexual servitude and 
deceptive recruiting 

(3A)  An offence is also a serious offence if it is an offence against: 

(a) section 73.1, 73.2, 73.3, 73.8, 73.9, 73.10 or 73.11; or 

(b) section 270.3, 270.6, 270.7 or 270.8; or 

(c) section 271.2, 271.3, 271.4, 271.5, 271.6 or 271.7 of the Criminal Code. 

Offences relating to child pornography 
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(3B) An offence is also a serious offence if the particular conduct constituting the 
offence involved, involves or would involve, as the case requires: 

(a) the production, publication, possession, supply or sale of, or other 
dealing in, child pornography; or 

(b) consenting to or procuring the employment of a child, or employing a 
child, in connection with child pornography. 

Money laundering offences etc. 

(4) An offence is also a serious offence if it is an offence against any of the following 
provisions: 

(a) Part 10.2 of the Criminal Code (other than section 400.9); 

(aa) section 135.3 of the Criminal Code; 

(b) Division 1A of Part IV of the Crimes Act 1900 of New South Wales; 

(c) section 194, 195 or 195A of the Crimes Act 1958 of Victoria; 

(d) section 64 of the Crimes (Confiscation of Profits) Act 1989 of Queensland; 

(e) section 563A of The Criminal Code of Western Australia; 

(f) section 138 of the Criminal Law Consolidation Act 1935 of South Australia; 

(g) section 67 of the Crime (Confiscation of Profits) Act 1993 of Tasmania; 

(h) section 74 of the Proceeds of Crime Act 1991 of the Australian Capital 
Territory; 

(i) Division 3A of Part VII of Schedule I to the Criminal Code Act of the 
Northern Territory. 

Cybercrime offences etc. 

(5) An offence is also a serious offence if it is an offence against any of the following 
provisions: 

(a) Part 10.7 of the Criminal Code; 

(b) section 308C, 308D, 308E, 308F, 308G, 308H or 308I of the Crimes Act 
1900 of New South Wales; 

(c) section 247B, 247C, 247D, 247E, 247F, 247G or 247H of the Crimes Act 
1958 of Victoria; 

(d) a provision of a law of a State (other than New South Wales or Victoria) 
that corresponds to a provision covered by paragraph (a), (b) or (c); 



 159 

 

(e) a provision of a law of a Territory that corresponds to a provision 
covered by paragraph (a), (b) or (c); 

(f) section 440A of The Criminal Code of Western Australia. 

Serious drug offences 

(5A) An offence is also a serious offence if it is an offence against Part 9.1 of the 
Criminal Code (other than section 308.1 or 308.2). 

Offences connected with other serious offences 

(6) An offence is also a serious offence if it is an offence constituted by: 

(a) aiding, abetting, counselling or procuring the commission of; or 

(b) being, by act or omission, in any way, directly or indirectly, knowingly 
concerned in, or party to, the commission of; or 

(c) conspiring to commit; 

an offence that is a serious offence under any of the preceding subsections. 

(7) An offence is also a serious offence if it is an offence constituted by receiving or 
assisting a person who is, to the offender’s knowledge, guilty of a serious offence 
mentioned in subsection (1), in order to enable the person to escape punishment or 
to dispose of the proceeds of the offence. 

(8) An offence is also a serious offence if it is an offence against any of the following 
provisions: 

(a) section 131.1, 135.1, 142.1 or 142.2, subsection 148.2(3), or section 268.112 
of the Criminal Code; 

(b) section 35, 36, 36A, 37, 39, 41, 42, 43, 46 or 47 of the Crimes Act 1914.
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E. Access to data under the 
Telecommunications Act 1997 

Sections 280 and 313(3) of the Telecommunications Act 
1997 

280 Authorisation by or under law 

 

(1) Division 2 does not prohibit a disclosure or use of information or a document if: 

a) in a case where the disclosure or use is in connection with the operation of an 
enforcement agency—the disclosure or use is required or authorised under a 
warrant; or 

b) in any other case—the disclosure or use is required or authorised by or under 
law. 

          (1A)  In applying paragraph (1)(a) to the Australian Commission for Law 
Enforcement Integrity, the reference in that paragraph to the operation of an 
enforcement agency is taken to be a reference to the performance of the functions 
of the Integrity Commissioner (within the meaning of the Law Enforcement 
Integrity Commissioner Act 2006). 

 (1B)  Subject to subsection (1C), paragraph (1)(b) does not apply to a disclosure of 
information or a document if: 

(a)  the disclosure is required or authorised because of: 

(i) a subpoena; or 
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(ii) a notice of disclosure; or (iii)  an order of a court; 

in connection with a civil proceeding; and 

(b) the information or document is kept, by a service provider (within the meaning 
of the Telecommunications (Interception and Access) Act 1979), solely for the 
purpose of complying with Part 5-1A of that Act; and 

(c) the information or document is not used or disclosed by the service provider for 
any purpose other than one or more of the following purposes: 

(i) complying with Part 5-1A of that Act; 

(ii) complying with the requirements of warrants under Chapters 2 and 3 of that 
Act or authorisations under Chapter 4 of that Act; 

(iii)  complying with requests or requirements to make disclosures provided for by 
sections 284 to 288 of this Act; 

(iv) providing persons with access to their personal information in accordance with 
the Privacy Act 1988; 

(v) a purpose prescribed by the regulations; 

(vi) a purpose incidental to any of the purposes referred to in subparagraphs (i) to 
(v). 

(1C) Subsection (1B) does not apply: 

(a)  in circumstances of a kind prescribed by the regulations; or 

(b)  to a disclosure to an enforcement agency (within the meaning of the 
Telecommunications (Interception and Access) Act 1979); or 

(c)  to a disclosure that occurs during the implementation phase (within the 
meaning of that Act). 

(2)  In this section: 

enforcement agency has the same meaning as in the Telecommunications 
(Interception and Access) Act 1979. 
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313 Obligations of carriers and carriage service providers 

(3) A carrier or carriage service provider must, in connection with: 

(a) the operation by the carrier or provider of telecommunications networks or 
facilities; or 

(b)  the supply by the carrier or provider of carriage services; 

give officers and authorities of the Commonwealth and of the States and 
Territories such help as is reasonably necessary for the following purposes: 

(c) enforcing the criminal law and laws imposing pecuniary penalties; 

(ca) assisting the enforcement of the criminal laws in force in a foreign country; 

(cb) assisting the investigation and prosecution of: 

(i) crimes within the jurisdiction of the ICC (within the meaning of the 
International Criminal Court Act 2002); and 

(ii)  Tribunal offences (within the meaning of the International War Crimes 
Tribunals Act 1995); 

(d) protecting the public revenue; 

(e) safeguarding national security. 

Note:          Section 314 deals with the terms and conditions on which such help is 
to be provided.
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Additional Comment by Labor 
Members 

 

Labor members fully endorse each of the 22 recommendations made by the 
Committee. If implemented, those recommendations – which are the product of a 
lengthy, robust and very productive engagement between Labor and Liberal 
members – would result in significant improvements to the mandatory data 
retention regime.  

However, in one respect, Labor members believe that the Committee should have 
gone further in seeking to balance the legitimate interests of law enforcement, on 
the one hand, with the protection of privacy, on the other. 

Putting to one side the power to access telecommunications data to locate a 
missing person, Labor members are concerned that the power to access 
telecommunications data without a warrant may be used – and is, in fact, currently 
being used – to access the telecommunications data of individuals who are not 
themselves suspected of any wrongdoing.  

We do not suggest that, in and of itself, there is anything wrong with the powers 
being used in this way. There are clearly a range of circumstances in which even 
the telecommunications data of a victim, for example, could substantially assist 
authorities in an investigation.  

However, in the context of a criminal investigation and in the event the other 
statutory tests for accessing a person’s telecommunications data are satisfied, we 
do not think that law enforcement agencies should be able to access the 
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telecommunications data of an individual who is not suspected of any wrongdoing 
unless: 

1 the person provides consent;  

2 seeking the person’s consent is reasonably likely to compromise an 
investigation (e.g. if authorities are seeking access to the 
telecommunications data of a friend or family member of a suspect); or 

3 the person’s consent cannot be obtained (e.g. where the individual is a 
victim who has been seriously injured or killed).  

We think the Telecommunications (Interception and Access) Act 1979 should be 
amended accordingly. 

Apart from the obvious privacy concerns, Labor members are concerned that 
allowing law enforcement agencies to access the telecommunications data of 
individuals who are not suspected of any wrongdoing – including victims of, or 
witnesses to, serious criminal wrongdoing – without consent may discourage 
victims or witnesses from coming forward to report crimes.  

Labor members note that significant intrusions into privacy by law enforcement 
agencies, such as a search of a person’s home, opening a person’s mail, installing a 
listening device or obtaining a saliva sample, generally require agencies to obtain a 
person’s consent or a warrant from an independent issuing authority.  

Given that context, we consider our proposal to be both modest and sensible.  

Labor members acknowledge that, if our proposal is implemented, a situation 
could arise where: 

1 an enforcement agency believes that an innocent individual’s 
telecommunications data would substantially assist an investigation;  

2 advanced notice to the individual would not compromise the 
investigation, no emergency exists, and it is reasonably practicable to 
notify the individual; and 

3 the relevant individual refuses to provide consent. 

In those circumstances, Labor members believe that an authorised officer should be 
required to obtain a warrant from an independent issuing authority.  
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