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Table 1: Acronyms and abbreviations
Term

Meaning

2017 IIR

Commonwealth of Australia, 2017 Independent Intelligence Review
(Michael L’Estrange AO and Stephen Merchant PSM) (June 2017)

AAT

Administrative Appeals Tribunal

AAT Act

Administrative Appeals Tribunal Act 1975 (Cth)

ABF

Australian Border Force

ABF Act

Australian Border Force Act 2015 (Cth)

ACC

Australian Crime Commission

ACC Act

Australian Crime Commission Act 2002 (Cth)

ACIC

Australian Criminal Intelligence Commission

ACLEI

Australian Commission for Law Enforcement and Integrity

ACSC

Australian Cyber Security Centre

ACT

Australian Capital Territory

Acts Interpretation Act

Acts Interpretation Act 1901 (Cth)

ADF

Australian Defence Force

ADJR Act

Administrative Decisions (Judicial Review) Act 1977 (Cth)

AFP

Australian Federal Police

AFP Act

Australian Federal Police Act 1979 (Cth)

AG

Attorney-General

AGD

Attorney-General’s Department

AGO

Australian Geospatial-Intelligence Organisation

AGS

Australian Government Solicitor

AGSVA

Australian Government Security Vetting Agency

AHRC

Australian Human Rights Commission

AI

Artificial intelligence

AIC

Australian Intelligence Community

ALP

Australian Labor Party

ALRC

Australian Law Reform Commission

AML/CTF Act

Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth)

ANAO

Australian National Audit Office

APP

Australian Privacy Principles

APS

Australian Public Service
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Archives Act

Archives Act 1983 (Cth)

ASD

Australian Signals Directorate

ASIO

Australian Security Intelligence Organisation

ASIO Act

Australian Security Intelligence Organisation Act 1979 (Cth)

ASIS

Australian Secret Intelligence Service

ASL

Average Staffing Level

AUSTRAC

Australian Transaction Reports and Analysis Centre

Australian Passports
Act

Australian Passports Act 2005 (Cth)

CDF

Chief of the Defence Force

CDPP

Commonwealth Director of Public Prosecutions

CIA

Central Intelligence Agency (US)

CIPA

Classified Information Procedures Act, 18 USC §§ 1–16 (1982)

CLOUD Act

Clarifying Lawful Overseas Use of Data Act, 18 USC

CNCTR

Commission for Oversight of Intelligence Gathering Techniques (France)

COMSEC

Communications security

CPF

Commonwealth Police Force

Crimes Act

Crimes Act 1914 (Cth)

Criminal Code

Criminal Code Act 1995 (Cth)

CSE

Communications Security Establishment (Canada)

CSE Act

Communications Security Establishment Act 2019 (Canada)

CSIRO

Commonwealth Scientific and Industrial Research Organisation

CSIS

Canadian Security Intelligence Service

CSIS Act

Canadian Security Intelligence Service Act 1985 (Canada)

CTR Act

Cash Transaction Reports Act 1988 (Cth)

CTRA

Cash Transaction Reports Agency

D2D CRC

Data to Decisions Cooperative Research Centre

Defence

Department of Defence

Defence Minister

Minister for Defence

DFAT

Department of Foreign Affairs and Trade

DGNI

Director-General of National Intelligence

DGSE

Directorate General for External Security (France)

DGSI

Directorate General for Internal Security (France)

DIBP

Department of Immigration and Border Protection
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DIGO

Defence Imagery and Geospatial Organisation

DIO

Defence Intelligence Organisation

DPR

Delegation Parlementaire au Renseignement (France)

DSD

Defence Signals Division

EFI Act

National Security Legislation Amendment (Espionage and Foreign Interference)
Act 2018 (Cth)

EFI Bill

National Security Legislation Amendment (Espionage and Foreign Interference)
Bill 2017

FBI

Federal Bureau of Investigation

FISA

Foreign Intelligence Surveillance Act (US)

Flood Report

Philip Flood AO, Report of the Inquiry into the Australian Intelligence Agencies
(July 2004)

FOI

Freedom of information

FOI Act

Freedom of Information Act 1982 (Cth)

Foreign Minister

Minister for Foreign Affairs

FTE

Full time equivalent

FTR Act

Financial Transaction Reports Act 1988 (Cth)

GCHQ

Government Communications Headquarters (UK)

GCSB

Government Communications Security Bureau (NZ)

GEOINT

Geospatial intelligence

GRU

Main Intelligence Directorate of the General Staff (Russian Federation)

Home Affairs

Department of Home Affairs

HRLC

Human Rights Law Centre

IC

Information Commissioner

IGIS

Inspector-General of Intelligence and Security

IGIS Act

Inspector-General of Intelligence and Security 1986 Act (Cth)

INSLM

Independent National Security Legislation Monitor

INSLM Act

Independent National Security Legislation Monitor Act 2010 (Cth)

IP

Internet Protocol

IRASA

Independent Reviewer of Adverse Security Assessments

IS Act

Intelligence Services Act 2001 (Cth)

ISIS

Islamic State of Iraq and Syria

JIO

Joint Intelligence Organisation

JSCIS

Joint Select Committee on the Intelligence Services

Law Officers Act

Law Officers Act 1964 (Cth)
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LEIC Act

Law Enforcement Integrity Commissioner Act 2006 (Cth)

Migration Act

Migration Act 1958 (Cth)

MOU

Memorandum of Understanding

MTA

Minor and technical amendments

Mutual Assistance Act

Mutual Assistance in Criminal Matters Act 1987 (Cth)

NAA

National Archives of Australia

NBN

National Broadband Network

NCA

National Crime Authority

NGO

Non-government organisation

NIC

National Intelligence Community

NPI

National policing information

NSA

National Security Agency (US)

NSC

National Security Committee of Cabinet

NSG

National Security Group (NZ)

NSI

National security information

NSI Act

National Security Information (Criminal and Civil Proceedings) Act 2004 (Cth)

NSIRA

National Security and Intelligence Review Agency (Canada)

NSS

National Security Secretariat (UK)

NSW

New South Wales

NZ

New Zealand

NZSIS

New Zealand Security Intelligence Service

OAIC

Office of the Australian Information Commissioner

ODNI

Office of the Director of National Intelligence (US)

OECD

Organisation for Economic Cooperation and Development

Ombudsman Act

Ombudsman Act 1976 (Cth)

ONA

Office of National Assessments

ONA Act

Office of National Assessments Act 1977 (Cth)

ONI

Office of National Intelligence

ONI Act

Office of National Intelligence Act 2018 (Cth)

OPC

Office of Parliamentary Counsel

OSC

Open Source Centre

OSINT

Open source intelligence

PGPA Act

Public Governance, Performance and Accountability Act 2013 (Cth)

PID

Public interest disclosure
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PID Act

Public Interest Disclosure Act 2013 (Cth)

PII

Public interest immunity

PJCIS

Parliamentary Joint Committee on Intelligence and Security

PJCLE

Parliamentary Joint Committee on Law Enforcement

PM&C

Department of the Prime Minister and Cabinet

Privacy Act

Privacy Act 1988 (Cth)

Protective Security
Review Report

Justice Robert Hope, Protective Security Review Report (1979)

Public Service Act

Public Service Act 1999 (Cth)

RCASIA

Royal Commission on Australia's Security and Intelligence Agencies

RCASIA, General
Report

Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence
Agencies (1984) (General Report)

RCASIA, Report on
ASIO

Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence
Agencies (1984) (Report on ASIO)

RCASIA, Report on
ONA and JIO

Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence
Agencies (1984) (Report on ONA and JIO)

RCIS

Royal Commission on Intelligence and Security

RCIS, Fifth Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Fifth Report on the Australian Secret Intelligence Service)

RCIS, First Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(First Report on Procedural Matters)

RCIS, Fourth Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Fourth Report on the Australian Security Intelligence Organisation)

RCIS, Second Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Second Report on Security Vetting and the question of the establishment of a
Security Appeals Tribunal)

RCIS, Sixth Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Sixth Report on the Defence Signals Division)

RCIS, Third Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Third Report on Intelligence Coordination Machinery)

RCMP

Royal Canadian Mounted Police

RIPA

Regulation of Investigatory Powers Act 2000 (UK)

Royal Commissions
Act

Royal Commissions Act 1902 (Cth)

SA

South Australia

Samuels and Codd
Report

The Hon Gordon Samuels AC CVO QC and Michael Codd AC, Report on the
Australian Secret Intelligence Service (March 1995)

SD

Surveillance device
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SD Act

Surveillance Devices Act 2004 (Cth)

SIGINT

Signals intelligence

SIO

Special intelligence operation

SOCOMD

Special Operations Command (ADF)

Telecommunications
Act

Telecommunications Act 1997 (Cth)

Templeton, RCIS,
Seventh Report

Dr Jacqueline Templeton, Royal Commission on Intelligence and Security (1976)
(Seventh Report on Australian Intelligence / Security Services 1900-1950)

THRO Act

Terrorism (High Risk Offenders) Act 2017 (NSW)

TI

Telecommunications interception

TI Act

Telecommunications (Interception) Act 1979 (Cth)

TIA Act

Telecommunications (Interception and Access) Act 1979 (Cth)

TOLA Act

Telecommunications and Other Legislation Amendment (Assistance and
Access) Act 2018 (Cth)

TSPV

Top Secret Positive Vetting

UK

United Kingdom

US

United States

VPN

Virtual private network

WA

Western Australia
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Chapter 33 Information sharing
33.1

For an intelligence community, information sharing is vitally important. It enables
intelligence agencies to effectively perform their functions and protect key national
interests. Effective information sharing builds a sense of cooperation between
agencies, and enables them to work together towards a common goal.

33.2

This Chapter reviews current information sharing frameworks and examines views
on information sharing legislation across the National Intelligence Community
(NIC). The Chapter also explores key principles and factors underpinning
information sharing legislation, and alternative legal frameworks. Finally, the
Chapter considers a number of discrete issues raised in submissions, including
barriers to the sharing of spent convictions records and biometric data and
information sharing with state and territory agencies.

Current information sharing frameworks
Legislative frameworks
33.3

The Australian Government Solicitor (AGS) estimated that legislation governing
the NIC contains more than 100 secrecy and information disclosure and handling
provisions. These provisions vary considerably—both in form and substance.

33.4

For example, information sharing provisions may be expressed as broad functions
to share information, as standalone information sharing or cooperation provisions,
or as exceptions to secrecy offences.1 Information sharing provisions further vary
as they enable the sharing of different types of information to different recipients
for different purposes. The variation between NIC information sharing provisions is
discussed in further detail below.

33.5

The ability of NIC agencies to share information is primarily guided by the core
legislation under which each agency operates—the Australian Security Intelligence
Organisation Act 1979 (Cth) (ASIO Act), the Intelligence Services Act 2001 (Cth)
(IS Act), the Office of National Intelligence Act 2018 (Cth) (ONI Act), the Australian

1

Australian Security Intelligence Organisation Act 1979 (Cth) (ASIO Act), ss 17(1)(b)-(c), (f), 18(2A)-(4B),
19(2), 19A(4), 35P(3)-(3A), 34ZS(5) (definition of ‘permitted disclosure’); Intelligence Services Act 2001 (Cth)
(IS Act), ss 6(1)(b), (d), (da), 6B(1)(d), (f), 7(1)(b), (f), 11(2AA), 39(1)(c), (2)-(3), 39A(1)(c), (2)-(3), 40(1)(c),
(2)-(3), 40B(1)(c), (2)-(3); Office of National Intelligence Act 2018 (Cth) (ONI Act), ss 7(1)(e)-(g), 38, 39,
42(1)(c), (2)-(3); Australian Crime Commission Act 2002 (Cth) (ACC Act), ss 7A(a), (fa), 51(2), (4),
59AA-59AC; Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth) (AML/CTF Act), ss
121(3), 125-133C; Australian Federal Police Act 1979 (Cth) (AFP Act), ss 8(bf)-(bh), 60A(2)(c)-(f), (2A)-(2D);
Australian Border Force Act 2015 (Cth) (ABF Act), ss 42-49.
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Crime Commission Act 2002 (Cth) (ACC Act), the Anti-Money Laundering and
Counter-Terrorism Financing Act 2006 (Cth) (AML/CTF Act), the
Australian Federal Police Act 1979 (Cth) (AFP Act) and the Australian Border
Force Act 2015 (Cth) (ABF Act). These Acts predominantly govern the sharing of
information obtained or prepared by, or in the possession of, each agency.2
33.6

33.7

NIC information sharing is also regulated by information sharing provisions in other
Commonwealth legislation, including:


the Telecommunications (Interception and Access) Act 1979 (Cth) (TIA Act)
and the Surveillance Devices Act 2004 (Cth) (SD Act), which govern the use
and disclosure of information obtained by, or relating to, electronic
surveillance powers



the National Security Information (Criminal and Civil Proceedings) Act 2004
(Cth) (NSI Act), which governs the disclosure of national security information
in court proceedings



the Privacy Act 1988 (Cth) (Privacy Act), which governs the collection, use
and disclosure of personal information



the Public Interest Disclosure Act 2013 (Cth) (PID Act), which governs the
disclosure of information in relation to wrongdoing in the Commonwealth
public sector, and



the Criminal Code Act 1995 (Cth) (Criminal Code), which contains general
secrecy provisions prohibiting the disclosure of Commonwealth information in
certain circumstances.

Information sharing arrangements in the TIA Act and SD Act are discussed in
Chapter 30, the disclosure of national security information under the NSI Act is
discussed in Chapter 45, the Privacy Act is discussed in Chapter 43, and the
general secrecy offences in the Criminal Code and disclosures under the PID Act
are discussed in Chapter 35. The key information sharing frameworks and issues
are addressed in this Chapter.

Australian Security Intelligence Organisation Act
33.8

2

The ASIO Act confers a broad function on ASIO to communicate security
intelligence for purposes relevant to security ‘to such persons, and in such

ASIO Act, s 18(2)(c); IS Act, ss 39(1)(a), 39A(1)(a), 40(1)(a), 40B(1)(a); ONI Act, ss 42(1)(a); ACC Act, s 4
(definition of ‘ACC information’); AML/CTF Act, s 5 (definitions of ‘AUSTRAC Information’ and ‘eligible
collected information’); AFP Act, s 60A(3); ABF Act, s 4 (definition of ‘Immigration and Border Protection
information’).
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manner, as are appropriate to those purposes’.3 The ASIO Act also includes a
function of advising ‘Ministers and authorities of the Commonwealth in respect of
matters relating to security, in so far as those matters are relevant to their
functions and responsibilities’.4 The communication of intelligence on behalf of
ASIO ‘shall be made only by the Director-General or by a person acting within the
limits of authority conferred on the person by the Director-General’.5
33.9

In addition to statutory functions, the ASIO Act allows for the communication of
information to other ASIO employees or affiliates or to the Director-General in the
course of an employee’s duties, or in accordance with a contract, agreement or
arrangement6 as well as communications within the limits of authority conferred on
a person by, or with the approval of, the Director-General.7

33.10

Under the ASIO Act, information may also be communicated to a number of
domestic and foreign government authorities, including to:


ASIS, ASD or AGO where the information relates, or appears to relate to the
performance of their functions8



a minister or a Commonwealth or state authority where the information
relates, or appears to relate to the commission, or intended commission, of a
serious crime, or where the national interest requires the communication9



a law enforcement agency or the Department of Defence for the purposes of
cooperating with or assisting the agency or authority10



authorities of other countries (approved by the minister as being capable of
assisting ASIO in the performance of its functions) for information that is
relevant to the security of that other country and that could not otherwise be
communicated,11 and



an IGIS official for the purpose of the IGIS exercising a power, or performing
a function or duty under the IGIS Act.12

3

ASIO Act, s 17(1)(b).
ASIO Act, s 17(1)(c).
5 ASIO Act, s 18(1).
6 ASIO Act, s 18(2)(d).
7 ASIO Act, ss 18(2)(e)-(f).
8 ASIO Act, s 18(4A).
9 ASIO Act, s 18(3).
10 ASIO Act, ss 19A(1)(d)-(e), 19A(1)(4). The Australian Security Intelligence Organisation Act Regulations
2016, item 6, currently prescribes the Department of Defence as the only authority with whom ASIO can
cooperate with for the purpose of section 19A(1)(e) of the ASIO Act.
11 ASIO Act, s 19(2).
12 ASIO Act, s 18(2B).
4
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For ASIO’s security assessment function, Part IV of the ASIO Act imposes
additional limitations on communicating information where the communication is
intended to inform the taking of ‘prescribed administrative action’.13 The Review
discusses Part IV of the ASIO Act in Chapter 44.

Intelligence Services Act
33.12

The IS Act confers a broad function on ASIS, ASD and AGO to communicate
foreign intelligence in accordance with the Government’s requirements. 14 The
IS Act also allows for the communication of ‘incidentally obtained intelligence’ 15 to
domestic and foreign government authorities where the intelligence relates to the
involvement, or likely involvement, by a person in activities that present a
significant risk to a person’s safety, are a threat to security, are undertaken for, or
on behalf of, a foreign power, are related to the proliferation of weapons of mass
destruction or the movement of goods, or involve the commission of a serious
crime.16

33.13

The IS Act further enables communications of information by ASIS, ASD, AGO
and DIO to other persons within their agency, or to the head of the agency, in the
course of a person’s duties as a staff member or in accordance with a contract,
agreement or arrangement.17

33.14

The IS Act also allows for communications of information within the limits of
authority conferred on a person by, or with the approval of, the head of the
agency,18 to an IGIS official for the purpose of the IGIS exercising a power, or
performing a function or duty under the IGIS Act19 and to appropriate
law enforcement authorities where intelligence is relevant to serious crime.20

Office of National Intelligence Act
33.15

The ONI Act confers a broad function on ONI to advise the Prime Minister on
national intelligence priorities, requirements and capabilities, and on matters

ASIO Act, ss 39, 35 (definition of ‘prescribed administrative action’).
IS Act, ss 6(1)(b), 6B(1)(d), 7(1)(b). IS Act agencies can also communicate intelligence collected under
functions—for example, AGO’s functions include obtaining intelligence to support the ADF and
Commonwealth and state authorities in carrying out national security functions.
15 IS Act, s 3 (definition of ‘incidentally obtained intelligence’). ‘Incidentally obtained intelligence’ means
intelligence that is obtained by ASIS, AGO or ASD in the course of obtaining intelligence under their
respective functions, but is not intelligence of a kind referred to by those functions.
16 IS Act, s 11(2AA).
17 IS Act, ss 39(1)(c)(i)-(ii), 39A(1)(c)(i)-(ii), 40(1)(c)(i)-(ii), 40B(1)(c)(i)-(ii).
18 IS Act, ss 39(1)(c)(iii)-(iv), 39A(1)(c)(iii)-(iv), 40(1)(c)(iii)-(iv), 40B(1)(c)(i)-(iv).
19 IS Act, ss 39(3), 39A(3), 40(3), 40B(3).
20 IS Act, s 11(2)(c).
13
14

Page 24

Volume 3

Chapter 33 Information sharing

relating to the national intelligence community more generally.21 It is also a function
of ONI to disseminate information relating to matters of political, strategic or
economic significance to Australia that is accessible to any section of the public.22
33.16

Under the ONI Act, Commonwealth authorities may provide information to ONI in
relation to matters of political, strategic or economic significance to Australia, and
NIC agencies are authorised to provide information that relates, or may relate, to
any of ONI’s functions.23

33.17

The ONI Act allows for the communication of information to other ONI staff
members or the Director-General in the course of a person’s duties as a staff
member or in accordance with a contract, agreement or arrangement.24
The ONI Act also allows for the communication of information within the limits of
authority conferred on a person by, or with the approval of, the Director-General25
and to an IGIS official for the purpose of the IGIS exercising a power, or
performing a function or duty under the IGIS Act.26

Australian Federal Police Act
33.18

The AFP Act allows for the communication of information for the purposes of the
AFP Act, the Law Enforcement Integrity Commission Act 2006 (Cth), the
Witness Protection Act 1994 (Cth) and the Parliamentary Joint Committee on Law
Enforcement Act 2010 (Cth) and for the carrying out, performance or exercise of
any of a person’s duties, functions or powers under those Acts.27 The disclosure of
information by the AFP is also governed by various other Acts, including the
Crimes Act 1914 (Cth) and the Mutual Assistance in Criminal Matters Act 1987
(Cth).28

Australian Crime Commission Act
33.19

The ACC Act enables arrangements to be made with a state minister or with any
other body or person, for the ACIC to receive or obtain from the state or an
authority of the state or from the relevant body or person, information or
intelligence relating to relevant criminal activities.29

21

ONI Act, ss 7(1)(e)-(f).
ONI Act, s 7(1)(g).
23 ONI Act, ss 38-39.
24 ONI Act, ss 42(1)(c)(i)-(ii).
25 ONI Act, ss 42(1)(c)(iii)-(iv).
26 ONI Act, s 42(3).
27 AFP Act, ss 60A(2)(c)-(f).
28 Crimes Act 1914 (Cth); Mutual Assistance in Criminal Matters Act 1987 (Cth), ss 43B-43D; SD Act, s 45;
TIA Act, pts 2-6, 3-4.
29 ACC Act, s 21.
22
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33.20

The ACC Act allows the ACIC to divulge or communicate information for the
purpose of a ‘relevant Act’ or otherwise in connection with the performance of a
person’s duties under a relevant Act.30 ‘A relevant Act’ means, the ACC Act, the
Law Enforcement Integrity Commissioner Act 2006 (Cth), the Parliamentary Joint
Committee on Law Enforcement Act 2010 (Cth), and a law of a state under which
the ACC performs a duty or function, or exercises a power.31

33.21

Under the ACC Act information may be disclosed to Commonwealth, state or
territory bodies, foreign law enforcement, intelligence gathering or security
agencies and certain international and private sector bodies—providing that the
information is relevant to a ‘permissible purpose’.32 A ‘permissible purpose’
includes, for example, performing ACIC functions, preventing, detecting,
investigating criminal offences and threats to national security, and preventing
serious threats to an individual’s life, health or safety.33 Disclosures of information
may also be made to ASIO where the information is relevant to security, or to ONI
where the information is relevant to the performance of ONI’s functions.34

33.22

Additional provisions specifically govern the disclosure of national policing
information, examination material or information from criminal history checks.35

Anti-Money Laundering and Counter-Terrorism Financing Act
33.23

Under the AML/CTF Act ‘AUSTRAC information’ may be disclosed for various
purposes, including for the purposes of, or in connection with the performance of a
person’s duties under the AML/CTF Act, and for the purpose of the performance of
the functions of the AUSTRAC CEO.36

33.24

The AML/CTF Act allows access to ‘AUSTRAC information’ by a range of
designated Commonwealth and state and territory agencies in addition to
non-designated Commonwealth agencies.37 Broadly, ‘designated agencies’ may
access information for the purpose of performing their functions or exercising their
powers, while non-designated agencies may only access information for the

30

ACC Act, s 51(2).
ACC Act, s 51(4).
32 ACC Act, ss 59AA, 59AB. Additional controls include that the CEO considers it appropriate to do so and
that disclosing the information would not be contrary to a Commonwealth, State or Territory law. Private
sector bodies are also required to make certain undertakings in relation to the use and further disclosure of
ACC information and in respect of any specific conditions applying to the disclosure arrangement.
33 ACC Act, s 4 (definition of ‘permissible purpose’).
34 ACC Act, ss 59AA(2). Additional controls include that the CEO considers it appropriate to do so and
disclosing the information would not be contrary to a Commonwealth, State or Territory law.
35 ACC Act, ss 7A(fa), 13(b), 59AAA, 59AC.
36 AML/CTF Act, s 121(3).
37 AML/CTF Act, pt 11 div 4.
31
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purpose of an investigation of a possible breach of Commonwealth law. 38
‘Designated agencies’ include all NIC agencies, state and territory law
enforcement agencies, and oversight and integrity bodies, such as the IGIS.39
33.25

The AML/CTF Act contains a range of secondary disclosure provisions in relation
to information accessed under the Act, including provisions relating to disclosures
by ASIO, ASIS, ASD, AGO, DIO, ONI, the ACIC, the AFP and the IGIS of
‘AUSTRAC information’.40

33.26

AUSTRAC may also communicate ‘AUSTRAC information’ to a foreign
government where that government has given an undertaking to protect the
confidentiality of the information, control its use and ensure that the information will
only be used for the purpose for which it is communicated.41 Finally, AUSTRAC
shares information with private sector bodies through the Fintel Alliance, in which
private sector members are seconded to AUSTRAC for the purposes of the
AML/CTF Act, enabling them to access and disclose information under relevant
provisions of the Act.

Australian Border Force Act
33.27

Under the ABF Act, an ‘entrusted person’ (the Secretary of the Department of
Home Affairs, the Australian Border Force Commissioner, and an ‘Immigration and
Border Protection worker’42) may disclose ‘Immigration and Border Protection
information’43 in a range of circumstances, including, for example, where:


the disclosure is made in the course of the person’s employment or services 44



the disclosure is made for the purposes of the ABF Act or the
Law Enforcement Integrity Commission Act 2006 (Cth)45

38

AML/CTF Act, pt 11 div 4.
AML/CTF Act, s 5 (definition of ‘designated agency’).
40 AML/CTF Act, ss 128(12A)-(19), 130, 131, 132(2)-(7), 133; 133A-C.
41 AML/CTF Act, s 132(1).
42 ABF Act, s 4 (definition of ‘Immigration and Border Protection worker’). ‘Immigration and Border Protection
worker’ includes employees of the Department and officers or employees of a Commonwealth, State,
Territory or foreign government, agency or authority whose services are made available to the Department.
43 ABF Act, s 4 (definition of ‘Immigration and Border Protection information’). ‘Immigration and Border
Protection information’ includes information that was obtained by a person in the person’s capacity as an
entrusted person, the disclosure of which would or could reasonably be expected to prejudice the security,
defence or international relations of Australia, prejudice the prevention, detection or investigation of, or the
conduct of proceedings relating to, an offence or a contravention of a civil penalty provision, prejudice the
protection of public health, or endanger the life or safety of an individual or group of individuals.
44 ABF Act, s 42(2)(b).
45 ABF Act, s 43.
39
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the disclosure is made to a Commonwealth, state or territory department,
agency or authority, the AFP, a state or territory police force, a coroner, or
any other officeholder where the information will enable or assist the relevant
body or person to perform or exercise their functions, duties or powers, and
any disclosure conditions are complied with46



the disclosure is made to a foreign country, agency or authority or a
public international organisation under an agreement between the foreign
agency or organisation and the Commonwealth, and the foreign agency or
organisation has undertaken not to use or further disclosure the information
except in accordance with the agreement or otherwise required or authorised
by law47



the person reasonably believed that the disclosure was necessary to prevent
or lessen a serious threat to the life or health of an individual and the
disclosure is for the purposes of preventing or lessening that threat.48

The Department of Home Affairs is also subject to specific secrecy and disclosure
provisions in various other Acts including, the Migration Act 1958 (Cth), the
Customs Act 1901 (Cth), the AusCheck Act 2007 (Cth) and the
Australian Citizenship Act 2007 (Cth).49

Additional frameworks
33.29

In addition to legislation, NIC agencies employ a range of non-legislative
mechanisms to guide the sharing of information by individual officers, including the
use of internal manuals, policies, rules and guidelines.

33.30

For ASIO, internal guidelines regulate ASIO’s use, handling and disclosure of
personal information.50 The guidelines require the Director-General to take all
reasonable steps to ensure that personal information is not used, handled or
disclosed by ASIO unless it is reasonably necessary for the performance of its
functions or otherwise authorised, or required, by law. 51

46

ABF Act, s 44.
ABF Act, s 45.
48 ABF Act, s 48.
49 Migration Act 1968 (Cth), ss 336E, 488-488B, 503A; Australian Citizenship Act 2007 (Cth) s 43; Customs
Act 1901 (Cth), s 64AF.
50 Attorney-General, Attorney-General's Guidelines in relation to the performance by the Australian Security
Intelligence Organisation of its function of obtaining, correlating, evaluating and communicating intelligence
relevant to security (including politically motivated violence) (ASIO Guidelines)
<http://asio.gov.au/sites/default/files/Attorney-General’s%20Guidelines.pdf> paras 13.1-13.3.
51 ASIO Guidelines, paras 13.1-13.2.
47
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33.31

Similarly, internal privacy rules applying to the IS Act agencies (ASIS, ASD, AGO),
DIO and ONI regulate the communication of intelligence information concerning
Australian persons or, in the case of ONI, information or an opinion about an
identified Australian citizen or permanent resident.52 The IS Act and the ONI Act
require the making of privacy rules to regulate such information.53 The IS Act
agencies and ONI must not communicate such information, except in accordance
with these rules.54

33.32

In addition to internal rules, NIC information sharing may be affected by
agreements or arrangements which further guide the circumstances in which
information may be disclosed from one agency to another, or from one agency to
another Commonwealth, state or territory, or foreign government authority.
These agreements may be formalised through memoranda of understanding
and/or information and communication technology systems.55

33.33

In some contexts, NIC agencies or relevant ministers may also issue directions
which have the effect of imposing additional legal obligations from those set out in
information sharing legislation, or which otherwise inform an agency’s information
sharing policy or practice.

33.34

For example, under the AFP Act, the Minister may give written directions to the
AFP Commissioner on the approach to be taken to the performance of
AFP’s functions.56 In accordance with a Ministerial Direction of 12 May 2014,
the AFP is to ‘work cooperatively with law enforcement and other partners across
the Commonwealth, States and Territories in developing, implementing and
managing national security, law enforcement and crime prevention policies and
operation activities, including through information and intelligence sharing.’ 57

52

ASIS, Privacy Rules < http://asis.gov.au/Privacy-rules.html> rules 3-5; ASD, Rules to Protect the Privacy
of Australians < http://asd.gov.au/publications/rule-to-protect-the-privacy-of-australians> rules 3-4; AGO,
Rules to Protect the Privacy of Australians < http://defence.gov.au/AGO/library/ago-privacy-rules.pdf> rule 34, DIO, Guidelines to Protect the Privacy of Australian Persons <http://defence.gov.au/dio/privacyrules.shtml> rule 3; ONI, Privacy Rules <oni.gov.au/sites/default/files/office_of_national_intelligence_rules_
to_protect_the_privacy_of_australians.pdf> rule 4.
53 IS Act, s 15(1); ONI Act, s 53(1)(b).
54 IS Act, s 15(5); ONI Act, s 53(5).
55 Australian Law Reform Commission, Secrecy Laws and Open Government in Australia (Report No 112,
December 2009) (ALRC, Secrecy Laws and Open Government) para 14.2.
56 AFP Act, s 37(2).
57 Former Minister for Justice, the Hon Michael Keenan MP, Ministerial Direction, 12 May 2014
<https://www.afp.gov.au/about-us/governance-and-accountability/governance-framework/ministerialdirection>.
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The complexity of information sharing frameworks
Stakeholder views
33.35

A number of submissions to the Review identified the complexity of secrecy and
disclosure provisions across NIC legislation as a barrier to effective information
sharing.

33.36

Home Affairs submitted that regulation by different and complex laws contributes
to legal uncertainty and risk aversion by government agencies, due to the
possibility of prosecution under secrecy offences or civil proceedings arising from
a breach of privacy.

33.37

Home Affairs noted that it is legally accountable under at least 55 Acts and
over 400 legal authorities, each of which contain unique information sharing
conditions and protections, that are often defined by different standards.

33.38

Home Affairs stated that:
Legislative complexity inhibits information sharing between agencies because agencies are
subject to various secrecy and disclosure provisions, many of which pre-date the digitalisation of
information, that restrict the use of information to a specific purpose. Home Affairs Portfolio
agencies consume large amounts of data from other agencies and different legislative
requirements apply to this data. Accordingly, Home Affairs Portfolio agencies are subject to
multiple, overlapping secrecy and disclosure provisions. Each provision must be considered
separately, as well as in concert with all others that apply. This can require significant effort to
determine if information sharing to or from the Department is permitted, and under what
conditions this sharing can occur. Consequently, information-sharing initiatives with other
NIC agencies involve substantial resourcing and lead times. This results in sharing not occurring
due to legislative complexity and risk, which in turn strengthens cultural aversion to sharing.

33.39

With respect to the sharing of bulk data, Home Affairs noted that, under existing
legislation, agencies must be satisfied of a range of legal requirements for each
and every disclosure (or group of disclosures) before releasing information—
including whether the disclosure is for a ‘permissible purpose’. According to
Home Affairs, sorting through complex legislation to analyse the disclosure of
datasets on a case-by-case basis prevents the sharing of bulk data ‘within any
reasonable time-frame’.

33.40

Home Affairs also considered the sharing of bulk data to be constrained by
‘tightly defined parameters arising from the purposes and circumstances in which
the information was originally collected, and can subsequently be shared’.
According to Home Affairs, these parameters significantly reduce the value of
data assets by restricting their applicability and utility to other objectives—this then
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increases costs for government by requiring the same data to be collected multiple
times. Home Affairs contended that this represents a significant problem for the
sharing of bulk data and is particularly restrictive in the context of predictive
analytics and artificial intelligence systems, which rely on high quality data assets.
33.41

AUSTRAC submitted that the interaction of legislative frameworks across the
NIC presents a barrier to information sharing. AUSTRAC noted that its partner
agencies ‘are established under enabling legislation that also provides for access
to, and the use of, collected information’. According to AUSTRAC, this means that,
‘where an official from a partner agency accesses AUSTRAC information, the
official may have to comply with two secrecy and access frameworks that may be
incompatible or conflicting’. AUSTRAC submitted that it may not be clear which
obligation prevails where disclosure is permitted by one legislative framework, but
prohibited by another.

33.42

AUSTRAC further submitted that:
Legislative provisions that are designed to ensure that sensitive information is secure and
protected from unauthorised access, use and disclosure tend to be highly prescriptive, inflexible
and complex. This rigidity and complexity can hamper timely access to intelligence as
government officials grapple with the parameters surrounding what information can be shared,
with whom and for what purpose, while being mindful that unlawful disclosure may result in a
criminal penalty.

33.43

Similarly, the Data to Decisions Cooperative Research Centre submitted that
‘overly complex legislative frameworks hinder appropriate information sharing
between agencies’. The Centre found that, ‘one problem facing information
sharing in the national security community is the complexity of and the lack of a
coherent principle underlying distinctions that are drawn around which agencies
can access which data for what purposes’. The Centre went on to state that
‘[r]elated to this complexity—it is very hard to have a public, or even political,
debate around data sharing laws given the generally low level of understanding of
what is permitted and in which circumstances.’

33.44

In the context of law enforcement and criminal intelligence sharing, the Data to
Decisions Cooperative Research Centre considered that complexity ‘is largely the
result of patchwork legislation across jurisdictions rather than policy differences
between them’. Similarly, in a recent case study of information sharing laws
applicable to the ACIC, the AFP and state and territory law enforcement agencies,
Professor Lyria Bennet Moses found that, ‘barriers to greater information sharing,
is at least partly attributed to legal complexity and, in particular, the failure of
legislation to articulate clearly and consistently the relationship between
information and particularly entities’.
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The complexity and inconsistency of information sharing provisions across
NIC legislation was also recognised by ONI and the Office of Parliamentary
Counsel (OPC):


ONI considered that ‘different rules applying to different agencies' powers, as
well as differences in their ability to share or obtain information, limit how
NIC agencies work together, with states and territories and with international
partners.’



OPC commented that the ‘multiple secrecy and information-sharing
provisions that apply to NIC agencies…are complex and inconsistent with
each other’ and that there does not appear to be any particular reason for the
multiple provisions.

Submissions to the Review are consistent with the findings of a number of recent
reviews and inquiries, which identified the complexity and inconsistency of secrecy
and disclosure provisions in legislation more broadly, and within the NIC, as an
impediment to effective information sharing.58

Balancing ‘the need to share’ and ‘the need to protect’
33.47

One of the primary objectives of information sharing is to inform government
action. As Justice Hope recognised, ‘Australia needs all available sources of
intelligence to give the most complete and accurate picture possible of matters of
interest to policy-makers’.59

33.48

Although intelligence is commonly obtained through an agency’s own activities,
significant value is added through the contribution of partners. Without information
collected by Commonwealth and state and territory agencies, foreign government

58

Australia-New Zealand Counter-Terrorism Committee, Review of arrangements for information sharing
between the Commonwealth, State and Territory agencies during terrorist events (July 2018), para 37;
Productivity Commission, Inquiry Report on Data Availability and Use (March 2017) pgs 175-176; State
Coroner of New South Wales, Inquest into the deaths arising from the Lindt Café Siege: Findings and
recommendation (May 2017) rec 42; AGD, Report on the Statutory Review of the Anti-Money Laundering
and Counter-Terrorism Financing Act 2006 and Associated Rules and Regulations (April 2016) pgs 5-7;
PM&C, Review of Australia’s Counter-Terrorism Machinery (January 2015) pg 20; pg 22; Commonwealth of
Australia and State of New South Wales, Martin Place Siege: Joint Commonwealth–New South Wales
Review (January 2015) pg 54; Parliamentary Joint Committee on Law Enforcement, Parliament of Australia,
Inquiry into the gathering and use of criminal intelligence (May 2013) para 4.7; ALRC, Secrecy Laws and
Open Government, pg 22, Ric Smith AO PSM, Review of Homeland and Border Security (Summary and
Conclusions) (December 2008) pg 2.
59 Justice Robert Hope, Royal Commission on Intelligence and Security (1976) (RCIS) (Fifth Report) vol 1,
para 91.
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partners, and increasingly the private sector, the NIC could not produce the most
complete and accurate picture possible.
33.49

As the ACIC submitted:
Effective information and intelligence sharing allows the ACIC and its partners to have a
comprehensive picture of entities of interest, it avoids duplication of effort, provides investigative
integrity, assists with consistency of message, can promote public and personal safety and
allows more agile responses to critical incidents.

33.50

Information sharing with, and between intelligence agencies, is therefore critical to
the performance of agencies’ functions and the protection of key national interests.
The recent acknowledgement of a broader intelligence community—the NIC—
reflects the increasing need to share information and consolidate existing linkages
between agencies in order to respond to complex and evolving security
challenges.60

33.51

However, as the Australian Law Reform Commission (ALRC) observed in its
report, Secrecy Laws and Open Government in Australia, ‘wherever information
sharing objectives arise, a parallel concern is the role of secrecy provisions,
or other mechanisms, to protect that information in appropriate circumstances’.61
The ALRC considered that ‘[a] seamless flow of information within and between
governments…may pose particular problems in relation to certain sensitive
information, for example, personal information’.62 In this context, the ALRC stated
that ‘the concern is not about ‘open government’, but rather about the appropriate
protection of the information itself in the hands of government officers.’63

33.52

For the NIC, secrecy offences prohibiting unauthorised disclosures of information
are necessary for the protection of sensitive intelligence and national security
information, privacy and other human rights and fundamental freedoms.
The principles underpinning secrecy offences are discussed in Chapter 35.

33.53

Information sharing frameworks are therefore shaped by competing objectives—
the need to protect the privacy and security of sensitive agency information and
the need to share information to ensure that NIC agencies can ‘join the dots’ on
matters relevant to the performance of their functions and the protection of
Australia’s national interests.64

Michael L’Estrange and Stephen Merchant, 2017 Independent Intelligence Review (June 2017) (2017 IIR
(Unclassified)) paras 3.28, 4.2.
61 ALRC, Secrecy Laws and Open Government, para 2.31.
62 ALRC, Secrecy Laws and Open Government, para 2.28.
63 ALRC, Secrecy Laws and Open Government, para 2.28.
64 Michael Wesley, ‘Intelligence dissemination’ in Daniel Baldino and Rhys Crawley (eds) Intelligence and the
Function of Government (Melbourne University Press, 2018) pg 117.
60
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In his First Royal Commission, Justice Hope acknowledged the difficulty in finding
the right balance between ‘the need to share’ and ‘the need to protect’ information:
Intelligence is not collected in order to establish a library. Its collection is only justified by its use.
Decisions as to its use are important and at times difficult… great difficulty lies in determining
when and to whom it is proper to communicate intelligence, and in establishing proper
safeguards to ensure that it is not communicated otherwise. 65

33.55

The ALRC also recognised that ‘it is sometimes difficult to find the appropriate
balance between the need to protect information and the need to share it’. 66
The ALRC concluded that:
While it is important to ensure that authorised disclosure provisions are not unduly restrictive,
the content and form of authorised disclosure provisions must be guided by government policy
in the context in which they operate…[T]he policies behind each specific secrecy offence will
differ, necessitating different approaches to authorised disclosure provisions in particular
contexts…Some specific secrecy offences may require narrowly framed exceptions to reflect
the policy that the information protected by the secrecy offence should only be disclosed in
limited circumstances.67

33.56

NIC information sharing legislation is complex, in large part, because it seeks to
balance the ‘need to share’ and the ‘need to protect’ information in a diversity of
policy contexts. Each NIC agency has different functions, deals with different types
of information for different purposes and uses different powers. For example,
ASIO may collect information from human intelligence sources for security
purposes, whereas the Department of Home Affairs may collate and assess
voluntarily provided cargo data for the purpose of profiling suspicious goods
movements. The different contexts in which NIC agencies operate and the
different information with which they deal, clearly require different information
sharing rules.

33.57

Current information sharing frameworks seek to balance the ‘need to share’ and
the ‘need to protect’ information by reference to a range of factors, including:

65 RCIS,



the purpose for which the information was originally collected



the method or power used to collect the information



the nature and sensitivity of the information



the harm arising from the unauthorised disclosure of information



the recipient of the information, and

Fourth Report, vol 1, para 222.
ALRC, Secrecy Laws and Open Government, para 10.47.
67 ALRC, Secrecy Laws and Open Government, para 10.60.
66
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the purpose for which the information is disclosed.

33.58

For example, information obtained by, or relating to, the use of intrusive or covert
powers, such as electronic surveillance powers, is often subject to strict
information sharing rules.68 This is because the exercise of such powers amounts
to a significant intrusion into privacy and other human rights and fundamental
freedoms, justified only by equally significant interests such as investigating
serious criminal offences or protecting security.

33.59

The recipient of the information may also be relevant to whether and, if so, how
NIC information can be shared. For example, existing legislation often applies
additional conditions to the sharing of information with foreign agencies or the
private sector, reflecting the higher degree of control over, and therefore increased
confidence in, the actions of Australian agencies compared to foreign agencies
and private sector bodies.69

33.60

Therefore—although the majority of NIC information will, by its nature, require
protection, the degree of protection afforded to the information will vary. So too will
the nature of those provisions which enable the sharing of information in specified
circumstances, including the range of purposes for which information may be
shared.

Appropriate purpose for sharing information
33.61

As a general principle, legislation should enable agencies to use and disclose
information for the purpose for which the agency originally collected it.
For example, if the ACIC obtains information for the purpose of conducting a
special investigation, then that information should be able to be disclosed or
otherwise dealt with, for purposes relevant to that investigation. To prohibit or
otherwise limit the ability to do so would undermine the very purpose for which the
information was obtained.

33.62

Existing legislative frameworks generally enable agencies to share information for
the purpose of performing the relevant agency’s functions, or a subset of those
functions.70

33.63

In many contexts, information sharing legislation also enables agencies to disclose
information for a secondary purpose—that is a purpose other than for which the

68

TIA Act, pts 2-6, 3-4, 4-6 div 6; SD Act, s 45.
ACC Act, s 59AB; AML/CTF Act, pt 11 div 4 subdiv D.
70 ASIO Act, ss 17(l)(b), 18(2)(d)-(f); 19(2); IS Act, ss 39(1)(c)-40B(1)(c); ONI Act, ss 42(1)(c); ACC Act, ss
51(2), 59AA(l), 4 (definition of ‘permissible purpose’ para (a)); AML/CTF Act, s 121(3)(a)-(d); AFP Act, s
60A(2)(f); ABF Act, ss 42(2)(b), 43(a).
69
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information was originally collected. Under current legislation, these purposes
include, for example:


assisting another agency or body in the performance of its functions,71
including integrity and oversight bodies72



preventing, detecting or investigating threats to national security73



preventing, detecting, investigating or prosecuting criminal offences and/or
contraventions of Commonwealth law,74 and



preventing serious threats to a person’s life, health or safety, or public health
or safety.75

33.64

The purposes for which NIC agencies may share information differ depending on
the factors set out above, including the nature and sensitivity of the information
and the harm arising from its unauthorised disclosure, the method or power used
to collect the information and the recipient of the information.

33.65

An additional factor which determines the purpose for which information may be
shared is the impact of the disclosure of information on the right to privacy and
other human rights and fundamental freedoms. Additional human rights
considerations arise when information is shared for a purpose other than that for
which it was collected, as such disclosures may involve a further, and distinct,
interference with privacy. Any impact on human rights and fundamental freedoms
created by information sharing arrangements should be necessary for, and
proportionate to, the public interest associated with the disclosure of the
information.

33.66

As the Data to Decisions Cooperative Research Centre noted, there is a potential
for data practices to infringe on fundamental rights inherent in the rule of law and
international human rights law, particularly the right to privacy, the right to equal
treatment under the law, and the right to protection from abuse of power.
The Centre submitted that proportionality should be a guiding principle for

ASIO Act, ss 18(4A), s l9A(4); ACC Act, ss 59AA(1)-(2), 4 (definition of ‘permissible purpose’ paras (b)(c)); AML/CTF Act, ss 5 (definition of ‘designated agency’ paras (a)-(b), (f), (ga)-(gf), (l)), 126(1); ABF Act
ss 44(l), (4).
72 ASIO Act, ss 18(2B), 18A(2A), 18B(2A); IS Act, s 39(3), 39A(3), 40(3), 40B(3); ONI Act, ss 42(3); ABF Act,
s 43(b); AFP Act, s 60A(2)(d); AML/CTF Act, ss 5 (definition of ‘designated agency’ paras (c), (m)), 126(1);
ACC Act, ss 51(2), (4)(definition of ‘relevant Act’ para (c)).
73 IS Act, ss 11(2AA)(c); ACC Act, ss 59(AA)(1), 4 (definition of ‘permissible purpose’ para (c)), 59AA(2);
ABF Act, ss44, 46(k)
74 ASIO Act, s 18(3)(b)(i); IS Act ss l1(2)(c), ACC Act, ss59(AA)(1), 4 (definition of ‘permissible purpose’
para (d)); AML/CTF Act, s l29; ABF Act, ss 44, 46(a).
75 IS Act ss 11(2AA)(a), ABF Act s 48, ACC Act, ss 59AA(1), 4 (definition of ‘permissible purpose’ para (d)).
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understanding the extent to which data should be used and disclosed for national
security and law enforcement purposes.
33.67

The Review considers that information sharing legislation should permit and
facilitate the disclosure of information to protect and promote essential public
interests—Australia’s national security, economic well-being, and foreign relations
and combating serious and organised crime.

33.68

Given the specific role of ASIO, ASIS, ASD, AGO, DIO, ONI and the ACIC in
meeting these objectives, as well as their primary functions of intelligence
collection and/or assessment, it is generally appropriate and proportionate that
legislation enable these agencies to disclose and receive information for broad
purposes, including for the performance of their functions. This general rule should
be subject to more specific secrecy and information sharing provisions, which may
impose stricter conditions on the disclosure of information, such as information
obtained by, or related to, electronic surveillance.

33.69

The ability of the abovementioned agencies to disclose and receive information for
all their functions stands in contrast to AUSTRAC, Home Affairs and the AFP—
agencies with dual functions or purposes, some of which do not relate to
protecting and promoting Australia’s national security, economic well-being and
foreign relations or combating serious and organised crime.

33.70

For these agencies, it is appropriate for information sharing legislation to limit their
ability to receive information to a subset of their functions or purposes. While
sharing highly-intrusive or sensitive intelligence may be reasonable, necessary
and proportionate for purposes relevant to security (as defined in the ASIO Act) or
the investigation of serious and organised crime, this is usually not the case for
broader policy or regulatory purposes or the investigation of less serious offences.

33.71

In order to maintain a balance between ‘the need to share’ and ‘the need to
protect’ information, there must be limits on information sharing—particularly with
respect to the disclosure of personal information. To allow information to be
shared by NIC agencies for any purpose relating to their functions, without
restriction, would favour the performance of broad agency functions and objectives
over competing interests (such as privacy) and would disregard important
considerations, such as the source of the information, the power used to obtain it,
and the purpose for which the information was originally collected. It would also
undermine the safeguards that applied to the collection of the information and
would weaken public confidence in the willingness of agencies to protect the
privacy and security of sensitive information.
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33.72

As the IGIS observed, ‘many existing limitations on information sharing serve a
legitimate purpose and are part of the privacy and rights framework expected by
Australians’. According to the IGIS, ‘legislative safeguards to protect privacy in
relation to information sharing are particularly important given the exemption of
most NIC agencies from the requirements of the Privacy Act’. The IGIS further
submitted that ‘to ensure that a balance is struck between the need to share
information and the need to protect it, limitations on information sharing should be
reasonable, necessary and proportionate to the underlying objective.’

33.73

The Review acknowledges concerns raised by Home Affairs with respect to tightly
defined legislative parameters around the purposes for which certain information
may be shared. However, we do not consider that such parameters should be
removed simply because information may be relevant or applicable to other
objectives, or because a particular objective might be better informed by more
information. Equally, where there is no policy rationale for a particular limitation on
information sharing or on the purpose for which information may be shared, or
where such limitations are no longer necessary or justified, then we see no reason
why they should be retained.

33.74

On this basis, the Review considers that information sharing frameworks should
continue to be informed by, and dependent on, the policy context in which a
particular agency operates, including distinctions between the purposes, functions
and powers of NIC agencies. This view was supported by a number of
stakeholders, including the IGIS and AGD.

33.75

To the extent that substantive policy differences between information sharing
frameworks and the various purposes for which information may be shared
creates complexity in NIC legislation, this complexity is justified.

33.76

However, the Review recognises that complexity can also arise in the context of,
or be compounded by, overly-prescriptive legislative provisions, inconsistencies in
the way in which information sharing provisions are expressed or drafted, and
inexplicable, albeit minor, differences in terminology used across NIC legislation.

Overly-prescriptive information sharing provisions
33.77
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AGS observed that anecdotally, the information exchange provisions in the Acts
governing the Australian Intelligence Community (AIC) prompted comparatively
fewer requests for advice about their operation and effect when compared to the
more complex information disclosure regimes that apply to other agencies that
form part of the NIC.
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33.78

These observations are consistent with submissions to the Review—which
predominantly identified information sharing issues with legislation governing the
ACIC, AUSTRAC and Home Affairs. AIC agencies (ASIO, ASIS, ASD, AGO, DIO
and ONI) and the AFP did not express any significant concerns about their
information sharing frameworks.

33.79

Both the ACIC and AUSTRAC pointed to prescriptive and complex information
sharing provisions under their respective Acts. The ACIC submitted that its current
framework is ‘over-prescriptive compared to requirements that apply to other
Commonwealth agencies’ handling of criminal information and intelligence.’

33.80

The ACIC stated that its engagement with the private sector is ‘severely limited by
the highly complex and prescriptive nature of the process involved in disclosing
information to private bodies under [section] 59AB of the ACC Act.’ In particular,
the ACIC noted that ‘the recipients of disclosures under this provision are limited to
bodies corporate prescribed in regulations made under the ACC Act’. The ACIC
submitted that this provision ‘reduce[s] the effectiveness and responsiveness of
the ACIC in working with the private sector to achieve the ACIC’s mission.’

33.81

Similarly, AUSTRAC submitted that information sharing provisions under the
AML/CTF Act are:
highly technical and prescriptive, with different requirements applying to different agencies.
Factors determining access and usage include the function of the agency, the status of the
agency, whether the agency is a Commonwealth, state or territory agency, and the purpose for
which the information will be used. These factors can overlap, causing confusion and delaying a
partner agency’s ability to access information in a timely way and follow the trail of illicit funds
before it disappears.

33.82

ASIO further outlined impediments to sharing AUSTRAC information which it
considered ‘largely derived from complex information protection obligations in the
AML/CTF Act.’ ASIO pointed to administrative and compliance burdens to both
ASIO and the receiving agency.

33.83

AGO also noted that difficulty in interpreting complex provisions of the
AML/CTF Act has resulted in a strong cultural reluctance to obtain and use
AUSTRAC information in its intelligence products.

33.84

The Review acknowledges that overly-lengthy or prescriptive information sharing
frameworks can generate legal uncertainty, and that this legal uncertainty can limit
the ability of NIC agencies to determine the circumstances in which they can share
information. This may result in a reluctance to disclose the information or a lack of
awareness about the ability to do so, even where the disclosure of information is
permitted.
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33.85

We also agree with OPC’s observation that legislation which implements a
‘cover-every-detail’ approach, rather than a principles-based approach, reduces
the robustness of the legislation and its capacity to deal with new or unforeseen
circumstances.

33.86

Legislative reforms to simplify the secrecy and access framework of the
AML/CTF Act were introduced into Parliament on 17 October 2019.76
The proposed amendments follow a comprehensive statutory review of the Act in
2016, which concluded that the information sharing provisions under the
AML/CTF Act are ‘overly complex’ and ‘generate considerable uncertainty’. 77
The statutory review considered that this uncertainty was ‘impeding the flow of
financial intelligence for operational purposes’ and recommended reforms to
simplify the AML/CTF Act to provide greater clarity around the access, use and
dissemination of AUSTRAC information.78

33.87

The Review is also aware of proposed legislative reform to amend the information
disclosure regime of the ACC Act. Proposed amendments include simplified and
streamlined secrecy provisions and provisions for private sector disclosures.

Inconsistencies in legislative drafting and terminology
33.88

76

The complexity of information sharing legislation can be compounded by
inconsistencies in the way in which information sharing provisions are drafted or
expressed. For example, under current legislation, NIC agencies share information
in accordance with a range of legislative provisions, including:


function provisions—which provide agencies an express function to share or
disseminate information79



standalone information sharing or cooperation provisions—which enable
agencies to share information, or to do so in the context of cooperating or
assisting another agency,80 and

Anti-Money Laundering and Counter-Terrorism Financing and Other Legislation Amendment Bill 2019,
sch 1 pt 4; Explanatory Memorandum to the Anti-Money Laundering and Counter-Terrorism Financing and
Other Legislation Amendment Bill 2019, pg 53.
77 AGD, Report on the Statutory Review of the Anti-Money Laundering and Counter-Terrorism Financing Act
2006 and Associated Rules and Regulations (April 2016) (AGD, Review of the AML/CTF Act) pg 5.
78 AGD, Review of the AML/CTF Act, pg 7, rec 14.1.
79 ASIO Act, ss 17(1)(f); IS Act, ss 6(1)(ba), (d), (da), 6B(f), (g) , 7(d), (f); ONI Act, ss 5(1)(d), (1A)(b)(iii);
ACC Act, ss 7A(ca), (fa); AFP Act, ss 8(bf)-(bh).
80 ASIO Act, ss 19-19A, 18(3)-(4A); IS Act, ss 11(2AA), 13-13A; ACC Act, ss 24AA, 59AA-59AC;
AML/CTF Act, ss 125-133.
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exceptions to secrecy provisions—which enable the disclosure of information
by restricting the scope of secrecy provisions.81

33.89

Some legislation contains a combination of these provisions82 but NIC information
sharing is predominantly governed by exceptions to secrecy provisions.83
While the primary purpose of a secrecy provision is to prohibit the disclosure of
information, these provisions contain exceptions which specify circumstances in
which the disclosure of information is not prohibited. In some cases, exceptions to
secrecy provisions are the only legislative mechanism by which certain information
may be shared.84 Secrecy provisions are discussed in further detail in Chapter 35.

33.90

The Review sees no difference in the policy effect of drafting information sharing
frameworks by reference to function provisions, standalone information sharing
provisions or exceptions to secrecy offences—in all cases, the information may be
lawfully disclosed in accordance with the relevant provision.

33.91

The decision to use one approach over another, or a combination of approaches,
is largely a reflection of drafting technique rather than principle. For example, the
ASIO Act and IS Act rely on a limited number of exceptions to secrecy offences to
govern the highly sensitive information that these agencies obtain.85 By contrast,
secrecy offences in the ABF Act contain a large number of exceptions, enabling
the communication of Immigration and Border Protection information for a much
broader range of purposes.86

33.92

The use of different drafting approaches may contribute to legislative complexity to
the extent that information sharing provisions are expressed in different ways or
located in multiple parts of a particular Act. The drafting approach chosen may
also affect the culture of how a particular information sharing framework is
administered. For example, standalone information sharing provisions which
contain a positive permission to disclose information, may foster a more facilitative
information sharing culture.

33.93

AUSTRAC strongly advocated for the adoption of ‘facilitative information sharing
provisions’ in respect of the AML/CTF Act. AUSTRAC submitted that, ‘the current

81

This may be done as an exception to an offence, a defence to an offence or as an element of an offence.
This Chapter uses ‘exception’ to refer to all these approaches. See ASIO Act, ss 18(2A)-(2B), 35P(3)-(3A);
IS Act, ss 39(2)-(3), 39A(2)-(3), 40(2)-(3), 40B(2)-(3); ONI Act, s 42(2)-(3); ACC Act, s 51(2); AML/CTF Act,
s 121(3); AFP Act, s 60A(2A); ABF Act, ss 42(2)-49.
82 ASIO Act, ss 17(1)(f), 18-18B,19-19A; IS Act, ss 6(1)(ba), (d), (da), 6B(f), (g), 7(d), (f), 11(2AA), 13-13A.
83 ASIO Act, ss 18(2A)-(2B), 35P(3)-(3A); IS Act, ss 39(2)-(3), 39A(2)-(3), 40(2)-(3), 40B(2)-(3); ONI Act,
s 42(2)-(3); ACC Act, s 51(2); AML/CTF Act s 121(3); AFP Act, s 60A(2A); ABF Act, s 42(2)-49.
84 ABF Act, ss 42-45, AFP Act, s 60A.
85 ASIO Act, s18(2A)-(4B); IS Act, ss 39(2)-(3), 39A(2)-(3), 40(2)-(3), 40B(2)-(3).
86 ABF Act, pt 6.
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prohibitive approach has historically had a chilling effect on the sharing of
AUSTRAC information in circumstances where it would appear that sharing is
permitted’.
33.94

The complexity of information sharing frameworks can be further exacerbated by
inexplicable, albeit minor, differences in terminology used across NIC legislation.
For example, depending on the legislation, Commonwealth bodies and officers are
variously defined as ‘Commonwealth officer’, ‘Commonwealth authority’,
‘Commonwealth agency’, ‘Commonwealth public official’ or ‘public official’.
Similarly, current information sharing legislation may govern ‘intelligence’,
‘information’, ‘documents’ or ‘records’ or a combination thereof, or the
‘dissemination’, ‘disclosure’ or ‘communication’ of, ‘dealings’ with, or ‘access’ to,
information.87 These terms are not always defined to have the same meaning,
resulting in inconsistent coverage and operation between the frameworks.

33.95

As Professor Lyria Bennet Moses found, terminology used across information
sharing legislation governing the AFP, the ACIC and state and territory law
enforcement agencies is ‘excessively diverse, rendering the network of laws
concerning ownership of information unnecessarily complex’. 88
Bennet Moses noted that this complexity is particularly challenging as agencies
seek to modernise and automate information sharing practices.89

33.96

The Data to Decisions Cooperative Research Centre argued that legal frameworks
governing the use and sharing of big data should be clear, consistent and
predictable. According to the Centre, the frameworks should be ‘terminologically
consistent (to the extent possible across jurisdictions), logically consistent
(for example, not simultaneously prohibiting and requiring a particular activity) and
normatively consistent (for example, not making arbitrary distinctions that lack
normative justification).’

Concluding observations
33.97

87

Submissions and previous reviews have suggested a level of uncertainty or
concern regarding information sharing provisions, and submitted that the

ASIO Act, ss 17(1)(f), 18-18B, 35P; IS Act, ss 6(1)(ba), (d), (da), 6B(f), (g), 7(d), (f), 11(2AA), 39-40M;
ONI Act, ss 5(1)(d), 5(1A)(b)(iii), 42-44; ACC Act, ss 7A(ca), (fa), 17, 24AA, 51(2), 59AA-59AC;
AML/CTF Act, ss 121, 125-133; AFP Act, ss 8(bf)-(bh), 60A; ABF Act, ss 42-49; Criminal Code, pt 5.6.
88 Professor Lyria Bennet Moses, Who Owns Information? Law Enforcement Information Sharing as a Case
Study in Conceptual Confusion (February, 2019) pg 3.
89 Professor Lyria Bennet Moses, Who Owns Information? Law Enforcement Information Sharing as a Case
Study in Conceptual Confusion (February 2019) pg 18.
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complexity of current legislation is a serious impediment to the effective sharing of
information for intelligence purposes.
33.98

The Review has sought, at length, to explore these issues and identify systemic
challenges to NIC information sharing legislation. However, agencies have only
identified localised issues, which are either currently being, or can be, addressed
by targeted amendments. Furthermore, many case studies of information sharing
‘barriers’ put forward by agencies, did not in fact demonstrate the asserted
complexity or inconsistency. Nor did they demonstrate that current legislative
provisions are needlessly or unjustifiably complex or inconsistent, or demonstrably
impact agency operations, having regard to the underlying principles for the
differences between, and limitations on, information sharing provisions.

33.99

For example, AUSTRAC and Home Affairs provided case studies demonstrating
the interaction between different information sharing frameworks, and their inability
to share information in specific circumstances. Home Affairs’ case study appears
below.

Case Study Inability to disclose movement records for security vetting purposes
Home Affairs submitted that movement records (arrival and departure records of
travellers to and from Australia) are often requested by other agencies, such as
Australian Government Security Vetting Agency (AGSVA) and state police, for security
vetting purposes.
Home Affairs submitted that ‘consent forms have also been completed by the relevant
individuals providing consent to disclose their movement records information for these
purposes’ which are provided to the Department. However, section 488 of the Migration
Act does not authorise the disclosure of movement records to AGSVA or state police for
security vetting purposes or where the relevant person provides consent.
Home Affairs submitted that the Department currently overcomes this issue by the
following methods.


Sourcing information about a person’s movements where the information is
‘Immigration and Border Protection information’ for the purposes of the
ABF Act. Disclosure is permitted to other agencies for security screening
purposes under section 47 of the ABF Act, which enables disclosure in
accordance with the consent of the individual.



Authorising disclosure of movement records to prescribed agencies for
certain purposes under section 488(2)(g) of the Migration Act (and
regulation 3.10A of the Migration Regulations 1994). The Movement
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Records Instrument (LIN 18/068) prescribes the authorised agencies,
employees and purposes. These are also formalised under
MOU arrangements with the respective agencies.
33.100 These case studies did not, in the Review’s opinion, demonstrate systemic failures
in the legislation as a whole. Each example was confined to specific provisions of
specific legislative frameworks.
33.101 With respect to AUSTRAC’s case study, targeted amendments have now been
developed to resolve the issue.
33.102 With respect to Home Affairs’ case study, if there is no policy rationale for the
particular limitation on the disclosure of movement records under the
Migration Act, or the limitation is no longer necessary or justified, then we see no
reason why Home Affairs could not progress legislative amendments to remove it.
The actions of Home Affairs to overcome the issue suggests that there is no such
policy rationale, otherwise its actions would constitute deliberate efforts to
circumvent its statutory obligations. To the extent that complying with the
legislative provisions creates complexity for Home Affairs’ information sharing
processes, the Review considers that Home Affairs should prioritise targeted
amendments to the Migration Act to resolve the issue.
33.103 The Review recognises that there are many information sharing and secrecy
provisions across NIC legislation. Navigating these provisions to determine
whether information can be shared is, in some cases, complex and can take time.
However, this primarily reflects the fact that each legislative framework was
developed in its particular policy and legislative context—to regulate the protection
of different kinds of information, and to address the information sharing
requirements of different agencies. As a result, information sharing legislation
varies considerably across the NIC, as each framework seeks to balance a range
of factors to reconcile both ‘the need to share’ and ‘the need to protect’
information.
33.104 Some legislative complexity is a necessary consequence of that reflection,
particularly with respect to limitations placed on information sharing and the
purposes for which information may be shared. Information sharing limitations
reflect Parliament’s intentions regarding the appropriate use and disclosure of
NIC information in various circumstances. There is not, and should not be, a
‘one size fits all’ approach to information sharing across the NIC.
33.105 However, as noted above, ‘necessary’ complexity can be compounded by
overly-prescriptive legislative provisions, inconsistencies in the way in which
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information sharing provisions are expressed, and minor differences in terminology
used across legislation. In this context, legislative complexity may accrue through
the accumulation of apparently small obstacles and ultimately present a barrier to
effective information sharing. This is particularly so where legislative provisions are
applied to large volumes of information, or where agencies seek to apply and
develop information processing rules for the automated analysis or sharing of
information.
33.106 To the extent that differing terminology or unnecessarily detailed or prescriptive
information sharing provisions create uncertainty or complexity in NIC legislation,
then the Review considers that these issues should be addressed by targeted
amendments. This may include amendments to reduce unnecessary duplication or
to ensure the consistent use of common concepts where the same meaning is
intended. Differences in information sharing frameworks should be a consequence
of a deliberate and justifiable policy choice rather than a result of the use of
different terminology to express similar rules.
33.107 Information sharing frameworks should also be expressed as consistently as
possible, while still having regard to the policy context in which each agency
operates. Ensuring information sharing provisions are expressed in clear and
consistent terms—both within and across NIC legislative frameworks, and more
broadly—will help to clarify the circumstances in which agencies can disclose
information and enable appropriate cooperation and information sharing with, and
between the NIC.

Alternative legal frameworks for information sharing
Stakeholder views
33.108 A number of submissions proposed amendments to NIC information sharing
legislation, including introducing a common legislative framework or streamlined,
simplified and harmonised information sharing provisions across NIC legislation, to
address the complexity and inconsistency of existing legislation.
33.109 OPC noted that the Review may wish to consider a common legislative framework,
which could ‘greatly improve the ability of the NIC to operate in a modernised,
harmonised, efficient and effective way’. OPC noted that a common legislative
framework for information sharing could include, in one Act, provisions governing
the secrecy and disclosure arrangements that apply to information held by the
NIC agencies, as well as a streamlined process for NIC agencies to access
information held in other government databases.
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33.110 Alternatively, OPC observed that secrecy and information sharing provisions could
be streamlined, simplified and harmonised to ensure consistency and coherency
across the legislative framework. OPC recognised that, ‘while the use of a
streamlined approach would be a useful goal to aim for…the environment in which
the legislation will operate may limit the extent to which this can be achieved.’
33.111 The Data to Decisions Cooperative Research Centre also recommended adopting
a common legislative framework for information sharing by way of ‘a single
Commonwealth Act containing rules for how and when Commonwealth data is
collected, distributed, accessed, used, stored and deleted’. The Centre saw:
…a single approach as the best way to limit the problem of complexity in existing legal
frameworks, to harmonise important terminology currently defined in an inconsistent manner
across legislation and agencies relevant to the Australian Intelligence Community (AIC), and to
assist in harmonising definitions of use and disclosure, facilitating appropriate information
sharing.’

33.112 Home Affairs submitted that a possible solution could include introducing
‘a simplified legislative framework that facilitates the collection and use of data
through a reduction in the number and complexity of secrecy and disclosure
provisions.’
33.113 Home Affairs considered ‘[t]he aim of a single legislative framework for the NIC to
govern information sharing would be a laudable aim noting the possible need for
exceptions’ and that ‘[a] principles-based legislative framework could create a
common set of requirements, considerations, and safeguards to enable
information sharing, whilst appropriately protecting information.’
33.114 Home Affairs further submitted that:
A single, clear, common legislative framework would enable the NIC to operate with greater
confidence when sharing information. As it may be difficult to change the entire existing legal
framework at once, the Department would support the establishment of an ‘opt-in’ framework for
information sharing between NIC agencies. Similar to the proposed [Data Sharing and Release
Bill], rather than replacing existing provisions, it could exist alongside existing provisions to
facilitate and encourage information sharing between agencies where appropriate. Such an
‘opt-in’ framework would not control what information agencies choose to share, and whether
they should share it. Rather, the intent of such a framework is to develop a responsibility to
share mentality between NIC agencies, which in turn would facilitate working level cooperation.

33.115 Other agencies and departments also supported, to varying degrees, the review
and amendment of NIC information sharing legislation—particularly where the
legislation is overly complex or lacking definitional clarity. Most agencies favoured
simplified information sharing arrangements where possible, although some
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agencies expressed concern about an information sharing arrangement for the
whole of the NIC.

Review findings
33.116 As discussed above, the Review considers that much of the complexity in
NIC information sharing legislation is a result of the distinct functions of
NIC agencies and the different information with which they deal. This necessitates
different information sharing rules for each agency. The diversity in information
sharing legislation means that a single legislative framework would struggle to
achieve greater consistency due to the need for more exceptions than common
rules.
33.117 There would also be significant costs in introducing a single legislative framework
for information sharing, both in developing the replacement legislation and
supporting materials and the knowledge required to interpret and apply the new
framework. To the extent that agencies have identified impediments to information
sharing, none are singly or collectively of sufficient scale or seriousness to support
the replacement or override of current NIC information sharing regimes.
33.118 The Review also considered whether it would be beneficial to introduce a single
Act that facilitates information sharing with the NIC for certain purposes. Such an
Act would not override any restrictions or prohibitions in NIC information sharing
regimes, but would provide an express legislative permission to share information
with NIC agencies that is relevant to the performance of their functions.
33.119 A common legislative framework of this kind has been adopted by Canada. The
Security of Canada Information Sharing Act authorises the disclosure of
information to certain agencies, including intelligence and security agencies, if the
information is relevant to the agencies’ responsibilities in respect of activities that
‘undermine the security of Canada’.90 This authority is subject to any prohibitions
or restrictions in other Acts,91 but if no such prohibitions or restrictions exist, a
person is immune from civil suit in relation to information disclosed in accordance
with the Act.92 The Act was introduced following concerns about information
sharing in the national security context raised in three commissions of inquiry
concerning intelligence and security agencies’ activities in relation to terrorist
threats.93 These inquiries stressed the importance of information sharing and
90

Security of Canada Information Sharing Act 2015 (Canada) s 5(1).
Security of Canada Information Sharing Act 2015 (Canada) s 5(1).
92 Security of Canada Information Sharing Act 2015 (Canada) s 9.
93 Commission of Inquiry Concerning Certain Activities of the Royal Canadian Mounted Police; Commission
of Inquiry into the Actions of Canadian Officials in Relation to Maher Arar; Commission of Inquiry into the
91
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cooperation between intelligence agencies, the need for reciprocity in information
sharing94 and the ‘delicate balance between openness and security’.95
33.120 A single Act facilitating information sharing would provide a clear authority for
information sharing with the NIC and within the NIC while retaining existing
restrictions and control on information sharing in legislation. This could remove
doubts about the legality of information sharing that may currently exist where
there is no express rule permitting information sharing. However, it would only
improve information sharing where there is no existing prohibition or restriction on
that sharing. It would not remove any unnecessary complexity in NIC information
sharing regimes.
33.121 In fact, the Review considers that a facilitative Act would add further complexity to
current information sharing arrangements. The permission to share would not
override any current legislative restrictions, thereby requiring review of
three separate regimes (the regime governing the agency sharing the information,
the recipient agency and the legislation enabling sharing in the absence of any
express authority) to determine whether the sharing of information is permissible.
The extent to which existing restrictions apply would still be determined by the
terms of those restrictions.
33.122 A facilitative Act would assist in removing some uncertainty as to when information
may be disclosed. However, most of the uncertainty as to the interaction between
NIC information sharing regimes would remain. Therefore, the Review does not
consider that a facilitative Act would beneficially reduce complexity in
NIC information sharing legislation.
Recommendation 135
A common legislative framework for NIC information sharing, either in the form of
a single Act that regulates information sharing or a new Act that facilitates
information sharing, should not be adopted.

Investigation of Bombing of Air India Flight 182, cited in Legislative Summary of Bill C-51 51 (Library of
Parliament of Canada, Publication No 41-2-C51-E, 2015-06-19), pt 2.1.
94 Commission of Inquiry Concerning Certain Activities of the Royal Canadian Mounted Police, Second
Report, Freedom and Security Under the Law, Ottawa, 1981, pg 632 cited in Legislative Summary of
Bill C-51 (Library of Parliament of Canada, Publication No 41-2-C51-E, 2015-06-19), pt 2.1.
95 Commission of Inquiry into the Investigation of Bombing of Air India Flight 182, Air India Flight 182, A
Canadian Tragedy, Volume 1 – the Overview, Ottawa, 2010, pg 147 cited in Legislative Summary of
Bill C-51 51 (Library of Parliament of Canada, Publication No 41-2-C51-E, 2015-06-19), pt 2.1.
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Specific information sharing issues
Sharing spent convictions records
33.123 The Commonwealth spent convictions scheme was introduced in 1989 and aims
to prevent discrimination on the basis of previous convictions by limiting the use
and disclosure of older, less serious convictions and findings of guilt.96
As explained at the time of introduction:
It is in the best interests of society, and the person involved, that where the person has been
convicted of a minor offence, has paid the penalty and subsequently been of good behaviour for
an extended period then he should be protected from those who might discriminate against
him.97

33.124 The introduction of the Commonwealth spent convictions scheme followed a
review by the ALRC into spent convictions in 1987. The ALRC found that:
The underlying rationale for the proposal that there should be a duty to disregard spent
convictions is based on the strong probability that a spent conviction will be irrelevant to the
particular decision in question. Clearly, there will be specific instances where an old conviction
will still be relevant or where overriding national interests exist.98

33.125 Part VIIC of the Crimes Act sets up the Commonwealth spent convictions scheme.
There are a number of exclusions, which enable the disclosure of spent conviction
information in certain circumstances.99 States and territories also have
spent conviction schemes, however these differ in some respects to the
Commonwealth scheme in their definition and treatment of spent convictions.
33.126 The ACIC submitted that it is able to share spent conviction records with ASIO for
limited purposes. However, the ACIC is not permitted to disclose spent conviction
information to intelligence or security agencies100 for the performance of those
agencies’ functions. In contrast, ACIC can disclose spent conviction information to
other agencies included in the definition of a ‘law enforcement agency’ 101 under the
96

Crimes Legislation Amendment Bill 1989 (Cth).
Commonwealth, Parliamentary Debates, House of Representatives, 11 May 1989 (Lionel Bowen,
Attorney-General) pg 2543.
98 Australian Law Reform Commission, Spent Convictions (Report No 37, June 1987) (ALRC,
Spent Convictions) pg 15.
99 Crimes Act 1914, pt VIIC div 6; Crimes Regulations 2019 (Cth) sch 2.
100 Includes ASIO, ASIS, ASD, ONI, DIO, AGO: Crimes Act 1914, s 85ZL (definition of ‘intelligence or
security agency’).
101 Includes AFP, State and Territory police, Immigration and Border Protection Department, ACLEI, Law
Enforcement Conduct Commission of NSW and other State equivalents, ACIC, Independent Commission
Against Corruption of NSW and other State equivalents, NSW Crime Commission and other State
equivalents, CDPP and state equivalents, officers of the Attorney-General’s Department of a State or similar
97
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Crimes Act who are, in turn, able to file and record such information as well as use
those spent convictions for purposes relating to the investigation or prevention of
crime, where the investigation or prevention of crime is a function of the agency.
33.127 The ACIC submitted that the limitation prevents ACIC from assisting intelligence or
security agencies to identify links and connections between serious and organised
criminals and national security targets. ACIC provided a number of examples to
demonstrate where it has encountered problematic limitations to sharing
information with ASIO.
33.128 The Review considers it anomalous that the ACIC’s assessment reports can be
disclosed to the AFP in full but must have spent conviction information removed
for ASIO, unless the information is used for security vetting purposes.
33.129 The Review has not been able to identify any principled reason for the
distinction.102 The ALRC report into spent convictions concluded that ‘[c]learly,
there will be specific instances where an old conviction will still be relevant or
where overriding national interests exist’.103 It recommended that both the AFP and
‘Commonwealth agencies’ should not be required to disregard spent convictions
when exercising a power, or performing a duty or function, in relation to the
national security of Australia.104 The ALRC also stated that ‘the importance to
Australia of police and security functions outweighs the interests of the offender’ in
these circumstances.105
33.130 There are a broad range of other exclusions from the Commonwealth spent
convictions regime, which enable information about certain (or all) convictions to
be disclosed to specified bodies for prescribed purposes. These include:


disclosure to inform migration and citizenship decisions



assessments by state and territory governments about the suitability of a
person to be licensed as director or a chief executive of a casino, and



even public and university libraries for the purpose of making available
material for research, reference or study.106

State Department, who primary function is the institution or conduct of proceedings for State offences:
Crimes Act 1914, s 85ZL (definition of ‘law enforcement agency’).
102 The Parliamentary Debates and explanatory materials supporting the Crimes Legislation Amendment Bill
1989 do not indicate why the broader exclusions are confined to law enforcement agencies.
103 ALRC, Spent Convictions, pg 15
104 ALRC, Spent Convictions, pgs 15, 76.
105 ALRC, Spent Convictions, pg 15.
106 Crimes Act, ss 85ZZH(d), 85ZZH(k); Crimes Regulations 2019 (Cth) sch 2.
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33.131 The exclusions predominantly aim to ensure that criminal offences that may
impact on the suitability of a person to undertake a particular function are able to
be taken into account and that the integrity and security of public services are
maintained.107
33.132 Excluding ASIO from the spent convictions regime, thereby allowing ASIO to take
spent convictions into account, for the purpose of performing its security
intelligence functions is a legitimate and proper use of spent conviction
information.
33.133 The Review agrees with the ALRC’s principled view that there are certain
communal interests which override an individual’s interest in having their
conviction spent. The Review considers that ASIO’s interest in protecting
Australia, its people and its interests from threats to security, outweighs an
individual’s interest in not having their convictions taken into account by
ASIO when performing its functions.
Recommendation 136
Exclusions in the spent convictions scheme in Part VIIC of the Crimes Act should
be expanded to enable ASIO to use, record and disclose spent conviction
information for the performance of its functions.

33.134 The ACIC also suggested the Review consider permitting the disclosure of spent
conviction information to other intelligence agencies. While the ACIC noted it is
generally unable to provide spent conviction information to intelligence and
security agencies, their case studies only highlighted problems with disclosure to
ASIO.
33.135 The Review sees no compelling reason as to why other intelligence agencies
would require spent conviction information, outside of what they can already
receive for the purposes of assessing the suitability of persons for employment
and to work with classified national security information. No other intelligence
agency sought similar exclusions.
33.136 ACIC also submitted that differences between Commonwealth and state spent
convictions schemes can make the application of spent convictions legislation to a
disclosure under the ACC Act complex.

107

Explanatory Statement, Crimes Regulations 2019 (Cth) sch 2.
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33.137 The Review acknowledges that applying different rules to determine whether a
conviction is spent depending on the jurisdiction of the offence is a challenge for
the ACIC. However, this is a feature of federation and reflects the states’
responsibilities for criminal law. The Review therefore considers the issue is more
properly one of criminal law policy and national harmonisation of criminal law,
rather than an issue with the NIC legislative framework. As such, the Review does
not make a specific recommendation on this issue.

Sharing and accessing biometric data
33.138 The Review was asked to consider recommending that the Identity-matching
Services Bill 2018108 include legislative authority for Defence to request access to
the Face Identification Service under the National Facial Biometric Matching
Capability. This, it was argued, would assist the Australian Defence Force (ADF) in
sharing biometric data obtained on the battlefield with agencies external to
Defence.
33.139 The Identity-matching Services Bill 2019 provides for a Face Identification Service
in which permitted agencies can identify an unknown person by matching the
person’s facial image against images of persons held in records of government
identification documents.109 The Face Identification Service does not provide for
biometric information, such as fingerprints, to be matched against other
government identification information. Only specified Commonwealth, state and
territory law enforcement, national security and anti-corruption agencies listed in
subsection 8(2) of the Bill will be able to use the Face Identification Service—some
are restricted to using the service in connection with specific functions or
legislation. The ADF and Department of Defence are not included in that list.
33.140 In October 2019, the Parliamentary Joint Committee on Intelligence and Security
(PJCIS) recommended that the Identity-matching Services Bill 2019 be re-drafted
to take into account various principles including privacy, transparency and
oversight.110 As at December 2019, the Government had not yet responded to the
PJCIS’ recommendations. The Review suggests this issue be raised with the
Department of Home Affairs as part of the redrafting process should it proceed.

108

The Bill has been reintroduced to Parliament as the Identity-matching Services Bill 2019 (Cth).
Explanatory Memorandum, Identity-matching Services Bill 2019 (Cth) para 120.
110 PJCIS, Advisory Report on the Identity-matching Services Bill 2019 and the Australian Passports
Amendment (Identity-matching Services) Bill 2019 (October 2019).
109
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Sharing with state and territory agencies
33.141 A number of state and territory agencies requested the Review consider
expanding the legislative purposes for which NIC agencies may share information
with states and territories, in order to enable a broader scope of intelligence to be
shared, used and acted on by state agencies.
33.142 States and territories argued that NIC agencies, particularly ASIO and the
IS Act agencies, are only permitted to share information with state and territory law
enforcement agencies for tightly defined legislative purposes (such as those
relating to counter-terrorism or other national security threats) rather than for
broader policing or criminal intelligence purposes.
33.143 States and territories submitted that information collected by the NIC may be
relevant to other criminal investigations, to state-based national security threats
and the management offenders in custody and in the community, as well as for
counter-terrorism policy development and the administration of schemes such as
parole and post-sentence detention.
33.144 One state considered that there should be reciprocal information sharing
arrangements in place between ASIO and states and territories, including direct
access by state and territory agencies to ASIO’s databases for ‘general crime
purposes’. Another state submitted that ‘State and Territory law enforcement
agencies should be considered to be part of the [NIC] in order to encourage better
information sharing practices and inter-jurisdictional discussion about national
security’.
33.145 Currently, NIC agencies communicate information to state and territories in the
course of performing their functions or exercising their powers, or otherwise with
the approval of the head of the relevant agency. 111 For example, the ASIO Act
allows for the communication of security intelligence to any person, including state
and territory agencies, for purposes relevant to security, or otherwise in the course
of an employee’s duties or with the approval of the Director-General.112
33.146 NIC agencies also communicate information to state and territory agencies for
purposes relating to serious crime. For example, the IS Act allows for the
communication of foreign intelligence or incidentally obtained intelligence to
appropriate state and territory law enforcement authorities where the intelligence is

111

ASIO Act s 18(2)(d)-(f); IS Act ss 39(1)(c)(i)-(iv), 39A(1)(c)(i)-(iv), 40(1)(c)(i)-(iv), 40B(1)(c)(i)-(iv); ONI Act
s 42(1)(c)(i)-(iv), AFP Act, s 60A(2)(e)-(f); AML/CTF Act, s 121(3)(a)-(d); ACC Act, ss 51(2), 59AA(l), 4
(definition of ‘permissible purpose’ para (a)); ABF Act s 42(2)(b).
112 ASIO Act, ss 17(1)(b), 18(2)(d)-(f).
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relevant to, or involves the commission of a serious crime.113 Some agencies
communicate information for broader law enforcement purposes. For example, the
ACC Act allows information to be disclosed to states and territories for the purpose
of preventing, detecting, investigating, prosecuting or punishing criminal offences
or activities that might constitute criminal offences, as well as contraventions of a
state or territory law imposing a penalty or sanction, serious improper conduct, or
for the purpose of enforcing laws relating to proceeds of crime or unexplained
wealth.114
33.147 Some NIC agencies may also communicate information to state and territory
agencies for the performance of the relevant state or territory agencies’ functions.
For example, ASIO may communicate information to a state or territory law
enforcement agency for the purpose of cooperating with, or assisting, the agency
under section 19A of the ASIO Act—which authorises cooperation with law
enforcement agencies in the performance of those agencies functions. 115
33.148 Similarly, the ABF Act allows for the certain information to be communicated to
state or territory departments, agencies or authorities, police forces, coroners, or
any other officeholder where the information will enable or assist the relevant body
or person to perform or exercise their functions, duties or powers.116 Furthermore,
a range of state and territories agencies may access AUSTRAC information for the
purpose of performing their functions or powers, including state and territory
polices forces and crime, corruption and integrity commissions.117
33.149 The Review acknowledges the desire of state and territories to access more
information. All agencies, including state and territory agencies, rely on information
and the sharing of information to effectively perform their functions. The Review
also acknowledges that information collected by some NIC agencies will be
relevant to states and territories and the communication of relevant information will
be appropriate.
33.150 However, state and territory submissions appear to assume that security and
foreign intelligence relevant to policing is not currently being, or should be, shared
with state and territory agencies. The Review does not consider that this is the
case. Security and foreign intelligence agencies do not collect intelligence for the
purpose of preventing, detecting or investigating state or territory criminal

113

IS Act, ss 11(2)(c), 11(2AA)(e). AGO may also communicate intelligence (other than foreign intelligence)
obtained under its functions under IS Act, ss 6B(1)(b), 6B(1)(c).
114 ACC Act, ss 59AA(1)(a)-(b), 4 (definition of ‘permissible purpose’).
115 ASIO Act, s 19A(4).
116 ABF Act, ss 44(1), (4).
117 AML/CTF Act, ss 126(1), 5 (definition of ‘designated agency’ pars (p)-(x)).
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offences. As such, much of the information that they collect does not relate to
crime, but rather to national security and foreign relations matters.
33.151 The submissions also appear to assume that access to state and territory criminal
information for security purposes should be reciprocated with full access by state
and territory agencies to security intelligence collected by ASIO. However, in order
to maintain a balance between ‘the need to share’ and ‘the need to protect’
information (in accordance with the principles discussed earlier in this Chapter),
there must be limits on the sharing of, or access to, NIC information—particularly
highly sensitive operational or personal information. The various purposes for
which NIC information may be shared with states and territories under current
legislation reflects the various purposes, functions and powers of NIC agencies
and the relative sensitivity of the information that they collect.
33.152 In this context, the Review considers that it is not correct or appropriate to
mandate information sharing where a state or territory agency might be better
informed by more information. The impact of information sharing on privacy rights
and the ability to control and protect sensitive information must be necessary for,
and proportionate to, the public interest associated with the particular disclosure of
information.
33.153 State and territory agencies protect a wide range of public interests, including in
relation to national security (such as terrorism and cybercrime) through to general
policing and crime prevention activities, policy development and regulatory
matters. While the sharing of highly-intrusive or sensitive intelligence collected by
NIC agencies may be reasonable, necessary and proportionate for purposes
relevant to, for example, security or the investigation or serious criminal offences,
as noted earlier in this Chapter, this is usually not the case for broader policy or
regulatory purposes or for the investigation of less serious criminal offences.
33.154 The Review considers that NIC legislation should generally permit or facilitate
agencies to share information with states and territories to protect and promote
essential public interests, namely Australia’s national security and economic
well-being, foreign relations and combating serious and organised crime.
33.155 This position is consistent with comments made by Justice Hope in relation to the
communication of information by ASIO for security purposes such as terrorism and
other similar activities:
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That the communication of intelligence relating to security to…departments, police forces and
authorities of the States is justified is obvious.118

33.156 Justice Hope noted during his Second Royal Commission that ‘some complaints
[had] been made about ASIO’s reluctance to communicate intelligence.’ 119
He found that sometimes the refusal was on proper grounds, and sometimes it
would not appear to have been justified:
An example of the correct refusal by ASIO to provide information is when a department seeks
information about an organisation which ASIO does not regard as having any security
relevance. An example of a case where, in my opinion, the refusal or reluctance to provide
information would be unjustified is where ASIO has received liaison intelligence with some
restriction on communication imposed, but a situation arises where police action is necessary
and the communication of the intelligence, which undoubtedly relates to security, is critical for
operational purposes.120

33.157 The Review has not identified any legislative barriers to information sharing with
state and territory agencies for security and serious criminal purposes. We note
that there are some limitations on the ability to communicate information obtained
by, or relating to, electronic surveillance to state and territory correction services.
This issue is discussed in Chapter 30.
33.158 The Review considers that the existing purposes for which NIC information may be
shared with state and territory agencies under current legislation are appropriate
and adapted to the productive engagement between NIC agencies and state and
territory authorities, and that it is not necessary to amend legislation to expand
them.

Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence Agencies (1983-84)
(RCASIA) (Report on ASIO) para 8.37.
119 RCASIA, Report on ASIO, para 8.53.
120 RCASIA, Report on ASIO, paras 8.53-8.54.
118
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Introduction
34.1

Information is the basis for intelligence production. At its simplest, the role of an
intelligence agency is to collect a range of information about people, events and
issues, and to analyse that information to produce intelligence to inform the
government of the day. Collecting and analysing information is ‘core business’ for
Australia’s criminal, security and foreign intelligence agencies, as well as for law
enforcement agencies for evidentiary purposes.

34.2

Many chapters of this report deal with aspects of the legislative framework
governing the National Intelligence Community (NIC) agencies’ collection,
retention, analysis and sharing of information, including:

34.3



the use of electronic surveillance powers to covertly collect information
(Chapters 26 to 32)



the collection of information for cyber security purposes (Chapter 36)



the secrecy of information collected by, and concerning, NIC agencies
(Chapter 35), and



the sharing of information to, between and by NIC agencies (Chapter 33).

This Chapter addresses a distinct, but related issue—NIC agencies’ ability to
collect, receive, retain, use and share ‘reference information’, being information
that agencies obtain or retain for the purpose of assisting in the performance of
their intelligence functions generally, rather than for the purpose of a specific
investigation, operation or matter.

What is ‘reference information’?
34.4

The term ‘reference information’ is neither defined in any Act nor used
consistently, or at all, across NIC agencies. It is a descriptive term adopted by the
Review to describe a wide range of foundational, technical or personal information
that agencies may need to refer to in the performance of their functions.

34.5

For the purposes of this Chapter, reference information is a set of information that:


contains personal information, and



has been obtained, or retained, for the purpose of assisting the agency in the
performance of its intelligence or investigatory functions generally—as
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opposed to being obtained or retained for the purpose of a specific
investigation, operation or matter, or because the agency has a particular
intelligence interest in the individuals to whom the information relates.
34.6

The Review does not intend for this definition to be translated directly into statute.
It is intended to be an accessible description of the kinds of information that we
believe require further consideration. There are several implications of this
definition, explored further below, as well as an important distinction between
obtaining direct access or copies of information for reference purposes, and
obtaining information in the context of a particular investigation or for a particular
intelligence purpose.

Implications of the definition
34.7

First, the definition is limited to ‘personal information’. Many agencies will collect,
generate and use a wide range of non-personal information for reference
purposes. For example:


AGO generates a range of geospatial, hydrographic and oceanographic
datasets—essentially, maps of Australia and the world—in conjunction with
Geoscience Australia and other partners, and



the Australian Cyber Security Centre in ASD collects and maintains a
database of the electronic ‘signatures’ of known malware, in conjunction with
a wide range of industry and other partners.

34.8

Such information is plainly ‘reference information’ in the broad sense, in that it is
used by NIC agencies for reference purposes—for example, agencies rely on
maps to help them navigate and understand the environment, and ASD uses and
shares malware signatures to enable it, and its partners, to detect and prevent
cyber intrusions.

34.9

However, NIC agencies’ access to, and use of, these kinds of non-personal
information for reference purposes does not raise specific policy issues that
require detailed consideration. As such, our definition is limited to personal
information.

34.10

Second, and closely-related, the definition is limited to information that
NIC agencies obtain to assist them in relation to their intelligence or investigatory
functions. This is intended to exclude, for example, personal information that:
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a NIC agency might obtain for the purpose of assisting it with its
administrative functions, generally—for example, information obtained in the
course of recruitment or human resources processes.

34.11

Personal information obtained for these kinds of non-intelligence purposes will
often be sensitive. However, it will generally be more appropriate to manage such
information under more ordinary information handling rules and frameworks rather
than under rules designed to govern information that agencies obtain for
intelligence purposes.

34.12

Third, the defining feature of this definition is that it distinguishes between
information that a NIC agency collects, receives or retains to assist it in the
performance of its intelligence or investigatory functions generally, and information
the agency collects, receives or retains for a particular intelligence or investigatory
purpose.

34.13

There are various reference datasets that NIC agencies know may be generally
useful to future intelligence investigations and production. For example, agencies
may collect and hold address records and telephone numbers, akin to those found
in street and telephone directories, to enable them to more quickly contextualise or
verify information they obtain in the course of future investigations. These would
fall within our definition of reference information, as they were not obtained
because they are necessarily relevant to a specific investigatory purpose, but
because agencies can foresee that they may be generally useful to a range of
investigations.

34.14

This is different to situations where NIC agencies collect, receive and retain
personal information that relates to an ongoing intelligence matter or investigation.
This information will often relate to incidental collection on individuals who are not
under suspicion or of intelligence interest.

34.15

For example, NIC agencies may collect or receive personal information about the
associates of a person whom they are investigating. In some cases, those
associations will be entirely benign and the agency will not have any direct
intelligence interest in the person. However, it will often be necessary and
proportionate for NIC agencies to retain personal information about those benign
associations for as long as the agency maintains an investigatory or intelligence
interest—in particular, to enable the agency to avoid the need to continually reestablish whether the relationship is benign or innocent, and any associated
privacy intrusion.

34.16

The Review does not regard such information as ‘reference information’, merely
because it may relate to individuals who are not themselves of direct intelligence
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interest. In the example above, the information would have been collected,
received and retained for a specific intelligence or investigatory purpose, and
should be handled in accordance with the rules that regularly apply to such
information.
34.17

Fourth, the definition applies equally to large and small sets of reference
information. The Review appreciates that there has been a significant growth in
the size and availability of datasets and substantial advances in analytic
capabilities. However, the Review thinks that the NIC should not treat information
differently, based solely on the number of records or its size. All agencies will
accumulate large amounts of information and this will rarely be the predominant
characteristic that determines its sensitivity or importance. It is the nature or
characteristics of a set of information that will generally matter most.

Obtaining information for reference purposes versus ordinary
information sharing
34.18

In broad terms, access to reference information can be accomplished in two ways.
First, NIC agencies can request access to information held by other agencies, on a
case-by-case basis, where it is necessary for reference purposes as part of a
particular inquiry or investigation. Access to reference information on a
case-by-case basis as part of an investigation, in this fashion, is part of the
ordinary sharing of information with and between law enforcement and intelligence
agencies. This form of information sharing should continue to be governed by the
principles set out in Chapter 33.

34.19

Second, in some cases, NIC agencies directly query reference information, either
by obtaining a copy of the reference data set, or relevant parts of it, or being given
direct access to reference information held by another agency without its
intermediation.

34.20

This ability to query reference information can be necessary for NIC agencies, to
enable them to:
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contextualise, draw on and check certain reference information at an
operational pace—agencies often must conduct routine and simple checks
and queries under strict deadlines, to support operational activity



conduct more complex data matching and analysis, and



analyse the data on their own systems to conceal their interest in a particular
person or issue.
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34.21

The need to analyse information on standalone systems is important for a subset
of NIC agencies whose investigations and activities require extremely close
protection to, for example, ensure that a foreign intelligence service or organised
crime group cannot identify a human source or witness, or to avoid tipping-off the
subject of an anti-corruption investigation. The ability to analyse a copy of a set of
reference information on an agency’s own systems can assist to reduce the risk
that certain information may be revealed.

34.22

In many instances, it will be preferable for agencies to directly access or query
databases held and maintained by a host agency as this will ensure that they are
accessing the most current version of information. In other cases, it will be
preferable for agencies to keep a copy of reference information in their holdings so
that they can conduct more complex data matching and analysis on their systems,
or conceal their interest in a particular person or activity. Both of these categories
of access to reference information raise distinct policy issues when compared with
‘ordinary’ information sharing.

34.23

The remainder of this Chapter focuses on the arrangements for NIC agencies to
either:


have ‘direct access’ to databases or sets of reference information held by
other agencies or entities, enabling the NIC agency to directly search those
databases or sets for reference purposes without the data holder mediating
those searches, or



obtain a copy of the database or set, enabling the NIC agency to search, or
use, it ‘in house’.

Why agencies require reference information
The concept of ‘basic intelligence questions’
34.24

NIC agencies require reference information to verify or discount new information,
to adhere to their statutory requirements and to undertake routine functions.

34.25

Agencies rarely collect or receive intelligence in a neatly packaged form. Tip-offs
to the National Security Hotline are rarely accompanied by the full name, date of
birth, residential and work address, and passport-quality photos that would enable
immediate identification of the subject of the tip-off. Organised criminals are rarely
helpful enough to mention the make, model and registration number of the
vehicles they will use to traffic firearms or drugs while their communications are
being intercepted.
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34.26

More often, NIC agencies collect or receive information that is incomplete,
ambiguous or contradictory in even the most fundamental particulars.

34.27

Accordingly, NIC agencies devote a significant amount of time and materiel to
answering what might be termed ‘basic intelligence questions’, such as who a
particular person is, where they live, and what vehicle or vehicles they own.
Answering these basic questions frequently requires agencies to verify facts or
discount incorrect information, resolve ambiguity, or narrow down a wide range of
potential options to a small number or single answer.

34.28

In some cases, the requirement for NIC agencies to answer basic questions will be
driven by statutory requirements. For example:

34.29

121



ASIS, ASD and AGO must obtain ministerial authorisation before undertaking
any activities for the specific purpose of producing intelligence on an
Australian person121—as a result, these agencies take steps to determine
whether the people they are investigating are, in fact, Australian citizens or
permanent residents



different laws apply to agencies exercising computer access powers,
depending on whether the computer or device is located inside or outside
Australia122—where agencies are accessing a mobile device, such as a
laptop or smartphone, it is important that they know whether the person using
the device is about to enter or leave Australia, so they do not inadvertently
breach the law, and



agencies are required to take all reasonable steps to ensure the health and
safety of their employees and bystanders123—where an agency is planning to
conduct an in-person interview, it can be important for them to know whether
the person owns a firearm or has a history of violence.

In other cases, agencies can use reference information to directly assist them to
obtain intelligence. For example, an agency could use a list of BSB numbers and
branch locations to more rapidly contextualise financial information that it may
obtain in the course of an investigation—for example, to more rapidly determine
which bank a person of interest is using, or where in Australia a deposit has been
made.

Intelligence Services Act 2001 (Cth) (IS Act), s 8.
For example, Part 5 of the Surveillance Devices Act 2004 (Cth) (SD Act) generally requires law
enforcement agencies to obtain the consent of a foreign government, before using a surveillance device or
accessing a computer inside a foreign country.
123 Work Health and Safety Act 2011 (Cth), s 19.
122
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Answering basic intelligence questions
34.30

The common theme is that answering these basic intelligence questions is, in
many cases, foundational to the ability for NIC agencies to carry out their
legislated functions.

34.31

Intelligence agencies have a variety of covert and overt collection options and
powers available to them to answer these questions. They include:


the ability to use lawful means to collect information—for example,
interviewing a person or their associates, or placing a person under physical
surveillance



powers to compel a person to disclose information—for example, the
ACIC’s examination powers or ASIO’s compulsory questioning powers, and



powers to engage in conduct that would otherwise be unlawful to collect
information—for example, entering and searching premises, or conducting
electronic surveillance activities.

34.32

Many of these powers are highly intrusive. Using such powers to answer basic
intelligence questions would, in many cases, be disproportionate. These questions
commonly arise at the earliest stages of an investigation, where the gravity of a
matter is still unclear.

34.33

Many of these activities are also resource intensive. Agencies should not be
granted powers or authorities for reasons of mere efficiency or bureaucratic
convenience. However, ensuring NIC agencies can conduct national security and
law enforcement investigations efficiently has the potential to achieve a range of
public benefits, including:

34.34



increasing the likelihood that agencies will identify threats to national security,
and bring offenders to justice, by enabling agencies to undertake preliminary
inquiries into a wider range of potential issues that come to their attention



enabling agencies to reserve their more intrusive and intensive capabilities
for their most challenging or serious investigations, and



enabling agencies to more rapidly resolve cases where a person is not
relevant to security or involved in criminal activities—minimising the period of
time during which a person remains under suspicion and investigation.

As a result, agencies generally do not rely on these kinds of intrusive and resource
intensive methods to answer basic questions. Instead agencies often seek to
answer these questions by taking the information they have received—
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for example, limited details about a person provided in a ‘tip-off’ to the
National Security Hotline—and checking it against reference information that they
hold or have access to. For example:

34.35



if the tip-off indicated that the person’s first name was ‘John’ and that they
were working at a particular airport—checking those details against the list of
Aviation Security Identification Card holders



if an agency is planning to meet with or interview the person—checking
against a range of databases to determine whether there is any indication
that the person may pose a risk to their officers.

The use of reference information in this fashion is a core activity of NIC agencies
that adds significant value in the production of intelligence. The table below
provides examples of reference information that agencies currently hold, or have
direct access to.
Table 2: Reference information examples
Type

Example

Geospatial

Geocoded National Address File—contains all physical addresses in Australia,
and is available from data.gov.au

Financial

BSB Numbers—contains a list of all bank, state and branch numbers allocated
by the Australian Payments Network, which are searchable at bsb.apca.com.au

Telecommunications

Australia on Disc—directory of residential and business phone numbers, similar
to the Yellow and White Pages

Travel

Passenger movement records in/out Australia—Home Affairs records of
passengers entering and departing Australia

Government

Aviation and Maritime Security Identity Cards—list of cardholders with access to
aviation and maritime facilities

Regulating access to reference data for intelligence purposes
34.36

ASIO has a legitimate need to collect, receive, analyse, retain and share reference
information. As Justice Hope recognised:
ASIO frequently requires…the full name, address and occupation, and for greater certainty, the
date of birth of a person for identification purposes. Thus its records may contain information
about a person whose surname, initials and approximate age are known and proper
identification requires further particulars. It would frequently be of great assistance to its
inquiries, and in some cases may prevent an injustice, if it could obtain full identifying particulars
from departments which have obtained them under conditions of absolute or provisional privacy.
I do not think that this is appropriate in those cases where the relevant statute imposes an
absolute prohibition on disclosure, or an absolute prohibition except to nominated persons or
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bodies (not including ASIO). Examples are taxation and census returns. Where the prohibition is
qualified by a provision empowering the Minister or other officer to authorize the communication
of the information, in appropriate cases ASIO should be able to take advantage of the
qualification.124

34.37

Other NIC agencies also have legitimate needs to collect, receive, analyse, retain
and share reference information. However, the NIC legislative framework, rules
and guidelines are rarely explicit about their ability to obtain, use and retain
reference information, or the controls that apply. The only explicit reference is the
ASIO Guidelines, which refer to the maintenance of reference material and a
broad database.125

34.38

The IGIS highlighted the potential value of clear and accessible legal rules around
NIC agencies’ collection, retention and use of ‘bulk data sets’, being data sets
containing large volumes of information. This is a broader concept than our
definition of reference information. However, we consider that the IGIS’ views on
the utility and privacy sensitivity of bulk data sets would apply equally, to the
narrower concept of reference information:
The IGIS is supportive of clear powers in legislation for collection, retention or destruction,
ingestion, analysis or interrogation and sharing of bulk data sets. …
Bulk data has grown exponentially in volume, and as technology advances, the utility of bulk
data to the National Intelligence Community is also likely to increase. The privacy
consequences of technology that is able to absorb and analyse vast amounts of data are
significant - and far greater than they were in the days of index cards when the ASIO Act and
TIA Act were conceived. The public is entitled to expect that the collection, analysis, sharing and
retention of bulk data is regulated by a clear, accessible and up to date set of legal rules.
Collection, examination and retention each needs to be proportionate to the purpose and/or
expected benefits - and that test needs to be regularly reassessed when data is retained for
long periods.

34.39

The IGIS also highlighted the importance of legal controls around access by
NIC agencies to sensitive information:
Some types of records are especially sensitive, and may need to be dealt with separately, as is
the case in the UK and as proposed in Canada. The size alone of a data set may not provide an
accurate measure for how it might be appropriately dealt with. For example, a small data set of
medical records could be highly intrusive. Records that reveal personal characteristics that
some individuals do not ordinarily disclose, for example sexual orientation or religious beliefs,
could also be considered highly intrusive (as is recognised under the Privacy Act via the

124

Justice Robert Hope, Royal Commission on Intelligence and Security (1976) (RCIS) (Fourth Report) vol 1,
para 154-155.
125 Attorney-General, Attorney-General's Guidelines in relation to the performance by the Australian Security
Intelligence Organisation of its function of obtaining, correlating, evaluating and communicating intelligence
relevant to security (including politically motivated violence) (Cth) (ASIO Guidelines) para 6.2.
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concept of 'sensitive information'). The Australian legal system also protects some information
with privilege, and IGIS considers that privileged information should be accorded additional
protections as a form of sensitive information that may be included in bulk data sets.
This is not to say that intelligence agencies should be deprived of powers to collect sensitive
information of the kinds described above. Rather, the protections given to such information (at
all stages of its life-cycle) need to take into account its sensitivity and the legal measures that
protect such information outside the national intelligence community.

International comparisons
34.40

Canada126, NZ127 and the UK128 have all introduced legislative frameworks that
govern the collection, retention and use of bulk reference datasets by their
intelligence services. These frameworks differ markedly.

Canada
34.41

126

In June 2019, Canada enacted legislation controlling the Canadian Security
Intelligence Service’s (CSIS) collection, retention and examination of ‘datasets’.
The Canadian Security Intelligence Services Act 1985 defines a ‘dataset’ as a
collection of information stored as an electronic record and characterised by a
common subject matter, and contains different rules that apply to CSIS’s
collection, retention and examination of three types of datasets:


publicly available datasets (being datasets that are publicly available at the
time of collection)—CSIS is permitted to collect, retain and examine publicly
available information and datasets



Canadian datasets (being a dataset that was not publicly available at the time
of collection, and that predominantly relates to individuals within Canada or
Canadians)—the Minister and the Intelligence Commissioner129 must approve
the classes of Canadian datasets that CSIS may collect every 12 months,
and the Minister and a judge of the Federal Court must then approve the
collection of each particular Canadian dataset, and



foreign datasets (being a dataset that predominantly relates to individuals
who are not Canadians and who are outside Canada)—the Minister and the
Intelligence Commissioner must approve CSIS’ collection of each foreign
dataset.130

Canadian Security Intelligence Services Act 1985 (Canada) (CSIS Act), s 11.
Intelligence and Security Act 2017 (NZ) Part 5 subparts 2 and 3.
128 Investigatory Powers Act 2016 (UK) Part 7.
129 The Intelligence Commissioner undertakes a quasi-judicial review of ministerial authorisations.
130 CSIS Act, s 11.
127
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34.42

Once collected, CSIS may query or examine a Canadian or foreign dataset where
it is ‘strictly necessary’ for its security intelligence or threat reduction functions, or
where it is ‘required’ for its foreign intelligence function.

34.43

Canada has also introduced a legislative framework facilitating the sharing of
information between government agencies for security purposes. The Security of
Canada Information Sharing Act 2015 (Canada) broadly provides federal
government institutions with explicit authority to disclose information related to an
‘activity that undermines the security of Canada’ to certain designated federal
institutions with national security responsibilities.131

New Zealand
34.44

In 2017 the NZ Parliament enacted legislation to enable and facilitate the sharing
of government information with the New Zealand intelligence services,
New Zealand Security Intelligence Service (NZSIS) and Government
Communications Security Bureau (GCSB). The Intelligence and Security Act 2017
(NZ) contains a tiered framework of arrangements under which these agencies
may receive information from other government agencies.132

34.45

The legislation codifies the existing ability of NZ government agencies to share
information with NZSIS and GCSB where it is necessary for the performance of
their functions, and is otherwise lawful. It does not override any statutory limit or
prohibition on information sharing.

34.46

The legislation also enables NZSIS and GCSB to obtain ‘direct access’ to a
prescribed list of information held by government agencies, set out in the table
below.133 Access to each set of information must be in accordance with a public,
written agreement between the Ministers responsible for NZSIS or GCSB and the
agency holding the database. The Ministers must consult with the Privacy
Commissioner, the Inspector General of Intelligence and Security before entering
into an agreement, and each agreement must be reviewed every three years.

131

CSIS Act s 5(1).
Intelligence and Security Act 2017 (NZ) Part 5.
133 Intelligence and Security Act 2017 (NZ) Schedule 2.
132
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Table 3: NZSIS and GCSB direct access to government held information
Accessing intelligence and
security agency
GCSB and NZSIS

NZSIS

Information

Holder agency

Birth information
Civil union information
Death information
Marriage information
Name change information

Registrar-General

Citizenship information

Secretary for Internal Affairs

Information collected in connection with
the performance or exercise of a
function, duty, or power under the
Immigration Act 2009

Ministry of Business,
Innovation, and Employment

Information about border-crossing
persons, goods, and craft that has been
collected in connection with the
performance or exercise of a function,
duty, or power under the Customs and
Excise Act 1996

New Zealand Customs Service

Financial intelligence information

New Zealand Police

Information about people and locations
identified as posing a possible physical
threat to GCSB or NZSIS employees

New Zealand Police

United Kingdom
34.47

In 2016, the UK introduced a ‘bulk personal dataset’ framework for its intelligence
services, the Security Service, Secret Intelligence Service and Government
Communications Headquarters (GCHQ).134 The framework requires these
agencies to obtain a warrant to authorise them to retain and examine
‘bulk personal datasets’. This term is defined to mean datasets containing
personal information, where the majority of the individuals in the dataset are not,
and are not likely to become, of interest to the intelligence services in the
performance of their functions. These warrants are issued by the relevant
Secretary of State and approved by a Judicial Commissioner, for a period of up to
12 months.

34.48

The bulk personal dataset framework introduces limits and controls on these
agencies’ ability to retain and examine bulk personal datasets. Agencies can seek
two different types of bulk personal dataset warrants – specific and class – and

134

Investigatory Powers Act 2016 (UK) Part 7.
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require authorisation from the Secretary of State, subject to approval by a
Judicial Commissioner.

What problem or problems would a framework for reference information
solve?
34.49

It is important to consider how new controls on the collection or use of reference
information would supplement, or interact with, existing controls on agencies, and
what value additional controls would add.

34.50

Broadly speaking, there are three potential reasons to implement a new legal
framework governing access to, and the retention and use of, reference
information for intelligence purposes:

34.51



to overcome legal impediments that prevent NIC agencies from obtaining
access to, and to retain and use reference information for intelligence
purposes



to introduce limits, controls or safeguards around NIC agencies’ access to,
and retention and use of reference information for intelligence purposes, or



to provide greater transparency around the limits, controls and safeguards
that presently apply to NIC agencies’ access to, and retention and use of,
reference information for intelligence purposes.

Any proposed new powers, limits, controls or safeguards must be capable of
operating effectively across the breadth of the NIC agencies’ functions. To operate
effectively, practicalities must be taken into account when considering which limits,
controls or safeguards to impose, and how they should be framed.

Do National Intelligence Community agencies have the legal
authority to collect, retain and use reference information,
where necessary?
34.52

The NIC agencies can and do collect, retain and use, reference information under
the current legislative framework.

34.53

The NIC agencies do not possess powers to compel entities to provide reference
information. Their information-gathering powers—such as search warrants,
questioning and examination powers, and electronic surveillance powers—may
only be used to obtain information for the purpose of specific investigations or
intelligence operations.

Page 69

Chapter 34 Reference information

Volume 3

34.54

As such, the ability for NIC agencies to obtain access to reference information
depends on whether the applicable legal frameworks permits the information
holder to share the reference information, and the willingness of the data holder to
share the reference information with the requesting agency.

34.55

The Review received submissions from a number of NIC agencies concerning
their access to, and retention and use of, reference information. Few identified any
legal impediments to their ability to collect, retain or use reference information.
Agencies have not requested any additional powers or authorities to collect, retain
and use reference information.

34.56

Agencies identified a limited number of historic cases in which there had been
legislative barriers to their access to particular sources of reference information.
Those cases appeared to be isolated in nature and were generally resolved
through the Parliament agreement to amend relevant laws to authorise agencies
to access particular information for specific purposes.

34.57

Based on the evidence we have received, we conclude that NIC agencies rarely
face ‘hard’ legal barriers that prevent them from collecting or receiving reference
information, or dealing in reference information that they hold—in the sense that it
would be unlawful for them to do so.

34.58

To the extent that agencies do encounter barriers to collecting or receiving
reference information, these are typically the result of differing judgments between
agencies as to the necessity, proportionality and propriety of sharing information,
rather than being legal in nature.

34.59

As outlined above, Canada and NZ have recently enacted laws that facilitate the
sharing of information with their intelligence services. We have carefully
considered whether there is a need for Australia to adopt similar measures.
We see no pressing need to do so.

34.60

NIC agencies should be permitted to obtain or receive information where it is
lawful for them to do so, in the proper performance of their functions.
However, they should be required to return to the Parliament to seek
amendments, should they require access to information that the Parliament has
previously placed off limits.

34.61

There is value, in a democratic society, in the Parliament being required to
regularly engage with and consider requests from the intelligence services for
access to particular information. Doing so ensures that the Parliament has the
opportunity to understand how agencies’ powers, capabilities, practices and
activities are changing over time, and to make decisions about whether or not to
endorse those changes.
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Additionally, public expectations of privacy are evolving, driven in significant part
by rapid technological change over the past few decades. There will—and
should—always be a degree of debate and disagreement about when, for what
purposes and to what extent law enforcement and intelligence agencies should be
permitted to intrude on privacy, in the performance of their functions. The process
of regular Parliamentary consideration provides an opportunity for NIC agencies to
inform the Parliament and public on these issues, to receive feedback, and to
renew their social licence to access information.

Recommendation 137
NIC agencies do not require new powers or authorities to collect or obtain
reference information.

Are existing limits, controls and safeguards adequate?
34.63

34.64

34.65

The ability for NIC agencies to collect, retain and use reference information
engages with human rights in three main ways:


the collection and ongoing retention of personal information by a NIC agency
involves an interference with privacy—in the case of reference information,
this can involve a large number of people



the review or analysis of personal information (including by matching it with
other reference information) to produce intelligence on a particular person—
this is a narrower, deeper form of intrusion, and



the disclosure of information for a secondary purpose.

NIC agencies are subject to a range of legal controls on their dealings with
information of all kinds, including reference information. These controls include:


in the case of the AFP, AUSTRAC and Home Affairs—the Privacy Act, and



in the case of ASIO, ASIS, ASD, AGO, ONI, DIO and the ACIC—controls set
out in their establishing legislation, statutory guidelines and rules, or
non-statutory rules.

Some kinds of information are subject to specific statutory controls—for example,
Part ID of the Crimes Act 1914 (Cth) imposes strict controls on the retention and
subsequent use of information obtained via a forensic procedure, such as blood
samples and swabs.
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34.66

The Review takes these kinds of specific controls, which have been designed to
protect specific kinds of information, as a given. This section focuses on the
broader limits, controls and safeguards that apply to NIC agencies’ access to, and
retention and use of, reference information generally.

34.67

The Data to Decisions Cooperative Research Centre (D2D CRC) was part of the
Government’s Cooperative Research Centres program, and brought together
researchers and industry to address big data challenges with a particular focus on
defence and national security. They developed a set of eight high level policy
principles that they consider would, if a regulatory framework was designed
around them, ‘enable the use of appropriate technologies while providing
important protections and oversight’:
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justification and reasonably necessary—defence, national security and
law enforcement agencies should only process personal information in
circumstances justified as reasonably necessary to achieve defined and
legitimate objectives



proportionality—the design, operation and management of all elements of the
information life cycle, including the processing big data for defence, law
enforcement and national security purposes, must be proportionate



clarity, consistency and predictability—the regulatory framework should be
clear and consistent and the application of its rules should be predictable in
foreseeable circumstances



integrity and reliability—integrity and reliability of data and analysis should be
supported by law, regulation and systems design



security—data and systems must be protected from illegitimate access and
use



accountability and explainability—laws, regulations and systems should
ensure the accountability of defence, national security and law enforcement
agencies and officers



review—laws, regulations, processes and systems should be reviewed
initially, regularly and when warranted, and



transparency—the regulatory framework should support openness and
transparency while safeguarding operational secrecy, where reasonably
necessary.
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NIC agencies that are subject to the Privacy Act
34.68

AUSTRAC135, the AFP and Home Affairs are subject to the Privacy Act 1988 (Cth)
(Privacy Act) and Australian Privacy Principles (APPs), which govern their
collection, retention, use and disclosure of personal and sensitive information.
Under APPs 3 and 4, these agencies may ordinarily collect, receive and retain
personal information where it is ‘reasonably necessary’ for, or ‘directly related’ to
their functions or activities.

34.69

APPs 3 and 4 apply a higher standard to the collection of sensitive information.
The concept of sensitive information under the Privacy Act includes information or
opinions on certain matters, as well as health, genetic and biometric information.

34.70

These agencies may only collect sensitive information if it is:

34.71



required or authorised by law—for example, the collection by an authorised
officer under the Migration Act 1958 (Cth) of personal identifiers (that may
include biometric information) from a non-citizen who is in immigration
detention136



a permitted general situation exists—for example, collecting health
information about an individual who is seriously injured, requires treatment
and, due to their injuries, cannot give informed consent, on the basis that it is
impracticable to obtain the individual’s consent137, or



the agency reasonably believes that collecting sensitive information is
reasonably necessary for, or directly related to:
o

in the case of Home Affairs—one or more enforcement related
activities, and

o

in the case of AUSTRAC or the AFP—their functions or activities.

APP 6 outlines when entities may use or disclose personal information.
The NIC agencies that are subject to the Privacy Act can only use or disclose
personal information for a purpose for which it was collected, or a secondary
purpose if an exception applies. For example, the Privacy Act and APP 6 provides
a range of exceptions from the use and disclosure principle for AFP, AUSTRAC

135

AUSTRAC is exempt in relation to documents concerning information communicated to it under section
16 of the Financial Transaction Reports Act 1988 (Cth) or section 41 or 49 of the Anti-Money Laundering and
Counter-Terrorism Financing Act 2006 (Cth); sub para 7(I)(c) of the Privacy Act 1988 (Cth) refers.
136 Office of the Australian Information Commissioner, APP Guidelines: Australian Privacy Principle 3—
Collection of Solicited Personal Information (version 1.1, July 2019) para 3.26.
137 Office of the Australian Information Commissioner, APP Guidelines: Australian Privacy Principle 3—
Collection of Solicited Personal Information (version 1.1, July 2019) paras 3.29-3.30.
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and Home Affairs which permit these agencies to use or disclose personal
information if it is reasonably necessary for one or more enforcement related
activities.
34.72

The Privacy Act then requires the AFP, AUSTRAC and Home Affairs to destroy or
de-identify personal information if and when they no longer require it for a
permitted purpose, unless:


it has been incorporated into a Commonwealth record for the purposes of the
Archives Act 1983 (Cth), or



the information is required to be retained by law or under an order of a court
or tribunal.138

Review finding
34.73

34.74

138

The Privacy Act and APPs apply consistent, widely-understood and
principles-based controls on how agencies, including AUSTRAC, the AFP and
Home Affairs, may collect, retain, use and disclose personal information.
The Privacy Act recognises that privacy protection must be balanced with the
interests of regulated entities in carrying out their functions or activities.139
AUSTRAC, the AFP and Home Affairs receive and can rely on detailed guides
produced by the Office of the Australian Information Commissioner (OAIC), setting
out its views on how the Act and APPs should be applied in different situations.
This can enable the privacy framework to adapt to apply to new and emerging
technologies and practices. For example, the OAIC has issued:


detailed guidelines on each APP



a Guide to Data Analytics and the Australian Privacy Principles,140 which
deals with big data, data mining and data integration, and



Guidelines on data matching in Australian Government Administration,141
which deal with the use of data matching techniques to support
administrative decision-making.

It would be possible to develop additional, specific rules governing these agencies’
dealings with reference information, to supplement the rules in the Privacy Act and
APPs. For example, the OAIC made a general recommendation—not specifically

Privacy Act, sch 1 Australian Privacy Principle 11.2.
Privacy Act, s 2A.
140 Office of the Australian Information Commissioner, Guide to Data Analytics and the Australian Privacy
Principles (2018).
141 Office of the Australian Information Commissioner, Guidelines on data matching in Australian
Government Administration (2014).
139
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directed at AUSTRAC, the AFP and Home Affairs’ dealings with reference
information—that:
For agencies that have existing APP obligations, such as the AFP, principles-based obligations
to handle personal information operate with clarity and efficiency when they are supported by
more particularised rules. For example, a principles-based authorisation to disclose personal
information where that disclosure is required or authorised by another Australian law will
operate effectively where that other Australian law specifies the circumstances in which a
disclosure is authorised.
Accordingly, for agencies that have existing Privacy Act obligations, we recommend that the
Review also consider whether principles-based obligations are most effectively supported by
more particularised information handling rules.

34.75

We do not consider it to be necessary to develop additional, specific rules
governing AUSTRAC, AFP and Home Affairs’ collection, retention, use or
disclosure of reference information. These agencies rely on a range of reference
information to assist them to contextualise information they collect in the course of
their investigations, including to answer basic questions. The Privacy Act and
APPs contain principles-based controls that limit the purposes for which these
agencies may use or disclose this information, are consistent with high level
principles for ‘big data’ set out by the D2D CRC, and apply uniformly to personal
information collected by these agencies across their functions. In some cases, the
Parliament has already supplemented these principles-based controls with more
specific laws, tailored to the nature and sensitivity of particular kinds of
information. For example, Part 6 of the Australian Border Force Act 2015 (Cth)
specifies a range of circumstances in which certain kinds of particularly sensitive
information held by Home Affairs may be disclosed.

34.76

In our view, it is appropriate that additional controls on the collection, retention,
use and disclosure of reference information should be tailored to the nature and
sensitivity of particular kinds of information, rather than applying to reference
information as a broad category. Additionally, we have not received evidence
suggesting that there is a clear need for overarching rules on this issue.
For example, to follow on from the OAIC’s example above, we have not received
evidence suggesting that there is a need introduce new powers or authorities for
AUSTRAC, the AFP or Home Affairs to disclose reference information.
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Recommendation 138
The collection, retention and use of reference information by AUSTRAC,
Home Affairs and the AFP should continue to be regulated by the Privacy Act and
specific statutory frameworks.

NIC agencies that are not subject to the Privacy Act
34.77

ASD, AGO, ASIS, ASIO, ACIC, ONI and DIO are exempt, or partially exempt, from
the Privacy Act. As a result, these agencies have a greater capacity to obtain,
retain and use reference information, provided they do so in accordance with their
functions.142

34.78

These agencies are subject to alternative frameworks that govern how they deal
with information:

34.79



ASD, AGO, ASIS, ASIO and ONI are subject to statutory guidelines143 and
rules144 relating to their collection and retention of information, which are
intended to stand in place of the Privacy Act



DIO is subject to similar, non-statutory rules issued by the Minister for
Defence, and



the ACIC has developed and published an Information Handling Protocol, in
consultation with the OAIC, which sets out its approach to managing
personal information.

Each of these documents is publicly available on the relevant agency’s website.

Agencies’ current rules and policies
34.80

The Attorney-General’s Guidelines for ASIO, which are publicly available and
binding on ASIO, deal expressly with ASIO’s collection, retention and use of
reference information:145
In performing its functions, ASIO may:

142

ASIO, ASIS, ASD, ONA and ACIC are completely exempt from the operation of the Privacy Act, DIO and
AGO are exempt where the acts and practices relate to their functions, and AUSTRAC is exempt in regard to
certain documents: Privacy Act 1988 (Cth) s 7.
143 ASIO is subject to the ASIO Guidelines, made under section 8A of the ASIO Act.
144 ASIS, ASD and AGO are subject to Rules to Protect the Privacy of Australians (the Privacy Rules), made
under section 15 of the IS Act. ONI is subject to similar Privacy Rules, made under section 53 of the ONI Act.
145 ASIO Guidelines para 6.2.
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(a) collect, maintain, analyse and assess information relating to inquiries and investigations;
(b) collect and maintain a comprehensive body of reference material to contextualise
intelligence derived from inquiries and investigations, and
(c) maintain a broad database, based on the above, against which information obtained in
relation to a specific inquiry or investigation can be checked and assessed.

34.81

Similarly, the ACIC’s Information Handling Protocol makes clear that the
ACIC collects ‘bulk’ information, in connection with its intelligence and
investigatory functions:
Where the ACIC appropriately, in accordance with its powers under the [Australian Crime
Commission Act 2002], collects bulk datasets in furtherance of its intelligence and investigation
functions. [sic] The ACIC will only retain such information where it is necessary to do so for the
performance of its functions, after being satisfied that, in the circumstances, the level of
interference with individuals’ rights to privacy (both of entities of interest and entities included in
the datasets of no apparent intelligence or investigation interest) is justified by the expected
value of intelligence or investigation outcomes to be derived from retaining the dataset. 146

34.82

Comparatively, the Privacy Rules for ASIS, ASD, AGO and ONI, and DIO’s rules,
do not deal directly with the concept of ‘reference information’. However, they do
contain more general controls which regulate the communication and retention of
intelligence information concerning Australians.

34.83

In particular, the rules for ASIS, ASD, AGO and ONI (but not DIO) limit the
circumstances in which these agencies may communicate information about
Australian citizens and permanent residents, where those people were not the
subject of ‘deliberate’ production or collection.147 This includes information about
Australian persons contained in reference datasets. These agencies may only
communicate such information to another authority, if:

34.84



the other authority has arrangements in place to ensure that they will
preserve the privacy of the Australian persons consistent with the
Privacy Rules, or



if all identifiable information about such Australian persons has been
removed or ‘minimised’.

We reviewed internal policy documents from some NIC agencies about their
dealings with reference information. The policies integrated the fundamental

146

ACIC, Information Handling Protocol
<acic.gov.au/sites/default/files/information_handling_protocl.pdf?v=1556762207> para 5.3.
147 See, for example: ASIS, Privacy Rules <asis.gov.au/Privacy-rules.html> rule 5; ONI, Privacy Rules
<oni.gov.au/sites/default/files/office_of_national_intelligence_rules_to_protect_the_privacy_of_australians.pd
f> rules 4.8-4.10.
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principles of necessity, propriety and proportionality into all aspects of agencies’
dealings with reference information, including acquisition, retention, usage, sharing
and oversight. The policies reflected a careful and considered application of these
principles. It was also apparent that the policies are actively used, maintained and
updated by agencies.
Current authorisation frameworks
34.85

ASIO, ASIS, ASD, AGO and the ACIC are each required to obtain authorisation
before commencing certain activities.

34.86

The Attorney-General’s Guidelines, which are made under the Australian Security
Intelligence Organisation Act 1979 (Cth) (ASIO Act), require a senior official in
ASIO to formally authorise any ‘investigation’, and to re-authorise the continuation
of investigations every 12 months.148 An ‘investigation’ means ‘a concerted series
of inquiries in relation to a subject where it has been determined that the activities
of the subject could be relevant to security’.149

34.87

In essence, the Guidelines:


allow ASIO to undertake preliminary inquiries (for example, to follow up on a
‘tip off’) to determine whether a person could be relevant to security, and



require ASIO to formally authorise any further investigation into the person,
once it has been determined that they could be relevant to security.

34.88

ASIS, ASD and AGO are required to obtain ministerial authorisation before
undertaking any activities for the specific purpose of producing intelligence on an
Australian person.150 ACIC investigations and intelligence operations are required
to be authorised by the ACC Board.151

34.89

The nature of these authorisation requirements differs, reflecting the nature of
each agency and its activities. However, the existence of these requirements is
significant, when considering the adequacy of the controls on these agencies’
dealings with reference information. The existence of these requirements means
that these agencies:


148

are legally required to obtain approval before commencing or continuing
investigations—which is the point at which agencies will generally seek to
use or analyse reference datasets to produce intelligence in a fashion that is

ASIO Guidelines, para 6.2.
ASIO Guidelines, para 4.1(e).
150 ASD, AGO and ASIS are required to obtain ministerial authorisation before undertaking any activity for
the specific purpose of producing intelligence on an Australian person: IS Act, s 8.
151 Australian Crime Commission Act 2002 (Cth) s 7(1)(c).
149
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likely to involve a deeper or more significant interference with individual
privacy, but


34.90

retain a relatively high degree of freedom to analyse or review reference
information in their possession for limited, preliminary purposes, such as to
resolve basic questions as set out above.

Importantly, these controls are set out in publicly available and legally binding Acts
and guidelines—rather than internal policy or procedure.

Submissions
34.91

The IGIS submitted that:
The inconsistencies in the application of the Privacy Act…may… produce anomalous results
across the national intelligence community with respect to the regulation of agencies' activities
in relation to bulk data.
For example, disparities in the application of the APPs may lead to substantial differences in the
ability of agencies within the national intelligence community to perform functions in relation to
bulk data that is, or contains, personal information, depending on their status under the
Privacy Act. (Namely, the acquisition, ingestion, interrogation, analysis, dissemination, retention
and destruction of that information.) As noted above in the context of OSINT activities, the
corollary is that personal information contained in those datasets could be accorded different
standards of protection under the Privacy Act that are not referable to the sensitivity of the
information itself, but merely the status under the Privacy Act of the particular agency which
holds the dataset.

34.92

While the IGIS’ submission was focused on ‘bulk data sets’, we consider that the
analysis is equally applicable to reference information to the extent that they both
contain large volumes of personal information.

34.93

We received submissions supporting requirements for NIC agencies to regularly
review their holdings of reference information, to determine whether particular
information should continue to be retained—a requirement that does not uniformly
apply to NIC agencies that are exempt from the Privacy Act. One submission
suggested that we should consider whether the framework should move from one
of ‘justifying deletion’ to ‘justifying retention.’

34.94

Some agencies which collect and use reference information highlighted practical
considerations of developing a new framework, relating to how they each obtain
information in the performance of their functions, and the controls that apply.

34.95

For example, one agency noted that information it obtains as part of its collection
activities are already subject to a range of controls. These include ‘legislative and
other measures focused on safeguarding the privacy and interests of
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Australian persons, including ministerial authorisations, warranted operations, and
the application of the Privacy Rules’.
34.96

Another agency expressed caution in defining ‘reference data’ in legislation,
stating that a broad definition may have profound implications for the way it
acquires data. However, in principle the agency submitted that it had
‘no objections’ to greater controls around its collection, retention and use of
reference information, including a regular retention review requirement.

34.97

We heard that it would be necessary to carefully consider any blanket approach to
regulating the collection, retention and use of reference information across all
NIC agencies. For example, the criminal intelligence agencies may collect data
from different sources to security and foreign intelligence agencies such as
information derived from state and territory law enforcement agencies.

34.98

AGO submitted that some datasets that it collects and disseminates are not
sensitive as they do not contain personal information. The agency was concerned
to avoid disproportionate regulation of ‘benign’ datasets, noting that their use is still
subject to relevant provisions of the IS Act. The Review agrees, and as noted
earlier in this Chapter, non-personal information for reference purposes does not
raise specific policy issues.

Review finding
34.99

The controls in place in ASIS, ASD, AGO, ASIO and the ACIC for the collection,
retention and use of reference information are not comprehensive. There are gaps
in the legislative framework as it applies to the collection and retention of reference
information by some agencies, when compared to other Australian agencies and
their international counterparts.

34.100 The ACIC and DIO are exempt from the operation of the Privacy Act, but are not
subject to legally binding privacy rules. The ACIC’s Information Handling Protocol
contains clear and transparent controls around the ACIC’s collection, retention and
use of reference information. And DIO is subject to ministerial privacy rules.
The Review has recommended, in Chapter 43, that the ACIC and DIO should be
subject to legally-binding privacy rules or guidelines.
34.101 The Attorney-General’s Guidelines for ASIO and the ACIC’s Information Handling
Protocol make clear that these agencies can—and should—collect reference
information to assist them to perform their intelligence and investigatory
functions.152 Comparatively, the Privacy Rules for ASIS, ASD, AGO and ONI, and
152

ASIO Guidelines cl 6.2; ACIC, Information Handling Protocol
<acic.gov.au/sites/default/files/information_handling_protocl.pdf?v=1556762207> para 5.3.
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DIO’s Privacy Guidelines, do not provide clear, publicly accessible guidance on
this topic.
34.102 The kinds of reference information that NIC agencies collect and rely on contain
personal information about large numbers of people who are not, and are not ever
likely to be of intelligence or investigatory interest to these agencies. NIC agencies
do not have coercive powers to obtain such information. However, by virtue of
being exempt from the Privacy Act, ASIS, ASD, AGO, ASIO, ONI, DIO and the
ACIC have a greater legal capacity to obtain, retain and use such information,
compared to any other government agency. As the D2D CRC noted in their high
level principles, the ability for these agencies to obtain and rely on such
information should be clear and transparent, and subject to legal controls.
34.103 We are satisfied that stronger and more consistent controls could be introduced
for all Privacy Act-exempt agencies, to govern their collection, retention and use of
reference information. The submissions from each of these agencies outlined
above, supported or expressed no concern about the introduction of additional
controls.
34.104 This leads us to two questions:


what should the substance of these controls be, and



what form should these controls take—should they be set out in primary
legislation, in the Privacy Rules and guidelines, or in some other instrument?

34.105 The UK,153 Canada154 and NZ155 have all introduced legislative frameworks that
govern the collection, retention and use of a range of data sets by some or all of
their intelligence services. A legislative framework would have the merit of
providing greater clarity on the collection, retention and use of such information,
which may contribute to greater public trust and confidence.
34.106 We consider that legal controls should apply to all of the NIC agencies which are
exempt from the Privacy Act (ASIO, ASIS, ASD, ONI, ACIC, AGO and DIO).
We are mindful of the IGIS’ submission, made in the context of large datasets, that
the application of different legal rules to different NIC agencies can result in the
same information being subject to different protections, depending on which
agency holds it. Although each of these agencies collects, retains and uses
different kinds of reference information, in different ways, the use of reference
information to answer basic questions and contextualise intelligence is ‘core

153

Investigatory Powers Act 2016 (UK), Part 7.
CSIS Act, s 11.
155 Intelligence and Security Act 2017 (NZ), Part 5 subparts 2 and 3.
154
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business’ for these agencies. Accordingly, it would be challenging to develop a
‘one size fits all’ statutory framework for this diverse group of agencies, without
risking either:


imposing controls that may not be well-adapted to some agencies’
activities—for example, by applying safeguards designed for ASIO’s security
intelligence operations and investigations, inside Australia, to DIO’s foreign
military assessments processes, or



ending up with a ‘lowest common denominator’ approach.

34.107 Notably, Canada, NZ and the UK’s frameworks do not apply to their entire
intelligence communities. The Canadian ‘dataset’ framework applies only to CSIS
(the security intelligence service). It does not apply to the Communications
Security Establishment (ASD’s counterpart), the Intelligence Assessment
Secretariat in the Privy Council Office, or the Canadian Forces Intelligence
Command (which contains Canada’s geospatial intelligence capability).
34.108 Similarly, the UK and NZ frameworks apply only to their ‘traditional’ intelligence
services—the Security Service, Secret Intelligence Service and GCHQ, in the UK,
and NZSIS and GCSB in NZ. The UK framework does not apply to the National
Crime Authority (which is the closest equivalent to the ACIC), the Joint Intelligence
Organisation in the Cabinet Office, or the National Centre for Geospatial
Intelligence in Defence Intelligence.
34.109 In our view, it would be necessary to use primary legislation, if we were to propose
introducing legal requirements for the Privacy Act-exempt NIC agencies to obtain
prior approval:


to collect or retain reference information—similar to the Canadian and
UK frameworks, outlined above, or



of the purposes for which they may use or examine reference information—
similar to the UK framework.

34.110 Controls of that kind would ordinarily be set out in primary legislation.
34.111 However, as we have set out later in this Chapter, we do not consider that controls
of this kind are required, based on the kinds of reference information that these
agencies collect, how they use it, and the privacy implications. We acknowledge
that these facts may change over time, and have recommended that this issue be
revisited periodically by future Independent Intelligence Reviews.
34.112 An alternative approach would be to amend each agency’s Privacy Rules or
guidelines, to introduce new controls on their collection, retention and use of
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reference information. These rules are legally binding (we recommend in
Chapter 43 that legally binding privacy rules be introduced for the ACIC and DIO)
and publicly-available. However, they could also be tailored to reflect each
agency’s legal framework and operational requirements.
34.113 Amending the Privacy Rules would not confer new powers or authorities to collect
or obtain bulk reference information. However, it would:


make transparent to the public that these agencies can and do obtain and
use bulk reference information in the performance of their functions



provide a clear, public statement from the Government that it is appropriate
that they do so, and



provide the opportunity to implement best-practice controls (including making
transparent existing controls that agencies apply under internal policies),
appropriately tailored to each agency’s activities and circumstances.

34.114 It would be necessary to amend the IS Act and ONI Act, to extend the scope of
what the Privacy Rules for ASIS, ASD, AGO and ONI must cover. At present,
subsection 15(1) of the IS Act enables the relevant minister to make rules
regulating the communication and retention of intelligence information concerning
Australian persons—it does not provide for rules governing the collection or use of
such information. Similarly, section 53 of the ONI Act provides for the relevant
minister to make rules regulating the collection, communication, handling and
retention, but not use, by ONI of identifiable information. Such amendments could
simply be to the effect that the rules must also provide for the collection and use of
reference information concerning Australian persons. The Review anticipates that,
in most cases, datasets of reference information would contain information
concerning at least some Australian persons, or that agencies would presume that
most datasets would contain such information.
Recommendation 139
The ASIO Guidelines and the Privacy Rules for ASIS, ASD, AGO, ONI, DIO and the
ACIC should be amended to deal with the collection, retention, use and disclosure
of reference information concerning Australian persons.
34.115 With two exceptions, discussed further below, we do not propose to make
prescriptive recommendations about the substance of the controls that should
apply to each agency. Each set of controls will need to be considered on its merits,
given the need for each agency’s controls to be tailored to their legal framework
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and operational requirements. However, each set of controls should reflect the
following core principles:


Necessity and proportionality—At the point of collection, when considering
ongoing retention, and at the point of use. Necessity and proportionality are
core human rights principles, and are already embedded in the legal
frameworks for each agency. These principles should underpin any new or
amended controls relating to reference information.



Protections for ‘sensitive information’—As the IGIS has noted, NIC agencies
do have legitimate requirements to collect sensitive information, within the
meaning of the Privacy Act. However, greater limits and controls should
apply to the collection of such information, particular where it relates to
persons who are not the subject of any investigation or inquiry.



Authorisation prior to ASIO, the ACIC, ASIS, ASD or AGO using reference
information as part of a targeted investigation into a person—The current
requirements for these agencies to obtain formal authorisation before
commencing or continuing an investigation, or undertaking activities for the
specific purpose of producing intelligence on an Australian person (including
analysing reference information in a targeted fashion, in respect of a
particular person) should be retained.



Reviewability—Agencies should keep adequate records to ensure that
decisions to collect, retain and use reference information are capable of
being reviewed by the IGIS and Ombudsman.



Necessary secrecy—Some aspects of these agencies’ reference information
activities will need to be kept secret, to avoid revealing their capabilities—and
limits on their capabilities—to foreign intelligence services, extremist or
organised crime groups, and other sophisticated organisations and groups
that may use such information to frustrate investigations. Given that
reference information can implicate the privacy interests of large sections of
the Australian public, such secrecy should be limited to the minimum required
for these purposes.

34.116 The two issues on which we do make specific recommendations relate to ASIO,
ASIS, ASD, AGO, ACIC, ONI and DIO’s retention of reference information, and
whether these agencies should be required to obtain external approval to collect,
retain or examine reference information.
34.117 On the first issue, at present, there is no requirement for Privacy Act-exempt
NIC agencies to regularly consider whether it remains necessary and
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proportionate for them to continue to retain a particular set of reference
information. Some NIC agencies do presently conduct regular retention reviews in
accordance with their internal policies, however this is not a uniform practice.
As reference information contains personal information on individuals who are not
of interest to intelligence agencies, we consider that reference datasets should be
held in a manner that is capable of review and destruction.
34.118 We received wide support for the introduction of a requirement for ASIO, ASIS,
ASD, AGO, ONI, DIO and the ACIC to regularly review their holdings of reference
information, to determine whether it is necessary and proportionate to continue
retaining particular information.
34.119 The ACIC expressed reservations about how such a requirement might apply to
National Policing Information that it holds on behalf of Commonwealth, state and
territory law enforcement agencies.
34.120 As noted above, one of the merits of introducing controls relating to reference
information in legally binding, agency-specific privacy rules and guidelines is that
they could be tailored to reflect each agency’s functions and activities. In the case
of the ACIC, that could include introducing differentiated rules for information that it
holds on behalf of other agencies, as opposed to reference information it has
obtained to assist with the performance of its own investigatory and intelligence
functions.
Recommendation 140
The ASIO Guidelines and the Privacy Rules for ASIS, ASD, AGO, ONI, DIO and the
ACIC should require each agency to regularly review its holdings of reference
information, and to destroy information unless it is necessary and proportionate
to continue retaining it. Any such requirement should reflect each agency’s
functions and activities, including the ACIC’s statutory function of holding
national policing information on behalf of Commonwealth, state and territory law
enforcement agencies.
34.121 As outlined above, the Canadian and UK legislative frameworks require their
intelligence services to obtain external approval to collect and retain certain
datasets. The UK framework also requires the Security Service,
Secret Intelligence Service and GCHQ to obtain approval for the purposes for
which they may examine those datasets.
34.122 The Review does not consider that it is necessary, or desirable, to introduce
similar requirements, for agencies to obtain external approval for each set of
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reference information they propose to obtain, or use, akin to the Canadian or
UK frameworks. Three key factors have informed our reasoning on this point.
34.123 First, the evidence we have received indicates that the manner in which
NIC agencies use reference information—to assist them to answer basic
questions, and to contextualise information they obtain in the course of their
investigations—typically involves a limited degree of interference with privacy.
By their nature, the activities of Australia’s intelligence services, and of the
intelligence components of the AFP, AUSTRAC and Home Affairs, are inherently
intrusive. These agencies are subject to multi-layered controls, safeguards and
accountability mechanisms—which include limited statutory functions for most
agencies, and independent oversight of their activities by the IGIS and
Ombudsman—that are designed to ensure that these agencies act lawfully and
with propriety. In our view, additional controls, such as requirements for external
authorisation, should be reserved for activities that would otherwise be unlawful,
or that involve a significant interference with privacy or other human rights.
34.124 Second, as described throughout this Chapter, NIC agencies rely on reference
information across the breadth of their intelligence functions. A requirement to
obtain an additional approval to use information for such purposes would, in our
view, add little to the accountability framework. We expect that, in practice,
it would effectively operate as a tick-box requirement for NIC agencies to obtain
approval to perform their functions, providing the appearance of accountability and
external control—but not substantive accountability or control.
34.125 Third, the existing, Australian legislative framework contains safeguards that
control when our agencies may commence or continue investigations, in the case
of ASIO and the ACIC, or produce intelligence on Australian persons, in the case
of ASIS, ASD and AGO, described above. These controls apply at the point at
which agencies would generally seek to use or analyse reference information to
produce intelligence in a fashion that materially interferes with individual privacy—
that is, once they have commenced an investigation, or for the purpose of
producing intelligence. These obligations narrow the ‘gap’ that any additional
approval framework could cover—it would be focused on authorising agencies to
obtain and use information for the most basic and preliminary tasks, such as:
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resolving ‘tip-offs’, or



in the case of ASIS, ASD and AGO—determining whether a person is, or is
not, an Australian person, to whom additional safeguards would then apply.
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34.126 Our reasons for not recommending an approval framework for the collection or use
of reference information are based on the kinds of information that NIC agencies
collect, and how they use it. These facts may change over time. For example:


an agency might lawfully obtain a set of information that is more sensitive in
nature, that arguably should, at least as a matter of probity, require
ministerial approval to collect, or



an agency might begin using advanced analytic capabilities to begin
‘detecting’ or ‘discovering’ criminal or security-relevant activities, which might
give rise to public concerns about the nature and degree of the intrusiveness
of that use of that information.

34.127 These are hypothetical scenarios. But, they are not far-fetched or fanciful.
34.128 Accordingly, we consider that there should be opportunities for the Government,
Parliament and public to revisit this issue, to ensure our approach remains valid
over time. We believe this could be achieved by future Independent Intelligence
Reviews revisiting this question, and reporting to the Government, Parliament and
public on the issue.
Recommendation 141
Future Independent Intelligence Reviews should reconsider whether statutory
controls on the collection, retention or use of reference data are required.
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35.1

National Intelligence Community (NIC) agencies require secrecy and
confidentiality, to varying extents, in order to effectively perform their functions.
Secrecy offences are an essential element of this requirement, in that they prohibit
the unauthorised disclosure of, and other dealings with, agency information.

35.2

This Chapter outlines key principles with respect to secrecy offences and the
background to, and an overview of, the legislative framework for secrecy.
The Chapter also considers a number of discrete but related issues, including:

35.3



whether the identity of ASD staff or certain members of the Australian
Defence Force (ADF) require legislative protection by way of a specific
secrecy offence



whether specific secrecy offences in the Intelligence Services Act 2001 (Cth)
(IS Act) should be consolidated



whether secrecy offences should contain exceptions for disclosures in the
public interest, and



the application of exceptions to secrecy offences for disclosures to, and by,
IGIS officials.

Due to recent legislative reforms and ongoing parliamentary inquiries, the Review
did not consider the scope and application of the general secrecy offences in the
Criminal Code Act 1995 (Cth) (Criminal Code) or the impact of secrecy offences
on press freedoms. These reforms and inquiries are outlined in further detail
below.

What is a secrecy provision?
35.4

156

According to the Australian Law Reform Commission (ALRC), a secrecy provision
is ‘a provision in an Act or subordinate legislation that imposes secrecy or
confidentiality obligations on individuals or entities in relation to Commonwealth
information’.156 Secrecy provisions usually apply to the disclosure or
communication of information, but may also apply to a range of conduct that leads
to potential disclosure—such as receiving, obtaining, copying, making a record of,
altering, using or possessing information.157

Australian Law Reform Commission, Secrecy Laws and Open Government in Australia (Report No 112,
December 2009) (ALRC, Secrecy Laws and Open Government) para 1.35.
157 Criminal Code Act 1995 (Cth) (Criminal Code) ss 122.1, 90.1(1).
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35.5

Statutory secrecy provisions carry a range of administrative, civil or criminal
penalties. Secrecy provisions that impose criminal penalties are divided into
general and specific secrecy offences.

35.6

General secrecy offences operate as offences of general application, applying to
all current and former Commonwealth officers and to all Commonwealth
information. General secrecy offences may also apply to persons other than
Commonwealth officers and to conduct other than the communication of
information.158 According to the ALRC, general secrecy offences are intended to
serve as ‘umbrella’ offences for the unauthorised communication of
Commonwealth information.159

35.7

Specific secrecy offences are intended to regulate the communication of, and
other dealings with, information in specific circumstances—primarily where the
general secrecy offences provide inadequate protection.160 For example, a specific
secrecy offence may be necessary to protect an essential public interest not
covered by the general secrecy offences or to provide a higher level of protection
than the general offences provide.161 A specific secrecy offence may also be
necessary to impose penalties that significantly differ from those provided for by
the general offences.162 According to the ALRC, specific secrecy offences usually
apply to particular agencies or individuals or protect particular kinds of
Commonwealth information.163

Key principles
35.8

Commonwealth secrecy provisions have been, and continue to be, the subject of
review and inquiry.164 The most significant reviews were conducted by the
Review Committee of Commonwealth Criminal Law, chaired by Sir Harry Gibbs in
1991 (the Gibbs Committee) and the ALRC in 2009. These reviews articulated a
number of fundamental principles with respect to secrecy laws, both generally and
in relation to intelligence agencies.

158

Criminal Code, ss 122.1(2)-(4), 122.2(2)-(4), 122.4A.
ALRC, Secrecy Laws and Open Government, para 1.39.
160 ALRC, Secrecy Laws and Open Government, paras 8.2; 11.17.
161 ALRC, Secrecy Laws and Open Government, para 11.17.
162 ALRC, Secrecy Laws and Open Government, para 11.17.
163 ALRC, Secrecy Laws and Open Government, para 1.40.
164 Sir Harry Gibbs, R.S Watson and A.C.C Menzies, Review of Commonwealth Criminal Law (Final Report,
December 1991) (Gibbs Committee, Review of Commonwealth Criminal Law); Senate Select Committee on
Public Interest Whistleblowing, In the Public Interest (August 1994); Gordon Samuels and Michael Codd,
Report on the Australian Secret Intelligence Service (March 1995) (Samuels and Codd Report); House of
Representatives Standing Committee on Legal Constitutional Affairs, In Confidence: A report of the inquiry
159
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35.9

In the Final Report of the Review of Commonwealth Criminal Law, the
Gibbs Committee set out three basic principles with respect to the law relating to
unauthorised disclosures of official information.

35.10

Firstly, as stated by Mason J in Commonwealth v John Fairfax & Sons Ltd, ‘it is
unacceptable in our democratic society that there should be a restraint on the
publication of information relating to government when the only vice of that
information is that it enables the public to discuss, review, and criticize
Government action’.165

35.11

Secondly, ‘it is undesirable that the sanctions and machinery of the criminal law
should be applied in relation to the unauthorised disclosure of all forms of official
information and this should be avoided if possible’.166

35.12

Thirdly, ‘there are some descriptions of official information that should be protected
by the criminal law from unauthorised disclosure’.167 According to the
Gibbs Committee, these descriptions of information should be ‘no more widely
stated than is strictly required for the effective functioning of Government’168 and
should include, for example, information relating to intelligence and security
services, information relating to defence and foreign relations, and information the
disclosure of which impedes the prevention or detection of offences, or the
apprehension or prosecution of suspected offenders.169

35.13

In considering the protection of information relating to intelligence and security
services, the Gibbs Committee reflected on the findings of the Hope Royal
Commissions, in which Justice Hope found that ‘the disclosure of secrets…can
result in just as much damage to the national interest as can result from espionage
or sabotage’.170

into the protection of confidential personal and commercial information held by the Commonwealth
(June 1995); ALRC, Keeping Secrets: The Protection of Classified and Security Sensitive Information
(Report No 98, 23 June 2004); House of Representatives Standing Committee on Legal and Constitutional
Affairs, Whistle-blower Protection: A Comprehensive Scheme for the Commonwealth Public Sector
(February 2009); ALRC, Secrecy Laws and Open Government; Independent National Security Legislation
Monitor, the Hon Roger Gyles AO QC, Report on the impact on journalists of section 35P of the ASIO Act
(October 2015) (INSLM, Report on Section 35P of the ASIO Act); Parliamentary Joint Committee on
Intelligence and Security, Advisory Report on the National Security Legislation Amendment (Espionage and
Foreign Interference) Bill 2017 (June 2018) (PJCIS, Advisory Report on the EFI Bill).
165 Gibbs Committee, Review of Commonwealth Criminal Law, paras 24.2, 31.1 citing Mason J in
Commonwealth v John Fairfax & Sons Ltd (1980) 147 CLR 39, 52.
166 Gibbs Committee, Review of Commonwealth Criminal Law, paras 24.2, 31.2.
167 Gibbs Committee, Review of Commonwealth Criminal Law, paras 24.2, 31.2.
168 Gibbs Committee, Review of Commonwealth Criminal Law, paras 24.2, 31.5.
169 Gibbs Committee, Review of Commonwealth Criminal Law, para 31.50.
170 Gibbs Committee, Review of Commonwealth Criminal Law, pg 297 citing Justice Robert Hope, Royal
Commission on Australia’s Security and Intelligence Agencies (1983-84) (Report on ASIO) para 9.26.
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In the context of ASIO, Justice Hope stated that:
My inquiries have satisfied me that [ASIO] does have secrets to protect, including secrets which
various foreign powers want to learn. These secrets are not limited to matters of national
defence or foreign policy. They extend to matters relating to national resources and the national
economy…it has taken little reflection to be satisfied that the Australian Government should take
special action in the interests of the nation to protect them.171

35.15

The Gibbs Committee concluded that:
Undoubtedly, a member of the intelligence and security services stands in a special position and
it is not unreasonable, in the opinion of the Review Committee, that he or she should be subject
to a lifelong duty of secrecy as regards information obtained by virtue of his or her
position…[T]he Review Committee is satisfied that disclosures by such persons should be
prohibited by criminal sanctions without proof of harm.172

35.16

In its 2009 report, Secrecy Laws and Open Government in Australia, the ALRC
also considered the importance of the ‘openness of government’ in a democratic
society.173 The ALRC stated that ‘the concept of secrecy as a mechanism for
protecting government information, on the one hand, and the commitment to
openness of government, on the other, reflect certain historical understandings of
the relationship between a government, citizens, officials and information’.174

35.17

The ALRC noted the challenge in striking the right balance between ‘the public
interest in open and accountable government and the public interest in maintaining
the confidentiality of some government information’.175 The ALRC considered this
balance to be found where the disclosure of information causes, or is likely or
intended to cause, harm to essential public interests.176 Similar to the
Gibbs Committee, the ‘essential public interests’ identified by the ALRC included
the security, defence and international relations of the Commonwealth, the
prevention, detection, investigation, prosecution or punishment of criminal
offences, the protection of life or the physical safety of any person and the
protection of public safety.177

35.18

With respect to intelligence agencies, the ALRC considered that:
Specific secrecy offences prohibiting the disclosure of information obtained or generated by
intelligence agencies—without the need to prove harm in every case—are justified by the

171

Gibbs Committee, Review of Commonwealth Criminal Law, pg 297 citing Justice Robert Hope, Royal
Commission on Intelligence and Security (1976) (Second Report) paras 12-13.
172 Gibbs Committee, Review of Commonwealth Criminal Law, para 31.25.
173 ALRC, Secrecy Laws and Open Government, paras 2.2, 2.19, 3.7.
174 ALRC, Secrecy Laws and Open Government, para 2.2.
175 ALRC, Secrecy Laws and Open Government, para 2.80.
176 ALRC, Secrecy Laws and Open Government, pg 23 (Executive Summary), paras 1.49; 2.83; 4.2.
177 ALRC, Secrecy Laws and Open Government, rec 5-1.
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sensitive nature of the information and the special duties and responsibilities of officers and
others who work in and with such agencies. 178

35.19

The ALRC concluded that ‘there is a legitimate and continuing role for properly
framed secrecy offences—both general and specific—in protecting
Commonwealth information, provided that they are clear and consistent, and
directed at protecting essential public interests'.179 The ALRC outlined various
principles with respect to the scope and application of secrecy offences, proposing
a basis for a revised general secrecy offence, complemented by criteria for
reforming specific secrecy provisions.

35.20

The fundamental principles articulated by the Gibbs Committee and the ALRC are
longstanding and have been reaffirmed by a number of subsequent reviews and
inquiries.180

Legislative frameworks
35.21

The secrecy of government information has a longstanding history in
Commonwealth criminal law. The first Commonwealth secrecy offence was
passed during the initial session of the Australian Parliament in 1901.181 In 1914, a
number of general secrecy offences were included in the Crimes Act 1914 (Cth)
(Crimes Act). These offences prohibited the unauthorised disclosure, retention and
receipt of a wide range of Commonwealth information.182

35.22

Early Commonwealth secrecy provisions were primarily directed at the protection
of defence and national security information.183 Today, secrecy provisions
contained in Commonwealth legislation are ‘many and varied’.184 In 2009, the
ALRC identified 506 secrecy provisions in 176 pieces of primary and subordinate
legislation, including 358 distinct criminal offences.185
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ALRC, Secrecy Laws and Open Government, paras 4.167, 8.62.
ALRC, Secrecy Laws and Open Government, pg 23 (Executive Summary).
180 Samuels and Codd Report, paras 13.5-13.15; House of Representatives Standing Committee on Legal
Constitutional Affairs, In Confidence: A report of the inquiry into the protection of confidential personal and
commercial information held by the Commonwealth (June 1995) paras 7.3.1-7.3.4; ALRC, Keeping Secrets:
The Protection of Classified and Security Sensitive Information, (Report No 98, June 2004) paras 5.66, 5.73.
181 Post and Telegraph Act 1901 (Cth) s 127; John McGuinness, ‘Secrecy Provisions in Commonwealth
Legislation’ (1990) 9 Federal Law Review 49 (McGuinness, Secrecy Provisions) pg 49.
182 Crimes Act 1914 (Cth) (Crimes Act) as enacted, ss 70, 79.
183 McGuinness, Secrecy Provisions, pg 49.
184 ALRC, Secrecy Laws and Open Government, para 3.20.
185 ALRC, Secrecy Laws and Open Government, pg 22 (Executive Summary); paras 1.20, 3.20.
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Overview of the general secrecy offences
35.23

Sections 70 and 79 of the Crimes Act were the first Commonwealth general
secrecy offences. As enacted, section 70 prohibited the unauthorised publication
or communication by a Commonwealth officer of any fact or document obtained by
virtue of his or her office, for which the Commonwealth officer had a duty to keep
secret.186 Section 79 prohibited the unauthorised disclosure, retention and receipt
by any person, of a sketch, plan, model, article, note, document, or information,
which was obtained contrary to Part VII of the Crimes Act (breach of official
secrecy) or was entrusted to, or obtained by the person owing to his or her
position in office, under contract with, or employed by the Commonwealth.187

35.24

In 1960, the provisions were repealed and replaced, extending section 70 to
prohibit the disclosure of information by former Commonwealth officers, and
section 79 to prohibit the failure to take reasonable care of information and the
failure to comply with a lawful direction in relation to information.188 Section 79 was
also amended to require an intention, by the person disclosing the information, to
prejudice the safety or defence of the Commonwealth.189

35.25

Both sections 70 and 79 of the Crimes Act operated as ‘catch-all’ secrecy
provisions to criminalise the disclosure of, and other conduct in relation to, a
potentially wide range of Commonwealth information. On this basis, the provisions
attracted considerable criticism. In the Final Report of the Review of
Commonwealth Criminal Law, the Gibbs Committee noted that:
The combined effect of sections 70 and 79 is that the unauthorised disclosure of most
information held by the Commonwealth Government and its agencies is subject to the sanctions
of the criminal law. No distinction is drawn for the purpose of these provisions between
information the disclosure of which may cause real harm to the public interest and information
the disclosure of which may cause no harm whatsoever to the public interest. 190

35.26

The Gibbs Committee considered that catch-all secrecy provisions were ‘wrong in
principle’ and were ‘seriously defective from the point of view of effective law
enforcement.’191 The ALRC later observed that ‘because the offences in
sections 70 and 79(3) were contingent on duties found beyond the terms of those
offences, there was a potential for uncertainty about the kind of conduct that will
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Crimes Act, as enacted, s 70.
Crimes Act, as enacted, s 79.
188 Crimes Act, pt VI items 49, pt VII item 52.
189 Crimes Act, pt VII item 52.
190 Gibbs Committee, Review of Commonwealth Criminal Law, para 25.12.
191 Gibbs Committee, Review of Commonwealth Criminal Law, para 31.4.
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attract criminal sanction’.192 Both the Gibbs Committee and the ALRC
recommended that section 70 and subsection 79(3) of the Crimes Act be repealed
and replaced with offences limited to the disclosure of information that causes
harm to essential public interests.193
35.27

In December 2018, the National Security Legislation Amendment (Espionage and
Foreign Interference) Act 2018 (EFI Act) repealed sections 70 and 79 of the
Crimes Act and introduced new general secrecy offences into the Criminal Code.
The new general offences substantially amended the previous offences—clarifying
the scope of the offences, creating separate offences for Commonwealth and
non-Commonwealth officers, and introducing a harm-based approach, as
recommended by the Gibbs Committee and the ALRC.

35.28

The general secrecy offences applying to current and former Commonwealth
officers (including NIC officers) prohibit the communication of, and other dealings
with, information that is ‘inherently harmful information’ or the communication of
which (or other conduct) causes, will cause or is likely to ‘cause harm to Australia’s
interests’.194 ‘Inherently harmful information’ includes security classified
information, information that was obtained by, or made by or on behalf of, a
domestic or foreign intelligence agency in connection with the agency’s functions,
and information relating to the operations, capabilities or technologies of, or
methods or sources used by, a domestic or foreign law enforcement agency.195

35.29

The general secrecy offence applying to non-Commonwealth officers prohibits the
communication of, and other dealings with, certain Commonwealth information.
The offence applies to information that has a security classification of secret or
top secret, or information that damages the security or defence of Australia,
interferes with or prejudices the prevention, detection, investigation, prosecution or
punishment of a Commonwealth criminal offence, or harms or prejudices the
health or safety of the Australian public.196
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ALRC, Secrecy Laws and Open Government, para 3.134.
Gibbs Committee, Review of Commonwealth Criminal Law, paras 31.6, 31.50; ALRC, Secrecy Laws and
Open Government, rec 4-1, paras 4.157-4.159.
194 Criminal Code, ss 122.1-122.2, 121.1 (definition of ‘cause harm to Australia’s interests). ‘Cause harm to
Australia’s interests’ is defined as conduct which interferes with or prejudices the prevention, detection,
investigation, prosecution or punishment of a Commonwealth criminal offence or the performance of certain
AFP functions; harms or prejudices Australia’s security or defence, international relations regarding certain
information, or the health or safety of the Australian public or section of the Australian public.
195 Criminal Code, s 121.1 (definition of ‘inherently harmful information’).
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35.30

The general offences attract penalties ranging from two to 10 years imprisonment,
depending on the nature of the conduct, the person disclosing or otherwise dealing
with the information, and certain aggravating factors.197

35.31

The EFI Act also introduced a comprehensive range of offence-specific defences
which operate to limit the circumstances in which a person may be criminally
liable. These defences apply in a number of circumstances, including, for example,
in relation to the communication of information in a person’s official capacity, the
communication of information to oversight bodies (such as the IGIS or the
Commonwealth Ombudsman), and the communication of information by a person
engaged in the business of reporting news, where the person reasonably believed
that his or her conduct was in the public interest.198

Overview of specific secrecy offences
35.32

In addition to the general secrecy offences in the Criminal Code, NIC agencies are
subject to a number of specific secrecy offences. Core NIC agency legislation
(including the Inspector-General of Intelligence and Security Act 1986 (Cth)
(IGIS Act)) contains at least 53 specific secrecy offences.199

35.33

There are further specific secrecy offences in NIC-related legislation, such as the
Telecommunications (Interception and Access) Act 1979 (Cth) (TIA Act), the
Surveillance Devices Act 2004 (Cth) (SD Act) and the National Security
Information (Criminal and Civil Proceedings) Act 2004 (Cth) (NSI Act).200

35.34

Specific secrecy offences applying to the NIC vary significantly.


Some offences operate as catch-all provisions which prohibit the disclosure
of any information obtained by, or prepared by or on behalf of, an agency in
connection with or related to the performance of its functions.201
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Criminal Code, ss 122.1-122.4A. Section 122.3 of the Criminal Code contains an aggravated offence
which applies to the secrecy offences in sections 122.1-122.2.
198 Criminal Code, ss 122.5(1), (3)-(4A), (6).
199 Australian Security Intelligence Organisation Act 1979 (Cth) (ASIO Act), ss 18, 18A, 18B, 34ZS(1)-(2),
35P(1), (1B), (2), (2A), 81(1), 92(1)-(1A); Intelligence Services Act 2001 (Cth) (IS Act) ss 39 to 41, sch 1 cls
9, 12; Office of National Intelligence Act 2018 (Cth) (ONI Act) ss 42, 44(1), (2); Australian Crime Commission
Act 2002 (Cth) (ACC Act) ss 21C(1), (3), (5), 25A(14) , 29B(1), (3), 51, 59AB(7)-(8); Anti-Money Laundering
and Counter-Terrorism Financing Act 2006 (Cth) (AML/CTF Act) ss 121-123, 127-128, 130, 131(6);
Australian Federal Police Act 1979 (Cth) (AFP Act) ss 40ZA, 60A; Australian Border Force Act 2015 (Cth)
(ABF Act) s 42, Inspector-General of Intelligence and Security Act 1986 (Cth) (IGIS Act) s 34.
200 Telecommunications (Interception and Access) Act 1979 (Cth) (TIA Act) ss 63, 105, 133, 181A, 181B,
182, 182A; Surveillance Devices Act 2004 (Cth) (SD Act) s 45(1)-(2); National Security Information (Criminal
and Civil Proceedings) Act 2004 (Cth) (NSI Act) ss 40, 41, 43, 46, 46A-B, 46D, 46G-H.
201 ASIO Act, ss 18, 18A, 18B; IS Act, ss 39-40M.
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Some offences operate as harm-based provisions which prohibit the
disclosure of information which would, or could reasonably be expected to,
prejudice essential public interests such as security, defence or international
relations, the prevention, detection or investigation of an offence, or the
protection of public health.202



Some offences apply to particular kinds of agency information, such as
information relating to a special intelligence operation,203 information obtained
by telecommunication interception powers,204 or information from which the
identity of certain intelligence officers could reasonably be inferred or
established.205

35.35

The diversity of specific secrecy offences applying to the NIC reflects the range of
public interests protected by the offences and the varying degrees of harm that
may arise from unauthorised disclosures.

35.36

The serious harm arising from the unauthorised disclosure of information obtained
by, or relating to, the Australian Intelligence Community (AIC) agencies (ASIO,
ASIS, ASD, AGO, DIO and ONI) is well-established. As the ALRC observed,
‘national security and intelligence information are frequently cited as special kinds
of information that require stringent protection from unauthorised disclosure
because of the inherent sensitivity of the information and the high risks associated
with disclosure or misuse.’206

35.37

Such information can appear innocuous or historical—however, its unauthorised
disclosure may significantly prejudice intelligence operations, capabilities and
methodologies, endanger the life and personal safety of intelligence officers and
human sources, and adversely affect the confidences that foreign partners and
other sources have in the ability of Australian agencies to protect information,
potentially diminishing future intelligence dividends.207

35.38

Furthermore, where the activities of intelligence collection agencies involve a
serious invasion of privacy, the unauthorised disclosure of information may lead to
a greater and disproportionate impact on a person’s privacy or reputation.
The First Hope Royal Commission found that ‘the intelligence held by ASIO about
individuals is often highly prejudicial to them, and its dissemination should be
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ABF Act, s 42.
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204 TIA Act, ss 63, 105.
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strictly controlled by legislation as well as by ethical rules’.208 Justice Hope
considered that ‘the communication of any intelligence by an unauthorized person,
or otherwise than for the purposes of the [ASIO] Act, should be prohibited’ and that
‘persons who infringe these provisions or who authorize its infringement should be
subject to severe penalties’.209
35.39

By contrast, the degree of harm arising from the unauthorised disclosure of
information obtained or generated by other NIC agencies—particularly the AFP
and Home Affairs—may range from negligible to severe, depending on the nature
of the information and the context of its disclosure. For example, the ALRC
observed that the AFP ‘obtain and generate a variety of information, ranging from
information that relates to national security and federal offences, protective
security services and all policing matters in the Australian Capital Territory.’210

35.40

As with the nature and scope of the specific offences, exceptions to secrecy
offences also vary considerably across the NIC depending on the nature of the
information and information sharing requirements of the particular agency.
Some offences provide for limited or narrowly-defined exceptions in order to
strictly control the disclosure of information,211 while other offences may contain
broad exceptions to facilitate the disclosure of information in a wider range of
circumstances—including exceptions for information disclosed in accordance with
standalone information sharing provisions.212

Overview of stakeholder views
35.41

Public submissions made a number of broad, principles-based suggestions about
the application of general and specific secrecy offences, including that:


secrecy offences should distinguish between ‘insider’ and ‘outsider’ offences
and ‘outsider’ offences should require an element of harm213



penalties for secrecy offences should not be disproportionate or harsh214

208

Justice Robert Hope, Royal Commission on Intelligence and Security (1976) (RCIS) (Fourth Report) vol 1,
para 226.
209 RCIS, Fourth Report, vol 1, para 226.
210 ALRC, Secrecy Laws and Open Government, para 8.77.
211 ASIO Act, ss 18(2A)-(4B), 18A(2)-(2A); 18B(2)-(2A), 18C; IS Act, ss 39(2)-(3), 39A(2)-(3), 40(2)-(3),
40B(2)-(3), 40C(2)-(2A), 40D(2)-(2A), 40E(2)-(2A), 40F(2)-(2A), 40G(2)-(2A), 40H(2)-(2A), 40L(2)-(2A),
40M(2)- (2A); ONI Act, ss 42(2)-(3), 44(3)-(4).
212 AML/CTF, ss 121(3), 122(3), 125-133C; ACC Act, ss 51(2), 59AA-AB.
213 Australian Human Rights Commission.
214 Australian Lawyers for Human Rights, Australian Human Rights Commission, Human Rights Law Centre.
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in the absence of an express harm requirement, secrecy offences should
cascade in penalty215



penalties for copying, recording or receiving information should be less than
for disclosing information,216 and



secrecy offences should contain exceptions to preserve client legal privilege
and the confidentiality between a lawyer and their client.217

35.42

In many cases, the public submissions reiterated views expressed during
Parliament’s recent consideration of the National Security Legislation Amendment
(Espionage and Foreign Interference) Bill 2017 (EFI Bill), including submissions to
the Parliamentary Joint Committee on Intelligence and Security’s (PJCIS) review
of the Bill.

35.43

For example, the Law Council of Australia submitted to the PJCIS that ‘in the
absence of an express harm requirement, the offences should cascade in
penalty’218 and that the offences should also ‘include an exception for where the
conduct is engaged in for the purpose of obtaining legal advice’.219 The
Australian Human Rights Commission submitted that the general offences should
‘distinguish between conduct engaged in by ‘insiders’ and ‘outsiders’; 220 while the
Human Rights Law Centre and Australian Lawyers for Human Rights noted the
impact of, in their view, excessive penalties attaching to the offences.221

35.44

Amendments were made to the new general secrecy offences in response to
recommendations of the PJCIS and other parliamentary committees.222 Many of
these recommendations, and subsequent amendments, directly addressed
concerns raised by public submissions—including amendments reducing the
penalties applying to the offences, creating separate offences for ‘insiders’ and
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Law Council of Australia.
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Security Legislation Amendment (Espionage and Foreign Interference) Bill 2017 (13 March 2018) para 5.
219 Law Council of Australia, Submission No 5, PJCIS, Review of the National Security Legislation
Amendment (Espionage and Foreign Interference) Bill 2017 (22 January 2018) paras 250-251.
220 Australian Human Rights Commission Submission No 11 to the PJCIS, Review of the National Security
Legislation Amendment (Espionage and Foreign Interference) Bill 2017 (24 January 2018) pg 4.
221 Human Rights Law Centre, Submission No 11.2, PJCIS, Review of the National Security Legislation
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‘outsiders’ and introducing a defence for information communicated or dealt with
for the purpose of obtaining or providing legal advice.223
35.45

Furthermore, under the new general secrecy offences, the penalties for copying,
recording and receiving information are less than for communicating information.224
This is also the case for specific secrecy offences contained in the Australian
Security Intelligence Organisation Act 1979 (Cth) (ASIO Act), the IS Act and the
Office of National Intelligence Act 2018 (Cth) (ONI Act).225

35.46

With the recent passage of the EFI Bill, Parliament settled its position on the
appropriate scope of the general secrecy offences. In doing so, Parliament was
aware (through public consultation as part of the PJCIS review of the Bill) of many
of the issues now submitted to this Review. The Review considers that there is no
new material put to it, with respect to these issues, which would merit revisiting the
scope of the general secrecy offences recently enacted in the Criminal Code.

35.47

In its Advisory Report on the EFI Bill, the PJCIS recommended that AGD consider
the need for specific secrecy offences contained in other Commonwealth
legislation following the commencement of the new general offences in the
Criminal Code.226 The PJCIS considered that many of these existing offences
would no longer be required, or would require amendment, with the passage of the
new general offences.227

35.48

The Government agreed to the Attorney-General initiating a review of
Commonwealth secrecy provisions in response to the PJCIS’ recommendation
and in accordance with principles articulated by the ALRC in its report Secrecy
Laws and Open Government in Australia.

35.49

Given AGD’s continuing work in this area, the Review did not consider the merits
of all specific secrecy offences applying to the NIC. However, in response to
particular issues raised in submissions, we did consider the ongoing need for, and
appropriateness of, the specific secrecy offences in the IS Act, as discussed
below. We also considered the retention of specific secrecy offences in the TIA Act
and SD Act, in light of our recommendation for a new electronic surveillance Act.
This is discussed in Chapter 30.
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PJCIS, Advisory Report on the EFI Bill, paras 4.179, 5.106, 5.144; Criminal Code, ss 122.1, 122.4A,
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224 Criminal Code, ss 122.1(1), (2)-(4), 122.2(1), (2)-(4).
225 ASIO Act, ss 18-18B; IS Act, ss 39-40M; ONI Act, ss 42-44.
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35.50

Professor George Williams and Dr Keiran Hardy proposed that specific secrecy
offences in section 35P of the ASIO Act should be repealed. These offences
prohibit the disclosure of information relating to a special intelligence operation.
Williams and Hardy submitted that section 35P ‘is likely to have a chilling effect on
media reporting as it includes no exemption for information disclosed in the public
interest’. According to Williams and Hardy, ‘this is particularly concerning because
journalists’ metadata can be accessed by ASIO in relation to a breach of [section]
35P’.

35.51

The offences in section 35P were considered in 2015 by the former Independent
National Security Legislation Monitor, the Hon Roger Gyles AO QC. Mr Gyles
concluded that ‘while there are general secrecy provisions in the ASIO Act, a
tailored secrecy provision as part of a self-contained scheme of this kind is not
inappropriate, particularly as the process for authorisation goes beyond
ASIO personnel’.228

35.52

Mr Gyles recommended that the section 35P should be redrafted to treat ‘insiders’
and ‘outsiders’ separately and that the offence for ‘outsiders’ should provide for a
defence of prior publication.229 These recommendations were accepted by
Government and amendments were made to section 35P of the ASIO Act.230
Due to the recent review and amendment of these provisions, the Review did not
revisit the merits of the specific secrecy offences contained in section 35P of the
ASIO Act.

35.53

Furthermore, two parliamentary inquiries are currently underway which may
comment on the scope and application of NIC secrecy offences, including the
impact of secrecy offences on journalists. These inquiries include the PJCIS
inquiry into the impact of the exercise of law enforcement and intelligence powers
on the freedom of the press, and the Senate Standing Committee on Environment
and Communications inquiry into the adequacy of Commonwealth laws and
frameworks covering the disclosure and reporting of sensitive and classified
information.231 The Review did not undertake detailed consideration of issues that
were the subject of ongoing parliamentary inquiries.
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35.54

A number of agency submissions identified the complexity and inconsistency of
multiple and overlapping secrecy provisions across NIC legislation, and in
particular, how this complexity impacts information sharing. Secrecy offences play
an important role in the sharing of NIC information—in many cases, exceptions to
secrecy offences are the only legislative mechanism that enables an agency to
share information.232 The complexity of secrecy offences in this context is
discussed in Chapter 33.

35.55

Agency submissions also identified a number of discrete issues with secrecy
offences, including the protection of ASD and certain ADF identities by way of a
specific secrecy offence, the appropriateness of agency-specific secrecy offences
in the IS Act, and exceptions to secrecy offences for disclosures to, and by,
IGIS officials. Additionally, public submissions requested the inclusion of public
interest disclosure exceptions to general and specific secrecy offences. Each of
these issues are considered below.

Secrecy offences for the protection of identities
Current arrangements for the protection of identities
35.56

Currently, specific secrecy offences for the protection of intelligence identities exist
only for ASIS and ASIO officers, and certain associated persons. For example,
section 41 of the IS Act prohibits the identification of a person as being, or having
been, an agent or staff member of ASIS, other than the Director-General or such
persons as the Director-General determines.233 Section 41 also prohibits the
publication, without the written consent of the Minister or the Director-General, of
any information from which the identity of such a person could reasonably be
inferred or established.234

35.57

Section 92 of the ASIO Act prohibits the publication in the media of, or otherwise
making public, any matter stating or from which it could reasonably be inferred,
that a person having a particular name or otherwise identified, or a person residing
at a particular address, is a current or former ASIO employee or ASIO affiliate, or
is in any way connected with an ASIO employee or ASIO affiliate.235 The offence
provides an exception for publishing information with the written consent of the
Minister or the Director-General.236
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35.58

Various other provisions in Commonwealth legislation protect the identities of
ASIO and ASIS officers, consistent with the offences in the ASIO Act and IS Act.
For example, the Public Interest Disclosure Act 2013 (PID Act) prevents certain
disclosures relating to ‘intelligence information’ other than internally or to the
IGIS.237 Under the PID Act, the definition of ‘intelligence information’ includes
information that identifies a person, or from which the identity of a person could be
reasonably inferred or established, as being, or having been, an ASIS staff
member or agent, or an ASIO employee or affiliate (other than the
Directors-General).238

35.59

In Chapter 43, the Review has recommended that the identities of ASIO and
ASIS staff members and agents should be protected from disclosure under the
Archives Act. In Chapter 45, we recommend that the NSI Act should be amended
to include a rebuttable presumption to protect the identity of ASIO and ASIS staff
member and agents in court proceedings. These recommendations seek to ensure
that the policy intention of identity disclosure offences in the ASIO Act and IS Act
is achieved.

35.60

The Review is not aware of any other specific secrecy offences for the protection
of NIC identities. However, we note that general and specific secrecy offences
prohibiting unauthorised disclosures of information apply to a broad range of
NIC agency information.

35.61

For example, the general secrecy offences in the Criminal Code protect
information that is classified secret or top secret, information that was obtained by,
or made by or on behalf of, a domestic or foreign intelligence agency, and
information relating to the operations of, or methods or sources used by, a
domestic or foreign law enforcement agency.239 The general offences also prohibit
the disclosure of, and other conduct in relation to, information, which causes, will
cause or is likely to cause harm to Australia’s interests—including the security,
defence or international relations of Australia, the prevention, detection,
investigation, prosecution or punishment of Commonwealth criminal offences and
the health or safety of the Australian public or a section of the Australian public.240

35.62

In court proceedings, intelligence and other identities may be protected, at the
discretion of the court, through suppression and non-publication orders or through
a claim for public interest immunity. Information relating to identities may also be
protected under the NSI Act, where the disclosure of the information is likely to
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Public Interest Disclosure Act 2013 (Cth) (PID Act), ss 34 (table item 2), 41, 66.
PID Act, s 41(1)(f)-(fa).
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prejudice Australia’s defence, security, international relations or law enforcement
interests.241
35.63

Furthermore, agencies may protect identities through the use of non-legislative
mechanisms, such as internal disclosure policies or cover arrangements.
These mechanisms may provide for limited administrative sanctions or contractual
breaches in the event of an unauthorised disclosure.

International jurisdictions
35.64

Legislation in New Zealand, Canada and the US also contains specific secrecy
offences for the unauthorised disclosure of certain intelligence identities.
The offences vary in respect of the conduct prohibited, the intelligence identities
protected and the persons to whom the offences apply.

35.65

The Intelligence and Security Act 2017 (NZ) prohibits the publication in a
newspaper or other document, or the broadcasting by radio or television, the fact
that any person is an employee of an intelligence and security agency (other than
the Directors-General) or is connected in any way with an employee of an
intelligence and security agency.242 ‘Intelligence and security agency’ under the Act
is defined as the New Zealand Security Intelligence Service and the Government
Communications Security Bureau.243

35.66

The Canadian Security Intelligence Service Act 1985, prohibits the disclosure of
any information obtained by a person in the course of the performance of their
duties and functions under the Act or their participation in the administration or
enforcement of this Act and from which could be inferred the identity of an
employee who was, is or is likely to become engaged in covert operational
activities of the Service or the identity of a person who was an employee engaged
in such activities.244

35.67

The National Security Act 1947 (US) prohibits the intentional and unauthorised
disclosure of any information identifying a covert agent, as well as a pattern of
activities intended to identify and expose covert agents, knowing that the
information disclosed so identifies such covert agent and that the US is taking
affirmative measures to conceal such covert agent’s intelligence relationship to the
US.245

NSI Act, ss 3, 7 (definition of ‘national security’ information’), 8, 17.
Intelligence and Security Act 2017 (NZ), s 27.
243 Intelligence and Security Act 2017 (NZ), s 4 (definition of ‘intelligence and security agency’).
244 Canadian Security Intelligence Service Act 1985 (Canada), s 18(1).
245 National Security Act of 1947 (US), s 421.
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35.68

The term ‘covert agent’ includes certain current and former officers and employees
of an intelligence agency (including members of the Armed Forces assigned to
duty with an intelligence agency) and current and former agents, informants or
sources of operational assistance to an intelligence agency.246 ‘Intelligence agency’
includes the Central Intelligence Agency, a foreign intelligence component of the
US Department of Defense, and the foreign counterintelligence or foreign
counterterrorism components of the Federal Bureau of Investigation.247

35.69

UK legislation does not contain specific secrecy offences for the protection of
intelligence identities. Instead the UK relies on secrecy offences provided for in the
Official Secrets Act 1989 (UK), which prohibit the unauthorised disclosure of
information relating to security or intelligence, defence or international relations.248

Principles underpinning the current arrangements
35.70

The requirement for strict secrecy with respect to ASIS and ASIO identities is
well-established.249 ASIS and ASIO are human intelligence collection agencies.
In order to carry out their functions effectively, information about their intelligence
collection activities—such as where, how and by whom they are carried out—must
remain secret.250

35.71

The disclosure or publication of the identity of an ASIO or ASIS officer, or
information from which the identity of such a person could be reasonably inferred
or established, significantly risks exposing the intelligence activities, capabilities or
methodologies of the agencies. Such information may also enable conclusions to
be drawn about the identity of other ASIS and ASIO officers, including officers who
have undertaken the same role at an earlier or later time, as well as the identity of
agents and other human sources with whom an officer has worked.

35.72

This information may be used by hostile foreign intelligence services to target,
infiltrate or disrupt the agencies’ intelligence operations. Such activities can be
expected to undermine the effectiveness of present and future operations,
compromise Australia’s relationships with allied foreign intelligence services and
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National Security Act of 1947 (US), s 421(4).
National Security Act of 1947 (US), s 421(5).
248 Official Secrets Act 1989 (UK) ss 1-3.
249 RCIS, Fourth Report, vol 1, paras 173-181; RCIS, Fifth Report, vol 1, para 103; Samuels and Codd
Report, para 10.1.
250 RCIS, Fourth Report, vol 1, paras 173, 177, 180-181; RCIS, Fifth Report, vol 1, para 103, Samuels and
Codd Report, para 10.1; ALRC, Secrecy Laws and Open Government, paras 8.56; Revised Explanatory
Memorandum, Intelligence Services Bill, s 41; David Horner, The Spy Catchers: The Official History of ASIO
1949-1963 , Volume 1 (Allen & Unwin, 2014) (Horner, The Spy Catchers) pgs 566-570.
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potentially endanger the life and personal safety of ASIS and ASIO officers and
their sources.
35.73

In its submission to the ALRC secrecy inquiry, the AIC stated that:
Even seemingly innocuous pieces of information, such as the amount of leave available to ASIS
or ASIO staff or their salary, can yield significant counterintelligence dividends to a foreign
intelligence service because such information may help to identify ASIS or ASIO officers.
Protection of the identity of ASIS and ASIO officers is critical to human intelligence collection as
those officers are either working in foreign countries beyond the protection of the Australian
Government or their identification can lessen the ability of ASIO and ASIS to perform their
national security functions.251

Source protection
35.74

The primary rationale for the protection of ASIS and ASIO identities is the
protection of human sources—given their fundamental importance to the
performance of the agencies’ intelligence collection functions.

35.75

The First Hope Royal Commission noted the importance of sources to the work of
ASIO and the need to ensure the protection of their identities:
Because of the nature of the functions of a security service, people have always been one of
the most important sources, if not the most important source, of security intelligence.
ASIO relies on a variety of human sources to collect and pass on to it information concerning
the matters within its charter. There is no doubt that a security organization could not perform its
functions adequately without making use of people who are prepared to take on such a role.
Because agents are of such importance to the performance of the functions of a security
organization, it is critical to the organization that their identity is protected. This does not mean
merely their names should not be revealed; the contents of an agent’s report could give a lead
to his identity…It is important that ASIO protects the identities not only of agents, but of all
confidential human sources.252

35.76

Justice Hope considered that ‘if an agent's identity is disclosed his access to the
target organization or person is likely to be closed’.253 The agent may be further
‘endangered and breach of his confidence with ASIO is likely to cause him to cut
his ties with ASIO even if he could be of further use to it’.254 Justice Hope noted
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ALRC, Secrecy Laws and Open Government, para 8.53 citing the Australian Intelligence Community
Submission No SR 77 (20 August 2009).
252 RCIS Fourth Report, vol 1, paras 173, 177, 180-181.
253 RCIS Fourth Report, vol 1, para 181.
254 RCIS Fourth Report, vol 1, para 181.
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that other sources may also cut ties with ASIO and that potential sources may be
deterred.255 Justice Hope concluded that:
The ability to assure an agent of anonymity is critical to the recruitment of agents. Agents often
act at considerable risk to themselves, and for limited if any reward. They are entitled to
ASIO's assurance that it will do everything within its power to protect them from disclosure.256

35.77

Following the First Hope Royal Commission, a specific secrecy offence protecting
ASIO identities was included in the original 1979 ASIO Act. The offence applied to
an ASIO officer (except the Director-General), employee or agent, as well as a
person who was ‘in any way connected with such an officer, employee or agent’.257
In 1986, the offence was amended to also cover former ASIO officers, employees
and agents.258

35.78

Prior to the enactment of the ASIO Act, the protection of ASIO sources was a
long-standing practice. According to the classified ASIO manual the ‘primary
purpose’ of this protection was ‘to preserve ASIO’s continuing access to the
information or assistance which such persons can provide’.259 Of equal importance
was the protection of agents from ‘harm to their career and/or their personal or
physical well-being’ that might arise from the disclosure of their identity or
connection with ASIO.260

35.79

This rationale is consistent with the Canadian Security Intelligence Service Act
which provides that the purpose of the identity disclosure offence relating to
employees of the Canadian Security Intelligence Service is ‘to ensure that the
identity of human sources is kept confidential in order to protect their life and
security and to encourage individuals to provide information to the Service’. 261

35.80

With respect to ASIS, Justice Hope also acknowledged that ‘intelligence sources
and methods must be protected.’262 In the Report of the Commission of Inquiry into
the Australian Secret Intelligence Service, Samuels and Codd stated:
…there are two fundamental considerations which create the need for secrecy [with respect to
ASIS] and which determine the scope of the protection it requires. The first is the need to
maintain the operational effectiveness of ASIS. The second is the need to protect the individuals
who take part in ASIS operations, ASIS officers as well as their sources. 263
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257 ASIO Act 1979, as enacted, s 92(1).
258 Australian Security Intelligence Organization Amendment Act 1986 (Cth) s 38.
259 Horner, The Spy Catchers, pg 566 citing ‘Internal Manual, ASIO Records’.
260 Horner, The Spy Catchers, pg 566 citing ‘Internal Manual, ASIO Records’.
261 Canadian Security Intelligence Service Act 1985 (Canada) s 18.1(1).
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35.81

In recommending legislative protection for ASIS identities, Samuels and Codd
considered that a criminal offence prohibiting the disclosure of identities would not
only ‘enhance the protection afforded to present and former officers and sources’
but would also ‘strengthen the assurance which the Service can give to sources
about such protection’.264

35.82

Samuels and Codd were satisfied that ‘the importance of such protection to the
effective functioning of the Service, and to the security of the individuals
concerned, [was] sufficient to justify criminal liability without proof of damage
should a disclosure occur’.265 In their report, Samuels and Codd noted that the
issue of identity protection was ‘a prime concern of the Service from the beginning
of the Inquiry, and a key factor in its decision to seek legislative coverage’. 266

35.83

The protection of human sources is also one of the key reasons that ASIS and
ASIO identities require ongoing protection—that is, protection beyond their
employment or association with the relevant agency. For example, once an
ASIO or ASIS officer has left their position, an agent or other human source with
whom that officer has worked may continue their relationship or association with
the agency—in many cases providing information to the agency for years or even
decades after they were first engaged.

35.84

The disclosure or publication of information about a former ASIS or ASIO officer
may enable conclusions to be drawn about the identity of other officers, including
officers who have undertaken the same role at an earlier or later time, as well as
the identity of current or former agents or sources. The disclosure of such
information may significantly prejudice current and future intelligence operations
and the continuing viability of particular methods or sources. It is for this reason
that current legislative protections for ASIS and ASIO identities extend to former
officers, agents and persons otherwise associated with the relevant agency.

Protection of Australian Signals Directorate identities
35.85

The Review considered the merits of introducing a specific secrecy offence
prohibiting the disclosure of information identifying an ASD employee.

35.86

Although ASD identities have not traditionally required legislative protection,
ASD submitted that this issue should be revisited in light of the changing nature of
ASD’s activities and the current threat environment.
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35.87

Currently, there are no specific secrecy offences protecting ASD identities.
However, there are specific secrecy offences for ASD in the IS Act.267 These
offences prohibit the disclosure of any information obtained by, or prepared by or
on behalf of ASD in connection with, or relating to, the performance by ASD of its
functions.268 The general secrecy offences in the Criminal Code also prohibit
disclosures of information and other conduct which harms, prejudices, or damages
the security or defence of Australia.269 In court proceedings, ASD identities may be
further protected through non-publication and suppression orders, public interest
immunity claims, and where applicable, the NSI Act.270

35.88

The Review considers that there are fundamental differences between ASD, and
ASIS and ASIO. ASD is a signals intelligence collection agency. Its primary
function is to collect foreign intelligence by covertly accessing or intercepting
information derived from electronic signals and systems. The significant risk to
human sources—the primary rationale for the protection of ASIS and ASIO
identities—is not a relevant consideration with respect to disclosures of
ASD identities.

35.89

Furthermore, ASD’s functions are, in many ways, broader than that of ASIS and
ASIO. Under the IS Act, ASD’s functions include the provision of cyber security
advice and assistance to Australian governments, businesses and individuals. 271
Legislative protection for ASD identities—of the kind provided for ASIS and
ASIO—may be incompatible with this public facing role, particularly for staff in the
Australian Cyber Security Centre.

35.90

Notwithstanding these fundamental differences, the Review recognises the
concerns raised by ASD with respect to the increasing need for identity protection
in response to the changing nature of ASD activities and the evolving threat
environment.

35.91

ONI’s recent submission to the PJCIS inquiry into the impact of the exercise of
law enforcement and intelligence powers on the freedom of the press, observed
that ‘the personal risk to intelligence personnel and human sources has increased
in recent years and will continue to increase as some countries Australia‘s foreign
intelligence agencies focus on become less stable’.272
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IS Act, ss 40, 40G, 40H.
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35.92

We note that the identities of equivalent intelligence officers in the US (National
Security Agency) and New Zealand (Communications Security Bureau) are
protected, to varying degrees, by specific secrecy offences.273 In the case of
New Zealand, the offence only applies to the publication in a newspaper or other
document, or the broadcasting by radio or television of the identity of an employee,
and not the wider disclosure or identification of such individuals.274 The NZ offence
also only applies to current employees.275

35.93

By comparison, the US offence applies to a present or retired officer or employee
of an intelligence agency (including a foreign intelligence component of the
US Department of Defense) whose identity as such an officer, employee, or
member is classified information, and who is serving outside the US or has served
outside the US within the last five years.276

35.94

The Review considers that specific secrecy offences protecting ASD identities
would only be appropriate if the disclosure of information causes, or is likely to
cause, damage to intelligence operations or to the safety of ASD personnel.
There is no risk to the life or safety of informants and sources (which provides
strong justification for these offences for ASIO and ASIS) in the case of ASD due
to the different nature of its work. As such, secrecy offences protecting the
identities of ASD officers are not necessary at this time.

35.95

However, there may be a need to revisit this issue in the future, as online
operations evolve or in response to further developments regarding indictments for
cyber-espionage in foreign jurisdictions. If so, further policy work would be
required to properly consider the implications of introducing a specific offence for
the disclosure or publication of ASD identities. Such an offence could be limited by
reference to certain ASD employees or the engagement by ASD employees in
certain activities where identity protection was required. In addition, any such
offence would need to be consistent with the public facing role of ASD.

35.96

Finally, the Review considers that specific internal policies regarding the protection
of ASD identities should be pursued in first instance. As ASD recognised, ‘legal
remedies alone cannot address all of the concerns…the solution likely lies in a
combination of legal, policy and operational security measures’.
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Protection of Special Operations Command identities
35.97

The Review considered the merits of introducing a specific secrecy offence
prohibiting the disclosure of information identifying a member of the ADF’s Special
Operations Command (SOCOMD).

35.98

Currently, there are no specific secrecy offences protecting SOCOMD identities.
However, there are specific offences in the Defence Act 1903 (Cth) (which prohibit
the unauthorised communication of a broad range of defence information) and
general offences in the Criminal Code (which prohibit unauthorised disclosures
and other conduct which harms, prejudices, or damages the security or defence of
Australia).277 In court proceedings, SOCOMD identities may be further protected
through suppression and non-publication orders, public interest immunity claims,
and, where applicable, the NSI Act.278

35.99

The primary mechanism by which SOCOMD identities are currently protected is
through Defence’s policy on ‘protected identity status’, which is set out in the
Defence Security Principles Framework (DSPF).

35.100 The DSPF provides principles, controls and instructions for the management of
Defence security risks including to ensure the safeguarding of official information
and security-protected assets and the safety of Defence’s personnel, contractors,
consultants, outsourced services providers and clients. The DSPF provides for
administrative sanctions or contractual breaches in the event that Defence
personnel depart from the obligations set out in the framework.
35.101 The Department of Defence submitted that the policy on protected identities would
benefit from inclusion in legislation, due to the increase in sensitive capabilities
within Defence.
35.102 The Review does not consider there is a need for a specific secrecy offence to
protect SOCOMD identities. The primary objective of SOCOMD is ‘to conduct
combined special operations in support of Australia’s national interests’. 279 The
degree of harm arising from the disclosure of the identity of SOCOMD personnel is
substantially lower than that of ASIS and ASIO officers.
35.103 On retirement, former SOCOMD personnel can and do disclose their professional
experience. The Review makes no judgement on this, but notes that it is a central

Defence Act 1903 (Cth) s 73A; Criminal Code, ss 121.1 (definition of ‘cause harm to Australia’s interest’)
122.2, 122.4A.
278 NSI Act, ss 3, 7 (definition of ‘national security’ information’) 8, 17.
279 The Australian Army (Cth), ‘Special Operations Command’ (Web Page) <https://www.army.gov.au/ourpeople/units/special-operations-command>.
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point of difference between former SOCOMD personnel and former ASIO and
ASIS officers, who must continue to protect their former employment long after it
has ceased. Additionally, in practice, current SOCOMD identities are, and continue
to be, protected by the media and other commentators where required.
35.104 Furthermore, the disclosure of identities of equivalent defence personnel in the
US, UK, Canada and NZ is not the subject of specific secrecy offences. Instead
identity protection, like in Australia, is dealt with through policy frameworks and
court suppression orders in litigation matters.
35.105 We note that, in some circumstances, the identity of armed forces may be
protected in foreign legislation. For example, the US offences for the protection of
covert agents apply to a present or retired member of the Armed Forces assigned
to duty with an intelligence agency—whose identity as such an officer, employee,
or member is classified information, and who is serving outside the US or has
within the last five years served outside the US.280
35.106 However, similar protections may be afforded to SOCOMD personnel where they
are made available to perform functions or services for ASIS or ASIO in
accordance with a contract, agreement or other arrangement.281 In these
circumstances, the identity disclosure offences in the ASIO Act and IS Act would
apply to members of SOCOMD, but only in relation to information which identifies
their association with ASIS and ASIO.
35.107 In sum, the Review considers there are fundamental differences between the
functions and activities of SOCOMD and that of ASIS and ASIO. The harm arising
from the disclosure of SOCOMD identities is not of a degree requiring the
protection of specific disclosure offences, as is the case for ASIS and ASIO.
Defence policy, combined with general and specific secrecy offences and various
mechanisms available in court proceedings, is currently sufficient to protect the
identities of SOCOMD where appropriate.
Recommendation 142
Specific secrecy offences are not required to protect the identities of ASD officers
or members of the ADF Special Operations Command.
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Consolidating secrecy offences in the Intelligence Services Act
35.108 The IS Act contains a number of specific secrecy offences which prohibit the
unauthorised communication of information, the unauthorised recording of
information and the unauthorised dealing with records.282 The IS Act creates
separate offences for ASIS, ASD, AGO and DIO with respect to each of these
unauthorised activities.
35.109 As the current IS Act secrecy offences are specific to agencies, charging a person
with an offence immediately identifies their association with the particular agency.
For ASIS, this may raise cover issues, as the person needs to be charged and
potentially convicted in their true name.
35.110 As discussed above, there is a strict requirement for secrecy with respect to the
identity of ASIS officers. The disclosure or publication of the identity of an
ASIS officer, or information from which the identity of such a person could be
reasonably inferred or established, significantly risks exposing ASIS’ intelligence
activities, capabilities or methodologies and may seriously endanger the life and
personal safety of ASIS officers and their sources.
35.111 The identity of an ASIS officer is currently protected under section 41 of the IS Act.
Section 41 prohibits the identification of current and former ASIS agents or staff
members (other than the Director-General or such persons as the
Director-General determines) and the publication (without consent of the Minister
or the Director-General) of any information from which the identity of such a
person could reasonably be inferred or established.283
35.112 Charging a person for a secrecy offence involving ASIS information under the
IS Act, directly identifies that individual as a current or former ASIS officer,
ASIS agent or person otherwise associated with ASIS. We think that the current
operation of the IS Act secrecy offences undermines the protection of
ASIS identities, which is a further legitimate objective of the IS Act.
35.113 The Review considers that the replacement of specific IS Act secrecy offences
with an offence of more general application would remove this concern and
strengthen the protection afforded to ASIS officers and agents. A secrecy offence
of a more general application would remove the ability of persons to identify the
accused individual as belonging to, or associated with, a particular agency—in this
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case ASIS—and by extension the ability to attribute any relevant intelligence
activities to that agency.
35.114 We note that the principle of open justice generally requires the identity of an
accused, and the specific offence for which he or she is charged, to be made
public. However, we consider that a secrecy offence of general application for the
IS Act agencies would not significantly impinge on this principle, as it would not
prevent the identity of the accused or the fact that they are charged with a
secrecy offence under the IS Act being made public.
35.115 Creating a secrecy offence of more general application could be achieved in one
of two ways. The first would involve repealing the specific IS Act secrecy offences
and relying on the general secrecy offences in the Criminal Code. Alternatively,
the offences in the IS Act could be retained but consolidated into offences which
apply to all of the agencies (ASIS, ASD, AGO and DIO).

Repealing Intelligence Services Act secrecy offences
35.116 As a starting principle, the offences of general application in the Criminal Code
should be relied on rather than creating new offences.284 With respect to secrecy
offences however, the ALRC considered that in certain circumstances specific
offences may be necessary, for example, to regulate the conduct of particular
agencies or individuals, or to protect particular kinds of information.285 The ALRC
recommended that, to avoid unnecessary replication of the general secrecy
offence, specific secrecy offences should differ in ‘significant and justifiable ways’
from the general offence.286
35.117 AGD submitted that the IS Act secrecy offences should not be repealed ‘because
they differ in substantial and justifiable ways from the new general secrecy
offences in the Criminal Code’.
35.118 With respect to the specific offences applying to ASIS, AGD submitted that,
‘although there is significant overlap between the general secrecy offence in
subsection 122.1(1) of the Criminal Code and the [ASIS] specific secrecy offence
in section 39 of the IS Act, there are sufficient differences to justify requiring both
offences’.
35.119 Currently, there is significant overlap between the conduct and information
covered by the general secrecy offences in the Criminal Code and the specific
Attorney-General’s Department, A Guide to Framing Commonwealth Offences, Infringement Notices and
Enforcement Powers (September 2011) pg 14.
285 ALRC, Secrecy Laws and Open Government, para 11.17.
286 ALRC, Secrecy Laws and Open Government, para 11.17.
284
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secrecy offences in the IS Act. Both sets of offences prohibit the communication
and certain dealings with information obtained or prepared by ASIS, ASD, AGO
and DIO and apply to both current and former agency officials.287
35.120 However, there are also significant differences between the general offences in
the Criminal Code and the specific offences in the IS Act. For example, the
maximum penalties differ markedly—seven years imprisonment for the
Criminal Code offence prohibiting the unauthorised communication of information,
compared to 10 years imprisonment for the equivalent IS Act offence.288
35.121 The higher penalties for the IS Act offences primarily reflect the potentially higher
level of harm arising from the unauthorised disclosure of information. The higher
penalties also reflect the culpability of the offender in these circumstances, being
an agency official or a person with whom an agency has a contract, agreement or
arrangement. These penalties are justified by the special responsibilities and
duties of such persons in protecting sensitive agency information.289
35.122 As AGD submitted:
Although both offences have recklessness as the fault element for the nature of the information,
there is a difference in culpability. Individuals who commit an offence against section 39 [of the
IS Act] will have a more direct connection to ASIS, and this justifies a higher penalty to better
reflect the culpability. However, section 122.1 [of the Criminal Code] applies where the
individual is reckless as to whether the information came from an intelligence agency more
generally. As there is no requirement for a connection to a specific intelligence agency, this may
indicate a slightly lower level of culpability, and justify the difference between the penalties that
attach to the two offences. There may also be categories of agency information which, if
disclosed, would result in greater damage to Australia's national security and would therefore
justify a higher penalty than those provided for under the general secrecy offences.

35.123 There are also substantial differences with the respect to the number and scope of
defences and exceptions which apply to the general and specific offences.
Exceptions to the IS Act secrecy offences are limited and narrowly defined,
reflecting the need to strictly control the disclosure of, and other dealings with, the
inherently sensitive information obtained by, or relating to, IS Act agencies. The
specific offences in the IS Act contain exceptions for:


information that has already been communicated or made available to the
public with the authority of the Commonwealth

Criminal Code, ss 121.1 (definition of ‘inherently harmful information’ sub-s (c)), 121.1 (definition of
‘Commonwealth officer’) and 122.1-122.2; IS Act, s39-40M.
288 Criminal Code, ss 122.1(1)-122.2(1); IS Act, ss 39-40B.
289 ALRC, Secrecy Laws and Open Government, para 8.62.
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communications to an IGIS official for the purpose of the IGIS exercising a
power or performing a function or duty under the IGIS Act, and



communications made in the course of a person’s duties as a staff member
of the agency or with the approval of the Director-General or a person having
the authority of the Director-General to give such approval.290

35.124 By contrast, the defences to the general secrecy offences in the Criminal Code
cover a broader range of circumstances because the offences apply to a far wider
range of Commonwealth information and all current and former Commonwealth
officers. The general secrecy offences contain a number of defences, beyond
those provided for in the IS Act, including for information communicated or dealt
with:


for the primary purpose of reporting a criminal offence or maladministration
relating a criminal process



for the primary purpose of obtaining or providing legal advice in relation to a
general secrecy offence or the application of any right, privilege, immunity or
defence in relation to such an offence, and



by a person engaged in the business of reporting news where the person
reasonably believed his or her conduct was in the public interest.291

35.125 In many cases, the application of similar defences to the IS Act offences would not
be appropriate. It could undermine the policy intention of the specific secrecy
offences in the IS Act—the strict protection of highly sensitive agency information,
the unauthorised disclosure of which may cause serious harm. The scope of
defences in the Criminal Code reflects the much broader range of public interests
protected by the general secrecy offences, and the varying degrees of harm that
may arise from unauthorised disclosures. This stands in contrast to the narrower
public interests protected by, and the serious harm arising from, offences in the
IS Act context.
35.126 The Review concludes that the specific secrecy offences in the IS Act differ in
‘significant and justifiable ways’ from the general secrecy offences in the Criminal
Code, such that the general offences would not provide sufficient protection for the
information captured by the IS Act offences nor provide appropriate penalties with
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respect to the unauthorised conduct. 292 On this basis, the Review considers that
there is a continuing need for specific secrecy offences in the IS Act.

Consolidating Intelligence Services Act secrecy offences
35.127 The Review prefers the alternative approach of consolidating the individual,
agency-specific secrecy offences in the IS Act.
35.128 As the Office of Parliamentary Counsel (OPC) observed, the 12 secrecy provisions
in the IS Act essentially consist of three sections (applying to unauthorised
communications, recordings and dealings with information and records) repeated
for each of the four agencies (ASIS, ASD, AGO and DIO). The only difference
between the offences is the agency to which the offence applies.
35.129 A number of other stakeholders also expressed support for the consolidation of the
IS Act offences.
35.130 The primary benefit of consolidating the offences in the IS Act would be the
increase in protection of ASIS identities. By consolidating the offences, the specific
reference to each agency could be removed and replaced with a generic reference
to an IS Act agency, thereby reducing the ability to identify an individual charged
with an offence as belonging to, or associated with, a particular agency.
Consolidation of the IS Act offences would have the added benefit of reducing the
length and complexity of the legislation and improving the overall readability of the
current provisions.
35.131 The Review does not propose to substantially amend the substance or scope of
the IS Act offences, and notes that the current offences are expressed in identical
terms, save as to the agency to which the offence applies. As such, many of the
risks or unintended consequences associated with consolidating NIC legislation—
such as removing necessary and justified differences or broadening the scope of
certain powers or offence provisions—do not arise. Furthermore, consolidating the
IS Act offences would be a simple legislative reform project with relatively low
associated costs—costs that would not outweigh the significant benefit of
consolidation with respect to the protection of ASIS identities.
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This rationale is likely to apply to a number of specific offences in the ASIO Act (ss 18-18B) and the ONI
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Recommendation 143
The secrecy offences in sections 39-40M of the Intelligence Services Act should
be consolidated. The scope of the offences should not be expanded.

Public interest disclosure exceptions to secrecy offences
35.132 A number of public submissions to the Review recommended that secrecy
offences, such as those contained in the ASIO Act, the IS Act and the
Criminal Code, should contain exceptions for disclosures made in the public
interest.
35.133 Dr Keiran Hardy and Professor George Williams submitted that secrecy offences
for intelligence agencies should include targeted exceptions for information
disclosed in the public interest, where the information reveals ‘severe
mistreatment, unlawful behaviour, systemic corruption or other significant
misconduct’. Although Hardy and Williams recognised that ‘intelligence officers
who leak information with intent to prejudice Australia’s national security or
defence should certainly be punished’, they considered that secrecy offences
should be viewed in light of ‘the lack of legal protections for intelligence
whistle-blowers’.
35.134 Hardy and Williams submitted that:
The Public Interest Disclosure Act 2013 (Cth) (‘PID Act’) effectively provides no protection for
genuine whistle-blowers who reveal intelligence information in the public interest… Disclosures
about misconduct must be made internally to the organisation in the first instance, or to the
IGIS. These mechanisms may be appropriate in many cases, but there is no separate protection
for whistle-blowers if these avenues prove inadequate.

35.135 On this basis, Hardy and Williams considered that public interest disclosure
exceptions for intelligence offences should include ‘a requirement that the officer
reasonably believes other avenues, such as disclosure internally and to the IGIS,
have been ineffective’.
35.136 Similarly, the Human Rights Law Centre (HRLC) submitted that:
[T]he broad exemptions for intelligence information in the [Public Interest Disclosure Act 2013]
mean that the scheme does not provide any greater accountability than the IGIS already
provides and that there is no avenue for persons to raise matters of illegality, maladministration
or breaches of human rights with a journalist or a Member of Parliament in the public interest.

35.137 The HRLC referred to its submission to the Statutory Review of the Public Interest
Disclosure Act, which recommended that an ‘independent mechanism be
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empowered to examine and where appropriate authorise the disclosure of
intelligence information’.
35.138 According to the HRLC, this independent mechanism should be required to
determine whether external disclosures may be made in the public interest in
cases where an internal disclosure or disclosure to the IGIS has been made and
elevated to the attention of the relevant Minister, the Speaker of the House of
Representatives or the President of the Senate, and the subject of the disclosure
has not been resolved to the satisfaction of the whistle-blower within a reasonable
period of time.
35.139 The Law Council of Australia, the Australian Lawyers for Human Rights, Amnesty
International Australia and the Australian Human Rights Commission (AHRC) also
submitted that secrecy offences should contain exceptions for disclosures in the
public interest, such as those relating to human rights violations. The AHRC
further considered that ‘provisions allowing for disclosures of classified material to
the IGIS should be retained’.

Current mechanisms for public interest disclosures
Public Interest Disclosure Act
35.140 The PID Act establishes processes for Commonwealth officers to report
wrongdoing and maladministration in the public sector.293 The PID Act provides
immunity from civil, criminal and administrative liability for public officials who
disclose information in accordance with these processes.294 This includes immunity
from criminal liability arising in respect of secrecy offences.
35.141 Under the PID Act, ‘intelligence information’ or information involving an
‘intelligence agency’ may be disclosed to an authorised officer of the relevant
agency or the IGIS where there are reasonable grounds to believe that it would be
appropriate for the IGIS to investigate the matter.295 These disclosures are known
as ‘internal disclosures’.296 Under the PID Act, external disclosures of information
involving intelligence agencies are only permitted for the purpose of obtaining legal
advice in relation to making a disclosure or where the information concerns a
substantial or immediate danger to the health or safety of a person, or to the

293

PID Act, ss 71-72.
PID Act, s 10.
295 PID Act, ss 34 (table item 2), 41, 66.
296 PID Act, ss 26 item 1, 34.
294
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environment.297 The PID Act does not permit the external disclosure of ‘intelligence
information’ in any circumstances.298
35.142 The definition of ‘intelligence information’ in the PID Act includes:


information that has originated with, or has been received from, an
intelligence agency, including information about or that might reveal a source
of information



information about the technologies or methods used, proposed to be used, or
being developed for use, by an intelligence agency to collect, analyse, secure
or otherwise deal with information



information about operations that have been, are being, or are proposed to
be, undertaken by an intelligence agency



information that has been received by a public official from an authority of a
foreign government, being an authority that has functions similar to the
functions of an intelligence agency and that is about, or that might reveal, a
matter communicated by that authority in confidence



information that has originated with, or has been received from, the
Defence Department and that is about, or that might reveal the collection,
reporting, or analysis of operational intelligence or a program under which a
foreign government provides restricted access to technology



information that identifies a person (or from which the identity of a person
could be reasonable inferred or established) as being, or having been, an
ASIS staff member or agent or an ASIO employee or affiliate (however
described), other than the Director-General of the relevant agency, and



sensitive law enforcement information.299

35.143 ‘Sensitive law enforcement information’ is further defined as information the
disclosure of which is reasonably likely to prejudice Australia’s law enforcement
interests, including Australia’s interests in:


avoiding disruption to national and international efforts relating to law
enforcement, criminal intelligence, criminal investigation, foreign intelligence,
security intelligence or the integrity of law enforcement agencies

297

PID Act, s 26 items 3-4.
PID Act, s 26, item 2(h).
299 PID Act, s 41(1).
298
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protecting the technologies and methods used to collect, analyse, secure or
deal with, criminal intelligence, foreign intelligence, security intelligence or
intelligence relating to the integrity of law enforcement agencies



the protection and safety of informants or witnesses, or persons associated
with, or involved in the protection of, informants or witnesses, and



ensuring that intelligence and law enforcement agencies are not discouraged
from giving information to a nation’s government and government
agencies.300

35.144 The definition of ‘intelligence agency’ in the PID Act is limited to ASIO, ASIS, ASD,
AGO, DIO and ONI.301 Information involving the ACIC, AFP, AUSTRAC and
Home Affairs—that is not ‘intelligence information’ within the meaning of the
PID Act—may be disclosed to an authorised officer of the relevant agency or to
the Commonwealth Ombudsman where there are reasonable grounds to believe
that it would be appropriate for the Ombudsman to investigate the matter.302
35.145 Under the PID Act, information involving the ACIC, AFP, AUSTRAC and
Home Affairs may also be disclosed externally (to any person other than a
foreign public official) providing the information is not ‘intelligence information’ and
the disclosure is made in accordance with the requirements of the Act, including
for example, the disclosure is not, on balance, contrary to the public interest.303
35.146 The IGIS’ key responsibilities under the PID Act scheme, include:


receiving, and, where appropriate, investigating disclosures about suspected
wrongdoing within the intelligence agencies



assisting current or former public officials who work for, or who previously
worked for, the intelligence agencies in relation to the operation of the
PID Act



assisting the intelligence agencies in meeting their responsibilities under the
PID Act, including through education and awareness activities, and



overseeing the operation of the PID Act scheme in the intelligence
agencies.304

300

PID Act, s 41(2).
PID Act, s 18.
302 PID Act, ss 34 (table item 1, column 2, para (c)).
303 PID Act, s 26 item 2.
304 Inspector-General of Intelligence and Security, Annual Report (2017-18) (IGIS 2017-2018 Annual Report)
pg 7.
301
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Exceptions to secrecy offences
35.147 In addition to mechanisms for disclosure under the PID Act, both general and
relevant agency-specific secrecy offences contain defences or exceptions for
information communicated to the IGIS, or otherwise dealt with for the purpose of
the IGIS exercising a power, or performing a function or duty under the IGIS Act.305
The general secrecy offences in the Criminal Code contain additional defences for
information communicated or dealt with in accordance with the PID Act and
information communicated to the Commonwealth Ombudsman, ACLEI and the
Information Commissioner.306
35.148 There are also a number of public interest disclosure defences available in the
Criminal Code for both Commonwealth and non-Commonwealth officers, including
defences for information communicated or dealt with for the purpose of reporting a
criminal offence or maladministration relating a criminal process and information
communicated or dealt with by a person engaged in the business of reporting
news in the public interest.307
35.149 These defences are limited to specific and narrowly defined circumstances.
For example, under the Criminal Code a journalist may not reasonably believe that
their conduct was in the public interest if it discloses or identifies an ASIO or
ASIS identity in contravention of the ASIO Act or IS Act.308
35.150 A number of specific secrecy offences applying to the NIC also contain exceptions
for disclosures of information in the public interest. For example, the ASIO Act
allows the communication of information where the information concerns matters
outside Australia and the Director-General of Security ‘is satisfied that the national
interest requires the communication’.309
35.151 The Australian Border Force Act 2015 (Cth) (ABF Act) contains an exception for
the disclosure of ‘immigration and border protection information’ for the purposes
of preventing or lessening a serious threat to the life or health of an individual,
where the person reasonably believes that the disclosure is necessary for such
purposes.310 These exceptions are narrowly defined in that they are generally only
permitted by senior officers and/or for limited purposes.

305

ASIO Act, ss 18(2B), 18A(2A) and 18B(2A); IS Act, ss 39(3), 39A(3), 40(3), 40B(3), 40C(2A), 40D(2A),
40E(2A), 40F(2A), 40G(2A), 40H(2A), 40L(2A), 40M(2A); ONI Act, ss 42(3) and 44(4); AML/CTF Act,
ss 121(3)(e), 126 and 5 (definition of ‘designated agency’ para (m)).
306 Criminal Code, s l22.5 (3)-(4).
307 Criminal Code, s 122.5(6).
308 Criminal Code, s 122.5(7).
309 ASIO Act, s 18(3)(b)(i).
310 ABF Act, s 48.
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Immunities for disclosures to oversight bodies
35.152 In addition to the defences to general and specific secrecy offences, the IGIS Act
contains a statutory immunity for any person who voluntarily provides or makes
available information or documents to the Inspector-General for the purpose of the
IGIS exercising a power, or performing a function or duty under the Act.311
This immunity applies to public interest disclosures by persons who are not
‘public officials’ as well as disclosures of information which do not relate to
‘disclosable conduct’ or are not made to an ‘authorised officer’ as required by the
PID Act.312
35.153 The Ombudsman Act contains a similar immunity with respect to information or
documents provided to the Commonwealth Ombudsman in accordance with that
Act.313

Principles underpinning the current mechanisms
Balancing open and accountable government and secrecy requirements
35.154 The permanent tension between the operational requirements of secrecy with
respect to intelligence agencies, and the proper oversight and accountability
mechanisms that are essential for a democratic society is discussed in
Chapter 43. As the ALRC observed, ‘secrecy laws that impose obligations of
confidentiality on individuals handling government information—and the
prosecution of public servants for the unauthorised disclosure of such
information—can sit uneasily with the Australian Government’s commitment to
open and accountable government’.314
35.155 The Review recognises the fundamental importance of effective oversight and
accountability with respect to the activities of NIC agencies and the legitimacy of
public interest disclosures in promoting open and accountable government. In this
context, it is important that secrecy offences do not, as the House of Lords stated,
‘constitute an absolute bar on the disclosure of information’315 nor operate to
conceal corruption of, or wrongdoing by, NIC agencies.
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IGIS Act, s 34B.
IGIS, Submission No 13.2 to the PJCIS Review of the National Security Legislation Amendment
(Espionage and Foreign Interference) Bill 2017 (13 March 2018) pg 6.
313 Ombudsman Act 1976 (Cth) (Ombudsman Act), s 9(5).
314 ALRC, Secrecy Laws and Open Government, pg 21 (Executive Summary).
315 House of Lords in R v Shayler [2003] 1 AC 247, 271, 284.
312
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35.156 The Review also recognises that secrecy offences restrict the right to freedom of
expression by prohibiting the unauthorised disclosure of information obtained by,
or related to, NIC agencies. In R v Shayler, the House of Lords considered that in
order for the restriction on the right to freedom of expression to be necessary and
proportionate, some safeguards are required.316 These include appropriate
exceptions for authorised disclosures and an avenue for intelligence officers to
disclose information of concern.317
35.157 However, the public interest in open and accountable government and
safeguarding the freedom of expression needs to be appropriately balanced
against the public interest in maintaining the confidentiality of information obtained
by, or related to, NIC agencies.
35.158 As Justice Hope articulated in his Second Royal Commission, when considering
ASIO, ASIS and the then DSD, JIO and ONA:
The interests of national security demand that the material handled by the intelligence agencies
be given the highest level of protection…In the national security area, it is important that the
Government should be able adequately to control the secret and confidential material which it
holds. No business enterprise, including the businesses of newspapers and other forms of
media, could be carried on effectively if every piece of confidential information it holds was liable
to be leaked, to deny a similar right to maintain essential confidentiality to the Government is
unsustainable.318

35.159 It is on this basis that the PID Act requires the disclosure of ‘intelligence
information’ and information involving an intelligence agency (currently
AIC agencies) to be made internally or to the IGIS, and that it prohibits ‘intelligence
information’ from being disclosed otherwise.
35.160 For example, the explanatory documents for the Public Interest Disclosure Bill
2013 explained that ‘intelligence information is treated this way under the Bill
because the disclosure of intelligence information can have grave consequences
for Australia's national security, its relationship with other countries and the safety
of individuals’.319 The explanatory documents also explained that the definition of
‘intelligence information’ covers ‘sensitive law enforcement information’ because
‘there is also a strong public interest in the successful prevention, disruption,
detection and prosecution of criminal activity’.320
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House of Lords in R v Shayler [2003] 1 AC 247, 271, 284.
ALRC, Secrecy Laws and Open Government, para 8.66 citing the House of Lords in R v Shayler [2003] 1
AC 247, 271.
318 RCASIA, General Report, paras 4.3, 4.7.
319 Explanatory Memorandum, Public Interest Disclosure Bill 2013, pg 20.
320 Explanatory Memorandum, Public Interest Disclosure Bill 2013, pg 20-21
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35.161 In relation to freedom of expression, the explanatory documents stated that ‘limits
on public disclosure of intelligence information are within the permitted restrictions
provided for in Article 19(3) [of the International Covenant on Civil and Political
Rights] for the protection of national security or of public order’.321 The explanatory
documents also considered that ‘a mechanism allowing disclosure to the IGIS,
as an independent external authority’ was ‘consistent with the objects of
accountability and integrity within the Commonwealth public sector’.322
35.162 The role of the IGIS in receiving complaints and public interest disclosures is also
consistent with the IGIS’ role in overseeing the legality and propriety of the
activities of AIC agencies. The IGIS has a significant body of specialised
experience accumulated over 30 years, including a detailed understanding of the
activities, culture and operating environment of the AIC agencies. The IGIS is also
experienced in, and equipped to deal with, highly classified information.
In undertaking inquiries into complaints and public interest disclosures, the IGIS
has strong investigative powers including powers to require any person to answer
questions and produce relevant documents, take sworn evidence, enter agency
premises and access all relevant information and records.323
35.163 This is in contrast to the Ombudsman’s powers under the Ombudsman Act, which
are subject to certain restrictions in relation to national security matters.
For example, the Attorney-General may issue a certificate that prevents the
disclosure of information or production of documents to the Ombudsman where
such conduct would prejudice the security, defence or international relations of the
Commonwealth.324 The Act also enables the Minister responsible for ASIO to
prevent the Ombudsman from entering certain premises to carry out an
investigation where doing so might prejudice security or defence of the
Commonwealth.325
35.164 Under the IGIS Act, IGIS officials are subject to specific secrecy offences with
respect to the unauthorised use and disclosure of information acquired under the
Act.326 There are also specific secrecy offences under the PID Act, which apply to
the unauthorised use and disclosure, by any person, of information obtained in the
course of conducting a disclosure investigation.327 These offences ensure that
information communicated by agencies internally or to the IGIS remain protected
321

Explanatory Memorandum, Public Interest Disclosure Bill 2013, pg 6.
Explanatory Memorandum, Public Interest Disclosure Bill 2013, pg 6.
323 IGIS Act, Pt II Div 3.
324 Ombudsman Act, s 9(3)(a).
325 Ombudsman Act, s 14(2)-(3).
326 IGIS Act, s 34.
327 PID Act, s 65.
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against unauthorised disclosures. This is consistent with the policy objective of the
PID Act in requiring public interest disclosures in relation to ‘intelligence
information’ and information involving AIC agencies to be made internally or to the
IGIS, and in preventing disclosures more broadly.
35.165 In sum, the PID Act and the IGIS Act provide a rigorous process by which public
interest disclosures in relation to ‘intelligence information’ and AIC agencies may
be made and investigated, while maintaining the confidentiality of sensitive agency
information.
Public interest disclosure regime and exceptions to secrecy offences
35.166 Both the Gibbs Committee and the ALRC considered a comprehensive and robust
public interest disclosure regime preferable to including express public interest
disclosure exceptions to secrecy offences.328 The ALRC stated that a public
interest disclosure regime ‘has the potential to protect whistle-blowers from
criminal, civil and administrative sanctions and not just from prosecution under a
particular provision’.329
35.167 Similarly, in its report on the EFI Bill, the PJCIS considered that the inclusion of a
general public interest disclosure defence in respect of secrecy offences would
undermine the role of the PID Act as the primary mechanism for Commonwealth
officers to disclose information concerning wrongdoing and maladministration.330
35.168 Conversely, with respect to specific secrecy offences for ASIS, Samuels and Codd
did not regard ‘the establishment of a public interest disclosure scheme as
concluding the question about a public interest defence’.331 Samuels and Codd
were of the view that:
Allowance must be made for the possibility that a person, having information of the kind to
which the whistle-blower scheme will apply, concerning for example serious illegality or gross
mismanagement, will disclose that information publicly. Such disclosure might be made in
ignorance of the existence of the whistle-blower scheme; it might be made by a person who was
concerned that an investigation by the Ombudsman or (in the case of ASIS) the InspectorGeneral would not be sufficiently rigorous; or it might reflect dissatisfaction with an investigation
which the Ombudsman or IGIS had already carried out. We think that a defendant, in those
circumstances, should be entitled to call in aid a defence of public interest. 332

328

Gibbs Committee, Review of Commonwealth Criminal Law, paras 32.50(a) 35.1(n); ALRC, Secrecy Laws
and Open Government, para 7.115.
329 ALRC, Secrecy Laws and Open Government, para 7.115.
330 PJCIS, Advisory Report of the EFI Bill, para 5.97.
3.
331 Samuels and Codd Report, para 13.39.
332 Samuels and Codd Report, paras 13.39-13.40.
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35.169 Samuels and Codd recommended that it be a defence to a charge under
ASIS secrecy provisions if the defendant believed that the disclosure to which the
charge relates was necessary in the public interest and there were reasonable
grounds for the defendant to hold that belief at the time the disclosure was
made.333 Similarly, the Senate Select Committee on Public Interest Whistleblowing
recommended that the general secrecy provisions (then in the Crimes Act) be
amended to allow the disclosure of information in the public interest to be a
defence against prosecution.334
35.170 Other stakeholders argued against public interest disclosure exceptions by
reference to the inability of individual officers or persons to assess the possible
harm caused to the public interest by the relevant disclosure.
35.171 AGD submitted to the Standing Committee on Legal and Constitutional Affairs
Inquiry into whistleblower protection within the Australian Government public
sector that ‘the whistleblower and the third party may not necessarily appreciate
the potential damage disclosure could cause to national security, defence or
inter-governmental and international relations and therefore may not give the
information the protection required.’335
35.172 Similarly, the AIC submitted to the ALRC secrecy inquiry that individuals, within or
outside the intelligence community, ‘should not be arbiters of which disclosures
constitute damage to the public interest’ as such individuals are ‘not in a position
to have an appropriate understanding or appreciation of the possible national
security impact of releasing that information’.336
35.173 In his Second Royal Commission, Justice Hope referenced the findings of
Sir John Donaldson M.R in Secretary of State for Defence v Guardian
Newspapers Limited, who stated that:
The responsibility for deciding what information shall be treated as classified and what shall be
released into the public domain is not his or that of an individual civil servant applying his own
criteria. It is that of ministers who are answerable to the nation through Parliament. The
maintenance of national security requires that untrustworthy servants in a position to mishandle
highly classified documents passing from the Secretary of State for Defence to other ministers
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Samuels and Codd Report, para 13.40.
Senate Select Committee on Public Interest Whistleblowing, In the Public Interest: Report of the Senate
Select Committee on Public Interest Whistleblowing (August 1994) para 9.53.
335 AGD Submission No 14 to the House of Representatives Standing Committee on Legal and
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shall be identified at the earliest possible moment and removed from their positions. This is
blindingly obvious and would not become any less obvious at any trial. 337

35.174 Similarly, in considering the inclusion of a public interest disclosure defence in
section 35P of the ASIO Act, the former Independent National Security Legislation
Monitor, the Hon Roger Gyles AO QC, concluded that:
A public interest defence would inappropriately designate a jury or a trial judge as the final
arbiter of whether a particular disclosure caused harm to the public interest in the context of
adjudicating criminal guilt. Such individuals may not have an appropriate understanding or an
appreciation of the possible impact of releasing that information, and will necessarily not be in a
position to adequately assess how the disclosure of a particular piece of information may, when
taken together with other information, cause prejudice or risk causing prejudice to security
interests... Even if a jury or a trial judge as the final arbiter of fact held that a disclosure was not
in the public interest, the disclosure of information would have already occurred and the
potential for harm actualised.338

35.175 The Review agrees with views expressed by the Gibbs Committee, the ALRC and
the PJCIS. The inclusion of a broad or catch-all public interest disclosure
exception to general and specific secrecy offences would undermine the objective
of the offences—to prevent the unauthorised disclosure and handling of
information which would cause serious harm to important public interests and to
the effective functioning of government.
35.176 A broad public interest disclosure exception may also undermine the objective of
the PID Act in requiring disclosures of ‘intelligence information’ and information
involving intelligence agencies (currently AIC agencies) to be made internally or to
the IGIS, and in otherwise preventing public disclosures of such information.
35.177 Generally, specific secrecy offences for the NIC criminalise the disclosure of
information that is likely to cause serious harm to the public interest. It is important
that any such disclosure take place within the framework and safeguards provided
for by the PID Act and the IGIS Act or in accordance with explicit exceptions to the
offences—such as with the approval of the Director-General or other senior
officials—rather than in accordance with an assessment made by an individual
officer or other persons in possession of the information.
35.178 Individual officers or persons disclosing information to the public are unlikely to
have appropriate context or understanding of the potential impact of the relevant
disclosure, or the ability to assess how the disclosure may harm the public
interest. This is particularly the case with respect to information obtained by
337

RCASIA, General Report, para 4.16 citing Sir John Donaldson M.R. in Secretary of State for Defence v
Guardian Newspapers Limited (1984) 1 Ch. 156; aff’d. (1984) 3 W.L.R. 986.
338 INSLM, Report on section 35P of the ASIO Act, pg 76.
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intelligence agencies. As the AIC submitted to the ALRC—isolated disclosures of
seemingly innocuous information, when combined with other information, together
disclose sensitive information that could cause harm to national security,
regardless of its initial security classification.339
35.179 Furthermore, we consider narrowly defined public interest disclosure defences or
exceptions to secrecy offences, such as those contained in the Criminal Code or
those requiring the approval of an agency head, are preferable to broad or
catch-all defences or exceptions, as they provide greater certainty in relation to the
specific circumstances in which the disclosure may be made.
Recommendation 144
Current mechanisms for public interest disclosures of information obtained by, or
relating to, NIC agencies remain appropriate. Neither the specific secrecy offences
applying to NIC agencies, nor the general secrecy offences in the Criminal Code,
should be amended to include an exception or defence for disclosures made in
the public interest.

Amendments to enhance public transparency
35.180 Public submissions raised concerns about the adequacy of investigations of public
interest disclosures made internally or to the IGIS. The IGIS submitted that ‘the
model established under the IGIS Act for the independent and specialised
operational oversight of intelligence agencies remains effective’ and there are
‘no major deficiencies in the responsiveness of agencies or their Ministers to her
inquiry and inspection reports’.
35.181 The Review agrees with the IGIS and does not make any recommendations for
changes to this model. However, the Review has considered whether there are
options to further improve transparency.
35.182 For example, the IGIS Act does not expressly require the IGIS to publish
information about public interest disclosures made in relation to ‘intelligence
information’ or AIC agencies. Annual reports of the IGIS must include particular
information, such as information about inspections and agency compliance with
privacy rules.340 However, there is no requirement for the IGIS to report on public
interest disclosures made under the PID Act or complaints about similar conduct
339

ALRC, Secrecy laws and Open Government, paras 8.53 and 8.63 citing Australian Intelligence
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340 IGIS Act, s 35.
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made to the IGIS under section 10 of the IGIS Act. Similarly, the PID Act does not
contain a requirement for the IGIS to publicly report information in relation to public
interest disclosures.
35.183 By contrast, the Ombudsman is required to publish a range of information in
relation to disclosures made under the PID Act.341 For example, the Ombudsman
must report annually on:


the number of public interest disclosures received by authorised officers of
the agency (this includes all NIC agencies342)



the kinds of disclosable conduct to which those disclosures relate



the number of disclosure investigations that the principal officer of the agency
conducted



the actions that the principal officer of the agency has taken in response to
recommendations in reports relating to those disclosure investigations, and



the number and nature of the complaints made to the Ombudsman about the
conduct of agencies in relation to public interest disclosures.343

35.184 The annual report must also include information about the Ombudsman and IGIS’s
performance of functions with respect to assisting agency officials in relation to the
operation of the PID Act and the provision of educational and awareness
programs.344
35.185 The requirement for the Ombudsman to publish reports of information relating to
public interest disclosures was a recommendation of the Standing Committee on
Legal and Constitutional Affairs.345 The Committee made this recommendation in
the context of considering ‘alternatives to direct disclosures to the media’.346
Submissions to the inquiry considered that:
It may be appropriate for an integrity agency to release the substance of a disclosure or a report
to the public, where it is in the public interest to do so. For example, the Commonwealth
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Ombudsman, the IGIS and Integrity Commissioner of the Australian Commission for Law
Enforcement Integrity, have the authority to publicise its reports.347

35.186 In making the recommendation, the Committee noted that ‘it is within the general
powers of the Ombudsman to publish reports on its investigations’ and ‘this power
should be available to the Ombudsman in relation to public interest disclosures
issues, so that the Ombudsman may report to the public on matters disclosed to
agencies’.348 The Committee did not make a similar recommendation with respect
to the IGIS.
35.187 In practice, IGIS annual reports often include information regarding public interest
disclosures, including the number of disclosures received and from which
agencies, the performance of the IGIS in acknowledging disclosures within a
certain time period and a general summary of the nature of the disclosures
received (for example, ‘termination of employment, conduct relating to the
withdrawal of security clearance and conduct relating to internal investigations into
staffing matters’).349
35.188 The IGIS 2017-2018 Annual Report included a brief summary of a particular public
interest disclosure, the IGIS’s investigation and the agency’s response.350 The IGIS
2018-2019 Annual Report also included a range of information in respect of
complaints made to the IGIS more broadly, including complaint trends and specific
case studies.351
35.189 The IGIS 2019-2020 Corporate Plan states that the IGIS seeks to include as much
information as possible about its activities and findings about intelligence agency
activities in its annual report, unclassified inquiry reports and responses to
complaints.352
35.190 The Plan further sets out strategic priority areas including ‘assisting the
government in assuring the public that intelligence and security matters are open
to scrutiny.’353 This priority area involves ‘providing the public with as much
independent information about the work of the IGIS and the activities of the
Australian intelligence agencies as is commensurate with [the IGIS’] secrecy
obligations’. It also includes ‘ensuring that procedures for a member of the public
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to make complaints and disclosures to the IGIS about matters within IGIS
jurisdiction are freely available and simple to use’.354
35.191 The Review commends the IGIS for its commitment to provide the public with
information about the activities of intelligence agencies and responses to
complaints. Its current practice of reporting annually on the nature of public
interest disclosures received is a useful way of providing transparency about the
PID Act and its application to the NIC. Reporting annually on the nature of
complaints received by the IGIS more broadly also ensures transparency with
respect to public interest concerns raised outside the context of the PID Act.
35.192 However, the absence of a legislative requirement to publish such information is
notable. It stands in contrast to the requirements placed on the Ombudsman by
the PID Act. Without a legislative requirement, the inclusion and detail of
information in the IGIS annual report regarding public interest disclosures or
complaints about similar conduct depends on the views of the IGIS of the day.
35.193 A legislative requirement for the IGIS to report on information in relation to public
interest disclosures and complaints about similar conduct would enhance
transparency by ensuring that information is regularly made available to the public
on disclosures and complaints regarding intelligence matters.
35.194 Any such legislative requirement should require the IGIS to report as much
information as possible, without disclosing information that would compromise
national security. As is provided for in relation to the Ombudsman’s reports under
the PID Act, the IGIS would not be required to report sensitive information (such
as identities or security classified information).355 However, the following
information should be reported: the alleged conduct that is the subject of a public
interest disclosure or complaint, action taken by the IGIS to investigate the
allegation, and any remedial action taken by the agency in response.
Recommendation 145
The IGIS should be subject to a legislative requirement to report annually on
public interest disclosures received by, and complaints about similar conduct
made to, the IGIS.

354
355

IGIS 2019-2020 Corporate Plan, pg 7.
PID Act, ss 76(4).
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Inspector-General of Intelligence and Security exceptions to
secrecy offences
35.195 The IGIS made a number of observations regarding the design of secrecy
offences for intelligence agencies and the application of exceptions for disclosures
of information to, and by, IGIS officials. The IGIS submitted that, despite broad
immunities under the IGIS Act for disclosure of information to the IGIS, ‘it is
important that there is complete clarity—on the face of the legislation that creates
a disclosure regime or a secrecy offence—that it is lawful and proper for people to
give information to the IGIS for the purpose of independent oversight’.
35.196 The IGIS submitted that such clarity is necessary to:


avoid any perception that the relevant secrecy offence prohibits such
disclosures, with the resultant deterrent effect on persons considering making
disclosures to IGIS



remove the risk that persons subject to the relevant secrecy offence may be
hesitant to disclose information to IGIS officials because, to do so, they must
technically commit an offence and assert an immunity under the IGIS Act,
and



avoid potentially complex legal questions which may arise about the
interaction of the relevant secrecy offence and the immunities in the IGIS Act
(i.e. an argument that the secrecy offence prevails over the immunities in the
IGIS Act).

35.197 The IGIS also noted that:
…perceived limitations on a person's ability to provide relevant information to IGIS are equally
significant as legal limitations because of their influence on behaviour (that is, a 'chilling effect').
Perceived limitations create the risk that people may be deterred from coming forward to IGIS
with concerns about the actions of intelligence agencies, or from cooperating fully and freely
with IGIS oversight.

35.198 The IGIS recommended that all disclosure and dealing offences that regulate
intelligence agency information be amended to adopt the approach taken in
Division 122 of the Criminal Code. In the IGIS’s view, this would ensure that
secrecy offences do not limit the ability of persons to give relevant information to
the IGIS or the ability of IGIS officials to deal with that information for the purpose
of performing oversight functions.
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35.199 The key amendments that the IGIS seeks are:


the inclusion of specific exceptions for disclosures to, and by, IGIS officials
for the purpose of performing their functions or duties, or exercising their
powers, as IGIS officials, including preparatory dealings with information for
the purpose of making a disclosure to an IGIS official



removal of the evidential burden on IGIS officials in relation to aspects of the
exception for disclosure by an IGIS official including the status of a person as
an IGIS official, and the fact that they dealt with or disclosed the information
for the purpose of performing functions or duties or exercising powers as an
IGIS official, and



an express statutory statement to the effect that secrecy offences and
exceptions are not intended to affect immunities that exist under other Acts,
such as the immunities under the IGIS Act for persons who voluntary or
compulsorily disclose information to the IGIS.

35.200 While the primary objective of a secrecy offence is to prohibit the disclosure of,
and other conduct in relation to, information, most secrecy offences contain
circumstances in which disclosures and other conduct are permitted. These are
usually framed as exceptions or defences to an offence.
35.201 It is the role of the IGIS to oversee the legality and propriety of the activities of
Australia’s intelligence agencies and to investigate public interest disclosures in
relation to ‘intelligence information’ and information involving ‘intelligence
agencies’ (currently the AIC agencies).356 In undertaking an investigation or inquiry
under the IGIS Act, the IGIS may require any person to answer questions and
produce documents and to otherwise access all relevant information and
records.357 As the IGIS submitted, ‘it is lawful and proper for people to give
information to the IGIS for the purpose of independent oversight’.
35.202 Where there is a policy intention for the IGIS to obtain information from relevant
agencies, and to use and deal with that information for the purpose of performing
functions or exercising powers under the IGIS Act, specific secrecy offences
should contain exceptions to permit such disclosures and other dealings with
information consistent with the relevant policy.
35.203 The Review notes observations made by the IGIS with respect to the design of
secrecy offences for intelligence agencies, particularly in relation to cultural
perceptions surrounding the application of secrecy offences and the interaction
356
357

IGIS Act, ss 8-8A; PID Act, ss 34 (table item 2), 41, 66.
IGIS Act, ss 18, 19.
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between secrecy offences and relevant immunities. We agree that despite broad
immunities for the disclosure of information to the IGIS,358 specific offences
applying to agencies within the IGIS’ jurisdiction should contain exceptions for
disclosures of information to, and by, IGIS officials. Such exceptions will ensure
clarity, on the face of the legislation, that it is lawful and appropriate for certain
information to be disclosed to the IGIS.
35.204 Currently, specific secrecy offences in the ASIO Act, IS Act, ONI Act and
Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth)
(AML/CTF Act) contain exceptions for the communication of information to
IGIS officials for the purpose of the IGIS exercising a power, or performing a
function or duty, under the IGIS Act.359 The ASIO Act, IS Act and ONI Act also
contain an immunity for IGIS officials communicating or otherwise dealing with
information for the purpose of exercising powers, or performing functions or duties,
as an IGIS official.360 Similarly, the AML/CTF Act authorises certain disclosures of
AUSTRAC information by IGIS officials.361
35.205 Specific secrecy offences in the ABF Act, the Australian Federal Police Act 1979
(Cth) and the Australian Crime Commission Act 2002 (Cth) do not currently
contain explicit exceptions for disclosures to, or by, IGIS officials. However, the
broad immunity in the IGIS Act would apply to disclosures to the IGIS of
information that would otherwise be an offence under those Acts.
35.206 The 2017 Independent Intelligence Review recommended an expansion of the
IGIS’ jurisdiction to also include AUSTRAC and the intelligence functions of the
ACIC, AFP, and the Department of Immigration and Border Protection (now
Home Affairs). At the time of writing, the Government had not implemented this
recommendation.362
35.207 The Review considers that, if the IGIS has jurisdiction over an agency, or a
function of an agency, specific secrecy offences applying to that agency should be
amended to include exceptions for disclosure of information to, and by,
IGIS officials.

358

IGIS Act, ss 18(9), 34B.
359 ASIO Act, ss 18(2B), 18A(2A), 18B(2A); IS Act, ss 39(3), 39A(3), 40(3), 40B(3), 40C(2A),
4.
40D(2A), 40E(2A), 40F(2A), 40G(2A), 40H(2A), 40L(2A), 40M(2A); ONI Act, ss 42(3), 44(4); AML/CTF Act,
ss 121(3)(e), 126, 5 (definition of ‘designated agency’ para (m)).
360 ASIO Act, s 18D; IS Act, s 41B; ONI Act, s 46.
361 AML/CTF Act, s 128(19).
362 Michael L’Estrange and Stephen Merchant, 2017 Independent Intelligence Review (June 2017) rec 21.
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Recommendation 146
Specific secrecy offences applying to agencies within the IGIS’ jurisdiction should
contain exceptions to permit disclosures of information to, and by, IGIS officials.
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36.1

New technologies have driven major transformations in society over the course of
history. In the 13th century, the invention of stirrups gave the forces of
Genghis Khan and his descendants a significant tactical advantage, contributing to
the creation of the largest empire in history.

36.2

In the 18th and 19th centuries, the development of the steam engine and
electrification underpinned the First and Second Industrial Revolutions, driving an
unprecedented expansion in human productivity, which in turn led to dramatic
rises in standards of living, life expectancy, literacy and other social measures.

36.3

Today, the development and evolution of the internet is underpinning a digital
revolution, expanding access to information, improving productivity, and enabling
seamless communication and collaboration across the world.

36.4

However, in the same way that new technologies create new opportunities and
possibilities, they also give rise to new risks and challenges. Individuals,
organisations and governments must understand and manage these risks and
challenges if the full benefits of new technologies are to be realised.

36.5

The internet is no different in this regard. As governments, businesses,
researchers and individuals leverage the benefits that the internet offers, we are
also exposing ourselves to new risks. For example:

36.6



the internet enables people to communicate and work seamlessly over vast
distances, breaking down the tyranny of distance—at the same time, it allows
malicious cyber actors to threaten our national security and engage in
criminal activities from opposite sides of the world, challenging traditional
‘state-based’ models of policing and intelligence



the internet enables significant leaps in efficiency, by enabling businesses to
centralise the command and control of remote systems and operations, and
to remotely update software in deployed systems—that same ability poses
significant risks, if those central command systems fail or are co-opted by
malicious actors, and



the internet enables us to connect previously disparate sources of knowledge
and effort, driving collaboration and innovation—that also creates the
potential for rapid and widespread loss of confidential information and
intellectual property, if any of those systems are compromised.

This Chapter deals with the NIC’s cyber security role—protecting and promoting
the confidentiality, integrity and availability of systems and information.
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Australia’s cyber security architecture
36.7

Australia’s cyber security architecture is based on partnership between the
government, public and private network operators, and researchers.

36.8

Organisations—including companies, universities and government departments
and agencies—are responsible for managing the security of their own networks
and systems. The responsibility for the private sector and non-government
organisations to protect their own systems is critical. The government cannot
secure private networks on its own, and weaknesses in private networks can have
broader systemic and national consequences.363 In 2015, the
then-Chief Information Security Officer at Telstra, Mike Burgess, observed that:
Organisations and individuals play an essential role in effectively reducing cyber security risk…
As business people we should not rely on government to lead the way. While the government
plays a critical role in times of crisis or when there are issues of national security, what is
critically important is that cyber security is well understood in the boardrooms of Australia.
Even more so because most our critical infrastructure is owned by the private sector.364

36.9

36.10

In addition to protecting government systems, the Australian Government plays a
number of other roles in protecting and promoting cyber security, including:


setting national policy for cyber security, including establishing legal
standards for the protection of critical infrastructure,365 and the security of the
telecommunications network366



engaging on the international stage to champion an open, free and secure
cyberspace, and



actively working with researchers and organisations to prevent, detect,
investigate and remediate cyber security incidents, led by the
Australian Cyber Security Centre (ACSC).

The ACSC is the Government’s operational lead on cyber security. Structurally, it
sits within ASD, and incorporates staff and secondees from ASD, ASIO, AFP,
ACIC and DIO, as well as a range of government, non-government and private
sector cyber security experts. The consolidation was intended to enable the ACSC
to work with government and business to reduce the security risk to Australia’s

Department of the Prime Minister and Cabinet, Australia’s Cyber Security Strategy 2016, pgs 16, 23.
Mike Burgess, ‘Cyber Security in the boardroom’ Telstra Exchange (Web Page, 9 July 2015),
<https://exchange.telstra.com.au/cyber-security-in-the-boardroom/>.
365 For example, under the Security of Critical Infrastructure Act 2018 (Cth).
366 For example, under the Telecommunications Sector Security Reforms, introduced by the
Telecommunications and Other Legislation Amendment Act 2017 (Cth).
363
364
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government networks, systems of national interest, and targets of cybercrime
where there is a significant impact to security or prosperity.
36.11

The ACSC has access to a range of national capabilities, including:


ASD’s signals intelligence capabilities to detect and investigate foreign
state-sponsored cyber intrusions



ASD’s offensive cyber capabilities to disrupt serious cyber attacks originating
outside Australia, and



the ability to seamlessly refer serious cyber security incidents to ASIO, for
example where the incident appears to involve cyber espionage or foreign
interference, or the AFP for investigation and prosecution.

Australia’s Cyber Security Strategy
36.12

In 2016, the Government released its Cyber Security Strategy, which sets out the
steps that the Government will take to improve Australia’s cyber security, and to
ensure that Australia can realise the benefits of a modern, connected economy.

36.13

In September 2019, the Government released a public discussion paper for the
2020 Cyber Security Strategy. The paper highlights a range of current and
emerging challenges to Australia’s cyber security arrangements, in particular as
they relate to critical infrastructure, including that:

36.14



Australia’s critical systems are becoming increasingly digitised—these
changes make Australia more reliant on technology, and potentially more
vulnerable to malicious cyber activity



that, at present, system and network operators carry a significant portion of
the cyber security risk, and the Government has a limited role in protecting
critical systems, and



increasing reliance on technology means that it is critical to build a trusted
market for secure technologies, products, services and professionals—
security needs to be built into digital products by design, and a cyber security
skills gap in Australia needs to be addressed.

The public discussion paper also canvasses a range of potential areas for
legislative reform, including whether there is a need to introduce a regulatory
framework and standards for critical cyber systems, or an opportunity to improve
legislative frameworks regarding cyber security protections for consumers.
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Recent public discussion and debate
36.15

36.16

There has been recent public debate about whether ASD should have powers to:


exercise offensive cyber powers onshore for the purpose of disrupting
malicious cyber activity and cyber-enabled crime, and



compel government agencies, businesses and other entities to take, or not
take, particular steps for cyber security purposes.

For example, in April 2018, an article in the Daily Telegraph outlined an alleged
plan to allow ASD to:


access information on Australians, including ‘financial transactions, health
data and phone records’



‘proactively disrupt and covertly remove’ onshore cyber threats by ‘hacking
into critical infrastructure’



‘help battle child exploitation networks and transnational crime syndicates,
including terror networks onshore and offshore’, and



‘step-in’ powers to compel ‘government agencies and private businesses to
comply with security measures’. 367

36.17

In June 2019, Ian McKenzie, a former director of ASD from 2007 to 2013, wrote an
opinion piece in the Sydney Morning Herald, commenting on these same
proposals. Mr McKenzie considered that the proposals to enable ASD to
‘work inside Australian critical infrastructure companies to help them defend
against a cyber attack’ were a ‘logical extension to ASD’s core business of
information security’, albeit ‘not without some risk.’ However, Mr McKenzie
considered that proposals to ‘use the ASD offensive cyber disruption capability
inside Australia against hardened criminal networks’ to be ‘seriously
problematic’.368

36.18

In September 2019, then-Director-General of Security, Duncan Lewis, spoke
publicly about the risk of cyber threats. Mr Lewis noted that Australia remained a
rich target for foreign state-sponsored adversaries, and suggested the

367

Annika Smethurst, 'Spying shock: Shades of Big Brother as cyber-security vision comes to light' Daily
Telegraph (online, 29 April 2019) <https://www.dailytelegraph.com.au/news/nsw/spying-shock-shades-of-bigbrother-as-cybersecurity-vision-comes-to-light/news-story/bc02f35f23fal04bl39160906f2ae709>.
368 Ian McKenzie, ‘Spying on our own citizens' data: why Australia must tread carefully’ The Sydney Morning
Herald (online, 20 June 2019) <https //www.smh com au/national/spying-on-our-own-citizens-data-whyaustralia-must-tread-carefully-20190619-p51z4z.html>.
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Government should consider giving ASD powers to use its capabilities
domestically ‘in the extreme in protecting Australians’.369
36.19

The Review received submissions concerning Australia’s legal framework for
cyber security from, among others, ASD, ASIO, PM&C and Home Affairs.
We conducted our own analysis of the legal framework, and consulted with a
number of like-minded countries—Canada, France, the Netherlands, NZ, the UK
and the US—about the powers of their intelligence services in respect of cyber
security, and the safeguards and controls that apply.

36.20

The public discussion and debate highlights:

36.21



the risks and sensitivities of ASD being involved, or being perceived to be
involved, in collecting ‘domestic’ intelligence, and



the material difference between the state, through one of its agencies, using
force or destructive powers to ‘disrupt’ wrongful activities, as opposed to
using more ‘traditional’ methods—including hardening systems to prevent
harms occurring in the first instance, employing defensive cyber security
measures to protect networks, and investigating and (where possible)
prosecuting perpetrators after-the-fact.

This Chapter focuses on the role of the ACSC in protecting Australia’s
cyber security, including the use of ASD’s offensive cyber capabilities to disrupt
ongoing cyber security incidents. The question of whether ASD’s offensive cyber
capabilities should also be available to combat cyber-enabled crime is, in our view,
a distinct question, and is addressed in Chapter 38.

The current cyber security environment
36.22

Online connectivity is no longer optional for the vast majority of government
agencies, businesses, researchers or individuals in Australia. As outlined in the
introduction to the Chapter, the benefits of moving services and systems online
can be significant. But, in doing so, organisations expose themselves to new risks
that must be managed.

36.23

Cyber security risks and incidents are becoming increasingly prominent, including
cyber espionage, destructive cyber attacks—including ‘ransomware’ attacks
designed to extort victims, as well as state-sponsored attacks designed to coerce
governments—and criminal identity theft and fraud.

Duncan Lewis, ‘Address to the Lowy Institute’ (Speech, 4 September 2019)
<https://soundcloud.com/lowyinstitute/an-address-by-asio-director-general-duncan-lewis>.
369
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Cyber espionage
36.24

The internet has not changed the fact that foreign governments will seek to
covertly obtain valuable and sensitive information about the Australian
Government, and Australian industry and research. Indeed, it has provided them
with a new means by which to do so.

36.25

Espionage has the potential to harm Australia’s national security and sovereignty,
damage our relationships with foreign countries, inflict substantial economic harm,
compromise vital defence capabilities and critical infrastructure, and threaten the
safety of Australians.

36.26

Foreign intelligence services are increasingly targeting government, industry and
academic networks and systems over the internet. For example:


in 2012, the then-Director-General of the UK Security Service,
Jonathon Evans, revealed that a state-sponsored group had compromised an
unnamed British company (later publicly reported to be Rio Tinto)—the
compromise reported resulted in harm in excess of $1.4 billion (£800 million)
‘not just through intellectual property loss but also from commercial
disadvantage in negotiations’ 370



in 2015, ASD detected a foreign intelligence service that had gained access
to the Bureau of Meteorology’s network, as well as other government
departments and agencies371



in late 2018, a sophisticated actor obtained access to the Australian National
University’s enterprise systems domain, which houses the university’s human
resources, financial management and student administration databases—the
university concluded that the actor’s sole aim was to penetrate these systems
and, over a period of approximately six weeks, was able to access personal
information about staff, students and visitors dating back 19 years,372 and



on 18 February 2019, the Prime Minister, Scott Morrison, informed
Parliament that the ACSC had identified a malicious intrusion, believed to be
the work of a foreign state actor, into the Australian Parliament House

See, for example: James Blitz, ‘MI5 chief sets out price of cyberattack’ Financial Times (online, 26 June
2012) <www.ft.com/content/a970810c-bcf2-11e1-8ccd-00144feabdc0>; Fergus Hanson, ‘Hacking for cash’
Australian Strategic Policy Institute (online, 25 August 2018) <www.aspistrategist.org.au/hacking-for-cash/>.
371 Australian Cyber Security Centre Threat Report 2016, pg 11.
372 Australian National University, ‘Data Breach FAQs’ (Web Page, 4 June 2019)
<https://www.anu.edu.au/news/all-news>.
370
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computer network. Networks of some political parties—Liberal, Labor and the
Nationals parties—had also been affected.373
36.27

The potential harms of cyber-enabled foreign interference are not hypothetical, as
Russian state-sponsored interference in the 2016 US Presidential election
demonstrates.

Case study 1 2016 US Presidential election—Russian hacking and dumping operations
Beginning in March 2016, units of the Russian Federation’s Main Intelligence Directorate
of the General Staff (GRU) hacked the computers and email accounts of organisations,
employees and volunteers supporting the campaign of the Democratic candidate,
Hillary Clinton. Starting in April 2016, the GRU hacked into the computer networks of the
Democratic Congressional Campaign Committee and the Democratic National
Committee (DNC). The GRU targeted hundreds of email accounts used by the
Clinton campaign employees, advisors and volunteers. In total, the GRU stole hundreds
of thousands of documents from the compromised email accounts and networks.
The GRU later released stolen Clinton campaign and DNC documents through
online personas, ‘DCLeaks’ and ‘Guccifer 2.0’, and later through the organisation
WikiLeaks. The release of the documents was designed and timed to interfere with the
2016 US Presidential election and undermine the Clinton campaign. 374
In addition, GRU officers also targeted individuals and entities involved in the
administration of the election. Victims included US, state and local entities, such as
state boards of elections, secretaries of state, and county departments, as well as
individuals who worked for those entities. The GRU also targeted private technology
firms responsible for manufacturing and administering election-related software and
hardware, such as voter registration software and electronic polling stations.375

Destructive cyber attacks
36.28

The ACSC defines cyber attacks as deliberate acts through cyberspace to
manipulate, disrupt, deny, degrade or destroy computers or networks, or the

Prime Minister of Australia, ‘Statement to the House of Representatives on cyber security’, (Media
Release, 18 Feb 2019).
374 Robert Mueller, Report On The Investigations Into Russian Interference In The 2016 Presidential Election
(Vol 1) (2019) pg 36.
375 Robert Mueller, Report On The Investigations Into Russian Interference In The 2016 Presidential Election
(Vol 1) (2019) pg 50.
373
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information resident on them, with the effect of seriously compromising national
security, stability or prosperity.376
36.29

Criminal organisations and some nation states use ‘ransomware’ attacks to make
money, by threatening to permanently encrypt and deny access to information
stored on a compromised computer or network unless the victim pays.
Denial-of-service attacks can be used to exhaust the resources and bandwidth of
a particular system or network.377 More sophisticated cyber attacks can be
designed to permanently disable, damage or destroy physical systems—for
example, by disabling safety controls, or by forcing machinery to operate outside
its design limits.

36.30

Cyber attacks can—and have—caused immense harm. For example:

36.31



in 2017, a North Korean-backed hacking group launched a ransomware
attack, known as ‘WannaCry’—within 24 hours, the ransomware had
compromised more than 230,000 computers in 150 countries, including the
National Health Service in the UK and automotive and telecommunications
companies in Europe, causing harm estimated in the hundreds of millions of
dollars,378 and



also in 2017, a Russian-backed group launched a ransomware attack, known
as ‘NotPetya’—the attack initially targeted Ukrainian systems, including the
radiation monitoring station at Chernobyl, but spread rapidly worldwide, and
was estimated to have caused more than $14 billion (US$10 billion) in total
damages.379

Historically, the control systems for critical infrastructure, such as water, electricity
and gas networks, or defence systems, operated on stand-alone networks.
Increasingly, however, these systems are being connected to the internet—online

376

Australian Cyber Security Centre, 2017 Threat Report, pg 50.
CISCO, ‘What are the most common cyber attacks?’ (Web Page, accessed on 22 October 2019)
<https://www.cisco.com/c/en/us/products/security/common-cyberattacks.html>.; U.S. Department of
Homeland Security, ‘Cybersecurity’ (Web Page, accessed on 22 October 2019)
<https://www.ready.gov/cybersecurity>.
378 U.S. National Security Agency, ‘NSA Cybersecurity Advisory: Patch Remote Desktop Services on Legacy
Versions of Windows’ (Web page, 4 June 2019) <https://www.nsa.gov/News-Features/News-Stories/ArticleView/Article/1865726/nsa- cybersecurity-advisory-patch-remote-desktop-services-on-legacy-versions-of/>;
Microsoft Security Response Center, ‘Prevent a worm by updating Remote Desktop Services (CVE-20190708)’ (Web Page, 14 May 2019) <https://msrc-blog.microsoft.com/2019/05/14/prevent-a-worm-by-updatingremote-desktop-services-cve-2019-0708/>; Australian Cyber Security Centre, ‘Australian Cyber Security
Centre advises Windows users across Australia to protect against BlueKeep’ (Web Page, accessed on 2
October 2019) <https://www.cyber.gov.au/index.php/news/protect-against-BlueKeep>.
379 Wired, ‘The Untold Story of NotPetya, the Most Devastating Cyberattack in History’ (Web page, 22
August 2018) <https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/>.
377
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connectivity offers a range of benefits for the management of critical infrastructure,
including enabling remote monitoring and control, automation, predictive
maintenance, and the ability to make operational and business decisions across
multiple sites.380
36.32

However, this evolution towards greater connectivity increases the risk of a
sophisticated adversary compromising an industrial control system and disrupting
critical infrastructure.381 Australia has not experienced a cyber attack targeting a
critical infrastructure system that has resulted in significant harm. However, other
countries have.

Case study 2 BlackEnergy and Industroyer/CrashOverride—Attacks on the Ukrainian
electricity network
In December 2015, a highly sophisticated actor used a ‘spear phishing’382 campaign
using a form of malware known as ‘BlackEnergy’ to compromise the control systems
supporting Ukraine’s electricity network. The actor disabled 30 substations across the
network, causing a blackout affecting over 225,000 Ukrainians for more than six hours.
In December 2016, the same actor used a different form of malware, known as
‘Industroyer’ or ‘CrashOverride’, to target the same network. The impact of the
2016 attack was more limited than the 2015 attack, cutting off power to approximately
one-fifth of the Ukrainian capital, Kiev, for an hour.
However, in 2019 a cyber security firm, Dragos, released a more detailed analysis of the
Industroyer/CrashOverride attack. Dragos concluded that:

380



the attack was designed and likely intended to cause catastrophic damage
to the Ukrainian electricity network—‘physical degradation or destruction of
transmission equipment, with the desire to produce impacts lasting months
instead of hours’, and



the attack failed due to the attacker having a poor understanding of certain
communication protocols within the victim’s systems. 383

Australian Strategic Policy Institute, Protecting critical national infrastructure in an era of IT and OT
convergence (Policy Brief Report No., 18/2019), pg 6; Glenn Murray, Michael Johnstone, and Craig Valli,
‘The Convergence of IT and OT in Critical Infrastructure’, Proceedings of the 15th Australian Information
Security Management Conference (2017), pg 149.
381 Australian Cyber Security Centre, 2015 Threat Report, pg 17.
382 Spear phishing is a technique, involving using personal information about a target to develop tailored
emails or electronic communications targeted at people working at a particular organisation, that cause
malware to be downloaded into their system.
383 Joe Slowick, ‘CRASHOVERRIDE: Reassessing the 2016 Ukraine Power Event as a Protection-Focused
Attack’ Dragos Inc, pgs 15-16.
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Cybercrime
36.33

Cyber criminals can, and do, exploit the same weaknesses in the security of
computers, networks and systems as foreign intelligence services, for financial
gain.

36.34

The 2016 Cyber Security Strategy estimated that cybercrime costs the Australian
economy more than $1 billion in direct costs each year,384 including through:


attacks on companies that cause damage to their reputations and business



ransomware attacks, and



identity theft, and the theft of credentials that allow cyber criminals to make
fraudulent transactions.

Australia’s current cyber security arrangements
The legislative framework for the ACSC
Functions
36.35

The ACSC operates, principally, under four of ASD’s statutory functions under the
Intelligence Services Act 2001 (Cth) (IS Act):385


its ‘foreign intelligence collection’ function,386 and its ‘foreign intelligence
communication’ function387—which provide the statutory basis for the
ACSC to collect and share intelligence for some cyber security purposes



its ‘cyber security assistance’ function388—which provides the statutory basis
for the ACSC to provide cyber security assistance, and

Department of the Prime Minister and Cabinet, Australia’s Cyber Security Strategy 2016, pg 15.
In principle, the ACSC could also, for example, provide cyber security assistance to the ADF in support of
military operations (s 7(1)(d)), or provide cyber security assistance to ASIO under its general cooperation
and assistance function (s 7(1)(f)) rather than its cyber security assistance function.
386 IS Act, s 7(1)(a), This function is ‘to obtain intelligence about the capabilities, intentions or activities of
people or organisations outside Australia in the form of electromagnetic energy, whether guided or unguided
or both, or in the form of electrical, magnetic or acoustic energy, for the purposes of meeting the
requirements of the Government, and in particular the requirements of the Defence Force, for such
intelligence’.
387 IS Act, s 7(1)(b). This function is ‘to communicate, in accordance with the Government’s requirements,
such intelligence’.
388 IS Act, s 7(1)(ca). This function is ‘to provide material, advice and other assistance to any Commonwealth
authority, State authority, foreign person or entity, or any other person or body that meets the requirements
of s 7(2)(d)(i)-(iii) on matters relating to the security and integrity of information that is processed, stored or
communicated by electronic or similar means’.
384
385
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its ‘cybercrime disruption’ function389—which provides the statutory basis for
the ACSC to use its offensive cyber capabilities to prevent and disrupt
criminal cyber security threats offshore.

The ACSC is subject to additional statutory limits, when operating under some—
but not all—of these functions. The IS Act provides that ASD (and the ACSC) may
only collect or communicate intelligence under its foreign intelligence collection
and communication functions:


in the interests of Australia’s national security, foreign relations or national
economic well-being, and



only to the extent that those matters are affected by the capabilities,
intentions or activities of people or organisations outside Australia.390

However, these limits do not apply to activities that the ACSC undertakes under its
functions of providing cyber security assistance or preventing or disrupting
cybercrime. As a result:


the ACSC has broad authority to partner with organisations, including to
collect information from within their networks with their knowledge and
consent, to protect them against cyber security threats originating from
anywhere in the world—inside or outside Australia



the ACSC has a more limited authority to deploy offensive cyber capabilities
to disrupt cybercrime—it may lawfully use those capabilities in respect of
cybercrime threats, but only if the actual target of those capabilities
(for example, a server being used to control the attack) is outside Australia,
and



the ACSC’s authority to collect intelligence using its own, advanced
capabilities is limited to collecting intelligence on cyber security threats
originating from outside Australia, and only if those threats rise to the level of
implicating Australia’s national security, foreign relations or national
economic interests.

ASD may also be assigned greater powers in respect of Commonwealth
government networks, for the purposes of ‘network protection’ duties under the
Telecommunications (Interception and Access) Act 1979 (Cth) (TIA Act).

IS Act, s 7(1)(c). This function is ‘to prevent and disrupt, by electronic or similar means, cybercrime
undertaken by people or organisations outside Australia’.
390 IS Act, s 11(1). Additionally, subsection 11(2A) of the IS Act provides that it is not within the ACSC’s
functions to undertake any activity for the purpose of ‘furthering the interests of an Australian political party or
other Australian political organisation’.
389
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Where authorised in writing by a Commonwealth department or agency, these
duties include the operation, protection or maintenance of that department or
agency’s network.391
Collecting information for cyber security purposes
36.39

The ACSC has three primary avenues for collecting information for cyber security
purposes.

36.40

First, in many cases, the ACSC relies on organisations it is assisting to voluntarily
provide critical information—such as data samples and log files—that might help
uncover the extent of a compromise of their cyber security, or that might assist the
ACSC to attribute a cyber security incident to a particular malicious actor.

36.41

Second, departments and agencies may authorise the ACSC to undertake
‘network protection’ duties on their behalf, under the TIA Act. Where authorised,
the ACSC may then collect information for the purpose of protecting the network.392

36.42

Third, the ACSC may rely on ASD’s statutory powers to:

36.43



collect information outside Australia, relying on ASD’s immunities under the
IS Act393, or



request the Director-General of Security to obtain a foreign intelligence
warrant under the Australian Security Intelligence Organisation Act 1979
(Cth) (ASIO Act) or TIA Act, to collect foreign intelligence inside Australia.394

ASD could also seek certain security intelligence or information obtained under
warrant from ASIO or the AFP for cyber security purposes.

Offensive cyber capabilities
36.44

ASD possesses offensive cyber capabilities, which were publicly revealed by the
then-Prime Minister, Malcolm Turnbull, in April 2016.395 These capabilities include
disabling battlefield communications at a critical moment, or frustrating an
adversary’s access to information.396 While these examples were conducted
offshore in direct support of the ADF, ASD may also exercise these capabilities,
outside Australia, under its cybercrime disruption function.

391

TIA Act, s 5 and s 7(2).
TIA Act ss 5, 7(2).
393 IS Act s 14.
394 ASIO Act, s 27A; TIA Act, ss 11A-11C.
395 Prime Minister Malcolm Turnbull, ‘Launch of Australia’s Cyber Security Strategy Sydney’ (Speech, 21
April 2016) <https//pmtranscripts.pmc.gov.au/release/transcript-40308>.
396 Mike Burgess, ‘Director-General ASD speech to the Lowy Institute’ (Speech, 27 March 2019).
392
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The term ‘cybercrime’ in the IS Act means activities that involve committing a
serious crime by, or facilitated by, the use of electromagnetic energy. 397
Most serious cyber security incidents will potentially constitute a serious crime—
for example:


in the case of cyber espionage—espionage (Division 91 of the
Criminal Code)



in the case of a destructive cyber attack—unauthorised modification of data
to cause impairment (section 478.2 of the Criminal Code)



in the case of ‘hacking’—unauthorised access to restricted data
(section 478.1 of the Criminal Code).

Accordingly, the ACSC can use ASD’s offensive cyber capabilities, outside
Australia, to disrupt a range of serious cyber security incidents. Where ASD
proposes to use its offensive capabilities for the specific purpose of preventing or
disrupting cybercrime undertaken by, or enabled by, an Australian person ASD is
required to obtain ministerial authorisation.398

Should Australia have dedicated laws governing the collection of information for
cyber security purposes?
36.47

ASD’s powers to collect information to detect and investigate cyber security
incidents plays a key role in protecting and promoting cyber security in Australia.

36.48

However, ASD has no explicit statutory powers to collect information for
‘cyber security’ purposes. Instead, ASD must rely on the foreign and security
intelligence, and evidentiary powers vested in ASIO and law enforcement
agencies under the ASIO Act, Surveillance Devices Act 2004 (Cth) and TIA Act.

36.49

Canada, France and NZ have each implemented dedicated legislative frameworks
for their cyber security agencies’ collection activities:


in Canada, the Communications Security Establishment Act 2019 gives the
Communications Security Establishment (CSE) a dedicated function of
collecting information for cyber security and information assurance
purposes,399 as well as dedicated authorities and safeguards to undertake
activities for cyber security purposes400

IS Act s 3 (definition of ‘cybercrime’).
IS Act, s 8(1)(a)(iii).
399 Communications Security Establishment Act (Canada) s 17.
400 Communications Security Establishment Act (Canada) ss 23(3), 27.
397
398
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in NZ, the Intelligence and Security Act 2017 provides separate authorities
and safeguards for the Government Communications Security Bureau
(GCSB) to collect information for cyber security purposes,401 and



in France, cyber security activities are led by a separate agency under the
Secretariat-General for National Defence and Security, operating under
separate laws, 402 rather than by their intelligence community.

Submissions
36.50

Home Affairs provided a detailed explanation of how the cyber security landscape
has changed, since the legislative framework underpinning it was developed:
Malicious cyber activity is growing in scale, reach and severity, impacting Australia’s national
security and prosperity. Australia’s ever increasing reliance on technology for almost all
economic and social activities means the attack surface we need to defend is growing in size
and complexity — just as the number, sophistication and capabilities of our adversaries is
increasing. Expert individuals, organised criminal syndicates, and state actors could harm
Australia’s interests, disrupt our critical infrastructure, and undermine our public institutions.
State actors are growing more organised, confident, and sophisticated in their use of
cyber capabilities. We see these capabilities used for espionage, disruption and interference,
and in time they could be used for destructive purposes and warfare. Investments in cyber
capabilities can enhance intelligence and security capabilities. Over the past two years, we have
witnessed overseas cyber attacks disrupt power grids, degrade public health and transportation
systems, and seek to damage physical infrastructure thereby threatening public safety — as
well as causing significant economic damage on a global scale.
…
Accordingly, when it comes to cyber security, there is a new normal, one that was never
imagined when the legislative framework underpinning NIC agencies was established, where
technology is having an unprecedented effect, both on the nature of the cyber threat and our
ability to prevent and respond.

36.51

401
402

Home Affairs advocated for a legislative framework that reflects the ‘unique nature’
of cyber security threats, and noted that the safeguards that presently apply to the
collection of information by AIC agencies (including ASD and the ACSC) were
designed to regulate ‘intrusive intelligence collection activities’, which it juxtaposed
to cyber security activities that ‘often do not involve the same degree of intrusion
on individual privacy’:

Intelligence and Security Act 2017 (NZ) s 12.
Military Programming Act No. 2013-1168; French decrees No. 2015-350, 2015-351.
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The cyber threat environment is challenging and rapidly evolving. The legislative framework
should enable NIC agencies to respond effectively, and should reflect the unique nature of the
threat.
The current legislative framework for AIC agencies was predominantly designed to regulate
intrusive intelligence collection activities, and information sharing in the context of such
activities. However, cyber-security activities often do not involve the same degree of intrusion on
individual privacy as traditional intelligence collection activities.

36.52

Home Affairs also highlighted how Australia’s growing reliance on interconnected
networks creates a greater potential for damaging attacks on critical systems.
Home Affairs said that they are focused on addressing gaps in policy and
legislative settings to mitigate these risks and protect critical infrastructure and
systems of national significance. This includes the need to:
develop and deploy a comprehensive range of cyber security activities to rapidly respond to
threats when they are identified. Depending on the circumstances, there will be a role for
Government to assist industry to defend or restore a compromised system where the risks or
consequences cannot be addressed by the private sector alone.

36.53

ASD’s activities, and the threat environment in which it operates, have changed
significantly given technological developments since 2001 when the IS Act was
first passed:
ASD’s legislative framework is built on the founding principles established as part of the
Hope Royal Commissions. In many respects – particularly in relation to ASD’s foreign
intelligence function – these principles are as sound today as they were more than forty years
ago. The way they are reflected in legislation, however, may need to be updated to reflect
changes in the threat and technology environment.
The biggest point of departure from Hope’s principles is ASD’s cyber security mission, which
has fundamentally changed in response to the nature of the cyber threat environment.
Forty years ago, ASD was principally an organisation that provided technical advice to
Government to ensure that sensitive communications were protected. Today, ASD has a
broader remit – working directly with the Government, industry and the Australian community to
protect Australian systems from serious cyber threats.

36.54

ASD acknowledged that introducing separate powers for the domestic collection of
information for cyber security purposes would improve transparency. However,
ASD expressed caution that a ‘warrant’ framework might lead to a perception that
ASD’s cyber security activities are ‘highly intrusive’.
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Review findings
36.55

The protection and promotion of Australia’s cyber security is essential for our
national security. Australia must be able to protect itself against cyber espionage
and foreign interference.

36.56

State-based and corporate cyber espionage can also target valuable proprietary
information and trade secrets, causing damage both to companies and research
institutions, and to Australia’s national economic well-being. Repeated
compromises of such information would risk undermining governmental, business
and public confidence in the digital economy—limiting our ability to realise the full
benefits of that economy.

36.57

Control systems for Australia’s critical infrastructure, including electricity, gas, and
water networks, major transport and logistics systems, hospitals and emergency
services and the like, are increasingly being connected to the internet. In such an
environment, effective cyber security arrangements are essential to safeguard
against a catastrophic cyber attack—of the type that Ukraine narrowly avoided.

36.58

In this context, the question of whether Australia’s current legislative arrangements
for cyber security are adequate is vitally important.

36.59

The foundations of ASD’s current legislative framework were not designed with
cyber security in mind. Justice Hope did not anticipate the need for Australia to
have an intelligence agency responsible for cyber security. In the 1970s and
1980s, DSD (as it was then) had much more limited communications security role,
in protecting Australian government communications and cyphers.403

36.60

In making his recommendations, Justice Hope conceived of ‘surveillance’ in a
traditional context—involving the collection and analysis of private or confidential
information about an individual. This led him to recommend tight controls on
powers that could result in intrusion on individual privacy. 404

36.61

As such, the foundations of the current legislative framework—under which the
ACSC must rely on foreign intelligence warrants to collect information about
cyber security threats—may not be fit for purpose. The foreign intelligence warrant
framework is subject to a number of limits that may, in some cases, limit its use for
cyber security purposes. For example, if there was a criminal cyber attack of
national significance that was not related to Australia’s national security,
foreign relations, or national economic well-being, then a foreign intelligence

403

Justice Robert Hope, Royal Commission on Intelligence and Security (1976) (RCIS) (Sixth Report) vol 1,
paras 479-557.
404 RCIS, Fourth Report, vol 1, para 172.
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warrant—which may only be issued in relation to these matters—would not be
available. The AFP, with ASD’s support, may, however, be in a position to
respond.
36.62

Similarly, if an Australian hacking group launched a major cyber attack from inside
Australia, then a foreign intelligence warrant—which may only be issued for the
purpose of obtaining information about the capabilities, intentions and activities of
people or organisations outside Australia—would not be available.

36.63

However, ASD has been explicit that its current powers are adequate, and that
additional powers are ‘not necessary’ for cyber security purposes.

Recommendation 147
CLASSIFIED

Clarity and transparency about necessary activities
36.64

As outlined above, the ACSC collects information in partnership with government
agencies, businesses and other organisations, as well as through the use of
ASD’s statutory powers under the IS Act, ASIO Act and TIA Act, for cyber security
purposes. However, this would hardly be obvious to a non-expert reader—the only
reference to ASD undertaking any activities for cyber security purposes is in a
single paragraph of the IS Act which states that the functions of ASD are:
to provide material, advice and other assistance to any person or body mentioned in
subsection (2) on matters relating to the security and integrity of information that is processed,
stored or communicated by electronic or similar means405

36.65

As noted above, ASD has expressed concern that the development and
introduction of a separate legal framework, governing the ACSC’s collection of
information for cyber security purposes could risk creating a perception that the
ACSC is engaged in ‘highly intrusive’ activities.

36.66

In our view, this is a risk that must be managed, rather than a risk that can be
avoided, for two reasons. First, the ACSC plays a vital role, partnering with
government agencies, businesses, universities and other organisations to protect
their network, as well as using its own capabilities to detect cyber security threats
before they can reach their intended targets. We cannot credibly expect individual
government agencies, businesses, universities and other organisations to be able
to protect themselves from sophisticated cyber security threats—and in particular,

405

IS Act, s 7(1)(ca).
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from state-backed threats. Few organisations will have the cyber security expertise
to go head-to-head with a hostile foreign intelligence service. Accordingly, it will be
necessary for the government to explain the role that the ACSC plays, if we wish
to bring national capabilities to bear, rather than leaving individual organisations to
fend for themselves.
36.67

Second, the fact that the ACSC sits within ASD is not likely to change, at least in
the short term. The co-location of Australia’s signals intelligence and
cyber security functions in the one agency is deliberate, and is designed to enable
the two functions to inform one-another. As ASD submitted:
One of the defining aspects of ASD is that it operates as both ‘poacher’ and ‘gamekeeper’. It is
expert at exploiting the vulnerabilities that exist in foreign communication networks, and is
consequently well-placed to protect Australian networks and systems from sophisticated cyber
threats. Effectively, in the context of exploiting and protecting communications, offence informs
defence, and defence informs offence.

36.68

However, the notion that part of ASD—the ACSC—is involved in actively collecting
information inside Australia sits in tension with ASD’s role as a foreign-focused
collector of intelligence. Accordingly, if we wish to have a fully effective
cyber security authority, that sits within our foreign signals intelligence agency, it
will be necessary for the government to clearly explain the value of the ACSC’s
work, how it is undertaken, and the controls and safeguards that apply.

36.69

As the media articles and speeches we have quoted above demonstrate, there is
already an active public discussion and debate on precisely this point. The fact
that the ACSC does not have a clear and transparent legal framework around its
activities hinders this discussion and debate, in three ways:

36.70



it makes it difficult for members of the public to understand the nature and
extent of the ACSC’s cyber security powers, or the limits, safeguards and
controls that apply to them



it makes it difficult for the government to explain the nature and extent of
those powers, how they are limited and controlled, and the safeguards that
apply, and



to the extent that the powers that the ACSC relies on, and the limits, controls
and safeguards that the ACSC is subject to, are the same as ASD’s foreign
intelligence powers, limits, controls and safeguards—it risks creating a
perception that the ACSC operates in a similar fashion to the rest of ASD.

Developing a legislative framework that governs the ACSC’s collection of
information for cyber security purposes would provide an opportunity to clearly
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explain the distinct and protective role of the ACSC, and the limits, controls and
safeguards under which it operates.
Introducing tailored safeguards and controls
36.71

The ACSC collects information in a different fashion, and for different purposes, to
the rest of ASD. The ACSC focuses on collecting technical information from
computer networks that enable it to detect and investigate cyber security incidents,
rather than producing foreign intelligence. The ACSC frequently collects
information in partnership with other agencies, businesses and organisations, to
assist them to secure their own networks.

36.72

Nevertheless, the ACSC’s activities—as with any IT security department—can be
intrusive. For example, the ‘data samples’ that the ACSC receives from its
government and industry partners may contain personal information. Although the
ACSC may focus on detecting and intercepting malware as it passes over the
network, that malware may be contained inside private communications which it
must, therefore, also collect.

36.73

The development and introduction of dedicated cyber security collection powers
would provide the opportunity to introduce—and necessitate introducing—
dedicated limits, controls and safeguards, tailored to the ACSC’s cyber security
activities. Doing so would:

36.74



reflect the fact that the ACSC currently collects relatively more information
from inside Australia, as part of its cyber security activities, compared with
other parts of ASD—which may therefore require greater protection



assist to ensure that the ACSC’s powers and authorities are necessary and
proportionate for the purposes of its cyber security functions, and



assist to provide greater public confidence that the ACSC’s cyber security
activities are distinct from the rest of ASD’s foreign intelligence functions.

These limits, controls and safeguards could include, for example:


introducing separate warrant tests for cyber security powers



imposing controls on the circumstances in which information that the ACSC
has obtained in the performance of its cyber security functions can be made
available for non-cyber security-related purposes—similar to the requirement
in the Intelligence and Security Act 2017 (NZ) for GCSB to obtain
authorisation to use information that it has obtained under its cyber security
authorities for a separate purpose.
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However, any new limits, controls and safeguards must acknowledge that there
will be circumstances in which it is vital for cyber security information to be used
for other intelligence purposes, such as:


in the case of a state-sponsored cyber attack—passing that information to
other parts of ASD, and to ASIO, DIO and ONI, to assist to determine
whether the attack constitutes part of a broader suite of offensive or coercive
activities targeting Australia, or



in the case of a compromise of a computer system holding sensitive
information—passing that information to ASIO, to assist to determine whether
the compromise constitutes part of a broader suite of espionage for foreign
interference activities.

The development of dedicated cyber security collection powers would also provide
an opportunity for the government to consider whether limits, controls and
safeguards that presently apply to ASD’s foreign intelligence activities are
necessary or appropriate, in the cyber security context. For example, in the past
few years, the US has begun indicting members of foreign intelligence services
alleged to be involved in malicious state-sponsored cyber security activities. 406
Whether or not the Australian Government would wish to use criminal proceedings
against malicious cyber actors (whether state or criminal actors) as a deterrent or
response option would be a significant policy question. However, at present, the
TIA Act prohibits information obtained under a foreign intelligence warrant from
being used in proceedings. 407 Introducing a separate cyber security warrant
framework could enable the Parliament to permit cyber security information to be
given in evidence in such prosecutions, without relaxing the existing safeguards on
foreign intelligence warrants.

Providing greater clarity about the roles and responsibilities of the ACSC
36.77

As discussed, above, one of the defining aspects of Australia’s current
cyber security arrangements is that ASD, which contains the ACSC, operates as
both a ‘poacher’ and ‘gamekeeper’.

US Department of Justice, ‘U.S. Charges Russian GRU Officers with International Hacking and Related
Influence and Disinformation Operations’ (Web Page, 4 October 2018) <https://www.justice.gov/opa/pr/uscharges-russian-gru-officers-international-hackmg-and-related-influence-and>; US Department of Justice,
‘Two Chinese Hackers Associated With the Ministry of State Security Charged with Global Computer
Intrusion Campaigns Targeting Intellectual Property and Confidential Business Information’ (Web page, 20
December 2018) <https //www justice gov/opa/pr/two-chinese-hackers-associated-mimstry-state-securitycharged-global-computer-intrusion>; Symantec, ‘Internet Security Threat Report’ (Volume 24, February
2019), pg 18.
407 TIA Act, ss 67, 74.
406
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Justice Hope recognised the value of establishing an agency that has both
aggressive and defensive functions (in the context of DSD’s communications
security function):
DSD has the expertise in both the aggressive and the defensive side of communications
interception. DSD has access to the expertise and store of knowledge of the international sigint
community. Each other member of that community also has a comsec function. DSD has the
equipment and the people to carry out the comsec function. It needs both to carry out its
comsec function. It needs sophisticated communication engineering support, cypher equipment,
and computers designed and programmed to assist in cypher matters.
No other agency of government is placed to take over the comsec function. Telecom, OTC,
WRE, the Defence Force and the Australian Technical Security Service each has some
competence in some things. But none has DSD’s overall competence on comsec matters. I
believe that it is fundamental that the aggressive comint service should be primarily responsible
for formulating comsec advice.408

36.79

However, as we set out in the outline of Australia’s current legislative framework,
the ACSC relies in significant part on ASD’s foreign intelligence collection, or
‘poacher’, function and powers—accordingly, at face value, there is a gap between
the ACSC’s mandate and its powers:


its cyber security assistance function is simply ‘to provide material, advice
and other assistance… on matters relating to the security and integrity of
information that is processed, stored or communicated by electronic or
similar means’, but



the intelligence collection function is limited to ‘to obtain intelligence about the
capabilities, intentions or activities of people or organisations outside
Australia in the form of electromagnetic energy’, and may only be performed
‘in the interests of Australia’s national security, Australia’s foreign relations or
Australia’s national economic well-being’.

36.80

In other words, the ACSC has the function of assisting with cyber security matters,
in respect of which ASD cannot lawfully exercise its powers to collect
intelligence—cyber security incidents that originate from within Australia or that,
while serious, do not affect Australia’s national security, foreign relations or
national economic interests.

36.81

As noted above, it is not difficult to foresee a circumstance in which ASD could not
obtain a foreign intelligence warrant. As noted earlier in this Chapter, if an
Australian hacking group launched a major cyber attack from inside Australia, then
a foreign intelligence warrant would likely not be available—as the warrant would

408

RCIS, Sixth Report, Vol 1, paras 530-532.
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not relate to ‘the capabilities, intentions or activities of people or organisations
outside Australia’. Also, if there was a criminal cyber attack of national significance
on Australian networks that was not related to Australia’s foreign relations, national
security, or national economic well-being, then the ACSC would be prevented from
undertaking any activities due to the limits on ASD’s functions.409
36.82

ASIO or the AFP could potentially obtain a security intelligence or evidentiary
warrant to investigate such an incident, if the relevant security or evidentiary
warrant tests were satisfied. However, cyber security is an increasingly important
field of work in its own right. As outlined above, the risks to Australia—or any
country—of a serious cyber security incident are severe. We consider that
Australia’s lead cyber security authority should have the benefit of a legal
framework that clearly and accurately reflects its role and responsibilities, and that
would not require it to rely on a ‘patchwork’ of warrants and authorities held by
other agencies to investigate and combat cyber security incidents.

Developing a legislative framework outside of a crisis
36.83

Australia has not experienced a catastrophic cyber security incident, or a serious
attack on our critical infrastructure. And, the ACSC is able to operate effectively
under its current framework.

36.84

Although ASD has always had cyber security functions, it now interacts with the
Australian public in new ways. ASD itself recognises this:
ASD has always had a communications security (COMSEC) role. Traditionally, ASD was
charged with providing best-practice information security advice to Government agencies. …
However, the nature of gamekeeping has changed. The explosive growth of the Internet and
digital economy has expanded this role. And the pervasive nature of the cyber threat
environment, coupled with our deep reliance on internet-connected technologies, mean that the
stakes are high.
Today, there is a clear Government expectation that ASD, through the Australian Cyber Security
Centre, will help to actively defend both Government and private sector systems. This will
require ASD to have a set of capabilities, and supporting legal authorities, that enables it to
respond directly to cyber threats and to operate at speed and scale. That might include powers
that have traditionally sat with security, regulatory, law enforcement and emergency
management agencies, but that are not fundamentally intrusive.

36.85

409

As we have set out above, the current legislative framework is not ideal—it
contains potential gaps in ASD’s legal authority, lacks clarity and is not

IS Act, s11.
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transparent, and contains safeguards that were not designed for the ACSC’s
cyber security activities.
36.86

In our view, this is the ideal time to consider developing a legislative framework to
address these issues, and to govern the ACSC’s vital powers—outside of a crisis,
where there is the opportunity to explore all options, and to carefully deliberate on
and explain final proposals.

Detecting vulnerabilities in Australian networks and systems
36.87

A high priority of the ACSC is to prevent the compromise of significant networks
and systems—prevention is better than cure.410 There are many strategies to
prevent the compromise of computer networks and systems. For example, the
ACSC:


publishes strategies and guidance for organisations to protect against and
mitigate the risk of cyber security incidents, including the ‘Essential Eight’
recommended cyber security measures which focus heavily on reducing the
vulnerability or susceptibility of a network or system411



publishes advisory reports containing detailed technical information on new
and emerging cyber security threats, to enable partners to detect and protect
themselves against those threats,412 and



works directly with government, business and academic partners to develop
solutions to cyber security threats.

36.88

In addition to these advisory and collaborative strategies, the ACSC can actively
detect potential cyber security vulnerabilities in Australian networks using
‘light touch’ scanning. Once the ACSC has detected a vulnerability, it can engage
with the network or system operator to rectify the vulnerability.

36.89

‘Light touch’ scanning prompts a computer or device to respond with technical
information that enables the ACSC to establish whether the device is vulnerable to
a particular form of malware. It does not involve it collecting personal information—
it is not privacy intrusive. The kinds of technical information collected in this way
can include whether a particular port on a device is open or closed, information
about the software configuration on a server or device, and whether the device is
vulnerable to a particular form of malware.

410

Australian Cyber Security Centre, 2017 Threat Report, pg 43.
Australian Cyber Security Centre, Essential Eight Explained, April 2019.
412 See: <www.cyber.gov.au/threats>.
411
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36.90

However, the ACSC does not engage in ‘light touch’ scanning where there is the
potential that, in using this capability, its staff may commit an offence against the
Criminal Code if they inadvertently collect ‘restricted data’.413 This limits the
ACSC’s ability to detect serious cyber security vulnerabilities in Australia, and to
proactively advise and assist network operators and owners to address those
vulnerabilities before they are compromised.

36.91

There is no foreign intelligence or security intelligence warrant that could authorise
the use of the ACSC’s ‘light touch’ scanning capability. The current legal
framework was designed to control agencies’ use of intrusive powers in the
context of ‘traditional’ investigations, focusing on individuals or groups of people.
As such, it has been designed to prohibit agencies from using powers to collect
information to identify potential threats—in the context of a traditional investigation,
doing so would sometimes be referred to as a ‘fishing expedition’.

36.92

Comparatively, the ACSC seeks to undertake light touch scanning for the purpose
of detecting vulnerabilities in Australian networks and systems, to then enable the
ACSC to work with network and system operators to remediate those
vulnerabilities—it is an entirely protective purpose.

Recommendation 148
CLASSIFIED

Identifying victims of cyber security incidents
36.93

A core part of the ACSC’s function is to provide advice and assistance to
Australian victims of malicious cyber intrusions and cyber security incidents.
However, to be able to do so, the ACSC needs to have identified the victim.
ASD has submitted that it currently faces a legislative impediment to its ability to
promptly identify victims of cyber security incidents, which has prevented it from
providing timely assistance on multiple occasions.

36.94

Often, the initial lead information will only consist of an internet protocol address of
a potential victim. In some cases, the ACSC can undertake open source research
to identify the owner of that address. However, in other cases, the ACSC requires
the assistance of Australian telecommunications companies to identify which
business or organisation a particular internet protocol address is allocated to—
known as a ‘subscriber check’.

413

Criminal Code Act 1995 (Cth), s 478.1
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The TIA Act enables ASIO and a limited number of Commonwealth, state and
territory law enforcement agencies to authorise telecommunications companies
the disclosure of specified information—which includes the power to conduct
subscriber checks.414 ASIO may authorise the disclosure of subscriber records, if
doing so would be ‘in connection with the performance by [ASIO] of its
functions’.415 ASIO’s functions include both:


obtaining intelligence relevant to security,416 which will enable ASIO to
conduct a subscriber check to obtain intelligence in relation to a
cyber security incident that is relevant to security—for example, cases
involving potential cyber espionage, or a potential cyber attack on
Australia’s defence system, and



cooperating with and assisting ASD in the performance of ASD’s functions,417
which will enable ASIO to conduct a subscriber check to assist ASD in the
performance of its cyber security assistance function—for example,
conducting a subscriber check to assist ASD to identify a potential victim of a
cyber attack, to then enable ASD to contact and offer assistance to the
victim.

36.96

However, ASD has submitted that the requirement for ASIO to obtain subscriber
data from Australian service providers, rather than the ACSC being permitted to
engage directly with those providers, is inconsistent with the ACSC’s responsibility
to identify victims of serious cyber incidents.

36.97

Justice Hope gave detailed consideration to the appropriate roles and functions of
ASIO as compared to the foreign intelligence agencies when considering foreign
intelligence collection in Australia.418 Justice Hope reached the conclusion that this
collection should be allowed, but that legal authority to do so should be given to
ASIO as the ‘single exclusive active intelligence gatherer in Australia’, under a
warrant approved by the Attorney-General and either the Minister for Foreign
Affairs or the Minister for Defence.419 The Review maintains that this should remain
the case.

414

TIA Act, s 175-180.
TIA Act, s 175(3).
416 ASIO Act, s 17(1)(a).
417 ASIO Act, ss 17(1)(f), 19A(1).
418 RCASIA, Report on ASIO, para 6.77.
419 RCASIA, Report on ASIO, paras 6.82-6.83. Justice Hope also explicitly recommended that
communications by or with Australian citizens should not be collected and, if accidentally collected, should
be destroyed.
415
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36.98

However, access to subscriber data from Australian service providers is not a
warranted power, nor is it limited to agencies with intelligence functions.
As mentioned earlier, the TIA Act enables a range of law enforcement and
regulatory agencies to authorise telecommunications companies the disclosure of
specified information—including the power to conduct subscriber checks.420
We are specifically referring to the power to conduct subscriber checks, and not
the ability to authorise the disclosure of anything else.

36.99

Obtaining subscriber data from Australian telecommunications providers is also
qualitatively different to activities such as interception, surveillance or tracking.
For the ACSC, it is lead information that can enable it to fulfil its core responsibility,
to advise and assist potential victims of cyber security incidents. It is also
necessary and proportionate that the ACSC be able to access such information in
a timely manner, to enable it to promptly identify and assist Australian victims of
cyber attacks.

36.100 The Review has recommended that ASIO should continue to be responsible for
applying for and obtaining warrants authorising the collection of foreign intelligence
inside Australia, as well as for warrants authorising the interception of
communications and access to computers for cyber security purposes. However,
for the reasons set out above, we consider that the ACSC should be permitted to
conduct subscriber checks in its own right, for the purpose of identifying potential
victims of cyber security incidents.
Recommendation 149
CLASSIFIED

Offensive cyber capabilities to disrupt cyber security incidents
inside Australia
36.101 ASD has the function and legal authority to use its offensive cyber capabilities
outside Australia to prevent or disrupt ‘cybercrime’ undertaken by people or
organisations outside Australia.421 Cybercrime is defined to mean ‘activities that
involve committing a serious crime by, or facilitated by, the use of electromagnetic

420
421

TIA Act, s 175-180.
IS Act, ss 7(1)(ca), 14; Criminal Code Act 1995 (Cth) (Criminal Code) s 476.5.
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energy’,422 which includes, but is not limited to, cyber espionage, cyber attacks and
the state-sponsored theft of trade secrets.
36.102 ASD may not use its offensive cyber capabilities to disrupt cybercrime or respond
to cyber security incidents inside Australia.

Submissions
36.103 Home Affairs provided its views on the use of the capabilities of the intelligence
agencies in support of law enforcement activities onshore and protection of critical
infrastructure:
The NIC law enforcement agencies should be enabled to utilise technology as a mechanism to
carry out disruption and prevention strategies onshore. Intelligence agencies are well equipped
to support these efforts. However, outdated distinctions between onshore and offshore
intelligence collection prevent intelligence agencies from using their capabilities to assist law
enforcement onshore. For example, intelligence agencies have capabilities to disrupt
technology enabled attacks by criminals and threat actors offshore, but lack the same legal
authority and capability to support domestic agencies to combat the same threats within
Australia. For malicious actors, this onshore and offshore distinction is immaterial. This
represents a concerning gap in the NIC’s ability to disrupt technology enabled crime within
Australia, and may be exploited by malicious actors to conduct their illicit business without fear
of immediate law enforcement action.

36.104 The IGIS flagged a range of practical considerations about any potential use of
offensive cyber capabilities inside Australia, including that:


the cost, complexity and risk of unintended consequences of some
cyber disruption tools may be underestimated



any new disruption powers given to agencies would require ‘significant
safeguards’, which would need to be built in and resourced, and



it would be necessary for the Review to consider the balance of judicial and
executive safeguards for disruption activities occurring outside the ordinary
criminal justice system.

36.105 ASD acknowledged the potential value of using offshore cyber capabilities inside
Australia in ‘in-extremis’ scenarios, but also highlighted the practical limitations of,
and alternatives to, these capabilities.
36.106 AGD highlighted the tension between ‘disruption’ powers generally, and traditional
legal principles:

422

IS Act, s 3 (definition of ‘cybercrime’).
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The criminal law has evolved over centuries to reflect the principle of equality before the law and
common law rights. These include rights of access to the courts; rights to a fair trial; the writ of
habeas corpus; open justice; the non-retrospectivity of statutes extending the criminal law; the
non-retrospectivity of changes in rights or obligations generally; mens rea as an element of
legislatively created crimes; freedom from arbitrary arrest or search; the criminal standard of
proof; the liberty of the individual; the freedom of individuals to depart from and re-enter their
country... freedom of speech; legal professional privilege; the privilege against self-incrimination;
the non-existence of an appeal from an acquittal; and the jurisdiction of superior courts to
prevent acts by inferior courts and tribunals in excess of jurisdiction. As well as protecting these
fundamental rights, the law also requires that agencies are answerable to a court as to the valid
exercise of their powers. Conversely, in a disruption paradigm, an individual may have their
rights significantly curtailed without being aware that they are the subject of action by security
and law enforcement agencies and with no recourse to judicial oversight.

36.107 In a later submission, AGD set out its views about the safeguards and controls that
would be required, if Home Affairs’ proposal were adopted:
The legislative reform suggested by the Department of Home Affairs would have implications for
human rights, law enforcement and accountability issues…. If the case is made for the
necessity of new onshore cybercrime disruption powers, such powers should only be able to be
authorised by an appropriate independent authority, such as a judicial officer, and only through
a law enforcement agency (not directly by an IS Act agency), having regard to the seriousness
of the harm to be prevented and only where alternative methods are not available or not
effective.

Review findings
36.108 The Australian Government has a number of options and strategies available to it
to prevent, detect, disrupt and mitigate the impact of cyber attacks inside Australia,
including:


proactively working with government agencies, industry and other
organisations to secure and harden their networks against attack, and
identifying situations in which there is a need for redundancy to be built in



assisting victims of ongoing cyber attacks to defend their systems



working collaboratively with telecommunications and technology companies
to disrupt cyber attacks—for example, by temporarily blocking or redirecting
malicious traffic, or taking compromised servers in a data centre offline, or



sending a police officer with a search warrant to seize equipment being used
to launch a cyber attack.

36.109 The fact that the Australian Government has so many options and strategies
available to it means that, in our view, it would rarely be necessary or
proportionate to use offensive—and potentially destructive—capabilities inside

Page 163

Chapter 36 Cyber security

Volume 3

Australia. In the vast majority of cases, there would be an alternative method
available.
36.110 Additionally, there are a range of practical considerations that can limit ASD’s
ability to deploy its offensive cyber capabilities on short notice—or that can
increase the risk of unintended consequences if such capabilities are deployed
without sufficient planning and preparation. Again, this weighs against the use of
these capabilities inside Australia, for cyber security purposes.
36.111 However, it is possible that the use of ASD’s offensive cyber capabilities, inside
Australia, might be necessary to disrupt an extreme or catastrophic cyber attack,
where alternative options would likely be ineffective.
36.112 International experience—in particular, that of Ukraine—demonstrates that there is
a real possibility that a country could be the victim of a cyber attack that is
intended to cause catastrophic damage to critical infrastructure. Such an attack
could take place as a prelude to, or in the opening stages of an armed conflict, or
as part of a broader campaign to coerce the Australian Government.
36.113 The likelihood of such an attack may be small—but it does exist. The potential
consequences could be severe, including direct damage to power grids,
communications networks, or critical food, fuel or logistics supply chains, as well
as flow-on effects. Such an attack may even pose an immediate and serious threat
to life if, for example, it shut down power to a hospital, or overrode controls on the
floodgates of a major dam.
36.114 It is also conceivable that a cyber attack targeting multiple critical infrastructure
networks simultaneously could overwhelm the ACSC’s capacity to work
collaboratively with each affected company, and that the only viable option might
be to disrupt or destroy one or more servers located inside Australia that are
controlling the attack.
36.115 Several other countries appear to have reached a similar conclusion, and have
implemented legal frameworks authorising the use of offensive cyber capabilities
within their borders, for cyber security purposes. For example:


423

In NZ, the GCSB may do ‘everything that is necessary or desirable to protect
the security of communications and information infrastructures of importance
to the Government of New Zealand, including… responding to threats or
potential threats to those communications and information infrastructures’.423
GCSB may obtain a warrant authorising it to do ‘any act or thing’ that would

Intelligence and Security Act 2017 (NZ) s 12(1)(b).
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otherwise be unlawful for that purpose424—which would include the use of an
offensive cyber capability to disrupt a cyber security incident or attack
targeting such communications or information infrastructures.


In the UK, the Government Communications Headquarters (GCHQ) may
obtain a warrant authorising it to interfere with property or wireless telegraphy
where, among other things, it is necessary and proportionate in the interests
of the UK’s national security, or in the interests of the UK’s economic
well-being in relation to the actions or intentions of persons outside the British
Islands.425 At face value, this would include disrupting cyber security incidents
and attacks that impinge on the above interests.426

36.116 Comparatively, Canada has established a legislative framework for the CSE to use
offensive cyber capabilities for cyber security and information assurance
purposes.427 However, the Canadian Parliament has expressly precluded CSE
from directing these powers at:


a Canadian person or any person in Canada, or



any portion of the global information infrastructure that is located in
Canada.428

36.117 In Chapter 38, we have recommended against extending ASD’s cybercrime
function under paragraph 7(1)(c) of the IS Act to apply onshore.
Recommendation 150
CLASSIFIED

Recommendation 151
CLASSIFIED

424

Intelligence and Security Act 2017 (NZ) s 67(2).
Intelligence Services Act 1994 (UK), s 5.
426 Intelligence and Security Committee of Parliament, Parliament of the United Kingdom, Report on the draft
Investigatory Powers Bill (2015) paras 11-13.
427 Communications Security Establishment Act 2019 (Canada) s 29-32.
428 Communications Security Establishment Act 2019 (Canada) s 22(1) and (2).
425
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Recommendation 152
CLASSIFIED

Power to direct industry in relation to cyber security incidents
36.118 The Australian Government has introduced sector-specific legislative reforms,
designed to strengthen the resilience of the telecommunications sector (the
Telecommunications Sector Security Reforms), and the electricity, water, gas and
port sectors, as well as prescribed or declared infrastructure.
36.119 The Telecommunications Sector Security Reforms framework has four key
elements:


all carriers, carriage service providers and carriage service intermediaries are
required to do their best to protect networks and facilities from unauthorised
access and interference—including a requirement to maintain ‘competent
supervision’ and ‘effective control’ over networks and facilities owned or
operated by them



all carriers and a subset of nominated carriage service providers are required
to notify the government of proposed changes to their networks or services
that could compromise their ability to comply with their security obligation



an information-gathering power, to enable the government to monitor and
investigate companies’ compliance with their security obligation, and



a ministerial direction-making power, to direct a carrier, carriage service
provider or carriage service intermediary to do, or not do, a specified thing
that is reasonably necessary to protect networks or facilities from national
security risks.

36.120 The Security of Critical Infrastructure Act 2018 (Cth) contains three key elements:


a Register of Critical Infrastructure Assets, which builds a picture of critical
infrastructure ownership and control



an information-gathering power, to obtain more detailed information from
owners and operators of assets in certain circumstances, and



a ministerial direction-making power, to direct an owner or operator of critical
infrastructure to do, or not do, a specified thing to mitigate against a national
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security risk where all other mechanisms to mitigate the risk have been
exhausted.

Submissions
36.121 Agency submissions provided views on how the current industry regulatory
framework for cyber security might be improved—and on the preferable limits on
ASD and the Australian Government’s powers. The ACSC’s role is principally to
advise and assist organisations to address cyber security incidents. However, a
number of agencies and departments agreed, in principle, that there is a case for
developing a legislative framework that enables the Government, on the advice of
the Director-General of ASD, to direct a person to do specified things to support
the investigation of, disrupt, or mitigate or remediate the impact of a serious
cyber attack.
36.122 The ACSC provided a number of classified case studies demonstrating the types
of challenges that it faces when working with organisations that are the victims of
serious cyber security incidents. These case studies highlighted that:


there have been a number of occasions on which organisations that have
been the victim of a serious cyber attack, including large and sophisticated
organisations, have been slow to cooperate with the ACSC to investigate or
remediate these incidents



the scale of the ACSC’s operations, when responding to major cyber security
incidents, can be significant—we expect that attempting to negotiate with
multiple, non-cooperative organisations while managing a major incident
would be exceptionally challenging, and



organisations that do not fully cooperate can hinder, or entirely prevent, the
ACSC from establishing the scale and significance of a compromise—
in cases involving a hostile foreign state actor, or a major compromise of
personal or sensitive information, this would limit the Australian
Government’s ability to assess and take steps to mitigate potentially serious
harms.

Review findings
36.123 The Review is satisfied that the lack of cooperation from victims, and their
centrality to an adequate response merits developing more consistent ‘step-in’
powers for cyber security purposes, that extend beyond those available under the
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Telecommunications Sector Security Reforms and the Security of Critical
Infrastructure Act 2018 (Cth).
36.124 It is not credible to expect that a single department, company or entity can protect
critical systems against a sophisticated foreign state actor—operators of such
systems should be able to expect and rely on the support of the Australian
Government in critical situations, who may have classified information that give
them a better understanding of the impact of a cyber attack.
36.125 Additionally, the risks and harms of serious cyber security incidents will often not
be confined to the immediate victim. For example:


sophisticated malicious cyber actors can use access to an insecure system
or network for the ultimate purpose of gaining access to a second, more
secure network—allowing them to bypass cyber security measures by
targeting weaker, connected systems



cyber criminals use stolen credentials and personal information to enable
more harmful spear phishing, identity theft and financial crime campaigns,
and



foreign intelligence services have used information obtained from accessing
private information to support broader, and more harmful foreign interference
campaigns—such as in the 2016 US Presidential Election.

36.126 Accordingly, it will often be important for victims of serious cyber security incidents
to cooperate with the ACSC, both to mitigate and remediate harm to their own
systems, and to prevent further harm to third parties. The step-in powers in
existing frameworks for critical infrastructure and the telecommunications sector
may be a useful starting point for the design of, and consultation on, new, more
consistent powers. Although these frameworks have only be introduced relatively
recently, government and industry will have a degree of familiarity with powers and
controls that they contain.
Recommendation 153
CLASSIFIED
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Chapter 37 Artificial intelligence
37.1

In August 1955, a group of researchers from the Bell Telephone Laboratories,
Harvard University, IBM Corporation and Dartmouth College submitted a proposal
to the Rockefeller Foundation, which began:
We propose that a 2 month, 10 man study of artificial intelligence be carried out during the
summer of 1956 at Dartmouth College in Hanover, New Hampshire. The study is to proceed on
the basis of the conjecture that every aspect of learning or any other feature of intelligence can
in principle be so precisely described that a machine can be made to simulate it. An attempt will
be made to find how to make machines use language, form abstractions and concepts, solve
kinds of problems now reserved for humans, and improve themselves. We think that a
significant advance can be made in one or more of these problems if a carefully selected group
of scientists work on it together for a summer. 429

37.2

Over the subsequent 65 years, artificial intelligence (AI) has moved out of the
laboratory and science fiction. It is now a common, albeit often unnoticed,
technology underpinning many aspects of modern society. AI capabilities are at
the heart of digital assistants, such as Apple’s Siri, Amazon’s Alexa or Google
Home. They enable technologies as diverse as voice transcription and cancer
screening services. And they are widely used in businesses and industry to detect
and recommend preventative maintenance, shape complex logistics networks, and
to target advertising and content on social media sites.

37.3

AI is a rapidly developing field of technology, enabled and facilitated by:


increasing volumes of data generated about people, objects and events—the
volume of data online is doubling every two years



increasing capacity to store and process that data—over a period of
decades, transistor counts in central processing units (or CPUs) doubled
every 18 months, and



increasing investment in the development of novel techniques to analyse that
data—investments in AI start-ups increased by 50 per cent every year
between 2012 and 2017. 430

John McCarthy, Marvin Minsky, Nathaniel Rochester and Claude Shannon, ‘A Proposal for the Dartmouth
Summer Research Project on Artificial Intelligence’ (31 August 1955).
<http://www.raysolomonoff.com/dartmouth/boxa/dart564props.pdf> pg 1.
430 Toby Walsh, ‘The AI Revolution’ (Occasional Paper Series, NSW Department of Education) (June 2017)
pg 3.
429
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As AI becomes increasingly integrated into society and our lives, it is giving rise to
a range of legal, ethical and moral questions. For example:


business models based on the commoditisation of personal information have
underpinned the growth of social media and online communications
platforms— however, the potential risks of these business models have come
under increasing scrutiny in recent years, such as the aftermath of the
publication of Facebook’s relationship with Cambridge Analytica,431 or the
Australian Competition and Consumer Commission’s Digital Platforms
Inquiry432



the death of a pedestrian hit by a self-driving car has focused public attention
on the question of who should be liable for harm that results from conduct
controlled by AI433



the use of facial recognition software by UK police has raised questions
about the accuracy and reliability of AI-based capabilities, as well as deeper
ethical and moral questions about their use for surveillance and investigative
purposes,434 and



the Chinese Government’s development of a social credit system, designed
to rely on big data, advanced analytic and possibly AI techniques to assess
the ‘creditworthiness’ and ‘trustworthiness’ of each individual, has drawn
public attention to the potential for such technologies to be used both to
surveil and coerce a population.435

The Government has commissioned or supported a number of inquiries and
reviews into different aspects of AI technologies, including the Australian Human
Rights Commission Human Rights and Technology Project, the Australian Council
of Learned Academies’ inquiry into the effective and ethical development of AI, a
study by the Commonwealth Scientific and Industrial Research Organisation
(CSIRO)’s Data61 on AI and Australia’s ethics framework, and Standards

US Federal Trade Commission, ‘FTC Imposes $5 Billion Penalty and Sweeping New Privacy Restrictions
on Facebook’ (FTC Press Release, 24 July 2019); Rohit Chopra ‘Dissenting Statement of Commissioner
Rohit Chopra Regarding the Matter of Facebook, Inc’ (FTC, 24 July 2019).
432 Australian Competition and Consumer Commission, Digital Platforms Inquiry (Final Report, 2019)
Recommendations 16 and 17.
433 D Dawson, E Schleiger, J Horton, J McLaughlin, C Robinson, G Quezada, J Scorcroft, S Hajkowicz,
Artificial Intelligence: Australia’s Ethics Framework (Data61 CSIRO, Discussion Paper, 2019) pg 36, citing
National Transport Safety Board, HWY18MH010 (Preliminary Report, 2018).
434 D Dawson, E Schleiger et al, Artificial Intelligence, pg 54, citing Big Brother Watch, Face Off: The Lawless
Growth of Facial Recognition in UK Policing (2018).
435 See, for example: Fan Liang, Vishnupriya Das, Nadiya Kostyuk and Muzammil Hussain, ‘Constructing a
Data-Driven Society: China’s Social Credit System as a State Surveillance Infrastructure’ (2018) 10(4) Policy
and Internet, pgs 415-419.
431
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Australia’s inquiry into Developing Standards for Artificial Intelligence. These
projects provide a rich body of thought and should be essential reading for
National Intelligence Community (NIC) agencies developing and implementing
AI capabilities, as well as for oversight bodies and departments overseeing the
development and implementation of those capabilities.
37.6

The use of AI capabilities for intelligence purposes by NIC agencies has the
potential to raise novel legal, policy and ethical issues, which also require
consideration. This is not to say that the use of AI capabilities in the intelligence
context will be entirely distinct from the use of similar capabilities in law
enforcement, regulatory, administrative, policymaking or research contexts.
That would be going too far. But it would be equally mistaken to assume that the
use of AI for intelligence purposes raises no new issues. At the least, it may
require agencies, departments and governments to bring a different perspective to
bear when considering the use of AI capabilities in an intelligence context, as
opposed to other contexts.

37.7

In broad terms, there are three reasons why the Review is considering this topic.
First, it is important to revisit and review laws when there have been significant
changes in technology. Several NIC agencies have begun using, or are
developing, AI capabilities for limited and specific purposes. There is an immediate
question of whether the current legislative framework is appropriate and
well-adapted for the use of these capabilities.

37.8

Second, it is almost certain that NIC agencies will develop and implement more
advanced AI capabilities over time. As such, there is a longer-term question of
how the Government and Parliament might best-ensure that the legislative
framework remains appropriate and well-adapted as agencies’ AI capabilities
develop over time.

37.9

Third, there is increasing public commentary and discussion about the use of
AI for intelligence purposes in Australia. Intelligence agencies—which necessarily
operate in secret—depend on public trust and confidence to maintain their social
licence to operate. Accordingly, it would not be sufficient for the legislative
framework to be appropriate and well-adapted for the use of AI for intelligence
purposes—it must also be perceived to be appropriate and well-adapted.

37.10

It would obviously be unrealistic and undesirable —from a technological,
operational or strategic perspective—to prohibit NIC agencies from adopting a
transformational, publicly available technology. What is important is to make
certain there are legislative and non-legislative controls in place, to ensure
NIC agencies use AI capabilities in a lawful and ethical way.
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This Chapter explores a range of issues relevant to the legislative framework and
broader governance of AI, with consideration given to future arrangements that:


maximise the potential benefits for NIC agencies to collect, analyse and
assess intelligence by using AI



guard against risks that are inherent in using AI as those risks relate to the
collection, analysis and assessment of intelligence, and



build and maintain public trust in using AI for intelligence purposes.

These priorities are not mutually exclusive in a democratic society. For example,
NIC agencies are unlikely to achieve significant benefits from using AI for
intelligence purposes, if they do not consider, understand and take steps to
mitigate the risks related to accuracy that are inherent in the use of AI.
Similarly, any advances that Australia might make in the development and
implementation of AI capabilities for intelligence purposes are likely to be shortlived if the public cease to trust agencies or the Government to use those
capabilities in a lawful and ethical way.

Definitions and overview of the current state of the technology
37.13

AI is not a specific technology, but a collection of computational methods and
techniques. There is no consensus among researchers on a single definition of
AI.436 Colloquially, AI refers to computers that think. That is, they act in a way that
is similar to, or indistinguishable from, human intelligence—for example, they can
reason, draw inferences or make predictions from known facts, recognise and
understand images, text and speech, and engage in conversation or debate in a
human-like way. Alan Turing, the father of modern computing, known for his
wartime work at Bletchley Park where he drove the decryption of cyphers
generated by Nazi Germany’s Enigma machine, considered this concept of AI in
his 1950 paper, Computing, Machinery and Intelligence, in which he described his
‘imitation game’.437 This has since become known as the ‘Turing test’ for AI—
whether a computer can act in a manner that is indistinguishable from the way that
a thinking human acts.

37.14

In popular culture, AI often takes the form of a robot or computer capable of
interacting with humans on any topic—such as ‘HAL 9000’ in the 1968 film
2001: A Space Odyssey, Robin Williams’ ‘Andrew’ in the 1999 film Bicentennial

436

Australian Council of Learned Academies (ACOLA), The effective and ethical development of artificial
intelligence: An opportunity to improve our wellbeing (Report, 2019) pg 14.
437 Alan Turing, ‘Computing, Machinery and Intelligence’ (1950) 59(236) Mind, pgs 433, 433-434, 442.
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Man, or Arnold Schwarzenegger’s recurring role in the Terminator series of
movies. This kind of AI has been defined as general (or strong) AI, in the sense
that it can engage with any problem, topic or issue. The development of AI may
one day reach that point. However, the CSIRO’s Data61 consider that a
general AI that replicates human intelligence is unlikely to eventuate for
decades.438
37.15

In reality, AI is in its infancy. At present, AI is generally limited to performing a
single, specific function, such as processing speech, recognising particular kinds
of images, or playing a particular game. These AI capabilities can be incredibly
powerful—for example, they are able to recognise images with superhuman speed
and accuracy, or reliably defeat world champions at complex games such as
chess or Go. However, AI capabilities can also be incredibly limited—for example,
an AI developed to recognise images would generally have no ability to play
chess, or vice versa. This is referred to as narrow (or weak) AI.

37.16

Narrow and general AI capabilities can be distinguished from less advanced,
automated capabilities that apply fixed rules or algorithms to, for example, process
information or make decisions. These automated capabilities offer some of the
same benefits as AI—for example, the ability to perform repetitive tasks with
superhuman speed, accuracy and endurance. However, because they rely on
fixed rules or algorithms, these capabilities do not ‘learn’ or evolve over time.
Their outputs and performance will be determined entirely by the manner in which
they have been programmed.

37.17

We do not focus on automated capabilities in this Chapter. Although the use of
automated capabilities can certainly give rise to a range of legal risks and ethical
concerns, these risks and concerns are well-documented and understood—even if
they are not always well-managed. Comparatively, the use of AI capabilities for
intelligence purposes gives rise to a range of new, and more complex risks and
concerns that require more careful consideration.

37.18

Governments, businesses and researchers are exploring, building and
implementing narrow AI capabilities to assist in a wide range of fields.
For example, the Australian Council of Learned Academies have highlighted
narrow AI being used to:

438



run chatbots on websites that provide instant, 24/7 customer service



examine the genetic information of cancer patients to tailor their treatment

D Dawson, E Schleiger et al, Artificial Intelligence, pgs 5, 14.
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create art exhibitions that change on the basis of visitor’s movements



improve water safety by analysing live video from drones to identify sharks
and issue warnings



simulate the spread of bushfires to allow for better preparation and response,
and



classify the urgency of emergency phone calls to reduce delays in
transporting patients to hospital. 439

Current, narrow AI systems depend on a range of enabling technologies, which
could also be considered components of AI, including:


machine learning—an often data-intensive process in which a computer
program ‘learns’ to do a task from examples440



artificial neural networks—a key component of machine learning that seeks
to replicate the process of human learning using mathematical models—a
network of nodes representative of artificial neurons441



deep learning—when artificial neural networks learn from large amounts of
data442



automated data analysis—data analysis that can be performed by an
algorithm or AI, without human intervention, and



automated decision-making—decision-making that can be performed by AI,
without human intervention.

The Review’s use of the term ‘AI’ is intended to be a catch-all term, covering both
the enabling technologies and the overall AI capability, except where otherwise
specified. It is likely that, over time, the prominence of these enabling technologies
will change and new techniques will emerge. Our use of the term AI in this way
should allow our analysis to readily apply to future technologies.

439

ACOLA, The effective and ethical development of artificial intelligence, pgs 4, 42, 43, 54, 55.
ACOLA, The effective and ethical development of artificial intelligence, pg 15.
441 ACOLA, The effective and ethical development of artificial intelligence, pg 197.
442 Bernard Marr, ‘What Is Deep Learning AI? A Simple Guide With 8 Practical Examples’ (1 October 2018)
Forbes <https://www.forbes.com/sites/bernardmarr/2018/10/01/what-is-deep-learning-ai-a-simple-guide-with8-practical-examples/#6cd5d3028d46>.
440
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Australia’s current legal framework
37.21

The Parliament has legislated specifically for the use of computers in
decision-making processes in a limited number of situations.443 These provisions
are generally not, at the time of writing this report, intended to enable or facilitate
the use of AI capabilities—rather, they are intended to enable the use of less
sophisticated, rules-based automated decision-making software. For example,
section 6A of the Social Security (Administration) Act 1999 (Cth) provides for the
Secretary of the Department of Social Services to use computer programs for
decision-making, noting that such decisions are taken to be the Secretary’s own
decision.444

37.22

However, it is likely that provisions that allow for computers to make decisions
could be applied to AI-based decision-making. For example, the proposed Identity
Matching Services framework would rely on a form of narrow or weak AI, designed
to match facial images. Home Affairs submitted that this capability would ‘enable
Commonwealth, State and Territory agencies to verify a person's identity in near
real-time using three automated, machine learning technologies’ comprising a
document verification service, a face verification service and a face identification
service. To enable this service, the Australian Passports Amendment
(Identity-matching Services) Bill 2019 would permit the Minister to arrange for the
use of computer programs for making decisions. This would allow the Identity
Matching Services to operate automatically—requests that satisfy certain
parameters would be processed and actioned ‘in a timeframe that precludes the
exercise of human discretion in deciding whether to disclose the information in
each case.’445

37.23

However, in the main, the NIC legal framework does not expressly authorise,
prohibit or regulate the use of AI. Further, AI would not likely have been
specifically contemplated at the time of the drafting and passage of most
NIC legislation—certainly, the Review has not identified any evidence that it was
specifically contemplated when drafting:


legislation establishing agencies—such as the Australian Security
Intelligence Organisation Act 1979 (Cth) (ASIO Act) or Intelligence Services

443

For example: Australian Citizenship Act 2007 (Cth) s 48; Paid Parental Leave Act 2010 (Cth), s 305;
Biosecurity Act 2015 (Cth) ss 280(6), (7).
444 Social Security (Administration) Act 1999 (Cth) s 6A.
445 Explanatory Memorandum, Australian Passports Amendment (Identity-Matching Services) Bill 2018,
paras 5, 38.
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Act 2001 (Cth) (IS Act), or even more recently the Australian Border Force
Act 2015 (Cth) or Office of National Intelligence Act 2018 (Cth)


legislation conferring powers on agencies—such as the Surveillance Devices
Act 2004 (Cth) or Telecommunications (Interception and Access) Act 1979
(Cth) (TIA Act), or



legislation relating to the review of agencies’ conduct and decisions—such as
the Administrative Appeals Tribunal Act 1975 (Cth), Inspector-General of
Intelligence and Security Act 1986 (Cth), National Security Information
(Criminal and Civil Proceedings) Act 2004 (Cth) or Ombudsman Act 1976
(Cth).

37.24

As such, agencies’ current, early use of AI is evolving organically under laws that
were likely not designed with AI in mind. To be clear, the fact that a law may have
been drafted before the advent of a particular technology does not automatically
mean that the law is outdated or inadequate. Well-drafted laws that incorporate
and reflect sound principles are often capable of applying to new technologies and
situations.

37.25

Even though the current legislative framework may not have been designed with
the use of AI in mind, many of its features will nevertheless control, influence or
condition how the NIC agencies may use AI for intelligence purposes.
For example:

37.26



agencies’ statutory functions—which describe the purposes for which
intelligence agencies may undertake any activities, including using AI



statutory decision-making frameworks—decisions under enactments must,
generally, be made by a human, in the absence of express words
empowering a computer to make a decision (discussed further below), and



the oversight and accountability framework—the IGIS has oversight of both
the legality and propriety of the conduct of ASIS, ASD, AGO, ASIO, DIO and
ONI, enabling the IGIS to question not only whether agencies have complied
with the law, but acted with propriety when collecting and assessing
intelligence.

In addition, the principles of administrative law, including the requirements of
procedural fairness, will shape NIC agencies’ development and implementation of
AI. Although much of the NIC’s intelligence work is not concerned with the making
of administrative decisions, its work contributes to the making of such decisions.
As such, NIC agencies’ activities are often conditioned by these legal principles.
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Even where that is not directly the case, these administrative law principles often
reflect basic good-practice in decision-making.
37.27

Australian courts have begun to consider cases in this area. In Pintarich,446 the
Full Court of the Federal Court considered the validity of a decision purportedly
made by a computer in the absence of an express statutory permission, and
concluded that the decision was invalid. The majority held that in order for there to
be a decision, there must be a mental process of reaching a conclusion and an
objective manifestation of that conclusion, which did not occur.447 Justice Kerr, in
dissent, argued that the fact that the computer had produced a document that
would ordinarily (except for an error in the document) have been the manifestation
of the decision-maker’s conclusion, meant that a valid decision was made.448
As such, there is some debate within the judiciary as to the effect of computer
decision-making, and the common law position is likely to continue to evolve. If the
Parliament desires to facilitate the use of AI for decision-making, without legal risk,
a clear intention expressed in legislation is necessary.

37.28

Agencies may also adopt policy-based controls on the use of automated or
AI decision-making. For example, within the NIC, the Secretary of Home Affairs
has stated a ‘golden rule’ that no decision which negatively impacts an individual
or organisation is to be made by a computer, and that potentially negative
decisions must be reviewed by a human.

37.29

The Australian Crime Commission Act 2002 (Cth) (ACC Act), IS Act and
Attorney-General’s Guidelines each contain provisions that may impose a subtle,
but significant, check on potential uses of AI capabilities by the ACIC, ASIS, ASD,
AGO or ASIO for intelligence purposes—each of these frameworks contains a
‘gateway’ provision that, in general terms, requires the agency to obtain some form
of legal approval before progressing beyond making preliminary inquiries into a
person:


section 7C of the ACC Act requires the ACIC Board to approve
ACIC investigations and intelligence operations449



section 8 of the IS Act requires ASD, AGO and ASIS to obtain ministerial
authorisation before undertaking any activity for the specific purpose of
producing intelligence on an Australian person,450 and

446

Pintarich v Deputy Commissioner of Taxation [2018] FCAFC 79.
Justice Melissa Perry, ‘iDecide: Digital Pathways to Decision’ (Speech, 2019 CPD Immigration Law
Conference, 21-23 March 2019).
448 Pintarich v Deputy Commissioner of Taxation [2018] FCAFC 79, [56] (Kerr J).
449 Australian Crime Commission Act 2002 (Cth) (ACC Act), s 7C(1)(c).
450 Intelligence Services Act 2001 (Cth) (IS Act), s 8.
447
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the ASIO Guidelines require a Director or more senior official in ASIO to
authorise the commencement or continuation of any investigation. 451

37.30

These provisions are also covered in Chapter 34. As discussed there, the
significance of these requirements is that they legally require ASIO and the ACIC
to obtain approval before commencing an investigation, and ASIS, ASD and AGO
to obtain authorisation before undertaking any activity for the specific purpose of
producing intelligence on an Australian person.

37.31

This requirement for formal, human approval before an agency can commence an
investigation (in the case of ASIO or the ACIC) or before undertaking any activity
to produce intelligence on an Australian person (in the case of the foreign
intelligence services) represents a potentially significant safeguard against the
misuse of AI capabilities by these agencies—the requirement to prepare, present
and approve a case demonstrating why it is necessary to investigate or produce
intelligence on a person introduces a substantive safeguard, as well as creating a
clear audit trail for the IGIS. This process provides transparency and accountability
in relation to investigations.

International approaches
37.32

Other countries have pursued the development and use of AI and there has been
much research into the ethical frameworks that should apply. However, other
countries, including our Five Eyes partners, have opted not to impose legislative
controls on the grounds that it would be premature to do so at this point.

United Kingdom
37.33

The UK’s Data Protection Act 2018 codifies a variety of protections around the use
of personal data by the UK Government. The Act implemented the
UK’s obligations under the European Union’s General Data Protection Regulation,
which contains a variety of relevant protections, in particular the right not to be
subject to a decision based solely on automated processing.452 However, this right
does not apply to intelligence agencies’ use of AI as, under European law,
responsibility for the regulation of security remains with each Member State.453

451

ASIO Guidelines, para 6.2.
General Data Protection Regulation [2016] OJ L 119/1, 46, art 22 (1).
453 General Data Protection Regulation [2016] OJ L 119/1, 46, art 23; Treaty on European Union, art 4 (2).
452
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However, Part 4 of the Data Protection Act does outline rules that apply
specifically to the UK intelligence services, including on automated processing of
data. The Act requires that:


an agency may not take a decision significantly affecting an individual that is
based solely on automated processing of personal data, unless the decision
is required or authorised by law, the individual has given consent, or the
decision relates to a contract with the individual454



where an agency takes a decision significantly affecting an individual that is
based solely on automated processing of personal data, and the decision is
required or authorised by law, the individual must be notified of the decision
and can request the agency to take a new decision that is not based solely
on automated processing455



the above rights do not apply if exemption from them is required for the
purpose of safeguarding national security,456 and



to ensure data protection by design—agencies must implement appropriate
technical and organisational measures which are designed to ensure that the
data protection principles (as set out in the Act) are implemented, and risks to
the rights and freedoms of individuals are minimised.457

37.35

The UK House of Lords Select Committee on Artificial Intelligence has also
published a wide-ranging report that considered how AI should be regulated in the
UK. Relevantly, the Committee found that AI-specific regulation was ‘not
appropriate at this stage’. The Committee also stated that ‘[e]xisting sector-specific
regulators are best placed to consider the impact on their sectors of any
subsequent regulation which may be needed’. The Committee emphasised the
importance of explainability of AI, stating that without that understanding
‘regulators may need to step in and prohibit the use of opaque technology in
significant and sensitive areas of life and society.’458

37.36

The UK Government Digital Service and the UK Office for Artificial Intelligence
have published joint guidance on how to build and use AI in the public sector. The
guidance covers a range of matters, including incorporating ethical principles into
AI design. The suggested ethical principles were developed by the Alan Turing

454

Data Protection Act 2018 (UK) s 96.
Data Protection Act 2018 (UK) s 97.
456 Data Protection Act 2018 (UK) s 110.
457 Data Protection Act 2018 (UK) s 103.
458 House of Lords Select Committee on Artificial Intelligence, AI in the UK: Ready, willing and able? (2018)
pg 5, para 386.
455
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Institute, which is the UK’s national institute for data science and AI. These
actionable principles are fairness, accountability, sustainability and transparency.
The principles are designed to ensure fairness, to prevent bias or discrimination,
and to safeguard public trust in designers’ capacity to deliver safe and reliable AI.
The guidance also suggests governance processes to ensure the success of
AI projects.459

United States
37.37

In the US, there is currently no intelligence-specific regulation of AI. However, the
Defence Department’s AI Strategy states that the department’s intent is to ‘lead in
the responsible use and development of AI by articulating our vision and guiding
principles for using AI in a lawful and ethical manner.’460 The US also recently
published a ‘Plan for Federal Engagement in Developing Technical Standards and
Related Tools’, which recommends greater commitment to the development of
AI standards to ‘help the United States to speed the pace of reliable, robust, and
trustworthy AI technology development.’461

Canada
37.38

In April 2019, Canada issued a ‘Directive on Automated Decision-Making’ which
applies to Canadian government departments, but not to national security
agencies. The Directive outlines requirements to be followed in the use of
automated decision-making. These include that the departments:


complete an algorithmic impact assessment prior to the production of such a
system



provide notice on relevant websites that decisions are made using an
automated system



provide meaningful explanations for decisions that are made



test for unintended biases and other factors that may unfairly impact
outcomes

UK Government Digital Service and Office for Artificial Intelligence, ‘A guide to using artificial intelligence
in the public sector’ (Web Page, 5 August 2019) <www.gov.uk/government/collections/a-guide-to-usingartificial-intelligence-in-the-public-sector>.
460 US Department of Defense, Summary of the 2018 Department of Defense Artificial Intelligence Strategy
(2019) pg 5.
461 National Institute of Standards and Technology, U.S. Leadership in AI: A Plan for Federal Engagement in
Developing Technical Standards and Related Tools (2019) pg 3.
459
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validate the data used by such systems



ensure that systems are peer reviewed (one of the suggested peer reviewers
is qualified experts from the Communications Security Establishment, the
Canadian equivalent of ASD), and



ensure that a system allows for human intervention when appropriate.462

A foreword to the Directive states that the Canadian Government is committed to
facilitating AI use while adhering to core administrative law principles, and that the
Directive will continue to evolve as AI technology advances.463

France
37.40

In France, agencies are permitted to deploy algorithms to analyse data to detect
potential threats. The Prime Minister must specify the technical scope of this
monitoring in accordance with the principle of proportionality. The National
Oversight Commission for Intelligence-Gathering Techniques must also give its
opinion on the legality of requests to deploy these capabilities.464

Netherlands
37.41

In the Netherlands, the Intelligence and Security Services Act 2017 takes a
principles-based approach to controls. It provides that the intelligence services can
use automated data analysis to analyse data from a range of specified sources.465
However, the Act prohibits ‘promoting or implementing measures’ against a person
solely on the basis of findings from automated analysis.466 The phrase ‘promoting
or implementing measures’ is not defined, however Dutch officials told us that the
provision was intended to require human intervention for decisions with a negative
effect.

The potential intelligence benefits of artificial intelligence
37.42

AI has the potential to yield a range of benefits for NIC agencies. Analysing
information is the core business of intelligence services, and of the intelligence
teams in law enforcement agencies. AI capabilities are uniquely suited to assisting

Canadian Government ‘Directive on Automated Decision-Making’ (Web Page, 5 February 2019)
<www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592>.
463 Canadian Government ‘Directive on Automated Decision-Making’ (Web Page, 5 February 2019)
<www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592>.
464 Code de la sécurité intérieure [Internal Security Code] (France) art 851-3.
465 Intelligence and Security Services Act 2017 (Netherlands) art 60(1).
466 Intelligence and Security Services Act 2017 (Netherlands) art 60(3).
462
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NIC agencies to manage and analyse growing volumes of increasingly complex
information. AI capabilities have the potential to process large volumes of
information rapidly, present that information to analysts in a usable and meaningful
format, and do this on a continual basis. These potential benefits are not
hypothetical or abstract. A number of NIC agencies are developing and
implementing AI capabilities today.

Current artificial intelligence capabilities
37.43

NIC agencies have begun developing or operating AI capabilities for intelligence
purposes to, for example:


search across multiple databases and distinct data sets to collate information
and allow a human analyst to focus on higher-value tasks



classify data according to specific features—for example, identifying and
flagging images that have been lawfully obtained by agencies (for example,
under an interception warrant), to identify images that appear similar to
terrorist propaganda for subsequent review by analysts



apply complex analytic techniques to voluminous datasets to condense,
summarise or graphically represent material into a simpler form that can be
reviewed by an analyst



detect potential linkages between people, places or events, based on
information lawfully obtained by an agency, that would be imperceptible to a
human, and flagging those for review by an analyst

37.44

The Review has benefited from receiving more detailed, classified evidence on
NIC agencies’ AI capabilities.

37.45

Following a 2018 review by David Thodey, ASIO is undertaking a digital
transformation to equip it for the current and emerging technological environment.
The review recommended a new business model for ASIO that uses automation
and technology-augmented decision-making across the entirety of ASIO’s
business.

37.46

The Thodey Review of ASIO concluded:
While ASIO is not alone in meeting the challenges of a digital world, the difference is that ASIO
is a ‘knowledge business’ where quickly drawing meaning from information and data is at the
very core of success. …
The new business model must be one which sees business user’s time being spent on
considering issues and higher-order decisions rather than in the hunt for material or undertaking
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routine tasks. The new model must therefore be one which uses automated and technologyaugmented decision making across the entirety of ASIO’s business.

37.47

The AFP has commenced a pilot program using artificial intelligence to identify
relevant material inside large data sets captured in investigations.467
The AI capability, used in conjunction with traditional investigative techniques, has
enabled investigators to more efficiently index and review complex digital
evidence. The Review heard that this has substantially reduced the time and
resourcing required for electronic evidence review.

37.48

Australia’s intelligence and law enforcement agencies are not alone in exploring
the benefits that AI may bring to their investigations. For example, in the US, the
Office of the Director of National Intelligence has established the Intelligence
Advanced Research Projects Activity organisation, which is responsible for leading
‘high-risk, high-payoff’ research relevant to the US Intelligence Community.
Its projects include AI research relating to:


multilingual speech recognition and translation, including in noisy
environments



geo-locating images without the associated metadata



fusing 2-D images to create 3-D models, and



building tools to infer a building's function based on pattern-of-life analysis.468

37.49

The Review assesses that the use of AI by NIC agencies is currently focused on
automating basic or routine tasks in order to free up analysts for more nuanced,
discretionary or creative analysis, and presenting information to analysts for their
consideration. We consider that NIC agencies are presently using AI to support,
enable or augment human decision-making, rather than to actually make decisions
on behalf of the agency.

37.50

This is a relatively conservative approach, compared to some of the examples,
above, of how AI is being used in other parts of government, the private sector and
academia—for example, the use of AI chatbots to provide advice directly to clients
or customers, or to make determinations about the urgency of emergency calls.
Several factors have likely contributed to this conservative approach, including:


the complexity of the intelligence judgments, determinations and
assessments, and the operational decisions, that NIC agencies must make—

Liam Walsh, ‘Foreign Bribery Probes Flick on AI to Handle Document Tsunami’, Australian Financial
Review (online, 14 July 2019).
468 Congressional Research Service, Artificial Intelligence and National Security (January 2019) pg 10.
467
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AI capabilities are not yet sophisticated enough to make judgments about, for
example, a foreign government’s intentions (and are unlikely to become that
sophisticated for years, or decades), and


the gravity of those judgments, determinations, assessments and decisions—
NIC intelligence assessments relate to matters that are of great national
importance, and in some cases have potentially significant implications for
human rights. NIC agencies may (and should) be cautious about relying on
an AI capability to make important judgments or decisions, unless and until
they are confident about its accuracy and reliability.

How artificial intelligence capabilities may evolve over time
37.51

This conservative approach to the use of AI is likely to change over time, as
NIC agencies’ AI capabilities become more sophisticated, and as agencies
become more comfortable and confident in relying on those capabilities. In
particular, it is possible that agencies may seek to use AI capabilities to make
decisions or to automate activities.

37.52

We benefitted from submissions and candid discussions with agencies about how
they see AI being used in the future. It is likely that AI will:

37.53



continue to be used to assist their analysts and investigators to manage large
volumes of data



increasingly be used to identify and flag potentially significant information for
human review, as well as to draw inferences about the activities of people
and organisations that are under investigation, and



begin to be used to undertake autonomous cyber defence actions,
better-enabling agencies to defend critical networks and systems.

The use of an AI capability by an intelligence agency to make an intelligence
assessment, determination or judgment, or to make an administrative or
operational decision, would be a significant development in how NIC agencies use
AI for intelligence purposes. This reaffirms our view that it is important to consider
both how the law applies to the current use of AI by NIC agencies for intelligence
purposes, as well as how the Government and Parliament can ensure that the
law remains appropriate as agencies’ capabilities evolve.
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Strategic imperative for developing artificial intelligence for intelligence
purposes
37.54

There is a strategic imperative for NIC agencies to keep up with advances in
AI technology throughout the world and ensure that regulation does not
unnecessarily stifle innovation. Countries that develop effective AI capabilities for
intelligence purposes, and more broadly, will gain significant intelligence, strategic
and economic advantages.

37.55

AI is changing societies and economies around the world.469 Many countries are
working on how best to use AI for government. For example, the European Union
Commission has explicitly highlighted the development of ethical AI as a source of
competitive advantage.470 In the UK, the Centre for Data Ethics and Innovation was
established as an independent advisory body, tasked by the UK Government to
investigate and advise on how to maximise the benefits of developing AI
technologies.

37.56

Similarly, the US has identified itself as a global leader in a new era of AI.
President Donald Trump issued an Executive Order in February 2019 that, among
other things, set out an action plan for the ‘Protection of the United States
Advantage in AI Technologies’.471 The Strategic Plan that was subsequently
released by the White House in September 2019 called on the combined efforts of
industry, academia and government to realise the full potential of AI, 472 with
research underway in the fields of intelligence collection and analysis,
cyber operations and information operations.473

37.57

Other countries are also leveraging AI at unprecedented rates. China has publicly
declared its ambitions to dominate the field of AI in the short term.474 Its 2017 Next
Generation Artificial Intelligence Development Plan indicates Chinese AI already
has practical application for, among other things, information processing,

469

D Dawson, E Schleiger et al, Artificial Intelligence, pg 4.
European Commission ‘EU artificial intelligence ethics checklist ready for testing as new policy
recommendations are published’ (Web Page, 26 June 2019) <https://ec.auropa.eu/digital-singlemarket/en/news/eu-artificial-intelligence-ethics-checklist-ready-testing-new-policy-recommendations-are>.
471 President Donald Trump, ‘Executive Order on Maintaining American Leadership in Artificial Intelligence’
(Web Page, 11 February 2019) <https://www.whitehouse.gov/presidential-actions/executive-ordermaintaining-american-leadership-in-artificial-intelligence/>.
472 US Government, ‘Artificial Intelligence for the American People’ (Web Page, September 2019)
<www.whitehouse.gov/ai/>.
473 Congressional Research Service, ‘Artificial Intelligence and National Security’ (Web page, 22 November
2019) <https://crsreports.congress.gov>.
474 Chinese State Council, ‘Next Generation Artificial Intelligence Plan’ (15 September 2017) 17 China
Science and Technology Newsletter.
470
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intelligence monitoring and biometric recognition.475 The Development Plan notes
China has considered legal and ethical principles, stating China would ‘conduct
research on legal issues related to AI applications, including confirmation of civil
and criminal responsibility, protection of privacy and property, and information
security utilization’476 with the goal to have established legal, ethical, and policy
systems by 2025, with further improvement by 2030. 477
37.58

One illustrative example of China’s investment in the development of
AI capabilities is its dominance in obtaining patents for machine leaning
technologies and methods. In December 2019, IP Australia released a report
analysing patents for machine learning, showing that:


Chinese applicants have filed 73 per cent of all patent families (being a set of
patent applications made in multiple countries to protect a single invention)
relating to machine learning (26,758 in total)



US applicants come in second place, having filed 18 per cent of all patent
families relating to machine learning (8,064 in total), and Australia comes in
10th place, having filed a total of 295 patent families.478

37.59

Similarly, in June 2017, Russian President Vladimir Putin highlighted the strategic
imperative of developing AI capabilities when he addressed Russian students and
said ‘[a]rtificial intelligence is the future, not only for Russia, but for all
humankind.’479 He spoke about the colossal opportunities and threats raised by AI,
and observed ‘the one who becomes the leader in this sphere will be the ruler of
the world.’480

37.60

Liberal democracies are already at a disadvantage in developing AI compared with
autocratic states. The development, testing and training of AI capabilities is heavily
dependent on the volume, variety and veracity of information the AI can receive.
Where countries like Australia place high importance on the rights and freedoms of
its citizens, (including the right to privacy), autocratic states will likely have greater
access to data due to a lack of privacy regulation. On this basis, adversary

Chinese State Council, ‘Next Generation Artificial Intelligence Plan’ (15 September 2017) 17 China
Science and Technology Newsletter, pg 3
476 Law Library of Congress, Regulation of Artificial Intelligence in Selected Jurisdictions (2019) pgs 36-37.
477 Law Library of Congress, Regulation of Artificial Intelligence in Selected Jurisdictions (2019) pgs 36-37.
478 IP Australia, Patent Analytics Report on Machine Learning Innovation (2019) pg 11.
479 Sergei Karpukhin, ‘Putin: Leader in artificial intelligence will rule world’ CNBC (online, 4 September 2019)
<https://www.cnbc.com/2017/09/04/putin-leader-in-artificial-intelligence-will-rule-world.html>.
480 Sergei Karpukhin, ‘Putin: Leader in artificial intelligence will rule world’ CNBC (online, 4 September 2019)
<https://www.cnbc.com/2017/09/04/putin-leader-in-artificial-intelligence-will-rule-world.html>.
475
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regimes that have limited respect for individual privacy could gain an advantage in
the development of AI.
37.61

Liberal democratic governments must consider how to minimise the risk of being
left behind by autocratic, adversary states in the race to develop greater
AI capabilities. On one hand, it is essential we maintain and uphold our democratic
values when implementing AI, and governments need to consider whether there is
a requirement to legislate in order to ensure this. On the other hand, we must not
place unnecessary restrictions on agencies responsible for the protection of the
state.

Managing the risks inherent to the use of artificial intelligence,
in an intelligence context
37.62

Intelligence agencies depend on their social licence to operate. The use of AI is
not inherently incompatible with that social licence, any more than the use of any
other technology. But, if not implemented with care and thought, the adoption of
AI for intelligence purposes has the potential to result in outcomes that could
seriously damage public trust, and therefore agencies’ ongoing ability to operate
effectively.

37.63

As with any new technology, there are a range of risks and challenges that are
inherent to the nature of AI. NIC agencies—or any other government agency,
business or research institute—must understand and manage these risks and
challenges if they wish to realise the potential benefits of AI capabilities.

37.64

Many of these risks and challenges have been well-documented in other reviews
and are commonly discussed by technologists, practitioners, policy officers and
researchers working with AI or in related fields. These include, for example:


how to ensure that AI capabilities do not enable agencies to engage in ‘mass
surveillance’ or lead to agencies being perceived as doing so



the risk that AI will learn and incorporate biases, and then produce biased
outputs



that, where an AI errs, it may do so with superhuman speed and at an
incredible scale



whether human users of an AI capability can understand how the AI reached
a particular conclusion, and whether the AI can explain its reasons



in a government context, whether an AI can adhere to administrative law
principles, and
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how to ensure that agencies, governments and the Parliament can keep
abreast of the rapid developments in AI technologies and capabilities.

37.65

Some NIC agencies are actively considering and engaging with these risks and
are developing frameworks to manage them. These efforts are outlined in greater
detail below.

37.66

Notwithstanding these efforts, it is worth discussing how these risks and
challenges may translate, when AI capabilities are used for intelligence purposes,
and how legislative and governance reforms might assist to mitigate them.

Strategies to manage risks
37.67

37.68

Agencies have already taken steps to consider the ethics of AI use and the need
for regulation. For example:


Defence has established the Defence Cooperative Research Centre for
Trusted Autonomous Systems to research solutions to a range of AI issues481



Defence also held a workshop that brought together participants from a
range of backgrounds—ethical and philosophical thinkers, military lawyers,
engineers, public servants, operators and chaplains—to identify an initial set
of relevant ethical principles for AI in Defence,482 and



ASIO has worked with CSIRO’s Data61/Gradient Institute to develop an
ethical AI framework with technical tools to assist with the creation of
trustworthy AI systems.

The IGIS noted that the use of AI for intelligence purposes could have ‘profound’
implications for individual rights, and would need to be regulated and subject to
appropriate oversight and review:
Emerging issues such as the use of artificial intelligence to undertake intelligence analysis, also
raise privacy, human rights and propriety assumptions. The rules and assumptions built into
artificial intelligence and machine learning systems need to be carefully analysed and
considered. Machine learning and machine 'decisions' could have a profound impact on
individual rights. This does not mean that such systems should not be used by the National
Intelligence Community, just that they are powerful tools that need to be regulated and subject
to appropriate oversight and review.

481

Defence Cooperative Research Centre for Trusted Autonomous Systems 'The Defence CRC for Trusted
Autonomous Systems has launched a $9 million activity' (Web Page, 5 March 2019)
<https://tasdcrc.com.au/the-defence-crc-for-trusted-autonomous-systems-has-launched-new-activity/>.
482 Department of Defence, ‘Ethical AI For Defence: World Experts Gather In Canberra’ (Media Release, 2
August 2019) <www.dst.defence.gov.au/news/2019/08/02/ethical-ai-defence-world-experts-gathercanberra>.
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The IGIS is aware of the ongoing need to develop and maintain a ‘sophisticated
understanding’ of agencies’ AI and other technical capabilities, and has suggested
that the Office of the IGIS should have access to independent technical expertise
to ensure it is equipped to provide effective oversight. The Review endorses this
suggestion and has therefore recommended the creation of an independent panel
to provide technical expertise and assistance to the IGIS (see Chapter 41).

Cooperation in the development of artificial intelligence frameworks
37.70

37.71

37.72

NIC agencies currently have the flexibility to explore, develop and implement
controls that reflect and incorporate fundamental legal and ethical principles, and
are doing so. The benefits of multiple NIC agencies exploring and developing
frameworks in parallel include that:


each agency has the opportunity to develop a framework that is tailored for
their own capabilities and activities



the process of developing multiple frameworks in parallel is more likely to
result in innovative and diverse approaches to the issue, and



the Government has the ability to test and understand how different
frameworks may work in practice and identify ‘best practice’ elements from
across all of the frameworks.

However, at a time when NIC agencies are looking for ways to work together for
whole-of-government outcomes, there are risks in different agencies developing
separate frameworks to govern and control their use of AI capabilities, including:


duplicated, and therefore inefficient, effort between agencies



siloed development, which could result in best practice ideas not being
shared or adopted between agencies



inconsistent frameworks or standards which may result in unintended barriers
to information sharing, interoperability and cooperation, and



inconsistent frameworks which may also be a barrier to public or stakeholder
understanding of how agencies approach these capabilities, as well as
reduce public trust in this work.

To assist the Government to balance these interests, ONI should bring together
relevant agencies to coordinate governance arrangements for NIC agencies’ use
of AI for intelligence purposes. The objective should be to bring together senior
decision-makers and AI developers from the NIC agencies to:


understand what problems the different agencies are trying to solve with AI

Page 189

Chapter 37 Artificial intelligence

Volume 3



look for opportunities to engage in the early stages of capability development,
and to share best practice approaches and lessons learnt, and



develop consistent governance arrangements and ethical frameworks across
NIC agencies in order to:
o

ensure ongoing interoperability and cooperation between agencies, and

o

give assurance to the public and stakeholders that NIC agencies are
developing AI capabilities consistently, ethically and appropriately.

Recommendation 154
ONI should coordinate NIC agencies’ development of governance and ethical
frameworks for the use of artificial intelligence capabilities for intelligence
purposes.

Risk that artificial intelligence capabilities may enable mass
surveillance
37.73

Public concern about intelligence agency and law enforcement use of AI largely
centres on AI enabling ‘mass surveillance’. Commentary in the media regularly
highlights the potential for AI capabilities to be used for surveillance purposes that
pose a fundamental challenge to Australia’s, and other democratic countries’,
social values. Following the July 2019 introduction of the Identity-matching
Services Bill, public commentators objected to potential government use of
sophisticated facial recognition software:


The Weekend Australian asserted that sophisticated new technologies and
computer algorithms can confirm identities in real-time by comparing high
resolution images against a range of government databases. It also
addressed government, including NIC agencies’, use of biometric data,
facial recognition and identity matching, concluding ‘cameras with artificial
intelligence undoubtedly offer great benefits in public safety, security and in
the fight against terrorism. But it's a technology that society is barely on
terms with.’483



An article about human rights concerns relating to facial recognition
technology noted the technology ‘… enables the automated and

483

Chris Griffith, 'Surveillance Cameras With AI Are Watching You' The Weekend Australian (online, 29
August 2019) <https://www.theaustralian.com.au/mquirer/surveillance-cameras-with-ai-are-watchingvou/news-story/78f8244d4c9622d5b003ae514969a083>.
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indiscriminate live surveillance of people as they go about their daily
business, giving authorities the chance to track their every move.’484

37.74



An article in The Guardian cited a report by Carnegie Endowment for
International Peace, stating that ‘Liberal democratic governments...are
aggressively using AI tools to police borders, apprehend potential criminals,
monitor citizens for bad behaviour and pull out suspected terrorists from
crowds.’485 The article ultimately warned ‘[AI] technology has become so
ubiquitous as to render the debate [about ethical issues and civil liberties]
almost redundant. That should be as worrying as the technology itself.’486



Professor Toby Walsh, a Fellow of the Australian Academy of Science and
an expert in AI, expressed the view that ‘the widespread use of facial
recognition is going to change our society’,487 voicing his concern that the
risks of facial recognition technology outweigh any benefits. 488

The Australian Human Rights Commission expressed similar concerns to the
Parliamentary Joint Committee on Intelligence and Security (PJCIS), submitting
that the Bill:
appears to contemplate intrusive surveillance of persons (or, indeed, of the community at large)
before any crime has been committed, and indeed potentially before there is any reason to
believe that any particular crime will be committed.489

37.75

These articles illustrate that the bringing together of AI or advanced analytic
techniques, along with increasing volumes of information, in the hands of law
enforcement or intelligence agencies can give rise to significant public concern.

37.76

In our view, these public concerns can be, at least partially, explained by the fact
that controls on NIC agencies—and similar agencies worldwide—have often

Birgit Schippers, ‘Facial recognition: ten reasons you should be worried about the technology’ The
Conversation (online, 21 August 2019) <https://www.theconversation.com/facial-recognition-ten-reasonsyou-should-be-worried-about-the-technology>.
485Steven Feldstein, 'The Global Expansion of Al Surveillance' Carnegie Endowment for International Peace
(online, 17 September 2019) <https://www.carnegieendowment.org/2019/09/17/global-expansion-of-aisurveillance-pub-79847>.
486 Kenan Malik, 'Think only authoritarian regimes spy on their citizens?’ The Guardian (online, 22 September
2019) <https://www.theguardian.com/commentisfree/2019/sep/22/think-only-authoritarian-regimes-spy-ontheir-citizens>.
487 Joseph Brookes ‘Cover Story: Australia’s Dangerous Foray Into Facial Recognition’ Which-50 (online, 5
August 2019) <https://which-50.com/cover-story-australians-dangerous-foray-into-facial-recognition/>.
488 Joseph Brookes ‘Cover Story: Australia’s Dangerous Foray Into Facial Recognition’ Which-50 (online, 5
August 2019) <https://which-50.com/cover-story-australians-dangerous-foray-into-facial-recognition/>.
489 Australian Human Rights Commission, Submission no 11 to the Parliamentary Joint Committee on
Intelligence and Security, Review of the Identity-matching Services Bill 2018 (29 March 2018) pg 19.
484
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rested on three sets of constraints that, in combination, would preclude them from
engaging in mass surveillance’:

37.77



that undertaking mass surveillance would be inconsistent with their functions



that their statutory powers would not authorise mass surveillance, and



that, even if they had the legal authority and the inclination, they would not
have the resources to undertake mass surveillance.

For example, at Senate Estimates in October 2018, the then-Director-General of
Security, Duncan Lewis AO DSC CSC gave evidence that:
The notion of mass surveillance, which seems to be the recurring issue in the public dialogue
about this, is just not true. We would not be in a position physically to do it, we are not covered
legally to do it and we are not interested in doing it… If you look at the number of ASIO
investigators versus the number of communications made in Australia… and the numbers that
might be of interest to ASIO, or indeed to our police colleagues, it would be minuscule. 490

37.78

In our view, this is an entirely proper argument for an agency to make, and for the
Parliament to accept. However, AI has the potential to change the ‘resourcing’
argument. AI capabilities will enable agencies to automate an increasingly wide
range of activities, including ‘higher-order’ analytic activities at some point in the
future. In the absence of clear statutory or functional limits, AI would have the
potential to make persistent, wide-spread monitoring or surveillance possible.

37.79

Professor Walsh uses the example of CCTV cameras installed around cities to
illustrate this potential. To date, although CCTV cameras have been
widely-installed, there have been too many cameras for officials to actively review
all the content. As such, there has been a reasonably high degree of public
comfort that the footage from CCTV cameras will generally only be used to
investigate incidents after-the-fact. However, AI technologies capable of reviewing
all CCTV content in real-time, potentially to identify and track people, and
categorise their activities, could make people feel that they are under constant
surveillance.491

37.80

This is not an argument against the use of AI by NIC agencies for intelligence
purposes. Rather, it will become increasingly important to ensure that there are
clear and transparent controls and limits on the use of AI-based capabilities, as

490

Evidence to Senate Legal and Constitutional Affairs Legislation Committee, Parliament of Australia,
22 October 2018, (Duncan Lewis, Director-General ASIO) pg 103.
491 Joseph Brookes ‘Cover Story: Australia’s Dangerous Foray Into Facial Recognition’ Which-50 (online,
5 August 2019) <https://which-50.com/cover-story-australians-dangerous-foray-into-facial-recognition/>.
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resource and capacity constraints on the potential use of such capabilities
diminish.
37.81

37.82

As described above, NIC agencies’ AI capabilities are in their infancy. The risk that
these capabilities might enable mass surveillance is not imminent—but it is not
entirely far-fetched or fanciful that they might do so in the future if they are not
appropriately controlled. Accordingly, we consider that agencies, governments and
the Parliament should take a measured approach to implementing controls that
both:


enable NIC agencies to continue to develop their AI capabilities so as to
better-protect Australia’s national security and public safety, and



provide public assurance that these capabilities will be used in a
proportionate fashion, and ensures that the risks inherent in the use of AI for
intelligence purposes will be properly managed.

The following sections set out our views on how particular risks should be
managed, both now and over time as agencies’ AI capabilities develop.

Human in the loop
37.83

ASIO, ASIS, ASD, AGO, the ACIC and Home Affairs all have legal or policy
requirements, in one form or another, for a human to approve particular activities
or actions. These requirements generally apply where the agency proposes to
take action that would have the potential to substantively affect a person’s rights or
interests—such as commencing an investigation into, or producing intelligence on,
a person (which will engage their right to privacy, in particular), or making an
adverse decision in relation to them.

37.84

The Review considers that requirements for human approval provide an important
safeguard against any real or perceived ability for AI capabilities to be used in a
disproportionate fashion—the requirement for a senior official, Board or Minister to
manually intervene to approve activities or decisions provides a check against any
risk of a ‘runaway’ use of such capabilities, as well as a point of accountability.

37.85

At the same time, these requirements do not prevent or unduly restrict
NIC agencies’ from developing and implementing AI capabilities to automate
lower-level activities, such as categorising and indexing data, producing initial
translations of foreign languages, or providing internal compliance and security
checks within agencies themselves. These requirements enable agencies to build
their expertise and familiarity with AI-based systems, while maintaining clear
human control over, and accountability for, judgments, assessments and decisions
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that might be based, to a lesser or greater degree, on outputs produced by these
systems.
Recommendation 155
The requirement to have human involvement in significant or adverse decisions
made by automated capabilities or artificial intelligence should be maintained.
Similar controls should be included when new artificial intelligence capabilities
are developed and implemented.

Risk that artificial intelligence capabilities may become biased
37.86

The defining feature of AI systems is that they ‘learn’, rather than merely execute
commands or programs in a repetitive fashion. There are many models for
AI learning—including machine learning and deep learning.

37.87

The common feature of many of these models is that the AI ‘learns’ by analysing
data provided to it. As such, AI systems that learn from analysing data will only
ever be as good as the data they are trained on—if the data is not representative
of reality, or ‘skewed’ in some way, then the AI will likely produce skewed
outcomes. Similarly, if the data reflects biases and prejudices that exist in the real
world, the AI will likely learn and adopt similar biases.

37.88

These technical risks have potentially significant implications for their use for
intelligence purposes, if not well-managed. Many data sets collected and retained
by NIC agencies will, inherently, be skewed in different ways. To illustrate the point
(without implying that these examples represent real-world weaknesses in
agencies’ capabilities), the AFP predominantly collects information about people
who are suspected of committing criminal offences, and collects very little
information about ‘ordinary’ citizens—care would need to be taken to ensure that a
hypothetical future AI system used by the AFP for intelligence purposes did not
have a bias towards assuming that most people are involved in criminality.
Similarly, ASIO collects information in respect of the different ‘heads of security’ in
the ASIO Act, including espionage and politically-motivated violence—
an AI system trained on data obtained in the course of espionage investigations
may be unusable for the purposes of terrorism investigations.
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Although the examples above are hypothetical, the risks are real. In recent years,
a number of instances of bias in AI systems—due to the data used—have been
reported, including:


bias against women in a recruiting tool492



bias against African-American inmates in a criminal justice algorithm,493 and



bias against dark-skinned people in an image-recognition system.494

37.90

The use of a biased AI capability by a NIC agency could have significant
implications for national security or criminal justice outcomes in Australia if it
resulted in the agency drawing on biased—or simply wrong—intelligence to make
assessments. It could also severely damage public trust in NIC agencies if biased
intelligence resulted in biased enforcement action or decision-making. And it could
have profound implications for any individual affected by decisions made on
biased intelligence.

37.91

However, these risks should not be overstated or taken out of context. Humans
are hardly immune from bias and prejudice. Well-designed and implemented
AI systems have great potential to reduce the risk of human bias in the
development of intelligence advice. If, at some point in the future, AI capabilities
are able to be demonstrated to be fairer than human judgements, their use may
enhance public trust and agencies’ social licence.

Development and testing of artificial intelligence systems
37.92

AI also has the potential to help agencies and officials to adhere to policy and legal
frameworks, as well as to rapidly detect potential breaches of those frameworks,
enabling agencies to minimise the extent and impact of such breaches and to take
immediate steps to remediate any harms. This is particularly the case in relation to
repetitive tasks, where an AI will not become bored, tired or complacent, in a way
that humans can.

37.93

ASD has highlighted a particular challenge or barrier to its ability to train
AI systems to recognise non-compliant data—for an AI to be able to recognise
non-compliance, it would need to be provided with examples of what a ‘breach’
looks like.

Jeffrey Dastin, ‘Amazon scraps secret AI recruiting tool that showed bias against women’, Reuters
(online, 10 October 2018) <https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazonscraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCNlMK08G>.
493 Julia Angwin et al, 'Machine Bias' ProPublica (online, 23 May 2016)
<https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing>.
494 'Google apologises for Photos app's racist blunder' BBC News (online, 1 July 2015)
<https://www.bbc.com/news/technology-33347866>.
492

Page 195

Chapter 37 Artificial intelligence

Volume 3

37.94

Part 2-4 of the TIA Act presently allows ASD and other ‘security authorities’ to
apply to the Attorney-General for authorisation to intercept communications for the
purpose of developing or testing technologies or interception capabilities. The use
of any communications intercepted under such authorisations is strictly
controlled—in particular, it cannot be used for any intelligence or evidentiary
purpose, and must be destroyed as soon as it is not required for development or
testing purposes.495

37.95

The Review has recommended, in Chapter 28, that this framework be amended to
enable the Attorney-General to authorise the retention of information, and the
collection of information using a wider range of powers, for development, testing
and training purposes. This power would continue to be subject to strict limits, in
particular in relation to the retention and use of information that agencies would
not, otherwise, be permitted to collect. This proposal would strike a balance
between allowing agencies to obtain information needed to train robust AI—in
particular, AI capabilities that are able to identify, flag and remediate breaches of
the law sooner and more accurately than human compliance staff—while
maintaining appropriate assurances about agencies use of AI, in line with their
legislated functions.

Risk that artificial intelligence capabilities may make mistakes at speed
and scale
37.96

AI capabilities can operate at superhuman speed and scale. This ability is one of
its most appealing features, offering the prospect not only of incredible
improvements in efficiency, but also by making possible previously impossible
tasks.

37.97

The speed and scale at which AI operates offers potential significant value to
NIC agencies, where AI can perform activities that humans simply cannot, such as
long duration tasks that exceed human endurance.496 For example, AI systems
used to review continuous satellite imagery may enable intelligence gathering
across large areas and over weeks, months or years, with the ability to
autonomously detect and categorise changes and flag them for review by an
analyst. The team of human analysts that would be required to do this task would

495

See, for example: Telecommunications (Interception and Access) Act 1979 (Cth) (TIA Act) ss 31C,
65(4)-(6).
496 Congressional Research Service, ‘Artificial Intelligence and National Security’ (Web page, 22 November
2019) <https://crsreports.congress.gov>.
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simply not be able to apply the same consistency to their observations, noting
differences in their individual expertise, experience and biases.
37.98

However, the fact that AIs can operate at speed and scale is also one of its
greatest risks—if AI goes wrong, it can go wrong fast and in a big way.
For example, it has been reported that in the wake of the attack that occurred in
Christchurch, New Zealand, on 15 March 2019, where a white supremacist
opened fire on two mosques, killing 51 people and wounding 49 more,
‘Facebook’s AI was making videos of, and promoting, the terrorist content it should
have been removing.’497 Social media companies have made significant efforts
since then to improve their ability to detect and remove violent extremist content.498
Nevertheless, this episode demonstrated the potential for very serious outcomes
when AI makes a mistake.

37.99

Again, this issue should not be overstated or taken out of context. Humans also
make mistakes. The fact that different people will make different mistakes can
make detecting and remedying those errors more difficult. A potential benefit of
AI capabilities in this regard is that, once a mistake has been detected, in some
cases it will be relatively straightforward for a programmer to identify outputs or
decisions that may be affected, and to intervene to prevent that mistake from
recurring.

37.100 However, this relies on NIC agencies having the ability to detect that an AI is
producing erroneous results, and having the capability and capacity to remediate
mistakes (which may affect a large number of records, outputs, reports or
decisions, depending on what the AI has been programmed to do). As AI systems
replace human analysts on particular tasks, human analysts may lose skill and
expertise in those tasks, potentially reducing their ability to detect mistakes or
verify outputs. Such a risk must be guarded against—NIC agencies must maintain
their basic skills and competencies.
37.101 Arguably, this risk is less imminent for NIC agencies that are, at present, using
AI in a way that is multiple steps removed from the final production of intelligence
advice or assessments, or operational decision-making. Accordingly, while it is still
entirely possible for AI-based mistakes to infect or influence intelligence
assessments or activities, there is a substantially greater likelihood that
497

Chairman Max Rose, Opening statement to US House Homeland Security Committee: 'Artificial
Intelligence and Counterterrorism Possibilities and Limitations' (Subcommittee Intelligence &
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human analysts and decision-makers will detect and remedy those mistakes.
The likelihood of this risk manifesting would increase if, and when, AI capabilities
begin to be used in ‘higher-order’ capacities.
37.102 In order to address risks posed by the speed and scale at which AI operates, it is
important that agencies adopt the ‘precautionary principle’ when developing critical
AI systems—essentially, to consider whether they can tolerate any mistakes in a
particular system that would propagate at speed and scale. Agencies will need to
have systems and processes in place to identify and remediate errors, including
maintaining the expertise of their staff to query and verify the underlying analysis,
and to ensure they do not rely unquestioningly on the outputs from AI systems.
Finally, the Government and the Parliament will need to closely monitor the
development and implementation of AI systems for intelligence or law enforcement
purposes—it may be necessary to revisit currently legislative arrangements if, and
when, AI-based systems begin moving into higher-order decision-making.

Risk that artificial intelligence capabilities may not be ‘explainable’
37.103 Another critical factor for intelligence agencies’ use of AI, and possible legislation
around that use, is agencies’ ability to understand and explain how AI capabilities
have reached a particular conclusions, judgment or—eventually—decision. This
must be considered at multiple levels:


it is important intelligence agencies’ internal guidelines explain how AI is
used to assist analysts’ work (including what information it draws on and
where its limitations lie) in order for analysts to have an accurate
understanding of how to incorporate AI outputs into assessments



an agency must be able to explain to customers of intelligence advice how
the agency has reached its judgments and assessments—which implicitly
requires agencies to understand and be able to explain the outputs from any
AI capabilities that have contributed to the production of an intelligence
product



agencies must be able to explain the operation of their systems to oversight
bodies, and oversight bodies must be able to test those explanations—the
IGIS submitted that this would require agencies to document the rules and
assumptions built into their systems, and



similarly, where AI outputs have shaped an agency’s assessment, the
agency must be able to explain, at Administrative Appeals Tribunal or judicial
review, how AI has been used to do so (including the priorities an AI has
been programmed with and the access it has had to information).
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37.104 This explainability is simpler in agencies’ current use of ‘narrow AI’ where an
analyst might, for example, use AI to search across data sets for records relating
to an individual, where the individual’s personal details have been entered
inconsistently. In this instance, the analyst would have entered the parameters of
the search and, with an understanding of the data sets the AI has access to, would
be able to explain how the results of the AI helped to form their assessment—for
example, that the AI is able to identify and suggest possible matches, where most
details between records are consistent, but some details differ, such as:


alternative spellings of a name—such as ‘Michael’ and ‘Mikhail’



different names that share similar pronunciations—such as ‘Michael’ and
‘Marco’, or



potential transposition errors—such as entering dates in ‘mmddyyyy’ format
instead of ‘ddmmyyyy’ format, or ‘Micheal’ instead of ‘Michael’.

37.105 Explainability will become more complicated if, and when, AI capabilities move
towards forming assessments or judgements, or making decisions. It is possible,
even likely, that the analytic process that a sophisticated AI goes through to reach
a conclusion may be unintelligible to a human reviewer. This can make it difficult to
determine what the AI has relied on to come to a decision and is known as the
‘black box’ problem—where users cannot understand why an AI has made a
particular decision and the AI is not able to explain its own process. Without the
ability to understand how an AI has solved a problem, it is difficult to trust the AI.
As this happens it will become increasingly important for developers to be able to
explain the parameters and priorities given to the AI.
37.106 It is generally accepted among AI researchers and developers that, paradoxically,
often the most accurate AIs are the least ‘explainable’. Sophisticated AIs have the
capacity to assess vast amounts of data and make connections that would not
occur to a human analyst, resulting in ‘leaps of logic’ that are difficult or even
impossible for a human to understand—but that prove to be accurate.
37.107 Intelligence agencies are used to operating where there is uncertainty about the
accuracy or integrity of information. As noted by Justice Hope, intelligence
assessments are inherently concerned with judgments about human behaviour,
are predictive and advisory in nature, and are based on incomplete information.499
Accordingly, agencies already have mechanisms in place for validating reporting—
obtaining information to either corroborate or refute other information—and
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measuring confidence in an assessment. Similar strategies may assist to mitigate
the risks about explainability of AI outputs.
37.108 In this context, consideration should be given to the extent that AI systems need to
be explained in order for them to be considered transparent. There may be some
uses of AI that do not require full explainability, but where a level of ‘qualified
transparency’ is deemed acceptable. For instance, a sample of an AI system’s
outputs might be assessed for accuracy and equal treatment of social groups.
Passing this assessment might be sufficient to certify the use of the AI as a
component of intelligence agency work. An alternative approach could be to
provide for human review of the output so that the AI output acts as only a ‘first
draft’.500
37.109 Notwithstanding the above mitigation strategies, effective regulation of AI will likely
require experts to assist in understanding and translating the priorities given to the
algorithm in order to understand the AI’s outputs.
37.110 However, the power and potential of AI lies in its ability to handle greater
complexity and perform analysis more efficiently than a human. There may be
some instances where it is impossible to tell how an AI that has internalised
massive amounts of data at superhuman speed is making its decisions.
37.111 Ensuring explainability in the design of AIs will be key to humans building
appropriate levels of trust in AI systems. As noted by the IGIS, agencies will need
to document the rules and assumptions built into AI systems to enable effective
oversight. Resolving this issue will assist agencies to leverage AI techniques in an
ethical way. This is likely to be particularly important if, and when, AI systems
begin to be used to make significant decisions or assessments.
37.112 The use of AI to inform the making of assessments or decisions, or to make
decisions themselves, needs to be considered, and able to be explained, at
multiple stages, including:


at the time of development



when developing guidelines around the use of AI



when using AI to carry out functions, and



to oversight bodies reviewing an agency’s use of AI.
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Recommendation 156
Where a NIC agency relies on an artificial intelligence capability to contribute to
the production of intelligence that is subsequently relied on to make a decision
(by that agency or another government entity), the NIC agency should be able to
explain how it produced that intelligence—including how the artificial intelligence
capability contributed to that intelligence.

Explaining artificial intelligence outputs in legal proceedings
37.113 A separate, but also important, question relates to the explainability of the use of
AI by NIC agencies in legal proceedings.
37.114 AI capabilities developed by NIC agencies are likely to become increasingly
sophisticated. They will also increasingly be integral to the conduct of highly
sensitive investigations and operations—initially, at the most basic levels (such as
compiling and categorising information relevant to such activities), but likely at
higher levels over time. And, as discussed above, AI capabilities are likely to
become a field for strategic competition between nations. For all of these reasons,
it is likely that agencies will—entirely properly—classify and compartmentalise
detailed information about their most advanced AI capabilities.
37.115 However, in a liberal democratic society governed by the rule of law, people may
ask courts and tribunals to review decisions or agencies’ conduct. Agencies must
be able to explain how and why they have reached those decisions or engaged in
that conduct. In this context, the treatment of AI should be no different than the
treatment of any other source, capability or method that any agency might use to
obtain or assess intelligence—it should not be shielded from review merely
because it is an AI capability. The ordinary principles of public interest immunity
and the protection of national security information should apply.
Recommendation 157
Artificial intelligence capabilities, and their outputs, should not be protected from
examination in legal proceedings merely because of the involvement of artificial
intelligence.
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Risk that artificial intelligence capabilities may become incompatible
with administrative law principles
37.116 As outlined above, the principles of administrative law are critical in discussions
about fairness, transparency and accountability in governmental processes.
Where AI is being used by NIC agencies, it is important to consider the potential
application of the principles of administrative law.
37.117 A range of factors will affect whether, to what extent, and how these principles
might apply to the use of AI by NIC agencies. In particular, the purpose for which
the AI capability is used will be highly relevant—for example, whether the
AI capability is being used to make an administrative decision, as a decisionsupport or decision–augmentation tool (for example, to provide advice or a
recommendation to a human decision-maker), or merely to compile or summarise
information on which an administrative decision will be made. This is because the
more proximate the use of the AI capability is to the making of an administrative
decision, the more relevant the principles will tend to be.
37.118 For example, these principles may be less relevant in the context of an
AI capability used to summarise or process information, which is then relied on to
produce strategic intelligence assessments designed to provide officials with an
understanding of a particular issue, but not to inform the making of particular
decisions. On the other hand, these principles may be highly relevant in the
context of an AI capability that is used in the process of preparing an intelligence
assessment recommending that a particular administrative decision be made.
37.119 Considering the application and implications of administrative law principles in the
intelligence context is particularly important in the wake of the High Court’s
decisions in:


Plaintiff S157/2002 v Commonwealth,501 establishing the constitutional
doctrine of the entrenched minimum provision of judicial review, and



Graham v Minister for Immigration and Border Protection,502 confirming the
inherent powers of the courts to inquire into the underlying nature of a
document upon which a decision has been based, even where a claim of
public interest immunity has been made.

37.120 The combined significance of these cases, in the context of the use of AI for
intelligence purposes, is that judicial review could potentially extend so far as to

501
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consider the underlying intelligence on which an administrative decision has been
made. This may include considering the manner in which that intelligence was
produced.
37.121 The potential for administrative law principles to apply to the use of AI for
intelligence purposes should not alarm agencies. Many of these administrative law
principles closely reflect best practice principles for producing intelligence,
including that:


decision-making, and intelligence, should be free of bias



decisions, and intelligence, must be based on facts, for which there is
evidence



reasons for decisions and intelligence assessments should be provided



all relevant considerations must be taken into account in making a decision
or producing intelligence



an irrelevant consideration must not be taken into account in the making of a
decision, or producing intelligence



decisions, and intelligence, must not be so unreasonable that no reasonable
person could have made the decision, or



a decision-maker must not exercise a discretionary power at the direction of
another person, nor should an intelligence agency make an assessment at
the direction of another person—with limited exceptions, such as where a
delegate is directed by the person who delegated the power.

37.122 Even the ‘fair hearing rule’—which requires decision-makers to provide a person
with an opportunity to be heard before making a decision affecting their interests—
can apply in an intelligence context, albeit often to a lesser extent given the need
to balance the interests in affording the person a fair hearing against the interests
of national security.503
37.123 As NIC agencies’ AI capabilities become more sophisticated, it is likely that these
capabilities will increasingly contribute to decision-making processes. It will be
important for governments to monitor the evolution of these capabilities, to enable
it to identify and manage any administrative law risks as they arise. In particular, if
at some point in the future NIC agencies seek to use AI capabilities to make
decisions—as opposed to producing intelligence that may be relied on by a

503

See, for example: Leghaei v Director-General of Security [2007] FCAFC 37.
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decision-maker—then it may be necessary for the Parliament to legislate to
explicitly allow AI capabilities to be used in that way.
37.124 As discussed above, creating regular opportunities to review and revisit agencies’
AI capabilities, including through future Independent Intelligence Reviews and
regular briefings to the PJCIS, will assist to ensure that there is good
cross-government visibility of how those capabilities are developing, and to identify
risks of this nature.

Ongoing management of the development of artificial intelligence
capabilities
37.125 NIC agencies will continue to develop AI capabilities to enable and assist them to
undertake their intelligence functions. As they do so, we expect that many of the
risks outlined above will become more tangible. It is likely that new risks,
opportunities, challenges and controversies that we have not anticipated will
emerge. These will need to be actively managed to enable the NIC agencies to
realise the full potential of such capabilities.
37.126 As we have noted above, we do not regard the objectives of enabling
NIC agencies to develop and implement new AI capabilities for intelligence
purposes, and maintaining public trust and confidence in the use of such
capabilities, as being automatically in tension with one-another. They are
mutually-reinforcing objectives. The ability for NIC agencies to develop and
implement increasingly advanced AI capabilities will depend on them maintaining
public trust and confidence—managing all of the risks outlined above, and any
new risks that emerge, will be critical to this.
37.127 If NIC agencies can demonstrate to the public that AI capabilities are contributing
to the public good—for example, by enabling them to more effectively and
efficiently detect, prevent and investigate serious threats to Australia’s national
security, or serious criminal activities—and that these risks are being
well-managed, that will tend to build public trust and confidence.
37.128 However, we agree with the UK House of Lords’ Select Committee on
Artificial Intelligence’s view, outlined above, that it would be premature to introduce
a dedicated legal framework governing the use of AI—either in relation to the
NIC or across Australian society more broadly. The NIC agencies are only at the
early stages of developing and implementing AI capabilities. In our view, their full
implications, risks, and opportunities are not yet fully-understood.
37.129 Attempting to develop a comprehensive legal framework governing the use of
AI for intelligence purposes would risk introducing poorly-designed controls and
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safeguards, based on a thin evidence-base. There would be a significant risk that
we would foreclose the NIC’s ability to develop AI-based capabilities that would
yield substantial public benefits, and that doing so would place Australia at a
strategic disadvantage at a time of increasing global tension.
37.130 Additionally, AI capabilities are also developing across government, business and
academia, along with public understanding of the value and risks of those
capabilities. The history of the evolution of information and communication
technologies is littered with poor predictions about how emerging technologies
would evolve. For example:


In 1876, employees at Western Union reputedly sent a memo stating,
‘Messer Hubbard and Bell want to install one of their “telephone devices” in
every city. The idea is idiotic on the face of it. Furthermore, why would any
person want to use this ungainly and impractical device when he can send a
messenger to the telegraph office and have a clear, written message sent to
any large city in the United States?’504 Today, there are more mobile phones
in Australia than there are people.



In 2003, Steve Jobs gave an interview in which he argued that ‘[t]he
subscription model of buying music is bankrupt. I think you could make
available the Second Coming in a subscription model, and it might not be
successful’.505 Today, music streaming services such as Spotify and
Apple Music dominate the market.

37.131 A detailed legislative framework developed today would risk ‘locking in’ controls
based on undeveloped agency, governmental and public understandings of
AI technologies.
37.132 The better approach, in our view, is to ensure that there are a range of institutional
mechanisms in place to ensure that the development of NIC agencies’
AI capabilities is subject to regular review—in particular, to alert the Government,
Parliament and public to any substantial development in NIC agencies’
AI capabilities that may require a policy or legislative response. These should
include:


ensuring the IGIS has access to the independent technical expertise
necessary to scrutinise NIC agencies’ use of AI capabilities for intelligence
purposes—to enable the IGIS to promptly alert the Government to any

Richard Levine, ‘Chairman’s Statement’ (1968) 15(2) IEEE Transactions on Engineering Management,
pg 55.
505 Jeff Goodell, ‘Steve Jobs: Rolling Stone’s 2003 Interview’ Rolling Stone (online, 6 October 2011)
<rollingstone.com/culture/culture-news/steve-jobs-rolling-stones-2003-interview-243284/>.
504
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substantial issues concerning the legality, propriety or conformance with
human rights of the use of such capabilities


future Independent Intelligence Reviews considering the development of
NIC agencies’ AI capabilities in detail—to provide governments, Parliament
and public with regular updates, including any necessary recommendations
for legislative or policy changes, and



the PJCIS being briefed by NIC agencies on the development of their
AI capabilities as they relate to their intelligence functions—to enable the
Parliament to develop and maintain a detailed understanding of these
capabilities and to consider whether a legislative response may be required.

Recommendation 158
Future Independent Intelligence Reviews should consider the use of artificial
intelligence for intelligence purposes.

Recommendation 159
The PJCIS should receive a briefing from agencies on the development of their
artificial intelligence-based intelligence capabilities at least once per year.
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Chapter 38 Threat reduction and disruption
38.1

One theme of the Review has been the impact of new and emerging information
and communications technology on law enforcement agencies. Home Affairs and
the AFP submitted that criminal investigations and prosecutions are becoming
increasingly ineffective responses to online criminal threats.

38.2

These submissions argued that legislation needs to evolve to keep pace by
specifically contemplating threat reduction and disruption activities.

38.3

Submissions evolved over the course of the Review, but three key themes
emerged:

38.4



legislated threat reduction or disruption functions for ASIO



the role of policing agencies in disruption, and



how legislation could better provide for onshore disruption of online threats
onshore, including utilisation of ASD’s offensive capabilities.

It is important to understand from the outset that NIC agencies already have
considerable capacity to disrupt and reduce threats. For example, ASIO disrupts
and reduces threats in the performance of its functions, including through
interviews, overt searches, questioning warrants and the making of security
assessments. Similarly, AFP’s role as a policing agency is to enforce the law by
investigating and supporting prosecution of offenders. But in carrying out this role
the AFP regularly disrupts threats.

Principles
38.5

506
507

As noted in Chapter 12, the First Hope Royal Commission considered, and
rejected, a model in which a single organisation exercised law enforcement and
security functions,506 instead viewing intelligence and law enforcement as
complementary activities. 507 ASIO informs police when its intelligence reveals the
necessity for law enforcement action, or they work in a taskforce to bring together
different functions, powers and skills in pursuit of a common purpose.

RCIS, Fourth Report on ASIO (1976) vol 1, para 444.
RCIS, Fourth Report on ASIO (1976) vol 3, Appendix 4N, para 31.
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38.6

Similar to ASIO, the functions of ASIS, ASD and AGO also do not include
‘the carrying out of police functions’ or ‘any other responsibility for the enforcement
of the law’, though they can assist law enforcement authorities in the exercise of
certain specified functions.508

38.7

In the same way that ASIO does not have police functions, the AFP does not have
intelligence collection functions per se. As the AFP submitted to the Review,
‘[p]roducing intelligence product is not a primary function of the AFP’. The AFP can
(and does) derive intelligence from information collected in the course of its
policing functions, but it does not have a statutory function to collect intelligence
per se.

38.8

As noted in Chapter 12, the ACIC’s functions are not tied to the commission of a
specific offence, or focused on evidence collection and prosecution, as is more
typically the case in a policing context. The ACIC was established to address the
threat posed by serious and organised crime, being a subset of criminal activity
acknowledged to be insufficiently addressed by general policing methods.

The threat environment
38.9

The Review received submissions to the effect that threats to security and threats
from criminal activity are increasing, particularly online. This provided context for
some submissions about the need for legislation to appropriately empower
agencies to reduce and disrupt threats.

38.10

Some submissions focused on a perceived increase in security threats, including
from terrorism, espionage and foreign interference.

38.11

Other submissions focused on the threat posed by online criminal activities and
the challenges associated with responding to these threats using ‘traditional’ law
enforcement methods.

38.12

For example, Home Affairs submitted:
Traditional law enforcement methodologies that prioritise investigation and prosecution cannot
keep pace with the adoption of new technologies and have proven they are not singularly
effective in combatting crime. As the crime vector moves increasingly towards cyber-enabled
crime, the effectiveness of traditional strategies will become more and more ineffective in
reducing threats.

508

Intelligence Services Act 2001 (Cth) (IS Act), s 11(2).
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38.13

These observations are consistent with those in the 2017 Independent Intelligence
Review (2017 IIR), which found that ‘terrorist and extremist threats to Australia and
Australian interests will continue to grow in scale and complexity’ 509 and the
‘acceleration of cyber technologies creates opportunities as well as challenges for
Australia’s intelligence agencies’.510

38.14

A number of state submissions also referred to a complex and evolving threat
environment.

38.15

While the majority of public submissions did not directly comment on the threat
environment, one submission from academia offered a contrary view to that of
government agencies, arguing ‘[t]he distortions caused by the spectre of terrorism
are pervasive’, with ‘many billions of dollars…spent on bolstering covert
counter-terrorism capabilities’ at the expense of resourcing for emergency services
‘facing the threat of potentially lethal fires or floods’.

38.16

The Review accepts that NIC agencies deal with a constantly evolving threat
environment. However, assessments of the growth in scale and complexity of the
threat environment are not new. Such assessments frequently warn, and have for
decades, of the increased threats posed by the globalisation of trade, finance, and
increased movements of people, particularly as a result of rapid changes in
technology.

38.17

For example, an International Crime Threat Assessment published by a
US Government inter-agency working group in December 2000 noted that
international criminal threats (to the US) were likely to be ‘more diversified and
impact even more directly on US strategic interests’ by the year 2010, driven in
part by ‘[g]lobalization and technological innovation.’511 A January 2019
Worldwide Threat Assessment produced by the US Intelligence Community again
pointed to the expansion and diversification of threats to US national security, also
pointing to technological drivers for this diversification.512

38.18

The mere existence of a constantly evolving threat environment does not, of itself,
warrant additional powers. We would also note that over the past 20 years,
governments at both state and federal level have consistently updated legislation
and have significantly increased the size of both intelligence and law enforcement

Michael L’Estrange and Stephen Merchant, 2017 Independent Intelligence Review (June 2017) (2017 IIR)
para 1.16.
510 2017 IIR para 1.22.
511 United States Government Inter-Agency Working Group, International Crime Threat Assessment
(December 2000) pg 127 <https://cia.gov/library/readingroom/docs/DOC_0000497956.pdf>
512 United States Senate Select Committee on Intelligence, Worldwide Threat Assessment of the US
National Intelligence Committee (29 January 2019) pg 4.
509

Page 209

Chapter 38 Threat reduction and disruption

Volume 3

agencies. In other words, the threat environment might have evolved, but
governments have not been flat footed.

Definitional issues
38.19

Beyond the dictionary meaning of the word, there is no immediately apparent
definition of the term ‘threat reduction’ within Australia.

38.20

In relation to ‘disruption’, the Review found the description contained in the
AFP Investigations Doctrine to be useful:
A disruption outcome delays, diverts or otherwise complicates the commission of criminal
activity or the operations of a criminal entity. A successful disruption outcome may also be a
significant increase in the risks and/or costs borne by an individual, group or network
undertaking or participating in a criminal activity. Disruption may be achieved through a variety
of lawful actions in differing circumstances; in some cases this may be by the same type of
action that would achieve prevention in other situations.513

38.21

Academic writing has noted the movement towards ‘intelligence-led’ policing,
which has been evident since the 1990s, particularly in the United Kingdom and
more recently, in Australia.514 Intelligence-led disruption activity has been
described in academic literature as a ‘pre-crime’ measure. Pre-crime has been
described as operating on two levels:
[E]xpanding the realm of criminal law to include associations and actions that are declared to
precede the suspected future substantive offence; and, permitting interventionist powers—such
as, control orders or preventive detention—based on suspicion rather than charge or
conviction.515

38.22

The Review does not see a practical difference between the terms
‘threat reduction’ and ‘disruption’. In both cases, the objective is to take action to
prevent or significantly reduce the possibility of a threat eventuating.

513

Australian Federal Police, Investigations Doctrine pg 20.
Jerry Ratcliffe, ‘Intelligence-led Policing’ (2003) No. 248 Australian Institute of Criminology, Trends and
Issues in Crime and Criminal Justice pg 1.
515 Carmel O’Sullivan and Mark Lauchs, ‘A Spoiled Mixture: The Excessive Favoring of Police Discretion
over Clear Rules by Queensland’s Consorting Laws’ (2018) 42 Crim LJ 108 pg 109. See also Tarama Tulich,
‘Adversarial Intelligence? Control Orders, TPIMS and Secret Evidence in Australia and the United Kingdom’
Oxford University Commonwealth Law Journal (2012) 12(2) p 341-342.
514
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What can agencies already do?
Australian Federal Police
38.23

38.24

The AFP’s statutory functions include providing police services and performing
functions under the Proceeds of Crime Act 2002 (Cth).516 ‘Police services’ include
services by way of preventing crime and protecting persons and property.517
By enforcing criminal offences (including preparatory offences) and undertaking
ordinary policing activities which do not require the exercise of statutory powers
(such as conducting a voluntary interview) the AFP disrupts criminal activity in
three ways:


using commonly exercised powers which are central to enforcement of
criminal law (for example, arrest and charge) and by their nature, disrupt
criminal activity



using powers granted for the express purpose of disrupting crime before it
occurs by having a preventative effect (for example, enforcing control orders,
preventative detention orders and orders under the Proceeds of Crime Act),
and



exercising powers and having a collateral effect (for example, inspecting an
unregistered vehicle and discovering illicit drugs).

In the last two decades, a range of criminal offences have been introduced and the
AFP granted a number of powers specifically designed to have a disruptive effect
in respect of terrorism,518 serious and organised crime519 and child exploitation.520

516

Australian Federal Police Act 1979 (Cth) (AFP Act), s 8(1).
AFP Act, s 4.
518 For example, the Security Legislation Amendment (Terrorism) Act 2002 (Cth) introduced terrorism and
terrorist organisation offences into Divisions 101 and 102 of the Criminal Code and the Anti-Terrorism Act
(No.2) 2005 (Cth) introduced frameworks for control orders and preventative detention orders into Divisions
104 and 105 of the Criminal Code.
519 For example, the Proceeds of Crime Act 2002 (Cth) strengthened an existing conviction-based scheme
for forfeiting the proceeds of crime by providing for civil forfeiture and forfeiture of literary proceeds. In 2010,
further provisions were inserted into the Act to enable forfeiture of unexplained wealth.
520 For example, the Crimes Legislation Amendment (Sexual Offences Against Children) Act 2010 (Cth)
strengthened the child sex tourism offence regime and introduced new offences for dealing with child
pornography and child abuse material and using postal or carriage services for child sex related activity.
517
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The AFP provided the Review with a number of examples of disruption activity, all
of which were exercised in accordance with the function of providing police
services. Most did not involve the exercise of any special powers:


cautioning a suspect



maintaining a visual presence near premises at which suspected criminal
activity is occurring, including by door knocking



undertaking cross-border investigations with foreign law enforcement
agencies to prevent drug importations, and



working with other departments to alert their stakeholders (for example,
advising the Department of Human Services to alert medical practices and
Medicare call centres about theft of personal information by a criminal
syndicate).521

Australian Security Intelligence Organisation
38.26

ASIO’s purpose is to protect Australia’s security—the term ‘security’ is defined in
the ASIO Act as ‘the protection of, and of the people of, the Commonwealth and
the several States and Territories from’ specified threats, such as espionage,
sabotage and acts of foreign interference.’522 ASIO’s statutory functions give effect
to this purpose, enabling it to obtain, correlate, evaluate and communicate
information relevant to security, including through the exercise of special powers.

38.27

ASIO disrupts or reduces threats by collecting intelligence using covert or
overt means: it passes its intelligence to partner agencies to act on, works with
state and Commonwealth agencies in taskforces, or exercises its special powers
such as remote access of computers, telecommunications interception and
questioning and detention. This is evident from ASIO’s performance criteria in its
Portfolio Budget Statement, which include providing ‘effective advice, reporting
and services that assist the Australian Government and ASIO’s partners to
manage security risks and disrupt activities that threaten Australia’s security’.523
It is also evident from ASIO’s 2018-19 Annual Report, which provides a number of
examples of its direct contribution to disrupting terrorism-related threats,524

521

Australian Federal Police, Annual Report (2017-18) pg 33-35, 44-45.
Australian Security Intelligence Organisation Act 1979 (Cth) (ASIO Act) s 4 (emphasis added).
523 Australian Security Intelligence Organisation Portfolio Budget Statement (2018-19) Table 2.2 –
Performance Criteria for Outcome 1 pg 119.
524 Australian Security Intelligence Organisation Annual Report (2018-19) (ASIO Annual Report 2018-19)
pg 35.
522
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politically motivated violence525 and foreign interference526—on which ministers
have spoken publicly. Indeed, ASIO and its partner agencies rightly take pride in
the number of potential terrorist attacks they have disrupted and the number of
attempts by foreign actors to interfere in Australia’s body politic which have been
disrupted.

Australian Criminal Intelligence Commission
38.28

The ACIC’s functions enable it to collect, correlate, analyse and disseminate
criminal information and intelligence and, when authorised by the ACIC Board, to
undertake intelligence operations or investigate matters of federally relevant
criminal activity.527

38.29

The ACIC has coercive examination powers enabling an examiner to summons a
person to give evidence under oath and produce documents, with failure to do so
attracting a maximum penalty of up to five years imprisonment.528 These powers
are used to discover new insights into serious and organised crime in Australia
enabling the ACIC to discover, prevent and disrupt previously unknown criminal
threats.529 The ACIC Board must consider whether other information gathering
powers have been effective at ‘understanding, disrupting or preventing’ federally
relevant criminal activity before determining that an operation or investigation is a
special operation or investigation.530

38.30

Like ASIO, the ACIC can disrupt or reduce serious criminal activity either through
the intelligence collection process itself, or as a result of passing its intelligence to
police partners to act on. This is evident from ACIC’s Annual Report, which has as
one of its performance criteria, ‘producing intelligence with and for partners that is
effective in disrupting, disabling and dismantling serious and organised crime’.531

38.31

The Review received no submissions from the ACIC requesting threat reduction or
disruption functions in its legislation. The Review considers the ACIC’s existing
statutory functions appropriately support it to achieve the effect of preventing,
disrupting or reducing serious and organised criminal activity.

525

ASIO Annual Report 2018-19 pg 38.
ASIO Annual Report 2018-19 pg 43-45.
527 Australian Crime Commission Act 2002 (Cth) (ACC Act), s 7A.
528 ACC Act, s 21A.
529 Australian Criminal Intelligence Commission Annual Report (2018-19) (ACIC Annual Report 2018-19)
pg 19.
530 ACC Act, s 7C(2)-(3).
531 ACIC Annual Report 2018-19, pg iii.
526
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Australian Signals Directorate
38.32

ASD’s offshore disruption function is clear on the face of the Intelligence Services
Act 2001 (Cth) (IS Act). One of ASD’s legislative functions is to ‘prevent and
disrupt, by electronic or similar means, cybercrime undertaken by people or
organisations outside Australia’,532 for example, by undertaking an
offensive cyber operation to disrupt offshore cyber criminals selling stolen
Australian credit cards online.

International comparisons
38.33

As discussed in Chapter 12, with the exception of the US, Australia’s separation of
law enforcement from intelligence functions is broadly consistent with
arrangements in other Five Eyes countries.

38.34

Under its governing legislation, the Canadian Security Intelligence Service (CSIS)
can ‘take measures’ to reduce a ‘threat to the security of Canada’.533 The CSIS Act
does not define the activities which constitute a threat reduction measure, but
does provide that the activities cannot cause death or bodily harm, violate the
sexual integrity of an individual or wilfully attempt to obstruct, pervert or defeat the
course of justice.534 Further, the CSIS Act clarifies that CSIS’s threat reduction
function does not confer a law enforcement power. 535

38.35

New Zealand’s Intelligence and Security Act 2017 provides that ‘it is not the
function of an intelligence and security agency to enforce measures for national
security’ except in a limited range of areas, such as cyber security activities. 536

38.36

In the UK, both the Government Communications Headquarters and the
Metropolitan Police can execute interception and equipment interference warrants
for the prevention or detection of serious crime.537

38.37

The Federal Bureau of Investigation (FBI) in the US exercises law enforcement
functions, investigating all federal crime not exclusively assigned to another
agency538 and has a separate national security arm which can use intelligence
tools and capabilities to address the threat of terrorism.539 The FBI can exercise its

532

IS Act, s 7(1)(c).
Canadian Security Intelligence Service Act 1985 (Canada) (CSIS Act), s 12.1(1).
534 CSIS Act, s 12.2(1).
535 CSIS Act, s 12.1(4).
536 Intelligence and Security Act 2017 (NZ), s 16.
537 Investigatory Powers Act 2016 (UK), s 102(1)(a) and s 106(1)(a).
538 28 United States Code, s 533.
539 Intelligence Reform and Terrorism Prevention Act of 2004 (US), Title II, Sec. 2001
533
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powers, including powers of arrest and seizure under warrant, to effect
disruption.540

Legislated threat reduction functions
38.38

The Review initially received a submission suggesting that ASIO’s functions
should be updated to allow ASIO to undertake activities to mitigate threats to
security and prevent harm to Australia. The submission was later withdrawn.

38.39

It is both inevitable and entirely appropriate that agencies’ thinking on particular
issues evolved throughout the course of the Review. Further reflection and
discussion, as well as changes in the operating environment, all contribute to
issues being refined, reconceptualised or withdrawn.

38.40

But we believe ASIO is well equipped to reduce threats using its existing statutory
functions and powers. Indeed, threat reduction is already within ASIO’s design—it
is central to its mission.

38.41

Threat reduction and disruption are deliberate and considered outcomes of the
exercise of statutory functions and powers. They are not functions requiring
specific reflection in ASIO’s, or other agencies’, legislation. The practical effect of
threat reduction and disruption is the same: it delays, diverts or otherwise
complicates a thing—whether that thing is a criminal act or a capability, intention
or activity of concern to Australia’s security, foreign relations or economic
well-being.

38.42

The practical and intended effect of ASIO’s existing functions and powers reduces
and disrupts threats to security.

Recommendation 160
ASIO already lawfully engages in threat reduction and disruption activities and
there is no need for it to have a statutory threat reduction or disruption function.

540

Title 18, U.S. Code section 3107.
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Responding to online criminal activity
38.43

In its 2019 inquiry report into the impact of new and emerging information and
communication technology, the Parliamentary Joint Committee on Law
Enforcement (PJCLE) observed:
The rapid development and proliferation of new and emerging information and communications
technologies (ICTs) has resulted in a new investigative paradigm for law enforcement. These
developments are increasingly testing Australia’s legislative framework, much of which was
established before the prevalence of mobile devices, foreign-based service providers and
encrypted communications.
Many of the challenges facing law enforcement and intelligence agencies arise from the
application of new and emerging ICTs in ways that enable criminal activities to go undetected—
commonly described as ‘going dark’. These include the ‘dark web’; encryption; multiple data
storage platforms; cryptocurrency; social media; and messaging [applications]. 541

38.44

Home Affairs told us that criminal activity through the use of anonymising
technology such as the dark web represents a significant threat to Australians and
that the Australian law enforcement responses need to evolve in response,
particularly in relation to online child exploitation offences.

38.45

Home Affairs also submitted that the AFP is seeing increasing reports of online
child sexual abuse and that the sheer number of reports means that the traditional
law enforcement response of investigating and prosecuting perpetrators is not
having the effect it once did.

38.46

If investigation and prosecution of online offences is no longer always effective, it
is necessary to consider what other strategies are available, including disruption.

A role for the Australian Signals Directorate?
38.47

The Review believes there should be a NIC agency that is adequately equipped
with the skills and capabilities to respond to cybercrime, particularly in the context
of criminal activities ‘going dark’, leading us to consider which agency should lead
this response.

38.48

ASD already has a statutory function to ‘prevent and disrupt…cybercrime
undertaken by people or organisations outside Australia’.542 It can use its offensive
cyber capabilities offshore to ‘disrupt, degrade, deny and deter offshore

541

Parliamentary Joint Committee on Law Enforcement (PJCLE), Impact of new and emerging information
and communication technology (April 2019), paras 3.1 and 3.2.
542 Intelligence Services Act 2001 (Cth) (IS Act) s 7(1)(c).
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cyber criminals’.543 ASD can also use this power to disrupt offshore cybercrime
perpetrated by Australians, as long as appropriate ministerial authorisation is
given.544
38.49

ASD is not empowered to use its offensive cyber capabilities onshore.

38.50

There is an argument that, because ASD has the capabilities, skills and expertise
to disrupt cybercrime offshore, that expertise could be deployed to disrupt
cybercrime onshore. This function is held by ASD’s counterpart in the UK, the
Government Communications Headquarters (GCHQ).

38.51

GCHQ can exercise its functions ‘in support of the prevention or detection of
serious crime’. This function has been vested in GCHQ since the Intelligence
Services Act 1994 (UK) was first enacted in 1994. 545 GCHQ also has a global
remit—its governing legislation does not limit its activities to being conducted
offshore.

38.52

The Investigatory Powers Act 2016 (UK) enables GCHQ, when authorised by
warrant issued by the Secretary of State, to undertake any ‘targeted equipment
interference’ activities specified in the warrant. To issue the warrant, the Secretary
of State must be satisfied of matters, including that the warrant is necessary to
prevent and detect serious crime and the conduct authorised by the warrant is
proportionate to what is sought to be achieved by that conduct.546 In addition, a
Judicial Commissioner must review and approve the Secretary of State’s
conclusions.547

38.53

In contrast, ASD has no ability to obtain warrants to undertake disruption activities
within Australia. Its foreign intelligence collection and disruption activities are
authorised by the IS Act, and require ministerial authorisation if Australians are
involved.

38.54

The Review does not consider that ASD should be given an equivalent role to that
vested in GCHQ, for both principled and practical reasons. ASD and GCHQ are
counterpart agencies due to their signals intelligence roles, but there are also
differences between the two agencies. A key difference is GCHQ’s longstanding
onshore crime function, which is not replicated in ASD’s role and functions.548

543

Australian Signals Directorate, Annual Report (2018-19) (ASD 2018-19 Annual Report), pg 30.
IS Act, s 8(1)(a)(iii).
545 Intelligence Services Act 1994 (UK), s 3(2)(c).
546 Investigatory Powers Act 2016 (UK) s 102.
547 Investigatory Powers Act 2016 (UK) s 108.
548 IS Act, s 11.
544
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38.55

In this context, it is important to note that the drafting of UK legislation differs to
Australia’s approach. In the UK, legislation is expressed in broader, more
principled terms and is less specific and prescriptive than the Australian approach.
Hence, from the time GCHQ’s functions were legislated in 1994, it has had an
onshore crime function. Expanding ASD’s functions so it can use its offensive
cyber capabilities onshore to combat online child sexual abuse would be a
profound change. It would change the essential character of ASD and give it a
domestic enforcement role.

38.56

Leaving aside the question of principle, ASD was established to provide Australia
with an independent foreign signals intelligence collection capability, to assist the
ADF, to provide an offensive cyber capability offshore and to provide
cyber security advice onshore. It is the country’s only organisation with these
capabilities, which are central to our national security interests. Relative to law
enforcement agencies, ASD is small—just over 1,700 people with annual
expenditure of $779,475,000, compared to the AFP with over 5,300 people with
annual expenditure of $1,342,649,000, and the NSW Police with just over 21,000
and annual expenditure of $3,770,640,000.549

38.57

It would be exceedingly difficult to limit ASD’s domestic law enforcement role to a
single crime type—logic would drive it towards ‘serious and organised crime’.
And whatever the initial intentions of government, such a role would, over time, eat
into the only resource Australia has to reveal, though signals collection, the
secrets of those—state and non-state—who compete with us and/or seek to do us
harm. There is only one ASD and its focus should not be diluted.

Recommendation 161
ASD’s cybercrime function under section 7(1)(c) of the Intelligence Services Act
should not be extended to apply onshore.

The role of policing agencies
38.58

549

Cybercrime is the fastest growing area of criminal activity and is a serious
challenge across the board, including online child sexual abuse. Disrupting
cybercrime by pursuing prosecutions will not always be effective—in the same way

See tables in Chapter 12 of this Report.
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that prosecution is not always the most effective strategy in other crime types.
There is a role for the NIC to play in disrupting such offending onshore.
38.59

We think this role rightly sits with the AFP.

38.60

This is consistent with the AFP’s submission:
Disruption strategies, and the use of intelligence, are core policing activities…Traditional police
powers have been framed by reference to the police action that is focused entirely on the
collection of evidence for use in a criminal prosecution. That is, the availability of certain powers
may presuppose a particular outcome of police work rather than being focused on whether the
activity is legitimately within the policing functions of the AFP.

38.61

AGD submitted to the Review:
[I]n a disruption paradigm, an individual may have their rights significantly curtailed without
being aware that they are the subject of action by security and law enforcement agencies and
with no recourse to judicial oversight.

38.62

The IGIS submitted that:
[T]he cost, complexity and risk of unintended effects of some cyber disruption tools may be
underestimated. We note that the risk of unintended effects of cyber disruption, particularly
inside Australia, should not be understated.

38.63

The then Director-General of ASD observed in the context of ASD’s offshore
offensive cyber capabilities:
Every mission must be targeted and proportionate, and is subject to rigorous oversight. All our
actions are deeply considered, and subject to meticulous planning to consider the potential for
unintended consequences.550

38.64

We have already observed that the AFP undertakes disruption activity in the
course of investigating criminal offences (including preparatory offences). It has
extensive powers at its disposal to pursue persons suspected of engaging in
criminal activity—including the ability to engage in conduct that would otherwise be
unlawful—even if no prosecution is possible at the end of the investigation.551

38.65

The suggestion that the AFP needs to take a more active role in preventing and
addressing online crime is understandable, given the growing scale of the
problem. There is much the AFP can do under its existing powers, with technical
assistance and support from ASD as required. We are unconvinced that a more
specific disruption mandate, or additional powers, are needed.

550
551

Mike Burgess, ‘Offensive cyber and the people who do it’ (Speech, the Lowy Institute, 27 March 2019).
Crimes Act 1914 (Cth), Part IAB, Div 3

Page 219

Chapter 38 Threat reduction and disruption

Volume 3

38.66

We do have some principled concerns in this area, especially due to the nebulous,
and potentially very broad, nature of the concept of ‘disruption’. At one end of the
spectrum, the AFP could engage in reasonably uncontroversial ‘disruption’
activities, such as interfering with communications to a particular child abuse
website. However, at the other end of the spectrum are ‘disruption’ activities that
result in the destruction of property, such as a computer or server.

38.67

Although we completely accept that disrupting criminal activities is an essential
part of policing, we are reluctant to endorse a proposal that results in AFP being
given access to powers that allow it to destroy property. Our concerns with this are
twofold.

38.68

First, it is a fact that offensive cyber operations are highly complex and require
careful planning. This was highlighted in the submissions. A poorly planned or
executed operation could have disastrous implications, and may even compromise
computers that support the provision of essential services, affecting the lives or
livelihood of innocent people. All agencies, including the AFP, can and do make
mistakes and this would be no exception.

38.69

It is obvious that extensive due diligence would be required before the AFP could
launch computer operations to disrupt criminality. Putting aside whether the AFP
currently has the required technical expertise, we strongly suspect that the
due diligence required for the disruption activity would, more often than not,
provide AFP with sufficient information to make arrests or seizures, if the conduct
is being engaged in within Australia. This would clearly be the preferable path for a
law enforcement agency to take.

38.70

Second, a more specific disruption mandate for the AFP risks compromising
essential democratic rights. We are particularly concerned about empowering
police officers to pass conclusive judgement and act in accordance with that
judgement to destroy property.

38.71

Existing disruption tools allowing property to be destroyed or forfeited are all
court-supervised. The law enables an individual’s property to be seized and
forfeited under the Proceeds of Crime Act, but only after a judicial process.
Police may not simply seize and destroy property that they suspect of being a
proceed or instrument of crime—a court is rightly involved.

38.72

Certainly we believe the judiciary should be involved in any ‘disruption’ activity
which could result in the damage, destruction or forfeiture of property. This is
important given that there appears to be a tendency for some officials to consider
that “zapping” computers being used in child exploitation is a reasonable
response.
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38.73

Police making conclusive assessments of criminality would raise serious questions
about the separation of powers, given that the courts, not police, are responsible
for adjudicating criminal guilt in Australia. Such a move should not be taken
lightly—it is the equivalent of making the police the judge, jury and executioner,
and this would have fundamental consequences for the rule of law in Australia.

38.74

In fact, we do not think the lack of legislative tools is what holds the AFP back from
being effective in disrupting online crime. Online cyber disruption operations are
highly complex, and require special skills, equipment and training. The PJCLE
recommended that there should be ‘dedicated agency funding with sufficient
flexibility to enable law enforcement agencies to respond to the escalating
challenges of cybercrime’.552 We agree and think this is actually the key issue.
The AFP must develop the highly specialised skillset necessary to respond to the
challenges posed by online crime.

38.75

ASD can, and should continue to, support the AFP through the provision of
technical support and assistance. But, over time, the AFP should be positioned
and skilled to fight most cybercrime itself. And there is no reason why ASD could
not provide extensive support to the AFP, including through the secondment of
specialised staff to assist in the upskilling of the AFP, and to come in and provide
expertise on especially high end challenges. But we need to keep in mind that
Australia has only one ASD, which is small relative to the size of law enforcement.

38.76

If existing disruption powers are considered to be inadequate in respect of
cybercrime, any disruption activity involving damage to or destruction of property
should require judicial approval.

Recommendation 162
The AFP, with ASD’s assistance, should develop high end capability to fight
cybercrime and fully utilise its existing powers to disrupt online offending.

552

PJCLE, Impact of new and emerging information and communication technology (April 2019), para 5.104.
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A covert or delayed notification search power
39.1

The Review considered whether it was appropriate for the ACIC to have access to
a regime that allows search of a premises to occur with either delayed notification
(a delayed notification search power) or no notification (a covert search power).
These powers would both be exercised covertly. Currently, only the AFP has
access to a delayed notification search power at the Commonwealth level and only
ASIO has access to a covert search power.

39.2

Under the Australian Crime Commission Act 2002 (Cth) (ACC Act), the ACIC has
a notice to produce power and a search warrant power, both of which are
exercised overtly. A notice to produce power requires a written notice to be served
on a person compelling the person to provide the specified documents or items to
the ACIC.553 A search warrant power is also, ultimately, overt—it may only be
issued for the purpose of seizing certain things which, if a notice to produce were
issued, would be concealed, lost, mutilated or destroyed.554

39.3

In the case of a delayed notification search power, the occupier of the premises is
not immediately notified of the search. An AFP officer555 may apply for a delayed
notification search warrant if the officer:

39.4



suspects, on reasonable grounds, that one or more terrorism offences
punishable by seven years or more imprisonment have been, are being, are
about to be or are likely to be committed, and that entry and search of
particular premises will substantially assist in the prevention or investigation
of one or more of those offences, and



believes, on reasonable grounds, that it is necessary for the entry and search
of the premises to be conducted without the knowledge of the occupier of the
premises or any other person present at the premises.556

A judge or nominated Administrative Appeals Tribunal (AAT) member may issue
the warrant if satisfied that there are reasonable grounds for the officer to hold

553

Australian Crime Commission Act 2002 (Cth) (ACC Act) s 21A(1).
ACC Act, s 22(1)(b).
555 The AFP officer applies to a chief officer, who must authorise the application, before it is forward to the
issuing authority: Crimes Act 1914 (Cth) (Crimes Act) s 3ZZBB.
556 Crimes Act, ss 3ZZAA(4), 3ZZBA.
554
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those suspicions and belief.557 In determining whether the warrant should be
issued, the judge or AAT member must have regard to a number of factors,
including:


the extent to which the exercise of the powers would assist the prevention or
investigation of the offence



the existence of alternative means of obtaining the evidence



the extent to which the privacy of any person is likely to be affected



the nature and seriousness of the offence, and



any conditions to which the warrant should be subject.558

39.5

A delayed notification search warrant expires no more than 30 days after the day
on which it is issued,559 and the occupier of the subject premises must generally be
notified of the search within six months of the warrant being issued. 560

39.6

The delayed notification search warrant was inserted in the
Crimes Act 1914 (Cth) (Crimes Act) by the Counter-Terrorism Legislation
Amendment (Foreign Fighters) Act 2014 (Cth). In the parliamentary debates
accompanying the enabling Bill’s introduction, the then Attorney-General,
Senator the Hon George Brandis QC, justified the introduction of these warrants
as follows:
Currently, if the AFP wishes to search a premise they are required to notify the occupant at the
time the warrant is executed and must allow the occupant to observe the search. This
immediately notifies suspects of police interest in their activities, allowing a person to change
their plans to avoid further detection, relocate their operations, or conceal or destroy evidence.
It also provides a suspect with the opportunity to notify their associates, who may not yet be
known to police, allowing the associates to cease their involvement with the known suspect,
destroy evidence, expedite their plans or avoid detection in other ways.
A delayed notification search warrant scheme will overcome these risks by allowing the AFP to
covertly enter and search premises without the knowledge of the occupier of the premises, and
then provide notification at a later date. By delaying notification of the execution of the warrant,
the AFP will have the significant tactical advantage of allowing an investigation to remain
confidential.561

557

Crimes Act, s 3ZZBD(1). The judge must be a Judge of the Federal Court of Australia or of a state or
territory Supreme Court: Crimes Act, s 3ZZAD(1).
558 Crimes Act, s 3ZZBD(2).
559 Crimes Act, s 3ZZBE(1)(h).
560 Crimes Act, s 3ZZBE(1)(i).
561 Commonwealth, Parliamentary Debates, Senate, 24 September 2014 (Sen George Brandis,
Attorney-General) pg 6999.
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In the case of a covert search power, there is no requirement to ever notify the
occupier of the premises that a search has occurred. ASIO’s search power allows
for a search of premises to be executed with no requirement to notify the occupier
of the premises. The Attorney-General is only to issue a search warrant to ASIO if
satisfied that there are reasonable grounds for believing that access by ASIO to
records or things on particular premises will substantially assist the collection of
intelligence in respect of a matter that is important in relation to security. 562 ASIO’s
authority to execute a search warrant lasts for up to 90 days from the warrant
being issued.563 During this time, the warrant can only be executed once and for as
long as the grounds on which it was issued continue to exist.564

Submissions
39.8

The ACIC submitted that having the ability to obtain intelligence and evidence
covertly is essential as:
It allows the ACIC to identify previously unknown threats and fill intelligence gaps without the
knowledge of the criminal entities the ACIC is observing. In the national security environment,
NIC agencies have powers to undertake their work in secret. The same need for secrecy is
important in the criminal intelligence environment.

39.9

Home Affairs submitted that ‘the use of covert powers such as Delayed
Notification Search Warrants fits neatly with [the ACIC’s] mandate to collect
intelligence against Australia’s highest threat serious and organised criminal
targets’.

39.10

In relation to its coercive questioning powers, the ACIC noted that:
Non-publication directions protect information obtained under examinations from disclosure,
restricting how the information is used. The witness is also required to keep the existence of the
examination confidential, both for their own protection and to ensure the ACIC operation or
investigation can continue in secret.

39.11

The ACIC submitted that ‘the same need for secrecy is required for collection of
intelligence and evidence under ACC Act search warrants’. As such, it proposed:
[A]n express power under the ACC Act that authorises the ACIC, for the purposes of a special
ACIC operation/investigation (therefore with reference to offences relevant to that particular
operation or investigation), to conduct searches of premises under a warrant without the

562

Australian Security Intelligence Organisation Act 1979 (Cth) (ASIO Act) s 25(2).
ASIO Act, s 25(10).
564 See, for example, Parliamentary Joint Committee on Legal and Constitutional Affairs, Review of
Anti-Terrorism Bill (No. 2) 2005, para 6.176.
563
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occupier’s knowledge and without notifying the occupier of the premises at the time the warrant
is executed.

39.12

In the Review’s view, this is a delayed notification search warrant with a threshold
extending to serious and organised criminal intelligence, rather than serious
terrorism offences. Home Affairs submitted that:
[A]ccess to [delayed notification search warrants] in respect of non-terrorism offences should
only be provided as a last resort measure, where other investigative methods have been
unsuccessful or would be unsuitable in the circumstances, with appropriate safeguards and
accountability mechanisms limiting the use of [delayed notification search warrants].

39.13

39.14

The ACIC noted delayed notification search warrant powers are available in
various forms around Australia:


in NSW for a range of serious indictable offences such as supply,
manufacture of drugs, money laundering, corruption, homicide, destruction of
property, vehicle rebirthing, sexual assault, and child prostitution or
pornography which are punishable by imprisonment for a period of seven or
more years565



Queensland has a covert search warrant scheme for terrorism, organised
crime and certain other serious offences attracting a penalty of life
imprisonment which involve injury or death or the risk of serious injury or
death of a person,566 and



in Victoria, the Drugs Poisons and Controlled Substances Act 1981 (Vic)
allows delayed notification search warrants to be obtained in respect of
certain drug offences.567

The Review also considered whether a covert search power, with no notification
requirement, would be more appropriate given the nature of the ACIC’s activities.
The ACIC submitted that both a covert search power with no notification
requirement and a delayed notification search warrant would be beneficial in its
operating context, and provided the Review with classified case studies that
illustrated where such powers would add to intelligence collection.

565

Law Enforcement (Powers and Responsibilities) Act 2002 (NSW) s 46A.
Police Powers and Responsibilities Act 2000 (Qld) s 211(4) (definition of ‘terrorism’), s 212, sch 6
(definitions of ‘designated offence’ and ‘organised crime’).
567 Drugs Poisons and Controlled Substances Act 1981 (Vic) s 81.
566
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Review findings
39.15

The Review does not doubt that a delayed notification search warrant power, or a
covert search warrant power, would be valuable for the ACIC. However, these
powers are extraordinary.

39.16

We agree with the Australian Human Rights Commission submission warning
against a levelling up or levelling down of warrant thresholds for the sake of
consistency. The IGIS took a similar view. We think the caution encouraged in
relation to warrant thresholds is equally applicable to the availability of powers.
In this regard, the fact that the AFP has access to a delayed notification
search warrant in respect of terrorism offences, and that the ASIO Act contains a
covert search warrant, does not necessarily mean the ACIC should have access to
either.

39.17

In respect of delayed notification search warrants, the primary objective of regimes
across the Commonwealth and states and territories is to obtain evidence of a
specific crime. In the Commonwealth context, the power is only available to the
AFP in relation to terrorism offences. In the state and territory context, the power is
limited to serious offences.

39.18

A delayed notification search warrant for the ACIC would be broader than the
existing Commonwealth schemes in two respects—it would be available:


for the purpose of collecting intelligence, rather than obtaining evidence, and



in relation to a wide range of criminal activity, as set out in the ACC Act,
rather than terrorism offences.

39.19

Access to a delayed notification warrant scheme is extraordinary and has, to date,
been reserved for exclusive use by law enforcement to support the gathering of
evidence for use in a criminal proceeding. The Review considers use of a delayed
notification search warrant power by the ACIC for criminal intelligence collection
purposes would be problematic. Unlike criminal investigations, which are focused
on the collection of evidence for the purpose of charging and prosecuting
individuals, there is no identifiable point at which an intelligence collection
operation becomes overt. These operations are not focused solely on collecting
evidence to prosecute, but also on collecting intelligence ‘to identify new and
emerging serious and organised crime threats and criminal trends’. For this
reason, it is difficult to see how notification requirements would sensibly operate.

39.20

In respect of a covert search power, the case studies provided by the ACIC
demonstrated how such a power could contribute to the performance by the ACIC
of its criminal intelligence collection functions. However, covert search powers are
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extraordinary. Not only do these powers intrude on a person’s right to privacy, they
do so covertly, depriving a person of their right to know they have been intruded
upon, and to appeal and have reviewed the basis on which that intrusion took
place. Because of this, the power should only be available in very limited cases.
Indeed, the Review notes that Justice Hope concluded that such a power should
only be available to ASIO for espionage,568 but not for domestic subversion ‘unless
the Minister is satisfied that the person is already engaged in subversive
activities’.569
39.21

Further, the ACIC’s functions are defined by reference to ‘federally relevant
criminal activity’, which is in turn defined as an offence which involves two or more
offenders, substantial planning and the use of sophisticated methods and
techniques, is committed in conjunction with other offences of a like kind, and is
punishable by three or more years imprisonment.570 In addition, the ‘offence’ must
be ‘federally relevant’, either because it is an offence against a law of the
Commonwealth or a law of a Territory, or because it is an offence against a law of
a State with a federal aspect.571

39.22

While it is clearly important for criminal activity of this kind to be investigated, it
does not justify the same level of intrusion as protecting the nation from threats to
security—that is, espionage, sabotage, politically motivated violence, promotion of
communal violence, attacks on Australia’s defence system, acts of foreign
interference, and threats to Australia’s territorial and border integrity. 572
The functional focus of agencies is relevant to whether the conferral of certain
intrusive powers is justified. It would be a significant expansion of powers and, by
extension, a significant diminution of rights, and is a classic case of each agency
wanting what other agencies have.

39.23

The Review also notes that many of the ACIC’s other intrusive powers are already
limited to evidence gathering. For example, it can only obtain surveillance device
and interception warrants for evidentiary purposes.

568

Justice Robert Hope, Royal Commission on Intelligence and Security (1976) (RCIS) (Fourth Report) vol 1,
para 163.
569 RCIS, Fourth Report, vol 1, para 165.
570 ACC Act, s 4.
571 A state offence may have a federal aspect because: (a) it potentially falls within a Commonwealth
legislative power because of the elements of the State offence or the circumstances in which it was
committed; or (b) the investigation of the State offence by the ACIC is incidental to its investigation of, or
undertaking of an intelligence operation in relation to, an offence against a law of the Commonwealth or a
Territory (ACC Act s 4A(1)). When a State offence has a federal aspect is defined exhaustively under
section 4A.
572 ASIO Act, s 4 (definition of ‘security’).
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39.24

While there may be an additional intelligence dividend that could be derived from
delayed notification search warrants, it is arguably trite to point out that more
power typically yields more intelligence. The case studies presented to the Review
did not identify any harm caused to the ACIC’s intelligence investigations by its
inability to covertly search premises. For example, it may be that there were other,
more proportionate ways to further the investigation, or that the intelligence
dividend to be obtained was not as high as suggested. Our point is that, while the
collection of intelligence by way of a covert search power may have been useful in
these cases, they do not demonstrate that it was so vital as to justify the conferral
of this extraordinary power.

39.25

The Review does not believe the case put forward by the ACIC is powerful enough
to justify access to a particularly intrusive covert search warrant power.
Covert search warrants are extraordinary.

Recommendation 163
The Australian Crime Commission Act should not be amended to introduce a
covert or delayed notification search warrant power for the ACIC.

Coercive examinations offshore
39.26

The ACC Act provides the ACIC with coercive examination powers.573
These powers are extraordinary and recognise that traditional law enforcement
methods are often ineffective in combating serious and organised crime. The
examination powers are similar to those available to a Royal Commission.

39.27

An ACIC examiner—an independent statutory officer appointed under the
ACC Act—may conduct an examination for the purposes of a special
ACC operation/investigation, which includes an intelligence operation.574
An examiner may only exercise these powers where the ACC Board has
determined that a matter is a special operation or a special investigation. Before
making such a determination, the Board must consider whether ordinary police
methods of collection have been, or are likely to be, effective.575

39.28

Any person can be summoned by an examiner to appear at an examination to give
evidence or produce any document or thing576—failure to attend, answer the

573

ACC Act, Div 2 of Part II.
ACC Act, ss 24A(1) and 46B.
575 ACC Act, ss 7C(2)-(3).
576 ACC Act, s 28(1).
574
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questions asked or produce any document or thing required is an offence
punishable by up to five years’ imprisonment.577 A person cannot refuse to answer
a question on the basis of self-incrimination578 and may be held in contempt of the
ACC.579 An examiner may also apply to the Federal Court seeking a warrant for the
arrest of a person who fails to attend an examination or produce any document or
thing.580
39.29

While the ACIC itself is not geographically constrained, it cannot exercise its
coercive examination powers offshore. This is consistent with Australia’s limited
ability to enforce its laws outside Australian territory, given it lacks effective control
and jurisdiction.

39.30

The Review was asked to consider whether the ACIC should be able to exercise
its coercive examination powers offshore, with any information obtained
admissible as evidence in Australia. The Review was also asked to explore the
possibility of facilitating the provision of evidence remotely to an examination being
conducted in Australia from witnesses located offshore.

39.31

The Review had regard to the fact that Australia’s most significant criminals are
now based almost exclusively offshore.

39.32

The ACIC conducts operations offshore in a declared manner and relies on the
host country and partner agencies to support its activities. These operations are
usually conducted under the controlled operations framework in the Crimes Act.
However, the ACIC cannot use its coercive examination powers as part of such
operations.

39.33

The Review benefited from two case studies that demonstrated situations where
the ACIC was unable to collect intelligence due to the geographic limitation of its
examination provisions in the ACC Act.

Review findings
39.34

The Review accepts that the transnational nature of serious and organised crime
requires the ACIC be able to engage offshore.

577

ACC Act, ss 30(1), (2), (6).
However, where a person claims an answer, document or thing might tend to incriminate him or her, that
answer, document or thing will not be admissible in evidence against him or her (this is known as a use
immunity): ACC Act ss 30(4)-(5). Notwithstanding this, the person is still required to comply with the request
and, to that extent, the privilege against self-incrimination is abrogated.
579 ACC Act s 34A
580 ACC Act ss 31(1)(b)-(c).
578
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39.35

However, while crime may transcend Australian borders, Australia’s ability to
enforce its laws outside its territory is limited. This is especially the case for
powers such as coercive examinations, which rely heavily on Australian courts for
enforcement, through both contempt proceedings and prosecution of offences.

39.36

To the extent that evidence does need to be obtained from overseas, longstanding
arrangements for mutual assistance in criminal matters are one option. Under the
Mutual Assistance in Criminal Matters Act 1987 (Cth), the ACIC can request
assistance from foreign countries in relation to the investigation and prosecution of
criminal and related matters. This includes requesting a foreign country to take a
witness’ evidence in the foreign country.581 Evidence obtained via this process—
which is usually obtained by a partner agency in the foreign jurisdiction on behalf
of or in cooperation with the requesting entity—is admissible in court.582

39.37

The ACIC submitted that the mutual assistance framework ‘can be problematic in
practice’.

39.38

A second option, suggested by the ACIC, is to amend the ACC Act to enable
offshore examinations. This model is not without precedent. Under the
Royal Commissions Act 1902 (Cth), an Australian Commission may enter into an
arrangement with a foreign country under which:


a foreign law must give the Australian Commission in question authority to
take evidence and conduct inquiries in relation to a specified matter,583 and



the taking of evidence on oath or affirmation is only permissible under an
arrangement between Australia and the foreign jurisdiction.584

39.39

Our starting point is that options to obtain the evidence under existing legislation
should be fully explored before new legislation is enacted. We do not think that the
ACIC has given adequate consideration to the use of mutual assistance laws to
obtain evidence from overseas.

39.40

The process for mutual assistance can be lengthy. This is understandable given it
is a cooperative process between sovereign nations. However, we see no reason
why it would be any faster or simpler to gather evidence overseas if the ACC Act
were amended in a manner similar to the Royal Commissions Act.

39.41

Unlike the processes for mutual assistance, implementing requirements under the
Royal Commissions Act would not be familiar to a foreign country. The Review has

581

Mutual Assistance in Criminal Matters Act 1987 (Cth) (Mutual Assistance Act) s 12(1).
Foreign Evidence Act 1994 (Cth) pt 3.
583 Royal Commissions Act 1902 (Cth) (Royal Commissions Act) s 7A.
584 Royal Commissions Act, s 7B.
582
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received no information about how the process for making arrangements along
these lines would be quicker or more efficient than the mutual assistance
processes. Indeed the preconditions for assistance under the Royal Commissions
Act appear to be more onerous than those for seeking mutual assistance.
39.42

Any formal cooperation arrangements between nation states—whether undertaken
using a model based on the Royal Commissions Act or mutual assistance—will be
protracted and complex. In addition, arrangements to facilitate coercive
examinations offshore concern extraordinary powers not available in some
countries, which would likely present barriers to international cooperation.

Recommendation 164
The Australian Crime Commission Act should not be amended to allow the
conduct of coercive examinations offshore.

Video evidence from offshore witnesses to be used in examinations
39.43

The Review has no principled concerns about the proposal that the ACIC should
be able to obtain evidence via video link from witnesses located offshore.
The ACIC noted that it understood that the Royal Commission into Institutional
Responses to Child Sexual Abuse ‘used technology to obtain evidence from
witnesses overseas in their Australian proceedings’. The ACIC pointed to the lack
of an express ability to do this.

39.44

One barrier might be the admissibility of evidence obtained from a witness located
offshore. Both the Royal Commissions Act 1902 (Cth) and the Foreign Evidence
Act 1994 (Cth) provide for the admissibility of overseas obtained evidence under
an arrangement made under the Royal Commissions Act or pursuant to a request
for mutual legal assistance from the Attorney-General.585 Evidence obtained
overseas outside of these two frameworks would generally not be admissible in an
Australian court. Admissibility of evidence taken from a witness overseas can
readily be facilitated by using mutual assistance processes.

39.45

There may also be practical reasons why the ACIC consider the use of video link
would not be effective. It is the strict penalties and extensive powers afforded to an
examiner that give the framework its coercive character and there are likely to be
challenges in enforcing offences where the witness is located outside Australia.
However, given the experience of the Royal Commission into Institutional

585

Royal Commissions Act, s 7B; Foreign Evidence Act 1994 (Cth), s 24.
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Responses to Child Sexual Abuse, these seem unlikely to be insurmountable,
especially where the witness is cooperative.
39.46

The Review considers the ACIC should further investigate taking evidence via
video link under existing arrangements for mutual legal assistance in criminal
matters before it further pursues amendments.

Power to request information from the private sector
39.47

Under section 21A of the ACC Act, the ACIC can require a person to produce a
document or thing relevant to a special ACIC operation or investigation.586

39.48

The Review has considered the ACIC’s suggestion that the ACC Act be amended
to allow it to request information relating to a special ACIC operation or
investigation, such as from a financial institution about an account held or a
transaction conducted with that institution, as an additional power to encourage
voluntary provision of information. Under the proposed power, a person would not
be compelled to provide information but would be granted immunity from
civil liability in providing that information to the ACIC. The compulsory section 21A
notice power would remain for use where appropriate.

39.49

Many private sector bodies have an obligation of confidentiality to their clients and
must comply with privacy legislation, unless a law requires or permits the
disclosure or provides immunity from civil action, or where the client has
consented.

39.50

The Review considered whether a civil immunity would encourage the voluntary
provision of information to the ACIC demonstrated in the following examples:

39.51

586



a safe deposit box or self-storage facility company notes suspicious
behaviour of its client, or witnesses illicit contents of a storage facility, and
wishes to report this to the ACIC, but requires an immunity for the act of
breaching the customer’s privacy, and



a conference venue, hotel or travel booking company is aware of
reservations for particular entities that the ACIC may have an interest in
(such as an outlaw motorcycle gang gathering at a particular location) but the
provision of information may breach privacy or commercial obligations to the
individual unless the ACIC issues a notice.

The Review also considered the use of section 21A of the ASIO Act as an
alternative example framework. Section 21A establishes two frameworks providing

ACC Act, s 21A.
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protection from civil liability. The first applies to voluntary assistance provided in
accordance with a Director-General request. The second applies to unsolicited
disclosure of information.
39.52

There are competing interests at play here. On one hand, there is a person’s right
to be able to seek legal redress if his or her legal rights are infringed, such as
where an employee breaches a contractual obligation of confidentiality. On the
other hand, the ACIC has an important role in combating serious and organised
crime, and would benefit from the ability to receive such information.

39.53

In light of these competing interests, the proposed amendment requires careful
consideration and thorough justification. The ACIC would certainly benefit if
institutions or persons were able to voluntarily provide information in breach of
legal obligations, but this would come at the cost of the legal rights of the person to
whom those obligations were owed.

39.54

In fact the ACIC has some of the most powerful information gathering powers at its
disposal, including the ability to compel the provision of information under a notice
to produce, a search warrant or in a compulsory examination. In these
circumstances, the ACIC is able to compel a person or institution to provide the
required information.

39.55

The absence of this provision has not prevented the ACIC from having
‘longstanding coercive and voluntary collection from the private sector—an
invaluable source of intelligence and information’.

39.56

The Review finds that the necessity of affording immunity from suit, and the
proportionality of such an immunity in the context of the ACIC’s existing
information gathering powers, has not been demonstrated. In these
circumstances, we do not support legislative amendment to create such an
immunity in the ACC Act.

Recommendation 165
The Australian Crime Commission Act should not be amended to include a civil
immunity for private sector bodies that have provided information to the ACIC
voluntarily or on request.
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Extended notice to produce
39.57

A notice to produce issued under section 21A of the ACC Act requires a person to
attend, and produce a specified document or thing, at a specified time and
place.587 Arguably, this means that notices to produce are only retrospective in
their application and do not provide a basis for the ongoing provision of information
to the ACIC.

39.58

The Review considered whether the ACIC’s existing notice to produce powers
should be extended to allow for a suitable officer to make an order requiring an
agency or organisation to provide information relevant to an ACIC investigation
over a particular period, be that retrospective, prospective or both. This would
effectively create an information monitoring order scheme that would allow for
real-time notification of transactional activity by entities for all special ACIC
operations/investigations.

39.59

The Review does not think such a power is warranted. It would effectively oblige
the person on whom the notice is served to make continuous disclosures. This
seems to us to be a substantial burden that would require very strong justification.
For example, organisations—which may range from large financial institution to
small businesses—may need to build or adjust administrative and technical
systems to facilitate continuing disclosures, including systems to identify all new
information that falls within the scope of the notice as it is created. At its worst, the
ACIC’s proposal seeks to outsource the burden of identifying relevant information.

39.60

In the Review’s view, it is appropriate that the current framework requires the
ACIC to be limited in its ability to request the production of information. Coercive
information-gathering powers are exceptional in nature, especially when used for
intelligence purposes. An ongoing information-gathering power of this nature
would effectively facilitate continuous search. Providing the ACIC with such a
power is a disproportionate response to the administrative burden associated with
issuing multiple notices under section 21A. The Review also considers such a
power would increase the regulatory burden on people and organisations subject
to the notice. This increased burden is not justified by the administrative
efficiencies or possible additional intelligence the ACIC submits it may gain from
such a power.

39.61

The ACIC has also not satisfied the Review that it has fully considered the scope
of its existing notice to produce provision which arguably allows for a notice to be
issued seeking information prospectively—the examiner may require a person to

587

ACC Act, s 21A(1).
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attend at a specified time and place in order to produce a specified document or
thing. There is no requirement for that document or thing to already be in
existence at the time the notice is issued.
39.62

The Review sees a principled difference between issuing a notice seeking a
person to produce a specified document or thing, even if it does not yet exist or is
not yet in the person’s possession, as opposed to a continuous production
requirement. The regulatory burden imposed, and the proportionality of the
request, are fundamentally different.

Recommendation 166
The ACIC’s notice to produce powers under the Australian Crime Commission Act
should not be amended to allow it to compel the ongoing disclosure of
information over a particular time period.

Page 235

Chapter 40 Oversight and the National Intelligence Community

Volume 3

Chapter 40 Oversight and the National Intelligence
Community
40.1

Under Australia’s Westminster system, ministers are responsible for the activities
of the agencies within their portfolios, and accountable to the Parliament,588 and
through it the people.589 Ministerial control of intelligence agencies is discussed in
detail in Chapter 14. There are various other mechanisms for holding government
institutions to account, including review by courts and tribunals and the media
which, as the Hon Michael Kirby AC CMG observed in a speech in 1981, is:
a most potent, if sometimes heavy handed weapon…with its ever-ready willingness to expose
bureaucratic blundering and promote citizen well-being, as long as the latter happens to
coincide with a good story or a good picture. 590

40.2

The role of independent oversight bodies has become increasingly prominent in
Australia since the open government movement of the 1970s. When introducing
the Ombudsman Bill, the then Attorney-General, the Hon Kep Enderby QC, said:
The duties of a Minister of the Crown are such that he cannot effectively exercise responsibility
for all the many activities of departments under his administration. For these reasons the
existing remedies need to be supplemented by an institution for investigating complaints which
is independent and thorough, which can go behind the screen hiding the department or
authority from the citizen.591

40.3

Intelligence agency oversight, by its nature, differs from oversight of other
government agencies. Intelligence oversight in democracies must grapple with a
permanent conundrum: how to provide democratic control of those government
functions and agencies which are necessary for the state’s security but which must
also operate—to a certain extent—in secrecy. This secrecy is in contrast to the
transparency and open accountability which characterises the oversight of
non-intelligence agencies. Intelligence oversight must balance the transparency
and accountability required for open government with appropriate secrecy to
support agencies’ operational effectiveness. Intelligence oversight therefore
requires unique, purpose-built architecture.

588

Herbert Coombs, Royal Commission on Australian Government Administration (1974-1976) para 2.1.4.
Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence Agencies (1983-84)
(RCASIA) (Report on ASIO) para 17.42.
590 The Hon Michael Kirby AC CMG, ‘Administrative Law Reform in Australia: Problems and possibilities’
(Speech, Australian Public Service Board, 7 October 1981) accessed at <www.michaelkirby.com.au>.
591 Commonwealth, Parliamentary Debates, House of Representatives, 6 March 1975 (Kep Enderby,
Attorney-General) pg 1184.
589

Page 236

Volume 3

40.4

Chapter 40 Oversight and the National Intelligence Community

The Second Hope Royal Commission examined the limits of ministerial
accountability for ASIO and considered the Attorney-General’s heavy reliance on
the Director-General for knowledge of ASIO’s activities, including when
‘formulating a response to complaints that might come to his attention.’592
Justice Hope observed that:
there is strong pressure on the Attorney, as the responsible Minister, to satisfy himself that
ASIO conducts itself in a proper fashion. However diligent the Attorney may be, there are
practical limits on his ability to investigate and satisfy himself that ASIO is at all times acting
properly or appropriately.593

40.5

These concerns led Justice Hope to recommend the establishment of the
Inspector-General of Intelligence and Security (IGIS). The IGIS’ role was intended
to ‘provide an independent oversight of the agencies’ activities, give the public a
greater assurance that those activities are proper ones, and clear the agencies, or
bring them to task, as the case may be, if allegations of improper conduct are
made against them.’594

40.6

On introduction of the Inspector-General of Intelligence and Security Bill in 1986,
the then Attorney-General, the Hon Lionel Bowen MP AC, observed:
It is an irony that the very confidentiality of the agencies’ work seems to inspire demands to
expose and publicise their activities and that the trust placed in them to conduct their work in
confidence creates, in some, a want of trust.595

Defining ‘oversight’
40.7

According to the Geneva Centre for Security Sector Governance, ‘oversight’ is the
process of verifying whether laws and policies are complied with.596 In Australia,
oversight also extends to whether laws are effective and appropriate, for example
through the role of the Independent National Security Legislation Monitor.597
Oversight has been described as a system of democratic control,598 which
ultimately seeks to ensure that government agencies are operating in accordance

592

RCASIA, Report on ASIO, para 16.76.
RCASIA, Report on ASIO, para 16.77.
594 Commonwealth, Parliamentary Debates, House of Representatives, 22 May 1986 (Lionel Bowen,
Attorney-General) pg 3706.
595 Commonwealth, Parliamentary Debates, House of Representatives, 22 May 1986 (Lionel Bowen,
Attorney-General) pg 3703.
596 DCAF - Geneva Centre for Security Sector Governance, Intelligence Oversight (SSR Backgrounder
Series, 2017), pg 3.
597 Inspector-General of Intelligence and Security Act 1986 (Cth) (IGIS Act) s 4(a)(ii); Commonwealth
Ombudsman, Annual Report (2018-19) pg 58.
598 Daniel Baldino (ed.), Democratic Oversight of Intelligence Services (Federation Press, 2010) pg xii.
593
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with normative expectations that reflect society’s values.599 Ideally, the work of
oversight bodies should generate public trust in intelligence agencies, build their
legitimacy, and foster accountability.600
40.8

Oversight is multi-faceted. As with oversight of all government agencies,
intelligence oversight includes ensuring fiscal control, integrity, quality of output,
protection of rights, and investigation of misconduct and mismanagement.601

History of oversight arrangements in Australia
40.9

Following the Second World War, Australia’s intelligence agencies were
established by—and mostly functioned under—executive decrees. As discussed in
Chapter 6, ASIO, ASIS and the Defence Signals Bureau (the predecessor to ASD)
were established by executive authority. In 1956, ASIO became the first of these
agencies to be given a legislative foundation. However, the initial Australian
Security and Intelligence Organization Act 1956 (Cth) (1956 ASIO Act) was only a
limited instrument that set out ASIO’s functions, the position of Director-General
and the rights of employees.602

40.10

In the absence of legislation governing the functions and powers of ASIS and the
Defence Signals Bureau, and only brief coverage of these matters in the
1956 ASIO Act, Parliament had a limited oversight role. Parliament’s ability to
oversee the intelligence agencies was further constrained by the secrecy
surrounding the intelligence agencies’ activities and—in the case of ASIS and the
Defence Signals Bureau—their very existence.603 The original ASIO Act did not
impose a requirement to brief the Leader of the Opposition, so the Opposition had
few means to be apprised of ASIO’s activities.

40.11

Agency oversight was principally the responsibility of ministers, consistent with the
concept of ministerial responsibility. The effectiveness of this system was limited,
however, as it relied on Parliament having the information necessary to hold
ministers to account, which it often did not. The absence of information on the

599

Peter Gill and Mark Phythian, Intelligence in an Insecure World (Polity Press, 3rd ed, 2018) pg 157.
Zachary K Goldman and Samuel J Rascoff, ‘Introduction – The New Intelligence Oversight’ in Zachary K
Goldman and Samuel J Rascoff (eds), Intelligence Oversight: A Global View (Oxford University Press, 2016)
pg xxvi; Daniel Baldino, ‘Introduction: Watching the Watchmen’ in Daniel Baldino (ed.), Democratic Oversight
of Intelligence Services (Federation Press, 2010) pg 9.
601 Daniel Baldino, ‘Introduction: Watching the Watchmen’ in Daniel Baldino (ed.), Democratic Oversight of
Intelligence Services (Federation Press, 2010) pgs 9-10; Mark Lowenthal, Intelligence (Sage, 7th ed, 2017)
pg 303.
602 The ASIO Bill 1956 is discussed in greater detail in Chapter 6.
603 The existence of both ASIS and the Defence Signals Division (as the Defence Signals Bureau became in
1964) was not officially acknowledged until 1977.
600
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intelligence agencies also contributed to concerns about the partisan nature of
intelligence matters.
40.12

One of the Second Hope Royal Commission’s most significant recommendations
was the establishment of an Inspector-General of Security and Intelligence.604
Justice Hope recommended that the Inspector-General should be an
independent person who would have the power to enquire into allegations of
improper conduct.605 He envisaged that the Inspector-General would provide
independent advice to responsible ministers, which would reduce ministers’
reliance on agencies for information about their activities, giving ministers a
stronger basis to account to Parliament.606 He also thought the position would
provide greater public assurance about the appropriateness of agencies’
activities.607 He also stated that the existence of the Inspector-General would
provide agencies with the benefit of the discipline engendered by ongoing,
independent external review.608

40.13

Both Royal Commissions considered, but did not recommend, the establishment
of a parliamentary committee to oversee the intelligence agencies.609 While
Justice Hope considered Parliament was entitled to hold the Government to
account for executive actions,610 he preferred to strengthen the capacity of
ministers to account to Parliament rather than propose new lines of
accountability.611 He was concerned about how a parliamentary committee could
affect bipartisanship on national security612 and noted the limits on the information
which could be provided to Parliament.613

40.14

Justice Hope also noted the Canadian Royal Commission on Security had
considered that parliamentarians would need security clearances to carry out
oversight in a meaningful way and the ‘great complications if a Member nominated
by a political party were ever deemed unacceptable on security grounds.’614

Discussed in RCASIA, General Report, paras 3.19 – 3.26 and RCASIA, Report on ASIO, paras 16.86 –
16.102.
605 RCASIA, Report on ASIO, para 16.84.
606 RCASIA, Report on ASIO, para 16.84.
607 RCASIA, General Report, para 3.19.
608 RCASIA, Report on ASIO, para 16.78.
609 Justice Robert Hope, Royal Commission on Intelligence and Security (1976) (RCIS) (Fourth Report) vol 1,
para 457; RCASIA, Report on ASIO, para 17.34.
610 RCASIA, Report on ASIO, para 17.3.
611 RCASIA, General Report, para 3.28.
612 RCIS, Fourth Report, vol 1, para 461.
613 RCASIA, Report on ASIO, para 17.33.
614 RCIS, Fourth Report, vol 1, para 457. Neither Justice Hope, nor the Canadian Royal Commission on
Security, elaborated on the ‘great complications’ that would arise if a parliamentarian were to fail a security
clearance.
604
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He also distinguished the US oversight system of congressional committees from
Australia’s system on the basis that, in Australia, the ministers responsible for the
intelligence agencies were members of Parliament and directly answerable to it,
whereas in the US officials responsible for agencies were appointed by the
President and were not members of Congress.615

Oversight agencies
40.15

Australia’s intelligence oversight system features specialised bodies with distinct
roles, outlined below. These bodies are independent of each other and of the
agencies they oversee. In combination, the oversight bodies are designed to cover
all aspects of intelligence activities and legislation in the NIC.

The Inspector-General of Intelligence and Security
40.16

The Inspector-General of Intelligence and Security Act 1986 (IGIS Act) gave
legislative effect to Justice Hope’s recommendation and established the position of
the Inspector-General of Intelligence and Security.

40.17

The IGIS currently oversees ASIO, ASIS, AGO, ASD, DIO and ONI.616

40.18

The IGIS was established to assist ministers in overseeing the agencies for which
they are responsible and to assure Parliament and the public that the agencies are
subject to independent scrutiny.617 To do so, the IGIS has significant, wide-ranging
powers—essentially the powers of a standing Royal Commission—to compel the
giving of evidence under oath or affirmation, compel the production of documents,
and access agency premises.618 To address the need for secrecy, the IGIS is
required to keep secret the information that it receives from the agencies. 619

40.19

The IGIS can investigate complaints from members of the public and staff of the
intelligence agencies. The IGIS is able to conduct inquiries at the request of the
Prime Minister, Attorney-General or the responsible minister.620 Importantly, the
IGIS can undertake own-motion inquiries.621

615

RCASIA, Report on ASIO, para 17.30.
IGIS Act, s 8.
617 IGIS Act, s 4(d).
618 IGIS Act, ss 18 and 19.
619 IGIS Act, ss 20 and 34.
620 IGIS Act, s 9 (Prime Minister), s 8 (Attorney-General or responsible minister).
621 IGIS Act, ss 8(1)(a), 8(2)(a) and 10-14 (complaints); for example IGIS Act, ss 8(1)(a) and 8(1)(b) (own
motion inquiries).
616
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The IGIS is required to prepare an annual report on her or his activities.622
The Attorney-General must table a copy of the report in both Houses of Parliament
as soon as practicable after the report is received.623 The Attorney-General may
redact sensitive parts of the annual report.624 An unredacted copy of the report
must be provided to the Leader of the Opposition.625 The IGIS Act also provides for
the IGIS to report to ministers on the results of individual inspections, and on the
implementation of the IGIS’ recommendations.626 Where the minister agrees, the
IGIS publishes reports or summaries of the reports on the IGIS website. The IGIS
regularly makes submissions to parliamentary committees, and has a policy of
‘providing as much information about [its] activities as is consistent with [its]
secrecy requirements.’627

The Independent National Security Legislation Monitor
40.21

The Independent National Security Legislation Monitor (INSLM) was established in
2010. The then Attorney-General, the Hon Robert McClelland MP, said, when
introducing the INSLM Bill, that a number of inquiries and reviews had
recommended the introduction of an independent reviewer ‘to provide
comprehensive and ongoing oversight’ of counter-terrorism and national security
legislation.628 In particular, the INSLM was to review the national security laws
enacted since 11 September 2001.629

40.22

The Independent National Security Legislation Monitor Act 2010 (INSLM Act) was
informed by the UK’s Independent Reviewer of Terrorism Legislation. The
UK position had been created in 1984, following stand-alone reviews of terrorism
legislation during the 1970s. The UK Reviewer role had been established to ‘look
at the use made of the statutory powers relating to terrorism, and to consider, for
example, whether any change in the pattern of their use needed to be drawn to the
attention of Parliament.’630
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IGIS Act, s 35.
IGIS Act, s 35(4).
624 IGIS Act, s 35(5).
625 IGIS Act, s 35.
626 IGIS Act, ss 21-25A.
627 Inspector-General of Intelligence and Security, Annual Report (2018-19) pg 3.
628 Commonwealth, Parliamentary Debates, House of Representatives, 17 March 2010 (Robert McClelland,
Attorney-General) pg 2846. The Attorney-General referred to the PJCIS’ December 2006 report on its
Review of Security and Counter Terrorism Legislation and the Hon John Clarke QC’s November 2008 report
on the case of Dr Mohammed Haneef.
629 Commonwealth, Parliamentary Debates, House of Representatives, 17 March 2010 (Robert McClelland,
Attorney-General) pg 2846.
630 ‘History’, Independent Reviewer of Terrorism Legislation (Web Page)
https://terrorismlegislationreviewer.independent.gov.uk/history.
623
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40.23

The INSLM reviews the operation, effectiveness and implications of national
security and counter-terrorism laws, and considers whether the laws contain
appropriate protections for individual rights, remain proportionate to terrorism or
national security threats, and are necessary.631 Like the IGIS, the INSLM can
review these laws of his or her own initiative.632 But the INSLM does not oversee
agencies’ activities or investigate complaints.633

40.24

Like the IGIS, the INSLM has broad ranging powers to access all relevant
material, regardless of security classification.634 The INSLM can compel people to
answer questions, compel the production of documents, and hold public and
private hearings to inform his or her findings.635

40.25

The INSLM provides an annual report to the Attorney-General and reports to the
Prime Minister or the Attorney-General on reviews initiated by those ministers.636
The INSLM’s reports must be presented by the relevant minister to each House of
Parliament within 15 sitting days after the report is received.637

The Independent Reviewer of Adverse Security Assessments
40.26

The Independent Reviewer of Adverse Security Assessments (IRASA) was
established in 2012 to ‘add an additional level of independent scrutiny to
ASIO decision-making.’638 The IRASA provides a review process for people who
are assessed to be refugees but are not granted a permanent visa as a result of
an ASIO adverse security assessment.639 These people are not able to seek
review of an adverse security assessment through the Administrative Appeals
Tribunal under Part IV of the Australian Security Intelligence Organisation Act
1979 (Cth) (ASIO Act) because they are not Australian citizens or permanent
residents.

631

Independent National Security Legislation Monitor Act 2010 (Cth) (INSLM Act), s 6(1).
INSLM Act, ss 6(1)(a) and (b).
633 Section 6(2)(b) of the INSLM Act prohibits the investigation of complaints.
634 INSLM Act, s 26.
635 INSLM Act, ss 21-24.
636 INSLM Act, ss 29 and 30.
637 INSLM Act, ss 29(5) and 30(6).
638 The Hon Nicola Roxon MP, Attorney-General and Minister for Emergency Management, ‘Independent
Reviewer for Adverse Security Assessments’ (Media Release, 16 October 2012).
639 Attorney-General’s Department, Independent Review Function Terms of Reference
<http://www.ag.gov.au/NationalSecurity/Counterterrorismlaw/Documents/Independent-Review-FunctionTerms-of-Reference.pdf>.
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40.27

Following a review of an adverse security assessment, the IRASA provides an
opinion (with recommendations, if made) to the Director-General of Security.640
The Director-General must respond and may determine whether to take action if
he or she agrees with the IRASA’s opinion.641 The Attorney-General,
Minister for Home Affairs and the IGIS are also given copies of the
IRASA’s recommendations.642

40.28

Since its establishment in 2012, in all but one matter ASIO has furnished revised
assessments in accordance with the IRASA’s recommendation.643

Commonwealth Ombudsman
40.29

The Commonwealth Ombudsman is an independent statutory officer with functions
to undertake complaint investigations, own-motion investigations, compliance
audits and other oversight functions, including under the Public Interest Disclosure
Scheme. The position was established in July 1977 as part of a comprehensive
reform of Australian administrative law in the 1970s.644 The purpose of the
Ombudsman is to provide assurance that government departments and agencies
act with integrity and treat people fairly, and to influence enduring systemic
improvement in public administration in Australia.645

40.30

The Ombudsman’s jurisdiction extends to all NIC agencies, except ASIO, although
the Ombudsman advised the Review that it does not exercise its jurisdiction over
AIC agencies by convention. The Ombudsman also told us that it is seeking to
formalise this position through amendments to its regulations. We think this is
essential. Of the NIC agencies, the Ombudsman has only been active in relation to
Home Affairs, the AFP, AUSTRAC and the ACIC. Further, from a practical

Attorney-General’s Department, Independent Review Function Terms of Reference
<http://www.ag.gov.au/NationalSecurity/Counterterrorismlaw/Documents/Independent-Review-FunctionTerms-of-Reference.pdf>.
641 Attorney-General’s Department, Independent Review Function Terms of Reference
<http://www.ag.gov.au/NationalSecurity/Counterterrorismlaw/Documents/Independent-Review-FunctionTerms-of-Reference.pdf>.
642 Attorney-General’s Department, Independent Review Function Terms of Reference
<http://www.ag.gov.au/NationalSecurity/Counterterrorismlaw/Documents/Independent-Review-FunctionTerms-of-Reference.pdf>.
643 Australian Security and Intelligence Organisation, Annual Report (2012-13) pg 40; ASIO 2013-14 Annual
Report, pg 48; ASIO 2014-15 Annual Report, pg 45; ASIO 2015-16 Annual Report, pg 132; ASIO 2016-17
Annual Report, pg 125; ASIO 2017-18 Annual Report, pg 113; ASIO 2018-19 Annual Report, pg 125. In one
matter, the IRASA recommended a non-prejudicial security assessment but ASIO, on consideration of the
IRASA’s review, furnished a qualified security assessment - ASIO 2014-15 Annual Report, pg 45.
644 Carmel Meiklejohn, Making a difference – 40 years of the Commonwealth Ombudsman (Office of the
Commonwealth Ombudsman, 2017) pg 2.
645 Commonwealth Ombudsman, Annual Report (2017-18) pg 8.
640
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perspective, the Ombudsman is not adequately equipped to protect sensitive
national security information.
Recommendation 167
ASIS, AGO, ASD, ONI and DIO should be excluded from the Commonwealth
Ombudsman’s jurisdiction.
40.31

The Ombudsman also has specific inspection requirements. Since 1988, the
Ombudsman has been required to inspect AFP and ACIC records relating to
telecommunications interception, and report on their compliance to the relevant
minister.646 The Ombudsman’s inspection jurisdiction has since been extended to
cover a number of Commonwealth and state agencies’ access to stored
communications647 and telecommunications data,648 and use of surveillance
devices649 and controlled operations.650 The Ombudsman also oversees the
AFP’s activities in relation to preventative detention orders (used to prevent, or
preserve evidence of, a terrorist attack)651 and detention for the purposes of an
ASIO questioning and detention warrant.652

40.32

The Ombudsman has powers to compel the production of information and
documents,653 examine witnesses654 and to enter premises.655 Unlike the IGIS,
there are some restrictions on the Ombudsman’s powers in relation to national
security matters: for example, the Attorney-General may issue a certificate that
prevents the production of information for national security reasons656 and the
minister responsible for ASIO may declare that the Ombudsman cannot enter
premises for the purposes of an investigation where doing so might prejudice the
security or defence of the Commonwealth.657
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Telecommunications (Interception and Access) Act 1979 (Cth) (TIA Act) ss 83 and 84.
TIA Act, s 186B.
648 TIA Act, s 186B.
649 Surveillance Devices Act 2004 (Cth) (SD Act) s 55.
650 Crimes Act 1914 (Cth) s 15HS.
651 Criminal Code Act 1995 (Cth) sch 1, s 105.36.
652 Australian Security Intelligence Organisation Act 1979 (Cth) s 34K(11).
653 Ombudsman Act 1976 (Cth) (Ombudsman Act) s 9.
654 Ombudsman Act, s 13.
655 Ombudsman Act, s 14.
656 Ombudsman Act, s 9(3)(a).
657 Ombudsman Act, ss 14(2) and (3).
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Australian Commission for Law Enforcement Integrity
40.33

The Australian Commission for Law Enforcement Integrity is a specialised
law enforcement oversight body, headed by the Integrity Commissioner. Its role is
to detect, investigate and report on corrupt conduct in law enforcement
agencies.658 In appropriate circumstances, it refers corruption issues to law
enforcement agencies for investigation, and manages, oversees or reviews the
investigation of corruption issues by law enforcement agencies.659 It can also
conduct public inquiries into corruption issues.660 The Integrity Commissioner must
prioritise the detection and investigation of serious or systemic corruption.661

40.34

ACLEI oversees the ACIC, AFP, AUSTRAC and Home Affairs, as well as certain
aspects of the Department of Agriculture.662 Its powers include the ability to compel
the production of information,663 conduct hearings,664 apply for search warrants,665
and make arrests.666 However, the Attorney-General may issue a certificate that
prevents the production of information for national security reasons.667

Parliamentary committee oversight
40.35

In addition to these oversight bodies, Australia’s intelligence oversight system
features oversight by two parliamentary committees: the Parliamentary Joint
Committee on Intelligence and Security (PJCIS) and the Parliamentary Joint
Committee on Law Enforcement (PJCLE).

Parliamentary Joint Committee on Intelligence and Security
40.36

The first parliamentary committee with responsibility for oversight of an intelligence
agency was the Parliamentary Joint Committee on ASIO (PJC ASIO), established
in 1988 under the ASIO Act. The PJC ASIO was a Hawke Government initiative,
and was established notwithstanding Justice Hope’s decision not to recommend
the establishment of a parliamentary committee.668
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Law Enforcement Integrity Commissioner Act 2006 (Cth) (LEIC Act) ss 15(aa) and (a).
LEIC Act, ss 15 (b) and (c).
660 LEIC Act, s 15 (d).
661 LEIC Act, s 16.
662 LEIC Act, s 5 (definition of ‘law enforcement agency’).
663 LEIC Act, s 75.
664 LEIC Act, s 82.
665 LEIC Act, s 108.
666 LEIC Act, s 139.
667 LEIC Act, ss 149 and 150.
668 RCIS, Fourth Report, vol 1, para 457; RCASIA, Report on ASIO, para 17.34.
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40.37

In establishing the PJC ASIO, Prime Minister Hawke saw benefit in ‘imposing the
discipline of an external scrutiny of the intelligence and security agencies quite
independent of the Executive’.669 The establishment of the PJC ASIO was not
initially supported by the then Opposition. Further discussion of the establishment
of the PJC ASIO is contained in Chapter 6.

40.38

In 2002, the PJC ASIO was expanded to become the Parliamentary Joint
Committee on ASIO, ASIS and DSD. In 2005, the Committee became the
PJCIS and its establishing provisions were moved from the ASIO Act to the
Intelligence Services Act 2001 (Cth) (IS Act).

40.39

The PJCIS oversees the administration of ASIO, ASIS, AGO, DIO, ASD, ONI, as
well as some of the AFP’s activities relating to terrorism.670 The functions of the
PJCIS, as set out in the IS Act, are to:


review the agencies’ administration and expenditure



review matters referred to it by a responsible minister, or by parliamentary
resolution, and



report its recommendations to Parliament and the responsible minister.671

40.40

In recent years, the PJCIS has developed a practice of reviewing all draft national
security legislation.

40.41

The PJCIS is expressly prohibited from reviewing agencies’ operations and
activities.672

40.42

The PJCIS is discussed in further detail in Chapter 42.

Parliamentary Joint Committee on Law Enforcement
40.43

The PJCLE was established as the Parliamentary Joint Committee on the National
Crime Authority in 1984. The National Crime Authority was the predecessor to the
ACIC. In 2010, the Parliamentary Joint Committee on the National Crime Authority
became the PJCLE, and gained oversight responsibility for the AFP.

669

Commonwealth, Parliamentary Debates, House of Representatives, 22 May 1985 (Bob Hawke,
Prime Minister) pg 2888.
670 Intelligence Services Act 2001 (Cth) (IS Act) ss 29(1)(baa), 29(1)(be), 29(1)(bba)(i).
671 IS Act, s 29.
672 IS Act, s 29(3).
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40.44

The PJCLE monitors and reviews the performance by the ACIC and the AFP of
their functions, and also oversees the operation of Part 2-6 and section 20A of the
Proceeds of Crime Act 2002 (relating to unexplained wealth).673

40.45

The PJCLE can initiate its own inquiries.674 However, it is expressly prohibited from
reviewing sensitive operational information or operational methods, and particular
operations or investigations.675

International comparisons
United States
40.46

In the United States, there are separate Inspectors General within each of the
intelligence agencies and relevant departments.676 In addition, the
Inspector General of the Intelligence Community, located within the Office of the
Director of National Intelligence, has oversight of the US Intelligence Community
as a whole, including the ability to inspect individual agencies.677

40.47

The functions of the Inspectors General are to examine whether their agencies are
acting lawfully, effectively and efficiently.678 Inspectors General have broad
investigative powers679 and can undertake own motion investigations.680

40.48

The Inspectors General do not have the same level of independence as the IGIS.
Notably, they report to and are under the ‘general supervision’ of their respective
agency head,681 and the agency head may prohibit an investigation by certain
Inspectors General where ‘necessary to protect vital national security interests’.682

673

Parliamentary Joint Committee on Law Enforcement Act 2010 (Cth) s 7(1).
Parliamentary Joint Committee on Law Enforcement Act 2010 (Cth) ss 7(1)(b), 7(1)(e).
675 Parliamentary Joint Committee on Law Enforcement Act 2010 (Cth) s 7(2).
676 Including the Defense Intelligence Agency, National Geospatial-Intelligence Agency, National
Reconnaissance Office, National Security Agency, Central Intelligence Agency, Office of the Director of
National Intelligence, Department of Defense, Department of Energy, Department of Homeland Security,
Department of Justice, Department of State and the Department of the Treasury, per Council of the
Inspectors General on Integrity and Efficiency, ‘The Inspectors General’, (Paper, 14 July 2014) Appendix 1
<https://www.ignet.gov/sites/default/files/files/IG_Authorities_Paper_-_Final_6-11-14.pdf>.
677 50 USC § 3033 (2019).
678 50 USC § 3517a (2019); 50 USC § 3033b (2019); 5 USC App 2 § 2 (2019).
679 50 USC § 3517e (2019); 50 USC § 3033g (2019); 5 USC App 2 § 6 (2019).
680 50 USC § 3517c(1) (2019); 50 USC § 3033e (2019).
681 50 USC § 3517b(2) (2019); 5 USC App 2 § 3a (2019); 50 USC § 3033c(3) (2019). However, the term
‘general supervision’ is only a limited form of supervision per Council of the Inspectors General on Integrity
and Efficiency, ‘The Inspectors General’, (Paper, 14 July 2014) pgs 4-5
<https://www.ignet.gov/sites/default/files/files/IG_Authorities_Paper_-_Final_6-11-14.pdf>.
682 These include the Inspectors General of the Central Intelligence Agency (per 50 USC § 3517b(3) (2019)),
Intelligence Community (per 50 USC § 3033f (1) (2019)), the Defense Intelligence Agency, National
Geospatial-Intelligence Agency, National Reconnaissance Office and National Security Agency (per 5 USC
674
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If the agency head prohibits an Inspector General from investigating a matter, the
agency head is required to report to Congress on his or her reasons for doing so.
40.49

Inspectors General of the CIA, intelligence community and relevant departments
may only be removed by the President, who must provide reasons for removal to
Congress 30 days prior to doing so.683 The Inspectors General of the Defense
Intelligence Agency, National Geospatial-Intelligence Agency,
National Reconnaissance Office and National Security Agency can be removed by
agency heads, but the agency head must provide reasons for removal to
Congress 30 days prior to doing so.684 Inspectors General are required to report
regularly to Congress (including on agencies’ implementation of
recommendations).685

40.50

Legislative oversight of the US intelligence community is primarily provided by
two Congressional committees: the Senate Select Committee on Intelligence and
the House Permanent Select Committee on Intelligence.686 These committees
enquire into the efficiency and effectiveness of the US intelligence community.
The committees both have broad jurisdiction over the entire intelligence
community, although the House has exclusive jurisdiction over tactical military
intelligence.687 The committees are empowered to oversee the activities and
operations of the intelligence agencies, although they tend to only focus on
specific matters when major controversies have arisen.688

40.51

The composition of the committees depends on the political makeup of the
membership of the Senate and the House, with the majority of members and Chair
of each committee drawn from the majority party.689 The committees are supported
by security-cleared staff.690

App 2 § 8G(d) (2) (A) (2019)) and the Departments of Defense, Homeland Security, Justice and Treasury
(per 5 USC App 2 § 8, 8D, 8E and 8I (2019)).
683 50 USC § 3517b(6) (2019); 5 USC App 2 § 3(b) (2019); 50 USC 3033c (4) (2019).
684 5 USC App 2 § 8G(e) (2019).
685 50 USC § 3517d (2019); 5 USC App 2 § 5(a) (2019); 50 USC 3033k (2019).
686 In some cases, the Committees’ share jurisdiction with other congressional committees – Eric Rosenbach
and Aki J. Peritz, Confrontation or Collaboration? Congress and the Intelligence Community (Belfer Center
for Science and International Affairs, Harvard Kennedy School, July 2009), pg 19.
687 L. Elaine Halchin and Frederik M. Kaiser, ‘Congressional Oversight of Intelligence: Current Structures and
Alternatives’ (Report, Congressional Research Service, United States Congress, 2012) pg 6.
688 David Ludberg, ‘Democratic Accountability of the United States Intelligence Community’ in Daniel Baldino
(ed.), Democratic Oversight of Intelligence Services (Federation Press, 2010) pg 62.
689 S Res 400, 94th Congress (1976) (as amended) ss 2(a) and (b); Rules of the House of Representatives,
116th Congress, Rule X, clause 11(a)(1).
690 L. Elaine Halchin and Frederik M. Kaiser, ‘Congressional Oversight of Intelligence: Current Structures and
Alternatives’ (Report, Congressional Research Service, United States Congress, 2012) pg 12.
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United Kingdom
40.52

The UK’s intelligence oversight system features an independent, specialist
oversight body in the Investigatory Powers Commissioner. The Investigatory
Powers Commissioner was established in 2017 by the Investigatory Powers
Act 2016 (UK),691 which significantly reformed the UK’s intelligence legislation.
The Commissioner, and the Judicial Commissioners which form part of the
Investigatory Powers Commissioner’s Office, must be judicial officers.692 The
Commissioners’ functions are to both approve warrants for the use of intrusive
powers that have been issued by the minister,693 and provide independent
oversight of the use of investigatory powers.694 The Commissioner can also be
directed by the Prime Minister to review any of the functions of the
Security Service, the Secret Intelligence Service and the Government
Communications Headquarters.695

40.53

Parliamentary oversight is provided by the Intelligence and Security Committee.
The Committee was originally established in 1994 and now operates under the
Justice and Security Act 2013 (UK). The Committee’s functions include overseeing
the expenditure, administration, policies and operations of the Security Service,
the Secret Intelligence Service and the Government Communications
Headquarters.696 It also has scope to examine intelligence-related work of
non-intelligence service agencies, as well as the Joint Intelligence Committee, the
Assessments Staff, the National Security Secretariat, Defence Intelligence and the
Office for Security and Counter-Terrorism.697 The Committee is composed of
members from both Houses of Parliament.698 Before nominating a member to the
Committee, the Prime Minister must consult with the Leader of the Opposition.699

40.54

The Intelligence and Security Committee can review operational matters that the
Prime Minister and Committee are satisfied are not part of any ongoing operations
and are of significant national interest. The Prime Minister must ask the Committee

691

Investigatory Powers Act 2016 (UK) (Investigatory Powers Act) s 227.
Investigatory Powers Act, s 227(2).
693 The Commissioner’s warrant approval role is provided for in various provisions of the Investigatory
Powers Act, such as s 89 (retention of communications data), s 108 (equipment interference) and s 159
(bulk interception).
694 Investigatory Powers Act, s 229.
695 Investigatory Powers Act, s 230.
696 Justice and Security Act 2013 (UK) (Justice and Security Act) s 2(1).
697 Intelligence and Security Committee, Annual Report (2013-14) Annex A ‘Memorandum of Understanding’
para 8.
698 Justice and Security Act, s 1(2).
699 Justice and Security Act, s 1(5).
692
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to consider the matter, or consideration must be limited to information voluntarily
provided by the intelligence agencies or a government department.700
40.55

The Committee provides an annual report to the Parliament and may provide
reports to the Parliament at any other time.701 These reports must be sent to the
Prime Minister before being provided to Parliament.702 The Committee must
exclude matters from its reports if the Prime Minister, after consultation with the
Committee, considers that the matter would be ‘prejudicial to the continued
discharge of functions’ of the intelligence agencies or any person carrying out
activities in relation to intelligence and security matters.703

40.56

Special reports by the Committee include a report on Russia (October 2019), a
report on the 2017 terrorist attacks in London (May 2019) and a report on lethal
UK drone strikes in Syria (April 2017).704

Canada
40.57

The Canadian intelligence oversight system underwent significant change in 2019.
A single executive review agency (the National Security and Intelligence Review
Agency) and a new independent office-holder responsible for authorising warrants
(the Intelligence Commissioner) were established in July 2019.705

40.58

The National Security and Intelligence Review Agency (NSIRA) replaced several
oversight bodies that could each only oversee a single intelligence agency. 706 The
NSIRA is charged with reviewing the national security and intelligence activities of
all federal agencies and departments.707 In the course of its reviews, the NSIRA
may make any finding or recommendation that it considers appropriate, including
relating to compliance with the law, and the reasonableness and necessity of a
department or agencies’ actions.708 The NSIRA has full access to classified
information.709

700

Justice and Security Act, s 2(3).
Justice and Security Act, ss 3(1) and (2).
702 Justice and Security Act, s 3(3).
703 Justice and Security Act, s 3(4).
704 Reports of the Intelligence and Security Committee can be accessed at
<www.isc.independent.gov.uk/committee-reports/special-reports>.
705 National Security Act, SC 2019, c 13, Parts 1 and 2.
706 National Security and Intelligence Review Agency, ‘All Government of Canada national security and
intelligence activities now subject to independent expert review’ (Press Release, 17 July 2019).
707 National Security and Intelligence Review Agency Act, SC 2019, c 13 (NSIRA Act) s 8.
708 NSIRA Act, s 8 (3), 32 (2) and 33 (2).
709 NSIRA Act, s 9.
701
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40.59

The Intelligence Commissioner, a retired judge, is responsible for reviewing and
approving certain ministerial authorisations for the activities of the
Canadian Security Intelligence Service and the Communications Security
Establishment, including foreign intelligence, cyber security, Canadian datasets
and foreign datasets authorisations.710

40.60

Parliamentary oversight is undertaken by three separate committees. The National
Security and Intelligence Committee of Parliamentarians, established in 2017, is a
cross-party committee within the executive branch, comprised of serving
parliamentarians, rather than a parliamentary committee.711 Rather than having its
members appointed by Parliament, they are appointed by the Governor in Council
(the executive), on the recommendation of the Prime Minister.712 In addition, the
Committee reports to the Prime Minister rather than to the Parliament.713 Its
members have top secret security clearances and can review agency
operations.714 However, the Committee cannot review ongoing operations where
the appropriate minister determines that the review would be injurious to national
security.715 As a condition of their participation in the Committee, all members are
permanently bound to secrecy. Significant constraints are also placed on the
Committee’s access to certain types of information, particularly special operational
information.716

40.61

The remaining two Committees, the Standing Senate Committee on National
Security and Defence and the House of Commons Standing Committee on
Public Safety and National Security, work at the unclassified level. Although these
two Committees cannot access classified information, the Parliament can be
informed by ‘Officers of Parliament’, who can access classified information if
necessary.717 The Officers of Parliament carry out thematic duties assigned by

710

The various authorisations are set out in Intelligence Commissioner Act, SC 2019, c 13, ss 13 to 20.
National Security and Intelligence Committee of Parliamentarians Act, SC 2017, c 15 (NSICOP Act),
s 4(3).
712 NSICOP Act, s 5.
713 NSICOP Act, s 21.
714 National Security and Intelligence Committee of Parliamentarians, Mandate (Web Page) <www.nsicopcpsnr.ca/about-a-propos-de-nous-en.html>.
715 NSICOP Act, s 8(1)(b).
716 Cat Barker and Claire Petrie (Parliamentary Library Australia), Joanna Dawson and Samantha Godec
(House of Commons Library, United Kingdom), Holly Porteous (Library of Parliament, Canada), Pleasance
Purser (Parliamentary Library, New Zealand), ‘Oversight of intelligence agencies: a comparison of the “Five
Eyes” nations’ (Research Paper Series, 2017-28, Parliamentary Library Research Paper, Parliament of
Australia, 15 December 2017) pgs 28-29.
717 Barker et al. ‘Oversight of intelligence agencies: a comparison of the “Five Eyes” nations’ pgs 25-28.
711
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statute, such as the roles of Information Commissioner and Privacy
Commissioner.718

New Zealand
40.62

The NZ Inspector-General of Intelligence and Security was established in 1996,
and has recently been granted oversight of operationally sensitive matters and
broad powers, based on the Australian IGIS.719 The IGIS reviews the legality and
propriety of the actions of the Security Intelligence Service and the Government
Communications Security Bureau, including any matter where a New Zealander
has been adversely affected by those agencies. The IGIS can also receive
complaints, review the effectiveness and appropriateness of agencies’ procedures
and compliance systems, and review joint-approvals granted by the minister and
Commissioners of Intelligence Warrants (discussed below).720

40.63

Parliamentary oversight is conducted by the Parliamentary Intelligence and
Security Committee, which examines the policies, administration and expenditure
of intelligence agencies.721 The Committee is empowered to request the
Inspector-General to conduct an inquiry into the legality or propriety of the
activities of intelligence agencies, and receive sensitive information if the
Prime Minister considers disclosure is in the public interest.722 However, the
Committee is expressly prevented from inquiring into matters that are operationally
sensitive.723

40.64

The New Zealand oversight system also features Commissioners of Intelligence
Warrants. The Commissioners, who must be former High Court judges, are
responsible for approving warrants (along with the appropriate Minister) that
authorise activity that would otherwise be unlawful for the purpose of collecting
information about a New Zealand citizen or permanent resident, applications for
permission to access restricted information, and applications for approval to obtain

House of Commons Procedural Services, ‘Glossary of Parliamentary Procedure’ (Web Page)
<www.ourcommons.ca/About/Glossary/Index-e.html>.
719 In 2013, the NZ IGIS’ powers were expanded to allow the IGIS to initiate inquiries into the propriety of
agencies’ actions or practices on his or her own motion, per Sir Michael Cullen and Dame Patsy Reddy,
Intelligence and Security in a Free Society: Report of the First Independent Review of Intelligence and
Security in New Zealand (February 2016) para 3.67. In 2017, following a recommendation in the First
Independent Review report, the restriction on the IGIS’ ability to inquire into operationally sensitive matters
was removed –Intelligence and Security Act 2017 (NZ) (Intelligence and Security Act) s 158(1)(a).
720 Intelligence and Security Act 2017, s 158 (1).
721 Intelligence and Security Act 2017, s 193.
722 Intelligence and Security Act 2017, ss 193(1)(e) and 203(3).
723 Intelligence and Security Act 2017, s 193(2)(b).
718
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business records from telecommunications network operators and financial service
providers.724

France
40.65

One of the notable features of the French oversight landscape is the National
Oversight Commission for Intelligence-Gathering Techniques (the CNCTR).
The CNCTR’s role is to consider the use of intelligence techniques by the French
intelligence agencies—the Prime Minister approves the use of intelligence
techniques, but must consult with the CNCTR before doing so (authorising the use
of an intelligence technique).725 Its members are drawn from the legislative and
judicial branches of government, in addition to a technical expert from the
telecommunications regulatory authority.726

40.66

A joint parliamentary committee, the Delegation Parlementaire au Renseignement
(the DPR) conducts parliamentary oversight. The DPR can conduct investigations
into intelligence agencies on an ad-hoc basis and has the power to oversee the
finances and administration of intelligence agencies.727 However, the DPR’s
powers remain subject to national security protection requirements and the DPR
has no inherent right to hear from or question members of the intelligence
services.728

Netherlands
40.67

The Netherlands has two main executive oversight bodies. The Review Committee
on the Intelligence and Security Services reviews the lawfulness of agencies’
activities and handles complaints. All reports by the Committee are provided to the
Dutch Parliament.

40.68

The Review Board for the Use of Powers is an independent commission that
reviews authorisations by the Minister for the use of special powers. The Board’s
decisions are determinative, with no avenue of appeal.

724

Intelligence and Security Act 2017, part 4, subpart 6.
Code de la sécurité intérieure [Internal Security Code] (France), art L821-1.
726 Code de la sécurité intérieure [Internal Security Code] (France), art L831-1.
727 Institut français des droits et libertés, National intelligence authorities and surveillance in the EU:
Fundamental rights safeguards and remedies (2014) pgs 22-23.
728 The Law Library of Congress, ‘Foreign Intelligence Gathering Laws’ (Library of Congress, United States
Congress, June 2016) pg 8.
725
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40.69

The District Court of The Hague also has a role in some authorisations. The Court
is responsible for pre-approving the use of special investigatory powers on lawyers
and journalists.729

40.70

Oversight in the Netherlands’ Parliament is conducted by three separate
committees. The Standing Committee on the Interior oversees the General
Intelligence and Security Service and the Standing Committee on Defence
oversees the Military Intelligence and Security Service. The Committees can
review some low-level classified information, but do not undertake investigations of
their own initiative or issue reports.730

40.71

The Standing Committee for the Intelligence and Security Services reviews
classified cases and information that the Interior and Defence Committees cannot
review. Part of the Committee’s role is to ensure that information from intelligence
agencies is not unjustifiably withheld from the Parliament on state secrecy
grounds. The Committee is composed of the heads of all of the political parties
represented in the Dutch House of Representatives.731

Principles of effective oversight
40.72

The principal purpose of oversight is to ensure that government agencies are
operating in accordance with Australia’s laws and values. The work of oversight
bodies should also generate public trust in intelligence agencies, build their
legitimacy, and foster accountability.732

729

Intelligence and Security Services Act 2017 (Netherlands), art 66(3).
Quirine Eijkman, Nico van Eijk, Robert van Schaik, Dutch National Security Reform Under Review:
Sufficient Checks and Balances in the Intelligence and Security Services Act 2017? (Utrecht University of
Applied Sciences, 2018) pg 37.
731 Quirine Eijkman, Nico van Eijk, Robert van Schaik, Dutch National Security Reform Under Review:
Sufficient Checks and Balances in the Intelligence and Security Services Act 2017? (Utrecht University of
Applied Sciences, 2018) pg 37.
732 Zachary K Goldman and Samuel J Rascoff, ‘Introduction – The New Intelligence Oversight’ in Zachary K
Goldman and Samuel J Rascoff (eds), Intelligence Oversight: A Global View (Oxford University Press, 2016)
pg xxvi; Daniel Baldino, ‘Introduction: Watching the Watchmen’ in Daniel Baldino (ed.), Democratic Oversight
of Intelligence Services (Federation Press, 2010) pg 9.
730
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There is no universally agreed model for effective intelligence oversight, but there
are some widely accepted principles which apply in many liberal democracies.733
These principles include:


there should be a system of checks and balances across government to
ensure the accountability of intelligence agencies734



oversight should be comprehensive and cover all aspects of intelligence
agencies’ management and activities735



the roles, mandates and powers of oversight bodies should be clearly set out
in legislation736



executive oversight bodies should be independent from the Government (and
political influence) and the agencies they are charged with overseeing, and
be able to act on their own initiative 737



oversight should include mechanisms for both investigating complaints from
the public and reporting to the public738



the jurisdictions of oversight bodies should be determined by reference to
intelligence agencies’ functions, rather than their organisational structures739

733

Aidan Wills, Guidebook: Understanding Intelligence Oversight (Geneva Centre for Democratic Control of
Armed Forces, 2010) pg 10.
734 Ian Carnell, ‘Accountable Intelligence Agencies – Not an Oxymoron’ (Speech, National Security and
Counter-Terrorism Summit, 24 October 2006) pg 5; Aidan Wills, Guidebook: Understanding Intelligence
Oversight (Geneva Centre for Democratic Control of Armed Forces, 2010) pg 32.
735 Kent Roach, ‘Review and Oversight of Intelligence in Canada: Expanding Accountability Gaps’ in Zachary
K Goldman and Samuel J Rascoff (eds), Intelligence Oversight: A Global View (Oxford University Press,
2016) pg 183; Hans Born and Aidan Wills (eds) Overseeing Intelligence Services (Geneva Centre for
Democratic Control of Armed Forces, 2012) pg 20; Sarah Eskens, Ot van Daalen, Nico van Eijk, ‘10
Standards for Oversight and Transparency of National Intelligence Services’ (2016) 8(3) Journal of National
Security Law and Policy, pgs 588-589.
736 Aidan Wills, Guidebook: Understanding Intelligence Oversight (Geneva Centre for Democratic Control of
Armed Forces, 2010) pg 38; Ian Carnell, ‘Accountable Intelligence Agencies – Not an Oxymoron’ (Speech,
National Security and Counter-Terrorism Summit, 24 October 2006) pgs 4-5.
737 Aidan Wills, Guidebook: Understanding Intelligence Oversight (Geneva Centre for Democratic Control of
Armed Forces, 2010) pg 38; Ian Carnell, ‘Accountable Intelligence Agencies – Not an Oxymoron’ (Speech,
National Security and Counter-Terrorism Summit, 24 October 2006) pg 5; Sarah Eskens, Ot van Daalen,
Nico van Eijk, ‘10 Standards for Oversight and Transparency of National Intelligence Services’ (2016) 8(3)
Journal of National Security Law and Policy, pgs 589 – 590.
738 Aidan Wills, Guidebook: Understanding Intelligence Oversight (Geneva Centre for Democratic Control of
Armed Forces, 2010) pg 40.
739 Hans Born and Aidan Wills (eds) Overseeing Intelligence Services (Geneva Centre for Democratic
Control of Armed Forces, 2012) pg 20.
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oversight bodies should have access to (including the ability to compel
access to) classified information,740 and



oversight bodies should maintain the secrecy and integrity of the intelligence
process.741

Is Australia’s oversight system effective?
40.74

The Review considers Australia’s current oversight system to be effective.
The Australian system has all of the indicative characteristics of effective
oversight. While each oversight body does not embody every principle, the system
as a whole incorporates all of the principles.

40.75

Australian oversight bodies are independent, and in most cases able to act on
their own initiative. While each of Australia’s oversight bodies generally has a
distinct role, taken together they oversee all aspects of intelligence agencies’
management and activities. The roles, mandates and powers of all of Australia’s
oversight bodies are also set out in legislation, with the exception of the IRASA.
Whether the IRASA ought to be legislated is discussed in Chapter 41.

40.76

The Australian system also provides for public accountability, most notably
through mechanisms to investigate complaints from members of the public and
public reporting requirements. The IGIS and the Ombudsman both have complaint
investigation functions and all oversight bodies issue publicly available reports.

40.77

For the most part, the jurisdiction of Australia’s oversight bodies is determined by
the functions of intelligence agencies, rather than their structures. This issue,
which was the subject of a recommendation in the 2017 Independent Intelligence
Review (2017 IIR), is discussed in detail below.

40.78

Australia’s intelligence oversight bodies are invested with strong powers to ensure
that they can properly carry out their functions. A key enabler of this is access to
classified information where necessary. The IGIS has unrestricted access to
classified information. Oversight bodies are subject to general and specific secrecy
offences, which prohibit the unauthorised disclosure of information in a range of

740

Aidan Wills, Guidebook: Understanding Intelligence Oversight (Geneva Centre for Democratic Control of
Armed Forces, 2010) pg 40; Ian Carnell, ‘Accountable Intelligence Agencies – Not an Oxymoron’ (Speech,
National Security and Counter-Terrorism Summit, 24 October 2006) pg 5; Sarah Eskens, Ot van Daalen,
Nico van Eijk, ‘10 Standards for Oversight and Transparency of National Intelligence Services’ (2016) 8(3)
Journal of National Security Law and Policy, pg 593.
741 DCAF - Geneva Centre for Security Sector Governance, Intelligence Oversight (SSR Backgrounder
Series, 2017), pg 4; Aidan Wills, Guidebook: Understanding Intelligence Oversight (Geneva Centre for
Democratic Control of Armed Forces, 2010) pgs 40-41.
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circumstances. The application of general secrecy offences is discussed in further
detail in Chapter 35. By ensuring the protection of sensitive information, secrecy
offences operate to support cooperation between intelligence agencies and
oversight bodies.
40.79

Internal cultures of compliance are also strong. In this regard, the IGIS noted that
most of the agencies currently subject to IGIS oversight have established
dedicated compliance units. Agencies are also required to notify oversight bodies
of the use of extraordinary powers742 and are increasingly pro-actively reporting
compliance breaches.743

40.80

Despite Australia’s broad adherence to the above principles, the Review received
several public submissions that raised issues with Australia’s current oversight
system.


Professor George Williams AO and Dr Keiran Hardy expressed the view that
the independence of the individuals appointed as the IGIS and the INSLM
should be guaranteed by statute.744 These matters are considered in
Chapter 41.



Mr Roger Gyles AO QC (former INSLM), Dr Anthony Bergin and
Ms Kate Grayson, the Law Council of Australia, the Human Rights Law
Centre, and Professor George Williams AO and Dr Keiran Hardy stated that
the INSLM should be provided with an express power to report other than
through his or her annual report, and noted concerns with the Government’s
lack of response to some of the INSLM’s recommendations. The Review
broadly agrees with these submissions, as outlined in Chapter 41.



Dr Anthony Bergin and Ms Kate Grayson, the Human Rights Law Centre,
Professor George Williams AO and Dr Keiran Hardy, Australian Lawyers for
Human Rights, the Hon Michael Kirby AC CMG and Bret Walker SC, and
Senator Rex Patrick suggested that the remit and powers of the PJCIS be
expanded. This issue is the focus of Chapter 42.



Professor George Williams AO and Dr Keiran Hardy, and the
Hon Michael Kirby AC CMG and Bret Walker SC also suggested that
Australia should adopt a ‘double lock’ mechanism for authorising warrants.

742

For example, ASIO Act s 34ZI provides that the Director-General of Security must, as soon as
practicable, provide IGIS with various documents related to questioning, and questioning and detention,
warrants.
743 Inspector-General of Intelligence and Security, Annual Report (2017-18) pg 2.
744 Keiran Hardy and George Williams, ‘Executive Oversight of Intelligence Agencies in Australia’ in Zachary
K Goldman and Samuel J Rascoff (eds), Intelligence Oversight: A Global View (Oxford University Press,
2016) pg 341.
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At present, Australian intelligence warrants are authorised by ministers alone,
whereas submissions argued that an additional authorisation from a judge
should also be required. The Review reached a different conclusion, which is
discussed in detail in Chapter 18.


40.81

The Law Council of Australia supported the increased oversight
responsibilities of the PJCIS and the IGIS to all ten agencies within the NIC,
subject to both bodies being allocated additional resources.

The Review also received submissions from oversight bodies and intelligence
agencies suggesting specific amendments to oversight-related legislation. These
are discussed below and in Chapters 41 and 42.

Jurisdiction of oversight bodies
40.82

The 2017 IIR recommended that the oversight role of the PJCIS and the IGIS be
expanded to apply to all ten agencies within the NIC, with oversight of the AFP,
ACIC and the Department of Immigration and Border Protection (predecessor to
the Department of Home Affairs) limited to their intelligence functions.745 The IIR
reasoned that ‘a consistent oversight regime [should] apply to all the intelligence
capabilities that support national security, across the ten agencies of the NIC’. 746
This is a functional approach to oversight—that is, oversight bodies are tasked
with overseeing agencies’ performance of their intelligence functions.

40.83

The 2017 IIR did not consider the meaning of ‘intelligence functions’ in its report
and noted that the ‘precise lines of demarcation would need to be agreed’ between
the agencies and the IGIS. The 2017 IIR stated that ‘it would be neither
appropriate nor necessary to expand the role of the PJCIS or the IGIS beyond the
exercise of intelligence capabilities that contribute to national security’. 747

40.84

The 2017 IIR also foreshadowed that ‘[e]xtending PJCIS and IGIS oversight to all
NIC agencies would need to avoid duplicating existing oversight of other functions
exercised by these agencies’.748

40.85

Further discussion of the jurisdiction of the PJCIS is in Chapter 42.

Michael L’Estrange and Stephen Merchant, 2017 Independent Intelligence Review (June 2017) (2017 IIR)
recommendation 21.
746 2017 IIR, para 7.19.
747 2017 IIR, para 7.20.
748 2017 IIR, para 7.21.
745
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Stakeholder views
40.86

The Review received submissions from agencies about increased or overlapping
oversight if or when the IGIS’ remit is extended to them based on their functions.
One submission argued that the IIR’s recommendation should not be
implemented. There were two reasons given:


it would duplicate other oversight mechanisms, and



there is a difference between the intelligence functions of Home Affairs and
its portfolio agencies and those of the traditional AIC agencies.

40.87

Other submissions supported extending the IGIS’ oversight to the AFP, ACIC,
Home Affairs and AUSTRAC, but stressed the need for effective coordination and
de-confliction to avoid unnecessary duplication, noting that significant oversight
obligations currently already apply to these agencies and the resourcing
implications of such obligations.

40.88

The current oversight coverage of the agencies which the 2017 IIR recommended
be subject to the IGIS’ jurisdiction—the AFP, ACIC, Home Affairs and
AUSTRAC—is shown in the table below:
Table 4: Current oversight of the AFP, ACIC, Home Affairs and AUSTRAC
PJCIS

PJCLE

Ombudsman

ACLEI

Privacy
Commissioner

Information
Commissioner

ANAO

AFP
ACIC
Home Affairs
AUSTRAC

40.89

The Ombudsman submitted that any attempts to eliminate overlap between the
IGIS’ and the Ombudsman’s respective jurisdictions could have the unintended
consequence of creating oversight gaps, which would be more damaging than
overlap. This point was illustrated by the Ombudsman with a recent example in
which a person ‘who likely had a valid complaint that warranted investigation’ was
‘left without recourse’:
The Ombudsman Act 1989 (ACT) includes a number of exclusions from the jurisdiction of the
ACT Ombudsman. These include any action taken by an agency for the purpose of providing a

Page 259

Chapter 40 Oversight and the National Intelligence Community

Volume 3

disability service, a health service, a service for children and young people or a service for older
people. The Ombudsman cannot investigate when an agency refuses to provide such a service.
These matters are excluded from our jurisdiction because they are more properly the
responsibility of the ACT Human Rights Commission. The Commission has jurisdiction over
complaints by children, people with disability, older people and health services, and can also
receive complaints alleging discrimination on various grounds, such as in the provision of
services.
A gap can emerge where a complaint relates to the provision of the above services, but the
service is not to a person in one of those designated groups.
For example, an adult complainant approached our Office and the Commission to make a
complaint about the process of being appraised to be a carer of a young person. In this case,
neither agency could assist:
-

My Office could not assist because the action was taken for the purpose of providing a
service for a child or young person, which is excluded from our jurisdiction.

-

The Commission could not assist because the complaint was not about discrimination and
was not made by a child (because the service complained of in this case was to the adult
carer).

40.90

Oversight bodies also submitted that overlapping jurisdiction can be managed
cooperatively in practice. The IGIS noted that ‘the existence of concurrent
jurisdiction between different oversight bodies is neither a new nor a radical
development’ and that ‘there are well-established legislative tools and supporting
administrative practices available to manage concurrent jurisdiction to avoid the
duplication of oversight’. The Ombudsman also stated that overlapping oversight is
‘readily and most appropriately mitigated through administrative arrangements and
collaboration’. The Ombudsman and IGIS are expanding an existing MOU to
‘provide a clear framework and mandate for [the Ombudsman and the IGIS] to
work collaboratively to share information and expertise, work through any areas of
competing jurisdiction and support complainants to engage with the most
appropriate agency.’

40.91

The IGIS supported the functional delineation of oversight jurisdiction as providing
a ‘clear and unambiguous’ approach to oversight. The IGIS stated that:
a structural approach to NIC oversight would risk uncertainty in oversight during, for example, a
restructure of a department or agency. This could affect public and parliamentary assurance in
the oversight of intelligence activities undertaken by NIC agencies.

40.92

The IGIS also noted that a structural approach may lead to inefficiently diverting
resources to determine jurisdiction, incentivise a technical, legalistic contest over
jurisdiction, increase duplication of oversight in an attempt to ensure all relevant

Page 260

Volume 3

Chapter 40 Oversight and the National Intelligence Community

parts of agencies are covered, and prevent the agency that is best-placed to
examine a particular matter from doing so.

Review findings
Should the Inspector-General of Intelligence and Security’s jurisdiction be
extended?
40.93

Implementation of the 2017 IIR’s recommendation to extend the IGIS’ jurisdiction
to cover all NIC agencies may seem an uncontroversial proposition. In fact, it
raises questions of both principle and practice.

40.94

Dealing first with the practical issues, agencies have made it clear that overlapping
oversight can require time and effort to work through, and risks duplication.
The Review agrees with the Ombudsman’s submission that some overlap of
oversight bodies’ responsibilities can be useful to ensure that no gaps arise in
coverage. In this regard, an analogy can be drawn to the deliberate overlap of
intelligence agencies’ responsibilities to likewise safeguard against gaps in
intelligence. Further, the IGIS and Ombudsman have pointed to the availability of
tools to facilitate the de-confliction of overlap, and each oversight body’s
commitment to coordination.

40.95

Our conclusions about implementation of the 2017 IIR recommendation are based
more on principle than these practical issues, which would undoubtedly be able to
be managed through professional cooperation.

40.96

The Review considers that while some overlap is useful and can be managed
pragmatically through cooperative efforts by oversight bodies, any duplication of
jurisdiction should be minimised to avoid unnecessary burdens on both agencies
and oversight bodies. The 2017 IIR reached a similar conclusion when it cautioned
that extending IGIS (and PJCIS) oversight ‘to all ten NIC agencies would need to
avoid duplicating existing oversight of other functions exercised by these
agencies.’749

40.97

However, in principle we think that new oversight mechanisms should only be
introduced where there is a gap in existing oversight. The 2017 IIR did not point to
any specific oversight gaps that IGIS oversight of the Department of Immigration
and Border Protection, ACIC, AFP and AUSTRAC would address.

40.98

The other, more important, principle at play here is the implication in the
2017 IIR recommendation that the intelligence functions of all NIC agencies are
equivalent, and require the same oversight treatment. We disagree and, as stated

749

2017 IIR, para 7.20.
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throughout this report in various contexts, consider that the intelligence functions
of Home Affairs and its portfolio agencies (other than ASIO) are somewhat
different to the intelligence functions of the AIC agencies.
40.99

The NIC is significantly more disparate than the AIC. Unlike the AIC, the NIC does
not have a common philosophical base at the heart of its legislation. Equally, all
NIC agencies cannot and should not be treated the same in legislation. This holds
true for oversight. A ‘one size fits all’ approach is not appropriate.

40.100 The IGIS does not have oversight of any department of state. Also, the intelligence
function in Home Affairs is not encapsulated in a semi-autonomous agency such
as DIO. Rather, it is simply another division in a wider department. Home Affairs
has existing and effective oversight mechanisms for a department of state. We
question the value of adding more oversight.
40.101 The AFP is a law enforcement agency, not an intelligence agency. To the extent
that the AFP engages in intelligence collection activities, it does so in support of its
policing functions. Its intelligence function is integrated across the organisation
rather than being a stand-alone unit. Extending the IGIS’ oversight to the
AFP’s ‘intelligence functions’ would be challenging, to say the least, given the
dispersed nature of that function across the organisation.
40.102 There is, however, a stronger case for IGIS oversight of the ACIC and
AUSTRAC’s intelligence activities given their respective, central, criminal and
financial intelligence functions. While both agencies are the subject of a range of
oversight mechanisms, the specialised intelligence oversight of the IGIS would
more readily add value and assurance in respect of those functions.
40.103 We note that the 2018-19 Budget allocated additional funds to the IGIS to enable it
to sustain a larger full-time staff, following on from the IIR’s recommendations.750
40.104 To be clear, we think that the IGIS should continue to be resourced to sustain a
staff of around 50. The IGIS plays a very important role in the oversight of the AIC,
and will add value to the oversight of the ACIC and AUSTRAC. The demands on
the IGIS are growing, and its rigorous oversight can only continue to provide
assurance if adequately resourced.
Recommendation 168
The IGIS should not have oversight of the Department of Home Affairs or the AFP
as recommended in the 2017 IIR.

750

2017 IIR, recommendations 21 and 22; see also para 7.25
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A functional or structural approach to oversight
40.105 Our consideration of the implementation of the 2017 IIR’s recommendation
required consideration of how legislation could best cover the ‘intelligence
functions’ of Home Affairs, AFP and AUSTRAC. Although we recommend against
implementation of the IIR’s recommendation for Home Affairs and AFP, we outline
below the approach that we think should be taken for any new oversight
mechanisms introduced in the future.
40.106 Two possible options—functional or structural—are apparent from submissions.
A functional approach involves an oversight body’s jurisdiction corresponding with
an agency’s functions. A structural approach involves limiting oversight to an
administrative structure – for example limiting oversight to a specific group,
division or branch within an agency.
40.107 A structural approach works well if a whole agency is subject to oversight.
However, such an approach poses significant risk where only specific parts of an
agency are subject to oversight, unless these structures also coincide with the
agency’s functions. It provides an opportunity for an agency seeking to avoid
accountability to move activities out of the area being overseen. It also carries the
risk of becoming quickly outdated—internal and broader re-structures occur more
frequently and more readily than the updating of legislation.
40.108 A functional approach provides oversight bodies with flexibility to deliver
substantive oversight when and where required, including as agencies’ activities,
functions or powers evolve. A functional approach ensures that oversight bodies
can inquire into agencies’ activities regardless of who undertakes them, and
cannot be undermined by administrative changes. The Review considers that the
IGIS’ oversight of AUSTRAC and any future intelligence oversight mechanisms
should take a functional, rather than structural, approach.
Recommendation 169
Legislation establishing oversight responsibilities for the NIC should take a
functional approach. Oversight should follow intelligence function, regardless of
the structures used to support performance of the function.
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Oversight by design
40.109 In a submission to the Review, the IGIS stated the importance of designing
legislation with oversight in mind:
The design of agencies’ statutory functions, powers, authorisation and accountability
arrangements are all determinative of how effectively their activities can be overseen. Oversight
considerations are most effectively integrated into the design of legislation proposals for new or
amended agency functions or powers and associated procedural provisions, rather than being
considered separately after the design parameters are established.

40.110 Likewise, in April 2019, the PJCIS stated that oversight issues should be
addressed ‘early in the development of new legislation and not once legislation
has been introduced into Parliament.’751 The PJCIS prefaced this by stating:
The Committee reiterates the importance of the public assurance that is provided by effective
and robust oversight measures. Democracies require intelligence agencies to be subject to
independent oversight and review. Australia’s intelligence agencies have significant human and
technical capabilities as well as legal powers and immunities. Without strong and credible
oversight there may be a loss of trust between the agencies and the public. 752

40.111 The 2017 IIR also recommended improved coordination within the NIC on legal
matters, including that ‘existing consultation arrangements for the development of
legislative reform proposals be strengthened to ensure legislative amendments are
coherent and progressed in a timely manner’753 and that consultations occur with
the IGIS on legislative proposals under development in each parliamentary sitting
period.754
40.112 In a further submission to the Review, the IGIS outlined that in recent times it has
made several comments to parliamentary committees on legislative amendments,
where it has been necessary to draw attention to the oversight implications of the
amendments. In each of these cases, the IGIS ‘identified that some significant new
agency powers required additional measures to facilitate effective oversight by
IGIS.’
40.113 The IGIS stated that their ‘suggestions were directed primarily to measures which
could help IGIS to identify the use of such powers in order to focus oversight; and
measures which would provide clearer statutory parameters for the scope of those

751

Parliamentary Joint Committee on Intelligence and Security, Review of the Telecommunications and
Other Legislation Amendment (Assistance and Access) Act 2018 (2019) para 1.29.
752 Parliamentary Joint Committee on Intelligence and Security, Review of the Telecommunications and
Other Legislation Amendment (Assistance and Access) Act 2018 (2019) para 1.28.
753 2017 IIR, recommendation 20.
754 2017 IIR, para 6.72.
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powers, which would aid both compliance and oversight by providing clear and
transparent benchmarks and facilitating good record-keeping practices.’ The IGIS
provided the Review with a summary of the measures that have underpinned its
comments to Parliament:
-

Notification mechanisms for the exercise of extraordinary powers, such as expansions of
powers to use force against persons, and the conferral of powers on intelligence agency
members to grant immunities from legal liability on persons who provide them with
assistance.

-

Reporting requirements on the exercise of warrant or authorisation-based powers including:
i.

Specific reporting requirements on the exercise of particular powers under a
warrant or an authorisation.

ii.

Reporting requirements if the limits of authority are exceeded.

iii.

Reporting on ‘emergency’ use provisions.

-

Express proportionality requirements: the inclusion of express proportionality requirements
in statutory authorisation criteria, and other requirements to ensure that the authorisations
able to be granted are proportionate (for example, maximum periods of effect).

-

Avoiding propriety risks in the selection of the particular type of authorisation for an activity:
removing, to the greatest extent possible, overlap of intrusive powers, which may lead to the
result that activities can be authorised under multiple sources of power, each with significant
differences in their issuing thresholds, conditions, limitations and other safeguards.

-

Multiple coercive powers: requirements for relevant issuing authorities or agency-level
approvers to consider the combined impact of multiple coercive powers against a target
(being multiple coercive powers of the same kind, and multiple coercive powers of different
kinds, including powers exercised by multiple agencies).

-

Requirement to provide or retain key documents: requirements that key documents such as
guidelines issued by Ministers be provided to IGIS and that key agency documents such as
reasons for the exercise of a power by an agency official be retained for inspection by IGIS.

Review findings
40.114 The Review agrees that oversight should be integrated into legislative
amendments in the early stages of their development. Oversight is an integral part
of Australia’s intelligence system. Consideration of oversight late in the
development process is likely to impede the adoption of best practice or
well integrated oversight. Oversight is also more than simply inspecting records,
and must be more systematic than own-motion inquiries initiated by oversight
authorities – it should be ingrained in all aspects of agencies’ activities. This is
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unlikely to occur unless oversight is considered in the initial stages of developing
legislation.
40.115 In order to assist in ensuring that oversight is embedded in the design of
legislation, the Review recommends that a set of guidelines be developed that
outline best practice for embedding oversight in legislative design. The guidelines
would be used to inform the development of new agency powers and legislation, in
the same way that the ‘Guide to Framing Commonwealth Offences, Infringement
Notices and Enforcement Powers’ informs the development of criminal laws. 755
40.116 The fact that the IGIS is raising oversight concerns at the parliamentary committee
stage suggests that agencies and policy departments are not adequately
reconciling policy objectives with oversight requirements while developing
legislation. Were such guidelines available, agencies and policy departments
would be better equipped to consider oversight matters during the initial stages of
legislative development.
40.117 Readily-available guidelines would also assist agencies and departments to
ensure that any new legislation incorporates the best practice principles for
intelligence oversight. A concerted effort to identify and outline these principles in
guidelines would provide an authoritative source for agencies and departments to
draw on. Further, the guidelines would ensure that current institutional knowledge
is recorded and can be referred back to and built on over time.
40.118 The guidelines would also ensure that there is a consistent foundation against
which to compare new legislation. Any departure from the guidelines would stand
out and therefore be more likely to require additional justification.
40.119 The IGIS also highlighted that making the guidelines public would ‘assist public
understanding of the role of oversight agencies, assist the Parliament when it is
reviewing new legislative proposals, and provide greater insight more generally
about legislative drafting approaches.’
40.120 The Review considers that AGD, as the department with policy responsibility for
integrity and oversight, should develop the guidelines on the integration of
oversight into legislative reform, in consultation with intelligence oversight bodies.
40.121 Both the IGIS and AGD were supportive of the development of such guidelines.

Attorney-General’s Department, A Guide to Framing Commonwealth Offences, Infringement Notices and
Enforcement Powers (September 2011) available at
<www.ag.gov.au/Publications/Pages/GuideToFramingCommonwealthOffencesInfringementNoticesandEnfor
cementPowers.aspx>.
755
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40.122 An essential part of ensuring oversight is embedded in legislation is early
consultation with oversight bodies. The guidelines that the Review recommends
be developed are not a substitute for consultation with oversight bodies.
Consultation gives the opportunity to reconcile any detailed or novel issues that
are not the subject of the guidelines or where there are jurisdictional or resourcing
implications for oversight bodies. Consultation will also remain important over time,
as best practice principles may change and the oversight bodies will be the
experts on any new developments. As noted above, the 2017 IIR recommended
that consultation on legislative amendments be strengthened.
40.123 In this regard, the IGIS submitted that ‘[i]t will be important to ensure that the
guidelines are not overly prescriptive, and are not seen to preclude informal
meetings and other helpful forms of consultation that might occur outside the
framework of any guidelines.’ The Review agrees.
Recommendation 170
The IGIS and Ombudsman should be consulted as a matter of course in relation to
all proposed amendments to intelligence legislation affecting matters within their
jurisdiction to ensure that oversight issues can be addressed upfront. This
requirement should be included in the Legislation Handbook.
40.124 The Review considers that guidelines for effective oversight would assist the policy
development process by providing information to instructing agencies and drafters
about how to embed effective oversight principles into legislation. We outline
below the principles that we consider should be included in the guidelines.
40.125 Legislation should clearly state oversight bodies’ jurisdiction. This will provide
certainty for oversight bodies, the agencies they oversee and the public.
Uncertainty over jurisdiction can lead to gaps in oversight coverage and require
resources to resolve.
40.126 Any duplication in oversight jurisdiction should be minimised, while recognising
that the elimination of all overlap would also give rise to unintended gaps.
New oversight mechanisms should only be introduced where there is a clear gap
in existing oversight. These principles will minimise the need for de-confliction
between oversight bodies, which is best managed cooperatively by oversight
bodies, rather than in detailed and prescriptive legislation.
40.127 Laws and guidelines governing NIC agencies should be clear, precise and
unambiguous in their terms and in their interaction with each other. In particular,
decision-making criteria in legislation or binding instruments must be clear.

Page 267

Chapter 40 Oversight and the National Intelligence Community

Volume 3

Clear laws are foundational to oversight agencies’ ability to assess compliance,
reducing doubt about what is permitted under a particular law, and reducing the
need for oversight agencies to form independent legal views about the meaning of
the law. They also reduce the risk of agencies and oversight bodies adopting
different interpretations of the limits of agencies’ powers. Where laws give
agencies necessary discretion, or are necessarily drafted broadly, consideration
should be given to whether the laws should require the development of statutory
guidelines or directions to guide that discretion, or to reduce any ambiguity.
40.128 Legislation should allow oversight bodies to exercise discretion in managing their
oversight functions and responsibilities. Specific directions as to how oversight is
to be performed can reduce oversight agencies’ independence. Discretion also
allows oversight bodies to prioritise their allocation of effort and resources to the
areas of greatest risk. The most recent IGIS annual report describes prioritisation
decisions made concerning inspections.756
40.129 NIC oversight legislation should avoid overly prescriptive and detailed inspection
or reporting requirements. Prescriptive inspection requirements do not allow for
risk-based prioritisation and undermine the independence of oversight bodies.
Reporting requirements that are only focused on statistics and do not meaningfully
convey agencies’ compliance can only provide limited assurance. Nonetheless,
the right data can provide a useful measure for comparing agencies, or looking at
changes in agencies’ behaviour over time. Legislation should ensure that the
information that is reported provides accurate, meaningful and consistent insights.
40.130 Oversight bodies should be able to access all relevant information from
intelligence agencies and appropriately share information between themselves.
This is fundamental to assessing intelligence agencies’ compliance—without
access to this information, they would be unable to independently verify agencies’
claims. Information sharing between oversight bodies (where appropriate) reduces
duplication and allows for management of areas of overlapping jurisdiction in an
efficient and pragmatic way. It is also necessary to enable referral of issues
between oversight bodies where another oversight body might be better-placed to
investigate.
40.131 Careful consideration should be given to dissemination of reports by an oversight
body. The primary role of the IGIS and Ombudsman in respect of the NIC is to
provide advice to ministers regarding the conduct of the NIC agencies, to assist
those ministers to effectively discharge their duties to control, and to be
responsible for, those agencies. Accordingly, the responsible minister for a
756

For example, Inspector-General of Intelligence and Security, Annual Report (2018-19) pgs 26, 36, 37, 38.
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NIC agency and the Prime Minister should receive complete (unredacted) copies
of reports from the oversight bodies.
40.132 The IGIS and Ombudsman also play an important role in promoting parliamentary
and public confidence in the NIC. To facilitate this role, oversight bodies should be
able to brief relevant parliamentary committees both when they consider it
necessary, and at the Committee’s request. Further, in general, oversight bodies
should be able to publish their (unclassified) reports at any time.
40.133 The Review considers that copies of oversight bodies’ reports should be tabled in
the Parliament in full, except for redactions for national security purposes.
For example, the TIA Act currently provides for Ombudsman reports on
telecommunications interception to not be directly tabled but instead summarised
for inclusion in a report prepared by the minister.757 Such a provision can impinge
on oversight bodies’ independence through the perception that the minister can
pick and choose which aspects of oversight bodies’ work to report on, and reduces
transparency. In Chapter 31, the Review recommends that the proposed new
electronic surveillance Act permit oversight agencies to report directly to the
Parliament rather than through ministers. Ministers should table an (unclassified)
copy of oversight bodies’ reports in each House of the Parliament within a
reasonable time of receiving the report.
40.134 The IGIS emphasised the importance of legislative requirements for agencies to
draw the use of novel or exceptional powers to oversight bodies’ attention as an
element of ensuring oversight by design. For example, the ASIO Act contains
requirements for ASIO to notify the IGIS where it has used force under a warrant,
or requested voluntary assistance from a person or body.758
40.135 The Review supports notification in principle. It is more difficult for oversight bodies
to oversee intelligence agencies’ activities if they are not aware that they have
been undertaken, especially where the oversight body remains relatively small.
The IGIS’ attention should be drawn to the use of new powers, or use of powers in
novel or unique circumstances.
40.136 The Review considers that the principle should be implemented in a flexible
manner that allows oversight bodies to take a risk-based approach, and to avoid
an unnecessarily procedural, ‘one size fits all’ approach. For example, the use of a
particular power may benefit from additional scrutiny when it is first conferred on
an agency, because the agency may still be developing their systems, processes
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TIA Act, ss 84(1) and 103(ae).
Telecommunications service warrants and named person warrants per TIA Act s 10(5) and journalist
information warrants per TIA Act s 180M(9).
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and expertise. In such a situation, an oversight body would benefit from being
alerted to every use of that power. However, the need for additional scrutiny may
decline over time, as the agency develops systems and processes that are shown
to appropriately safeguard the use of the power. Notification requirements do not
need to be prescribed in legislation, to allow oversight bodies flexibility to prioritise
the powers that pose the greatest risk.
40.137 Legislation (or guidelines, as appropriate) should be clear about record-keeping
obligations and facilitate meaningful oversight. The purpose of record-keeping is to
ensure that oversight bodies are able to effectively oversee agencies’ compliance
based on a clear paper-trail. This does not necessarily mean that intelligence
agencies need to keep onerously extensive records, but rather must ensure they
retain records that provide evidence of decision-making and considerations. Clear
record-keeping requirements also prompt agencies to turn their minds to
compliance throughout the process of performing their functions, rather than just at
the end of the process.
40.138 Oversight bodies should have a role in supporting the continuous improvement of
agencies’ legislative compliance by sharing their expertise on compliance best
practice, and regularly reviewing agencies’ guidance materials. This can assist in
preventing issues from arising in the first place, which is preferable to after-the-fact
investigations. Oversight bodies already provide agencies with this support to
some extent.759 The role of the IGIS in this regard is discussed in Chapter 41.
40.139 Given the Attorney-General’s portfolio responsibility for integrity, including
oversight agencies, we think the principles should be developed by the
Attorney-General’s Department and endorsed by the Attorney-General.
The principles should be developed in consultation with oversight agencies and
should be publicly available once approved by the Attorney-General.
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See, for example, Inspector-General of Intelligence and Security, Annual Report (2018-19) pgs 37
and 49.
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Recommendation 171
The Attorney-General should issue publicly available guidelines for embedding
oversight into NIC legislation. The guidelines should include the following
principles:
171.a

Legislation should clearly state oversight bodies’ jurisdiction.

171.b Any duplication in oversight jurisdiction should be minimised where
possible, while recognising that the elimination of all overlap would also
give rise to unintended gaps.
171.c

Laws and guidelines governing NIC agencies should be clear, precise and
unambiguous in their terms and in their interaction with each other.

171.d Legislation should allow oversight bodies to exercise discretion in
managing their oversight functions and responsibilities.
171.e

NIC oversight legislation should avoid overly prescriptive and detailed
inspection or reporting requirements.

171.f

Oversight bodies should be able to access all relevant information from
intelligence agencies and appropriately share information between
themselves.

171.g Careful consideration should be given to dissemination of reports by an
oversight body.
171.h NIC agencies should be required to actively provide information to an
oversight body about the use of extraordinary powers.
171.i

Legislation (or guidelines, as appropriate) should be clear about
record-keeping obligations and facilitate meaningful oversight.

171.j

Oversight bodies should have a role in supporting the continuous
improvement of agencies’ legislative compliance by sharing their expertise
on compliance best practice, and regularly reviewing agencies’ guidance
materials.
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41.1

As outlined in Chapter 40, several independent bodies oversee the National
Intelligence Community (NIC)’s ten agencies. Most submissions to the Review that
addressed oversight focused on the IGIS, which is understandable given the
IGIS’ centrality and importance to the integrity of Australia’s intelligence and
security architecture.

41.2

Submissions also addressed the roles of the Independent National Security
Legislation Monitor (INSLM) and the Independent Reviewer of Adverse Security
Assessments (IRASA). The INLSM reviews the operation and effectiveness of
counter-terrorism and national security legislation. The IRASA provides an
independent review process for people who are precluded from seeking review of
an adverse security assessment in the Administrative Appeals Tribunal (AAT)
because they are non-citizens.

The Inspector-General of Intelligence and Security
41.3

The IGIS is an independent statutory office that, at December 2019, oversees the
activities of ASIO, ASD, AGO, ASIS, ONI and DIO for propriety and compliance
with laws, ministerial directions and guidelines, and consistency with human
rights.760 The objects of the Inspector-General of Intelligence and Security Act
1986 (Cth) (IGIS Act) include ‘assist[ing] the Government in assuring the
Parliament and the public that intelligence and security matters relating to
Commonwealth agencies are open to scrutiny’.761

41.4

The 2017 Independent Intelligence Review (IIR) recommended an expansion of
the IGIS’ jurisdiction to also include AUSTRAC and the intelligence functions of
ACIC, AFP, and the Department of Immigration and Border Protection (now the
Department of Home Affairs).762

41.5

The Office of the IGIS commenced operation in 1987 with five staff.763 As at
30 June 2019, the IGIS office had 32 staff.764 Following the 2017 IIR
recommendation to increase resources, the 2018-19 Budget allocated funds for
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Inspector-General of Intelligence and Security Act 1986 (Cth) (IGIS Act), ss 8(1), 8(2), 8(3).
IGIS Act, s 4(d).
762 Michael L’Estrange and Stephen Merchant, 2017 Independent Intelligence Review (June 2017)
paras 7.19-7.20.
763 Inspector-General of Intelligence and Security, Annual Report (1986-87) pg 1.
764 Inspector-General of Intelligence and Security, Annual Report (2018-19) (IGIS 2018-19 Annual Report)
pg 5.
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IGIS office to sustain a full time staff of 55,765 which the IGIS office is working
towards achieving by the end of 2020-21.766 The Office of the IGIS comprises staff
with skills from a range of disciplines including legal, investigative, financial and
technical capabilities.767
41.6

To assess ASIO, ASD, AGO, ASIS, ONI and DIO’s activities for legality and
propriety, the IGIS undertakes regular inspections and targeted inquiries.
A significant proportion of the IGIS’ resources are directed towards ongoing
inspection activities to ensure compliance and to identify issues before the need
for major remedial action. The IGIS aims to inspect at least 75 per cent of each
agency’s activity categories,768 and concentrate on the potential impact on the
privacy of Australians.769

41.7

The IGIS Act empowers the IGIS to conduct inquiries into alleged misconduct on
its own motion, in response to complaints, disclosures from members of the public
and current and former agency staff under the Public Interest Disclosure Act 2013
(Cth), or at the request of a responsible minister or the Prime Minister.770 The IGIS
has strong investigative powers similar to those of a Royal Commission, including
powers to summon witnesses, to question under oath, enter the premises of
intelligence agencies and access all relevant information and documents.771

41.8

The IGIS’ oversight role is advisory in nature. The IGIS does not have powers to
enforce recommendations, including ordering remedial activities or the cessation
of activities. The IGIS provides findings and recommendations to the responsible
minister, and, in certain circumstances, to the Prime Minister and the
Attorney-General.772

41.9

Although not a legislated requirement, IGIS annual reports include the number of
inquiry recommendations accepted and implemented by agencies. For example,
the 2018-19 IGIS Annual Report indicates that the IGIS made
24 recommendations in respect of five inquiries during the reporting year. 773
The Report states that 100 per cent of recommendations (24 in total) were
accepted, 11 were implemented and the remaining 13 were in the process of
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Australian Government, Portfolio additional estimates statements 2017-18: Prime Minister and Cabinet
portfolio (2018) pg 33.
766 IGIS 2018-19 Annual Report, pg 2.
767 Inspector-General of Intelligence and Security, Corporate Plan (2017-2021) pg 7.
768 Inspector-General of Intelligence and Security, Annual Report (2018-19) (IGIS 2018-19 Annual Report)
pg 13.
769 Inspector-General of Intelligence and Security, Annual Report (2017-18) pg 15.
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being implemented at the time of reporting.774 Where relevant, the annual reports
provide details of progress on recommendations yet to be implemented by
agencies.
41.10

The annual reports also include qualitative comments outlining the findings of the
IGIS’ routine inspections, and the extent to which the inspections result in changes
to intelligence agencies’ practices. The IGIS considers its inspections and inquiries
lead to positive improvements in agency processes and foster a culture of
compliance.775

Case study 3 2013 ASIS Weapons Inquiry and subsequent ASIS reforms
In April 2013, the IGIS initiated an inquiry into the provision of weapons and the training
in and the use of weapons and self-defence techniques in ASIS. The inquiry was not
prompted by any particular concern, rather it was always intended that the relevant
weapons provisions, introduced in 2004, would be subject to close oversight by the
IGIS.
The IGIS inquiry found that, overall, ASIS had managed the training in and use of
weapons and self-defence techniques well. However, since 2004 there had been two
breaches of the IS Act, both involving the discharge of a firearm without appropriate
prior approval within controlled weapons training environments, and several breaches of
the ASIS Guidelines for the Use of Weapons and Self-Defence Techniques.776
The IGIS made six recommendations as a result of the inquiry, most of which related to
the weapons policy and procedures in ASIS.777
As a result of the IGIS’ inquiry and recommendations, ASIS:

774



established a new compliance system and training program



updated weapons related standard operating procedures for all stations
where ASIS staff are or may be issued with weapons

IGIS 2018-19 Annual Report, pgs 22-26.
Inspector-General of Intelligence and Security, Corporate Plan (2019-20) pg 5.
776 Inspector-General of Intelligence and Security, Unclassified Executive Summary: Inquiry into the provision
of weapons and the training in and use of weapons and self-defence techniques in the Australian Secret
Intelligence Service (November 2013) pg 2.
777 Inspector-General of Intelligence and Security, Unclassified Executive Summary: Inquiry into the provision
of weapons and the training in and use of weapons and self-defence techniques in the Australian Secret
Intelligence Service (November 2013) pg 2.
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revised ASIS Guidelines for the Use of Weapons and Self-Defence
Techniques (which was preceded by extensive briefing for all staff with
weapons qualifications)



conducted a review of operational environments to identify stations that
require weapons and self-defence training, and



implemented new safeguards and controls in all stations where ASIS staff
have, or may be issued with, weapons.778

In addition to its inspection and inquiry functions, the IGIS provides advice to
parliamentary committees, including the PJCIS, on oversight issues relating to
intelligence agency powers and functions.779 The IGIS also engages in a regular
program of presentations to groups outside the intelligence community to create
greater public awareness of its role and activities.780

Stakeholder views
41.12

The six agencies currently subject to IGIS oversight supported the current
arrangements and found them to be effective, adequate and appropriate.

41.13

The IGIS submitted that ‘the model established under the IGIS Act for the
independent and specialised operational oversight of intelligence agencies
remains effective’ and the ‘Inspector-General also notes that there are no major
deficiencies in the responsiveness of agencies or their Ministers to her inquiry and
inspection reports.’ However, the IGIS suggested some adjustments to support the
performance of IGIS functions including access to independent technical
expertise, strengthened international cooperation, and a more coherent approach
to its jurisdiction over employment grievances. Each of these issues is addressed
below.

41.14

Public stakeholders acknowledged the independence, powers, and effectiveness
of the IGIS, but sought enhanced parliamentary oversight, which is discussed
further in Chapter 42. A key concern raised by some public stakeholders in
discussions with the Review was to insulate the Office of the IGIS, to ensure it
continues to function independently and impartially regardless of who is appointed
as IGIS.
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The IGIS plays a vital role in providing rigorous oversight and public assurance
about intelligence agencies. The IGIS plays a key role in overseeing the exercise
of powers and ensuring that agencies operate with legality and propriety and in
accordance with human rights. The IGIS is an essential component of Australia’s
oversight system, ensures ministers are kept apprised of the activities and
operations of the agencies for which they are responsible, and contributes to
public trust in agencies.

Appointments
41.16

The IGIS is appointed by the Governor-General on the recommendation of the
Prime Minister,781 who must first consult with the Opposition Leader.782
Public stakeholders acknowledged that those appointed to the position of the
IGIS are ‘respected’ and have ‘taken their job seriously’. However, concerns have
been raised about the difficulty of gauging the closeness between the IGIS and the
agencies that fall within the IGIS’ remit due to the limited transparency of the way
in which the IGIS oversees activities, and the nature of the activities overseen.

41.17

Professor George Williams AO and Dr Keiran Hardy contended that trust in current
oversight arrangements could be ‘maximised if governments appoint experienced
and well-respected individuals to positions such as the IGIS and INSLM’ and ‘if the
independence and tenure of those offices is guaranteed by statute’.

41.18

The Review agrees the IGIS’ independence is essential for the office to function as
a strong accountability mechanism. The IGIS Act contains several mechanisms to
maintain the IGIS’ independence from government, the Parliament and the
agencies subject to oversight.

41.19

The IGIS Act guarantees the tenure of the IGIS for a fixed term of appointment (up
to five years, with up to one re-appointment) with limited grounds for termination.783
The IGIS Act also confers broad power on the IGIS to obtain information in his or
her inquiries and there are exceptions to secrecy laws for people giving
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information to the IGIS and staff.784 The IGIS also has own motion powers to
investigate matters and conduct inquiries.785
41.20

These provisions ensure that the IGIS is not dependent on the consent or approval
of agency heads in order to obtain information, nor are its inquiries dependent on
the direction of ministers, nor is the IGIS’ continued engagement subject to the
consent or approval of the Government of the day, given security of tenure.

41.21

We have considered whether there is a need for legislative amendments to
strengthen the IGIS’ independence, including limitations on who could be
appointed to the office.

41.22

The Second Hope Royal Commission, which recommended the establishment of
the IGIS, outlined the qualities that were important for the person appointed to the
role:
Integrity, independence of mind and a capacity for rigorous inquiry are obvious prerequisites.
Experience in public administration would be an advantage, as would some previous
acquaintance with relevant areas. But prior employment in, or a very close association with,
security or intelligence agencies would generally not be appropriate. I also feel that it would
generally not be appropriate that the Inspector-General be a judge.786

41.23

For clarity, we think that Justice Hope’s observation about the appropriateness of
the Inspector-General being a judge was made in respect of a sitting (as opposed
to a former) judge.

41.24

Much of the actual and perceived independence of an officer holder depends on
the individual’s character and approach to the office, rather than his or her former
positions. As Justice Hope observed, some acquaintance with relevant areas of
work would be an advantage. Being a former employee does not necessarily gives
rise to actual bias, and other statutory offices responsible for oversight are not
restricted from being, and have been, filled by individuals with former positions in
the agencies within their remit.

784

See Division 3 of Part II of the Inspector-General of Intelligence and Security Act 1986 (Cth), especially
section 18 (powers of inquiry, including immunity in subsection 18(9) for persons giving information to the
IGIS under compulsion); and section 34B (immunity for persons giving information to the IGIS on a voluntary
basis). For examples of exceptions to secrecy offences for people who deal with information for the purposes
of communicating it to an IGIS official, see: subsections 18(2B) and 18A(2A) and 18B(2A) of the Australian
Security Intelligence Organisation Act 1979 (Cth); subsection (3) of sections 39-40B and subsection (2A) of
sections 40C-40M of the Intelligence Services Act 2001 (Cth); and subsection 122.5(3) of the Criminal Code
Act 1995 (Cth).
785 Inspector-General of Intelligence and Security Act 1986 (Cth), ss 8, 9A.
786 Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence Agencies (1983-84)
(Report on ASIO) para 16.86.
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41.25

To maintain the institutional integrity of the role, individuals appointed to the role of
IGIS should be capable of commanding the trust and confidence of the public by
virtue of their integrity, impartiality and diligence. Securing these qualities is the
overwhelming priority. The IGIS, in discussions with the Review, expressed the
view that while both the IGIS’ substantive capacity and public perception of that
substantive capacity are important, ultimately it was most important for the IGIS to
be impartial and independent.

41.26

As one agency noted, ‘legislative prohibitions may not be effective, or produce the
most suitable outcome, in particular circumstances’.

41.27

We firmly agree with Justice Hope’s observations outlined above and endorse his
view that ‘prior employment in, or a very close association with, security or
intelligence agencies would generally not be appropriate’. In fact, we suggest that
it would not be appropriate to appoint as IGIS a person whose immediate prior role
was as head or deputy head of an agency within the IGIS’ oversight remit.

41.28

However, we do not think that appointment of a former intelligence or security
agency officer should be precluded per se. Prior employment in an agency subject
to IGIS oversight should not exclude an otherwise ideal candidate from
appointment. This may be the case, for example, where an individual
demonstrates the requisite qualities, but was employed many years ago or for a
short period. Precluding the appointment of persons with any prior employment in
an agency overseen by the IGIS would unnecessarily tie the hands of government
and may prevent an ideal candidate from being appointed to an important office.

Recommendation 172
The Inspector-General of Intelligence and Security Act should be amended to
preclude the appointment to the Office of the IGIS of a person whose immediate
prior role was as head or deputy head of an agency within the IGIS’ oversight
remit.

The Inspector-General of Intelligence and Security’s access to
independent technical advice
41.29

The IGIS submitted that it would benefit from access to independent technical
advice, over and above that which can reasonably be obtained through ordinary
staffing.

41.30

The IGIS submitted that ‘[t]he rapid pace at which technology is continuously
developing has far-reaching implications for intelligence agencies’ tradecraft and
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their governing legislative frameworks’ and it is, therefore, ‘essential that oversight
bodies have access to the requisite expertise in relation to current technologies,
and present and emerging trends, to effectively hold agencies to account.’
The IGIS also stressed that ‘this expertise must be independent so that the
oversight body is not wholly or substantially dependent on the technical assistance
of the agencies subject to oversight.’
41.31

The IGIS currently gains access to technical expertise through ordinary staffing
arrangements, relying on staff acquiring relevant knowledge in the course of
performing their functions. However, the IGIS submitted that recruiting staff with
appropriate technical expertise, in addition to skills in investigation and
compliance, is challenging for a range of reasons including skills shortages and
timeframes for acquiring security clearances. The IGIS also submitted that staff
development usually involves training and regular briefings from the agencies on
the technology used in particular operations and agencies’ capabilities, which
involves ‘a substantial degree of dependence on the agencies subject to
oversight.’

41.32

The need for access to independent technical expertise is an issue confronting
intelligence oversight bodies globally. To address this issue, the UK has
established a Technology Advisory Panel in support of the Investigatory Powers
Commissioner.

41.33

In 2016, the UK’s then Independent Reviewer of Terrorism Legislation,
David Anderson QC, considered that a Technology Advisory Panel was a solution
to the difficulties of establishing an in-house technical unit.787 Lord Anderson noted
that technical expertise was ‘not easily brought in’ due to the difficulty of finding
individuals with both high-level technical expertise and an understanding of the
technical capabilities and ambitions of intelligence agencies, given the security
requirements which apply to this information.788

41.34

Lord Anderson considered that a Technology Advisory Panel that operated on a
part-time basis could recruit people with appropriate technical expertise.789 While a
degree of understanding of intelligence agencies’ systems and organisations
would be ‘of real utility’790, it would not be essential as the panel would be advisory,
rather than having a direct oversight role.791

787

Lord David Anderson, Report of the Bulk Powers Review (2016) para 9.25.
Lord David Anderson, Report of the Bulk Powers Review (2016) para 9.24.
789 Lord David Anderson, Report of the Bulk Powers Review (2016) para 9.29.
790 Lord David Anderson, Report of the Bulk Powers Review (2016) para 9.26.
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788

Page 279

Chapter 41 Oversight: Independent oversight bodies

Volume 3

41.35

The IGIS submitted that a standing panel of technical experts, analogous to the
Technology Advisory Panel in the UK, would allow the IGIS to access a pool of
appropriately cleared and trusted experts, and would provide assurance to the
intelligence agencies about the security of their information. The IGIS also
considered that the part-time appointment of panel members could ensure they
stay current in their respective fields of expertise.

41.36

The Review received submissions which supported the IGIS having access to
independent technical expertise.

41.37

The IGIS Act does not prevent the IGIS engaging independent technical expertise.
The IGIS submitted that legislating for a technical advisory panel would give
weight to the panel and its advice, and give assurance to agencies about the
framework in which such a body could operate. This assurance could include that
the panel’s advice is not an alternative or substitute oversight mechanism and
would not provide a basis for second counsel on technical matters. The UK’s
Investigatory Powers Act 2016 also requires members of the Technology Advisory
Panel not to act in a way that is contrary to public interests or prejudicial to
national security, or that jeopardises the success of operations (among other
requirements).792

41.38

The Review agrees with the IGIS that there is a risk of undermining the actual and
perceived independence and effectiveness of the Office if it relies on technical
expertise and assistance provided by agencies it oversees.

41.39

We support the creation of an independent panel to provide technical expertise
and assistance to the IGIS on the basis that it is important that the IGIS have
access to reliable, contemporary advice about technology and technological
developments and is not dependent on the agencies for that advice. The members
of the panel would need to hold appropriate security clearances at the Top Secret
(Positive Vetting) level.

41.40

However, we think that legislation is not necessary to enable the IGIS to establish
such a panel. All of the IGIS’ objectives could be achieved and managed without
legislation. The imposition of clear obligations or expectations on panel members,
as well as providing transparency and appropriate weight to the panel, could be
achieved through contractual arrangements and a communication strategy or
targeted engagement with agencies to establish the panel’s role and standing.

41.41

In the absence of more compelling reasons why legislation is needed, we think
that the panel should not be established by legislation. Legislating where there is
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Investigatory Powers Act 2016 (UK), s 247.
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no legal need to do so unnecessarily adds to the length and complexity of
NIC legislation.
Recommendation 173
An independent panel should be established to provide technical expertise and
assistance to the IGIS.

The Inspector-General of Intelligence and Security’s cooperation with
foreign oversight bodies
41.42

The IGIS submitted that it cooperates with overseas counterparts on best practice,
including general issues of methodology, approach and current issues or trends.
The IGIS is a member of the Five Eyes Intelligence and Oversight Review Council,
established to facilitate information sharing and best practice in oversight and
review. The IGIS also participates in the International Intelligence Oversight Forum
convened by the UN Special Rapporteur on the Right to Privacy. However, the
IGIS submitted that ‘cooperation in the performance of particular oversight
functions is generally not possible in the absence of statutory authorisation.’

41.43

The IGIS submitted that ‘there is a role for international cooperation between it and
counterpart agencies’ and raised for consideration mechanisms to enable
cooperation between the IGIS and foreign oversight bodies for the purpose of
overseeing joint activities undertaken by Australian agencies and foreign
counterparts.

41.44

The IGIS submitted that there are some joint oversight initiatives presently
underway between counterparts outside of the Fives Eyes countries. For example,
in 2016-17, oversight authorities from Belgium, Denmark, the Netherlands, Norway
and Switzerland undertook a joint project on the exchange of data on foreign
terrorist fighters by the agencies they oversee. The IGIS continues to be interested
in international oversight initiatives.

41.45

Most government stakeholders expressed in-principle support for the
IGIS’ cooperation with international counterparts as part of its oversight functions.
Where concerns were raised, they tended to relate to protection of sensitive
information. For example, one agency submitted that cooperation arrangements
should have regard to the different legal regimes in other countries. Another
submission said that other jurisdictions may not provide the same protections to
staff identities.
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41.46

The IGIS said it did not currently propose to share classified information, and if the
cooperation develops into a system that involves the sharing of classified
information, it would be reasonable to prevent that sharing without the agreement
of the agency.

41.47

The Review invited feedback on whether there should be some scope for the
Government to override any agency’s refusal to provide information to another
country for the purposes of joint international oversight. Agency responses were
generally cautious, expressing a range of concerns about information protection.

41.48

One agency submitted that subsection 8(2) of the IS Act already provides the
responsible minister with this power with respect to IS Act agencies.
Subsection 8(2) of the IS Act provides that the responsible minister can give
written directions relating to agency functions.

41.49

Cooperation between oversight bodies is still in its infancy, and most jurisdictions
currently place limits on oversight bodies’ disclosure of agency information to
overseas counterparts. While the IGIS raised the example of information exchange
between the oversight bodies of Belgium, Denmark, Norway and Switzerland, this
cooperation did not extend to the exchange of classified information or any form of
joint oversight.

41.50

Nevertheless, we see a place for international oversight cooperation that extends
beyond best practice to joint oversight of operations where it has been specifically
authorised by Government. Significant national security incidents can occur
overseas which involve Australian agencies or Australians—the Christchurch
terror attacks in 2019 are a recent example. Where such events occur, we
consider that the Government should be able to request the IGIS to conduct a joint
inquiry with a foreign country, as appropriate.

41.51

The IGIS Act does not include an express function for the IGIS to cooperate with
overseas counterparts. The IGIS’ submission suggested that it is prevented from
cooperating with foreign oversight bodies in the performance of particular
oversight functions in the absence of statutory authorisation. Notably, the secrecy
offences in the IGIS Act prohibit the IGIS from dealing with agency information
unless it is in the performance of functions or duties or exercise of powers under
relevant legislation.793

41.52

However, the Review thinks that the IGIS Act does not prevent the IGIS from
cooperating with, or conducting a joint inquiry with a foreign oversight body. The
IGIS Act does not expressly prohibit the IGIS from doing so, and it confers on the
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IGIS broad discretionary powers to conduct inquires in such manner as he or she
thinks fit794 and to obtain information from such persons, and make such inquiries,
as he or she thinks fit.795
41.53

Further, it is a general principle that a statutory authority may do such things that
are ‘incidental or consequential upon those things which the legislature has
authorised’.796 Cooperating or conducting a joint inquiry with a foreign oversight
partner would be incidental to, or consequential upon, the IGIS’ inquiry functions,797
particularly given the IGIS Act is expressed to apply both within and outside
Australia.798

41.54

The Review also thinks that IGIS cooperation or joint inquiry with a foreign
oversight body would not be in breach of the secrecy offences in section 34 of the
IGIS Act. The Review considers that, on the basis of either the IGIS’ broad
discretionary powers as to the manner of his or her inquiries or the implied power
to do things incidental to his or her functions, the general exception to the
section 34 prohibition would apply. That is, the IGIS’ cooperation with overseas
counterparts would fall within ‘the performance of his or her functions or duties or
in the exercise of his or her powers under [the IGIS Act]’.799

41.55

Amending the IGIS Act to give the IGIS an express function of cooperating with his
or her overseas counterparts would provide greater clarity about the ability to
undertake such cooperation on the face of the Act. However, we are satisfied that
such amendments are not necessary to permit cooperation of the nature described
by the IGIS.

41.56

The IGIS Act gives the Prime Minister the ability to request the IGIS to undertake
an inquiry.800 We think that if, in requesting the IGIS to inquire into a matter, the
Prime Minister considers it necessary for the IGIS to conduct a joint inquiry with a
foreign oversight body, the Prime Minister should be able request the IGIS to do
so.

41.57

The Review thinks that the IGIS Act already allows such requests to be made.
The IGIS Act does not expressly provide the Prime Minister with the power to
request the IGIS to inquire into a relevant matter jointly with a foreign oversight
body. But, equally, the IGIS Act does not preclude the Prime Minister from making
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such requests. Accordingly, we think it is unnecessary to amend the IGIS Act to
expressly provide for this power given the absence of a legal need.
41.58

In conducting any joint inquiry with a foreign oversight body, the Review agrees
that the IGIS’ disclosure of information should be subject to the approval of the
relevant agency or agencies. However, based on agency submissions, the Review
suspects that, in the event of a joint oversight inquiry, agencies may be reluctant to
agree to the release of information.

41.59

We think there should be scope for the Prime Minister to override any agency
refusal to provide information to another country for the purposes of an oversight
inquiry specifically requested by the Prime Minister. There are likely to be broader
public interest considerations in facilitating oversight that override agency-specific
concerns about disclosure. Given agencies are focused on matters within their
functions, the Prime Minister is best placed to consider how competing national
interests are to be reconciled and make directions to the relevant agency as
appropriate.

41.60

We do not think legislation is needed to achieve this outcome. The governing
legislation for ASIO, ASIS, ASD, AGO and ONI allow the responsible minister to
give directions to the Directors-General of these agencies with some limitations.801
AGO and DIO are organisations within the Department of Defence and are subject
to the directions of the Minister for Defence.

Employment grievances
41.61

The IGIS has jurisdiction to inquire into employment-related grievances for ASIO,
ASIS and ASD employees.802 This jurisdiction extends to matters relating to
promotion, termination, discipline, remuneration and other matters concerning a
person’s employment, where there are no other redress mechanisms reasonably
available.803

41.62

In relation to ASIO and ASIS, this role is required because the identities of
staff members are protected804 and there are practical limitations that prevent
those staff seeking external redress for employment-related grievances. The IGIS
has no jurisdiction in relation to employment-related grievances of intelligence
agencies whose staff are employed under the Public Service Act 1999 (Cth)

801

Intelligence Services Act 2001 (Cth), s 18(2) and s 27C(2); Australian Security Intelligence Organisation
Act 1979 (Cth), s 8(2); Office of National Intelligence Act 2018 (Cth), s 12(1).
802 Inspector-General of Intelligence and Security Act 1986 (Cth) (IGIS Act), s 8(6).
803 IGIS Act, ss 8(6), 8(7).
804 Australian Security Intelligence Organisation Act 1979 (Cth), s 92; Intelligence Services Act 2001 (Cth),
s 41.
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(Public Service Act)—AGO and DIO—as that Act has adequate redress
mechanisms under it.805
41.63

When ASD became a statutory agency, it assumed the powers and duties of an
employer under the IS Act,806 which meant that ASD staff no longer had access to
review mechanisms under the Public Service Act . The IGIS Act was amended to
confer jurisdiction on the IGIS to inquire into employment grievances by ASD staff,
analogous to the jurisdiction in relation to ASIO and ASIS employees. 807

41.64

The IGIS has no jurisdiction in relation to employment-related grievances for
ONI staff, who may be employed under the Public Service Act or the Office of
National Intelligence Act 2018 (Cth) (ONI Act).808

41.65

The IGIS submitted it was ‘difficult to discern a clear basis for the differential
treatment under the IGIS Act of ASD employees engaged under the
[Intelligence Services Act], and ONI employees engaged under the ONI Act.’
Although it is not the current practice to employ staff under the ONI Act, this
practice could change in future. The IGIS submitted that ‘even if only a small
number of persons were ever engaged under the ONI Act, those persons would be
at a disadvantage compared to employees engaged under the Public Service Act
because they would have no rights to seek redress of grievances with IGIS under
the IGIS Act, or under the Public Service Act.’

41.66

ONI did not express concern with the IGIS having an inquiry function for
employment grievances of staff employed under the ONI Act if internal review
mechanisms are unavailable, and PM&C supported legislative remediation of the
discrepancy.

41.67

The Review agrees with the IGIS that staff of NIC agencies should have access to
avenues for redress for employment-related grievances. Relevantly, we agree that
ONI employees who are employed under the ONI Act should have access to such
mechanisms.

Recommendation 174
The Inspector-General of Intelligence and Security Act should be amended to give
the IGIS an inquiry function for employment-related grievances of staff employed
under the Office of National Intelligence Act.
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Legal advice
41.68

The IGIS’ functions include oversight and review of ASIO, ASIS, ASD, AGO, DIO
and ONI’s compliance with the law.809

41.69

The IGIS said the performance of this role ‘requires a rigorous, independent
assessment [of] the legal positions adopted by agencies in support of their actions’
and ‘often involves consideration of legal advices prepared or obtained by the
agencies.’

41.70

The IGIS submitted that some agencies proactively share significant legal advices
with IGIS, including consulting on draft advices.

41.71

The IGIS also submitted that agencies often proactively report matters to the IGIS,
and consult IGIS in their planning for the exercise of new powers and the use of
existing powers in novel ways.

41.72

Agencies subject to IGIS oversight also submitted that they engage in early
consultation with the IGIS in relation to both legality and propriety, particularly on
complex, novel or significant matters. However, the extent to which agencies
engage with the IGIS varies depending on the issue.

41.73

The IGIS submitted that, as a general principle, it supports agencies’ early
engagement with its office. When this engagement occurs, it is the IGIS’ practice
to emphasise that any comment on agencies’ proposals does not constitute legal
advice, nor do comments give prior approval or endorsement of a proposed
activity. Rather, the IGIS’ early views are intended to be for ‘the identification of
potential legal and propriety issues that agencies may wish to have regard to,
rather than a replacement for an agency seeking independent legal advice.’

41.74

The IGIS submitted that ‘engagement of this kind reflects the trust that is critical to
the relationship between NIC agencies and IGIS’ and:
while oversight should and must remain independent, a cooperative relationship with agencies,
including early engagement, is critical to effective and substantial oversight. Any limitation of
agency engagement with the IGIS to post-event review could raise the real possibility of
relationships becoming adversarial and overly ‘legalistic’, thereby diminishing the effectiveness
(and perceptions of effectiveness) of the oversight role.

41.75

The IGIS also submitted that engagement with the IGIS is ‘particularly important
where legal advice obtained by agencies (either through in house counsel or
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externally provided by external counsel) will be less likely to be contested through
court or other review processes’ compared to law enforcement agencies.
41.76

The Review accepts that early consultation with IGIS has been motivated by good
intentions and—to be absolutely clear—we are not aware of any instance of early
consultation having given rise to insufficiently independent review. The IGIS and
her office draw clear lines, both in theory and in practice.

41.77

Agencies’ early consultation with the IGIS is intended to be consistent with a
positive compliance culture, and ensure the IGIS is apprised of agency operations,
policies, risk management and culture. However, early consultation risks involving
the IGIS in the dual role of assessing and commenting on the legality and propriety
of an activity at the approval stage, and then reviewing the activity to assess its
legality and propriety after the activity has occurred.

41.78

We think this creates a potential conflict for the IGIS which could risk diminishing
the IGIS’ impartiality and independence. As an independent statutory officer,
the IGIS is required to constantly manage these risks. However, if these risks were
not properly managed, by endorsing—or being perceived to endorse—a proposed
activity, the IGIS may be—or be perceived to be—unable to bring an independent
mind to any subsequent review of that activity. Compromising the independence of
the IGIS could, in turn, undermine the key pillar of Australia’s intelligence oversight
system.

41.79

In some instances, agencies seek the IGIS’ views on legality instead of, or in
addition to, advice from the Australian Government Solicitor (AGS). We accept
that the IGIS’ intention is to simply assist agencies to identify potential issues of
legality, and not to provide legal advice. It is clear to the Review that the IGIS is
acting properly. But it is also clear to us that too often agencies have interpreted
comments about legality made by the IGIS in informal discussions as ‘legal
advice’—even though the IGIS has been explicit that the comments should not be
taken in that way.

41.80

AGS has a formal and long-standing role as the Government’s sole source of legal
advice on national security issues, consistent with the Legal Services Directions
2017 (Cth) (the Legal Services Directions). Agencies must not treat engagement
with the IGIS on legal issues as a substitute for legal advice from AGS.

41.81

The Legal Services Directions are binding rules issued by the Attorney-General
about the performance of Commonwealth legal work. They set out the
requirements for sound practice in the performance of legal services to the
Government. Under the Legal Services Directions, legal work is ‘tied’ to AGS if it
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involves national security issues810—which means that only AGS is permitted to
undertake legal work involving national security issues.811 The IGIS is bound by the
Legal Services Directions in the same way as other agencies.
41.82

The IGIS is not properly placed to provide legal advice to agencies on agency
operations. Nevertheless, the IGIS must form an independent legal view in
accordance with its statutory role to advise Ministers (amongst others) on the
legality and propriety of agency activities. Unlike AGS, IGIS may not have access
to the full range of legal advices previously provided on activities, operations and
functions of agencies, and may not have legal expertise in the full suite of issues
that might arise. Conversely, a legal interpretation adopted or endorsed by the
IGIS will not always be available to AGS as part of its database of advices, and will
not be able to be considered in future advices on the same or similar provisions.

41.83

Early consultation with the IGIS should never replace formal legal advice.
Agencies must make their own operational decisions, based on legal advice from
AGS as required, rather than deferring to the views expressed by IGIS in early
consultations. It is essential to demarcation between the decision-making role of
the agencies and the oversight role of the IGIS.

41.84

Other inquiries, such as the Royal Commission into Misconduct in the Banking,
Superannuation and Financial Services Industry (2018-19), have highlighted the
dangers of the regulator becoming too close to the regulated.812

41.85

Although the IGIS is not a regulator, and there is no suggestion that the IGIS has
not rigorously carried out its role of assessing the legality and propriety of agency
activities to date, a perception that the IGIS is closely involved in pre-operational
decision-making must be avoided. Failure to do so could undermine IGIS’ actual or
perceived independence and thus undermine the entire system.

41.86

The Royal Commission shows that when the credibility of a regulator comes into
serious question, it can cripple public confidence in the system. Although the IGIS
is not a regulator, we think the same risk could potentially arise in the context of
the IGIS’s oversight of the intelligence and security agencies. If the credibility of
the IGIS came into question, the impact would be particularly acute because the
agencies overseen by the IGIS operate behind a broad veil of secrecy.

810

Legal Services Directions 2017, sch 1 para 2.1, app A sub-para 1(b).
The Legal Services Directions 2017 (paragraph 3A of Appendix A) provides that work of a kind described
in paragraphs 1 to 3 of Appendix A is ‘tied work’ and legal service providers who, in accordance with those
paragraphs, are permitted to undertake tied work are ‘tied providers’. Subparagraph 1(b) of Appendix A
provides that legal work is tied to AGS and AGD if it involves national security issues.
812 Royal Commission into Misconduct in the Banking, Superannuation and Financial Services Industry
(Interim Report, September 2018) pg xix.
811
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Recommendation 175
Agencies should seek legal advice through in-house counsel or the
Australian Government Solicitor, in a manner consistent with the Legal Services
Directions.
41.87

The Review’s consideration of this issue has led us to consider the overall
accessibility and consistency of legal advice for NIC agencies.

41.88

Although reasonable and indeed exceptional legal minds may differ on the
preferable interpretation of legislation, legal advice should be as consistent as
possible and should build on, or thoughtfully depart from, advices that have gone
before. We believe there is room for improvement in this area.

41.89

Active consultation on legal advices contributes to consistency and reduces the
resources necessary to reconcile advices that reach different conclusions.
All agencies subject to IGIS’ oversight, and indeed all NIC agencies, are subject to
the Legal Services Directions. Compliance with the Legal Services Directions
should not be pursued just because it is good practice, but because it adds
tangible value to the work of the NIC by ensuring visibility of legal issues arising
across the community.

41.90

The consultation requirements of the Legal Services Directions are important.
They require consultation with the agency administering the legislation in relation
to which (in-house or external) legal advice is sought.813 Although there are some
exceptions to consultation, including if a law enforcement or national security
matter would be inappropriately disclosed,814 we anticipate such situations would
be rare given that eminently qualified AGD lawyers hold high level security
clearances. Agencies, including the IGIS, should comply with this requirement
and, indeed, go further and also consult with other agencies for which a novel or
significant legal advice may also be relevant.

41.91

We also think that AGS, as the tied legal services provider on national security
issues, should ensure that the advice it provides to NIC agencies is internally
consistent. The Review notes that AGS maintains a database of legal advices,
however this has not been the case for classified advices due to the differing
protective security and ICT requirements. AGS should centrally and electronically
store all classified legal advices it provides to NIC agencies, to facilitate reference
to them for consistency purposes and to build corporate knowledge. There should

813
814

Legal Services Directions 2017, sch 1 para 10.
Legal Services Directions 2017, sch 1 sub-para 10.3(b).
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be controls on access to classified advices so that they are only accessed by
appropriately cleared and briefed personnel.
Recommendation 176
The Australian Government Solicitor should centrally and electronically store all
classified legal advices provided to National Intelligence Community agencies.

The Independent National Security Legislation Monitor
41.92

The INSLM Act establishes an independent statutory office to review the
operation, effectiveness and implications of national security and counter-terrorism
laws. This includes considering whether the laws are consistent with Australia’s
international obligations, contain appropriate safeguards for protecting rights, and
remain necessary and proportionate to any terrorism or national security threats. 815

41.93

Since its establishment in 2011, the INSLM has conducted inquiries on a range of
legislative issues including questioning and detention powers under the ASIO Act
and the prosecution and sentencing of children for terrorism.816

41.94

Two issues about the INSLM Act were raised with the Review.

41.95

The Hon Roger Gyles AO QC, former INSLM from 2014 to 2016, submitted that
the INSLM Act should be amended to provide an express power for the INSLM to
report on a matter more urgently or particularly than by annual report or pursuant
to a reference from the Prime Minister or the Attorney-General. Mr Gyles
submitted that this is important to ensure timely, effective, and independent
scrutiny of legislation.

41.96

Mr Bret Walker SC, former INSLM from 2011 to 2014, raised the same issue in his
2014 annual report,817 and the current INSLM, Dr James Renwick CSC SC, also
raised this issue with the Review and in the 2017-18 INSLM annual report.818
Dr Renwick said that his current inability to report on a matter more urgently or
particularly than by annual report or pursuant to a ministerial reference ‘has the

815

Independent National Security Legislation Monitor Act 2010 (Cth), ss 6, 8.
Independent National Security Legislation Monitor, Certain Questioning and Detention Powers in Relation
to Terrorism (8 February 2017); Independent National Security Legislation Monitor, Report to Prime Minister:
The Prosecution and Sentencing of Children for Terrorism (26 November 2018).
817 Independent National Security Legislation Monitor, Annual Report (2014) pg 2.
818 Independent National Security Legislation Monitor, Annual Report (2017-18) para 1.15.
816
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potential to undermine my independence if an urgent own motion review cannot be
reported until the end of a particular financial year.’819
41.97

Several public submissions (and former and current INSLM annual reports)820 also
raised concerns about the Government’s lack of response to the INSLM’s
recommendations.


Dr Anthony Bergin821 and Kate Grayson822 submitted ‘there should be a
legislative requirement for the government to table a timely response to the
INSLM reports.’



The Law Council of Australia recommended that ‘the INSLM Act be amended
to require the Government to provide a public response to the
INSLM’s recommendations within six months.’



The Human Rights Law Centre recommended ‘mechanisms….to require the
Government to respond to the INSLM’s recommendations before a bill can
pass’, although recognised the need for flexibility for Bills to be expedited
‘where there are genuine exceptional circumstances.’



Professor George Williams AO and Dr Keiran Hardy expressed the view that:
Certainly, the record to date demonstrates that Australian governments (on both sides of
politics) are very reluctant to accept recommendations for change from executive bodies, and
particularly from the INSLM. The government has employed obvious political tactics (such as
introducing the INSLM’s reports into Parliament on budget day) so that valuable
recommendations have been overshadowed by other events. Indeed the government has not
only ignored the INSLM’s recommendations to reduce the scope of Australia’s counterterrorism
laws, but also to expand them.

41.98

The INSLM Act requires the INSLM to provide an annual report to the
Attorney-General and to report to either the Prime Minister or the Attorney-General
on a reference made by that minister.823 The annual report must be presented by
the Attorney-General, and the (declassified) report must be presented by the
referring minister, to each House of Parliament within 15 sitting days of that House
after the day on which he or she received the report.824 Section 6 of the INSLM Act,

819

Independent National Security Legislation Monitor, Annual Report (2017-18) para 1.15.
Independent National Security Legislation Monitor, Annual Report (2013) pg 6; Independent National
Security Legislation Monitor, Annual Report (2014) pg 2; Independent National Security Legislation Monitor,
Annual Report (2017-18) pgs 10-11.
821 Senior analyst at the Australian Strategic Policy Institute and a Senior Research Fellow at the National
Security College, Australian National University.
822 Previous adviser to the late former Senator Russell Trood, writer and researcher on intelligence oversight
and accountability.
823 Independent National Security Legislation Monitor Act 2010 (Cth) (INSLM Act), ss 29(1), 30(1).
824 INSLM Act, ss 29(5), 30(6).
820
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which outlines the functions of the INSLM, also provides that the INLSM has the
following function: ‘if a matter relating to counter-terrorism or national security is
referred to the Monitor by a Minister under section 7—to report on the
reference’.825
41.99

Unless a matter is referred to the INSLM by the Prime Minister or
Attorney-General, the INSLM must wait until the publication of his or her annual
report to report on an own motion review of national security or counter-terrorism
laws. The Review agrees that it is important for the INSLM to be able to report on
a matter at any time, particularly on a matter which the INSLM has determined
requires urgent review.

41.100 The timeliness and effectiveness of the INSLM are important measures of whether
the INSLM is fulfilling his or her mandate. Timely reporting ensures that relevant
ministers are informed of national security legislation issues at the earliest
opportunity. Under current arrangements, there is a risk that the INSLM could
identify an important or urgent issue just after submitting an annual report and
have to wait another 12 months to publish it. The inability to report on a matter at
any time, unless the matter is referred by the Prime Minister or Attorney-General,
risks undermining the INSLM’s independence—and public confidence in the
INSLM—by effectively subjecting its ability to provide timely and effective reports
to the control of the Prime Minister and the Attorney-General.
Recommendation 177
The Independent National Security Legislation Monitor Act should be amended to
provide that the INSLM may prepare and give to the Attorney-General a report on
any matter relating to the performance of the INSLM’s functions at any time. The
Attorney-General should be required to table an (unclassified) copy of the report
in each House of the Parliament within a reasonable time of receiving the report.
41.101 In relation to the second issue, there is no requirement in the INSLM Act or the
PM&C Guidelines for the Presentation of Documents to the Parliament
(February 2017) that requires the Government to respond to the
INSLM’s recommendations.

825

INSLM Act, s 6(1)(c).
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41.102 The current INSLM, Dr Renwick, stated in his 2017-18 Annual Report:
This year, I am pleased to say, the government through responses to the PJCIS and answers to
questions in Senate Estimates (see Appendix II) is now up to date in its response to nearly all
recommendations made by me and INSLM Gyles.826

41.103 The INSLM nevertheless considered it necessary to recommend ‘that the
INSLM Act be amended to require formal government response to INSLM reports
within 12 months of delivery of the reports’.827 The INSLM acknowledged that he is
able to make specific recommendations about responses in his reports, and noted
that ‘most recently in my report to the Prime Minister on the prosecution and
punishment of children…I have recommended a response to all recommendations
including advice on any implementation within 12 months.’828 However, the INSLM
noted that the Government is not obliged to accept the INSLM’s
recommendations.829
41.104 The INSLM considers that ‘an important part of the process begun by conducting a
review and reporting, is the timely response of the government of the day’. 830 Given
the INSLM’s ongoing role (compared to a Royal Commission whose role is over
once it has delivered its report), the INSLM submitted that it has an interest in
considering the implementation of its recommendations.831
41.105 The Review agrees with public stakeholders that the Government should give
appropriate consideration to the recommendations of independent experts.
The Government specifically established the role of the INLSM to provide
independent, expert analysis to it, and, therefore, should consider that analysis
and respond to it in a timely manner.
41.106 However, the Review considers it would be incongruent with the approach to
Government responses to parliamentary committee reports to legislate this
requirement. There is generally no requirement in legislation for the Government
to respond to parliamentary committee recommendations (rather, successive
governments have undertaken to respond to parliamentary committee reports,
including by way of resolutions832).

826

Independent National Security Legislation Monitor, Annual Report (2017-18) (INSLM 2017-18 Annual
Report) para 1.21.
827 INSLM 2017-18 Annual Report, para 1.25.
828 INSLM 2017-18 Annual Report, para 1.22.
829 INSLM 2017-18 Annual Report, para 1.23.
830 INSLM 2017-18 Annual Report, para 1.23.
831 INSLM 2017-18 Annual Report, para 1.24.
832 Senate Resolution of Continuing Effect No. 46 (adopted 14 March 1973) provides that the Government
should respond to Senate Committee reports within three months. Resolution of the House (adopted
29 September 2010) provides that the Government should respond to House of Representatives Committee
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Recommendation 178
As a matter of good practice, the Government should provide a publicly available
response to the INSLM’s recommendations within 12 months of the INSLM’s
report being tabled in Parliament.

The Independent Reviewer of Adverse Security Assessments
41.107 The IRASA is a non-statutory role established in December 2012 to review
ASIO adverse security assessments in relation to people who remain in
immigration detention, have been found to be owed protection under international
law and who are ineligible for a permanent protection visa, or have had their
permanent protection visa cancelled, due to an ASIO adverse security
assessment.833 The IRASA provides an avenue of recourse for non-citizens, who
are not afforded rights of notification and AAT review of an adverse security
assessment in respect of them.834
41.108 The IRASA’s terms of reference provide for an initial review of relevant adverse
security assessments followed by periodic reviews every 12 months. The IRASA
examines all material relied on by ASIO in making the adverse security
assessment as well as other relevant material, including submissions made by the
subject, the security environment and changes to the applicant’s circumstances or
ideology during their time in detention.835
41.109 The IRASA provides his or her recommendations to the Director-General of
Security, who must respond and may determine whether to take action if he or she
agrees with the IRASA’s opinion. The applicant must be told of the IRASA’s
opinion, reasons, any recommendations made and the outcome of the
Director-General of Security’s consideration of the opinion and recommendations.
The Attorney-General, Minister for Home Affairs, and the IGIS are also provided
copies of the IRASA’s recommendations.836

Reports within six months. There are no resolutions that apply to Government responses to Joint
Parliamentary Committee reports. However, the PM&C Guidelines for the Presentation of Documents to
Parliament 2017 (at paragraph 5.3) provides that the Government should respond within three months.
833 The Hon Nicola Roxon MP, Attorney-General and Minister for Emergency Management, ‘Commencement
of Independent Reviewer of Adverse Security Assessments’ (Media Release, 3 December 2012).
834 Australian Security Intelligence Organisation Act 1979 (Cth), s 36.
835 Australian Security and Intelligence Organisation, Annual Report (2017-18) pg 113.
836 Attorney-General’s Department, Independent Review Function Terms of Reference
<http://www.ag.gov.au/NationalSecurity/Counterterrorismlaw/Documents/Independent-Review-FunctionTerms-of-Reference.pdf >.
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41.110 As at December 2019, the IRASA role is held by Mr Robert Cornall AO, under
contract to AGD.837 The IRASA is remunerated for work undertaken, and is a
part-time role that can be maintained alongside another position or other positions.
In 2016-17, the IRASA concluded the four matters before him and he received no
new matters in 2017-18.838 In 2018-19, the IRASA had two matters under
consideration.839
41.111 AGD initially submitted that there could be merit in considering whether the role of
the Reviewer should be made a permanent standing arrangement, or whether
AAT merits review should be afforded to this limited category of people as it has
proven to be an effective mechanism. AGD acknowledged ‘the fact that there are
only a limited number of cases suggests that establishing a statutory role may not
be the most efficient outcome’, and later confirmed ‘a statutory footing for the
position is not necessary.’ However, AGD noted that advances in technology
(including in automated decision-making) could result in a significant increase in
security assessments, with the potential for the IRASA to experience an increase
in case referrals—at which point a re-assessment may be required.
41.112 We think that the IRASA plays an important role in ensuring transparency and
accountability for ASIO’s advice to government, and provides an additional
safeguard and avenue for independent review for a vulnerable group of people
while continuing to protect national security information. Compared to other
individuals who may be impacted by ASIO security assessments, people who are
ineligible for a permanent protection visa, or have had their permanent protection
visa cancelled, despite being found to be owed protection under international law,
are particularly vulnerable because they may remain in indefinite immigration
detention as a result of the adverse security assessment. The current
arrangement—where an IRASA is available on an as-needs basis—has been in
place since 2015 and has been a responsive, efficient and cost-effective model.
41.113 We endorse continuation of the current arrangements and agree with AGD that
current arrangements should be reconsidered if there is a significant increase in
IRASA’s caseload, particularly having regard to automated decision-making.
41.114 We do not consider AAT merits review should be afforded to the category of
people who can seek review by the IRASA. We agree with Justice Hope, who was

837

Mr Robert Cornall AO was first appointed on 3 September 2015 and, in March 2019, reappointed for a
further term of two years expiring on 26 March 2021: See Australian Security and Intelligence Organisation,
Annual Report (2018-19) pg 125.
838 Australian Security and Intelligence Organisation, Annual Report (2016-17) pg 125; Australian Security
and Intelligence Organisation, Annual Report (2017-18) pg 113.
839 Australian Security and Intelligence Organisation, Annual Report (2018-19) pg 125.
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explicit that there should only be a right of review of security assessments for
Australian citizens and permanent residents.840 This is consistent with the
distinction other Western countries draw between protections afforded to their
citizens, as against non-citizens. As discussed in Chapter 10, we see the
continuing relevance of this distinction. We think it strikes an appropriate balance
between protecting Australians’ individual liberties and providing collective
security. The AAT review process provides particular protections for Australians,
but need not apply to non-citizens, to whom the government does not owe the
same obligations.
Recommendation 179
The Independent Reviewer of Adverse Security Assessments should continue as
a standing arrangement.

840

Justice Robert Hope, Royal Commission on Intelligence and Security (1976) (RCIS) (Fourth Report) vol 1,
para 306.
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Chapter 42 Oversight: Parliamentary committees
42.1

The Parliamentary Joint Committee on Intelligence and Security (PJCIS) reviews
the administration and expenditure of ASIO, ASIS, AGO, DIO, ASD and ONI841 and
matters relating to these agencies that are referred to it by the responsible
minister, the Attorney-General or a resolution of either House of the Parliament.842

42.2

The PJCIS’ role in relation to the AFP is more limited. It monitors and reviews the
AFP’s performance of its terrorism-related functions under Part 5.3 of the
Criminal Code Act 1995 (Cth),843 its retained data activities in relation to terrorism
offences in Part 5.3,844 and its terrorism stop, question and search powers in the
Crimes Act 1914 (Cth) (Crimes Act).845

42.3

Under the Intelligence Services Act 2001 (Cth) (IS Act), the PJCIS is responsible
for reviewing the operation, effectiveness and implications of a range of legislation,
specifically:

42.4



data retention provisions in the Telecommunications (Interception and
Access) Act 1979 (Cth)846



citizenship loss provisions in the Australian Citizenship Act 2007 (Cth)847



control order, preventative detention order, continuing detention order and
foreign incursion and recruitment provisions in the Criminal Code848



terrorism stop, question and search provisions in the Crimes Act,849 and



the Counter-Terrorism (Temporary Exclusion Orders) Act 2019 (Cth).850

In recent years, the PJCIS has, as a matter of practice, also reviewed proposed
counter-terrorism and national security legislation. Since 2014, the PJCIS has
reviewed over 22 Bills.851

841

Intelligence Services Act 2001 (Cth) (IS Act), s 29(1)(a).
IS Act, s 29(1)(b).
843 IS Act, s 29(1)(baa).
844 IS Act, s 29(1)(be).
845 IS Act, s 29(1)(bba)(i).
846 IS Act, s 29(1)(bc).
847 IS Act, s 29(1)(ca).
848 IS Act, s 29(1)(bb)(ii), 29(1)(bb)(iii), 29(1)(cb).
849 IS Act, s 29(1)(bb)(i).
850 IS Act, s 29(1)(cc).
851 The Parliamentary Joint Committee on Intelligence and Security (PJCIS), Annual Report of Committee
Activities (2014-15) reports (at page 3) that it concluded reviews on four Bills during the reporting period;
PJCIS, Annual Report of Committee Activities (2015-16) reports (at page 2) that it concluded reviews on two
Bills during the reporting period; PJCIS, Annual Report of Committee Activities (2016-17) reports (at page 2)
842
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42.5

The PJCIS reviews disallowable instruments that specify organisations to be
terrorist organisations852 and the basis of the minister’s declarations of a
‘prescribed security zone’ under the terrorism stop, question and search powers in
the Crimes Act.853 The PJCIS also reviews the Foreign Affairs Minister’s
declaration of an area for the purposes of the foreign incursion offences in the
Criminal Code.854

42.6

The PJCIS reports to Parliament, to the responsible minister and to the
Attorney-General on its reviews.855

42.7

The PJCIS’ functions are limited by the IS Act. Its functions do not include, among
others:

42.8



reviewing the intelligence gathering and assessment priorities of ASIO, ASIS,
AGO, DIO, ASD or ONI



reviewing sources of information, other operational assistance or operational
methods available to ASIO, ASIS, AGO, DIO, ASD or ONI



reviewing particular operations that have been, are being or are proposed to
be undertaken by ASIO, ASIS, AGO, DIO or ASD



reviewing information provided by a foreign government where that
government does not consent to the disclosure of the information, or



reviewing an aspect of the activities of ASIO, ASIS, AGO, DIO, ASD or
ONI that does not affect an Australian person.856

The 2017 Independent Intelligence Review (2017 IIR) considered parliamentary
oversight arrangements and recommended that the PJCIS’ jurisdiction be
expanded to cover AUSTRAC and the intelligence functions of the AFP, ACIC and
Home Affairs on the basis that a consistent oversight regime should apply to all
the intelligence capabilities that support national security, across the ten agencies
of the National Intelligence Community (NIC).857

that it concluded reviews on four Bills during the reporting period; PJCIS, Annual Report of Committee
Activities (2017-18) reports (at page 2) that it concluded reviews on five Bills during the reporting period;
PJCIS, Annual Report of Committee Activities (2018-19) reports (at page 21) that it concluded reviews on
seven Bills during the reporting period.
852 Criminal Code Act 1995 (Cth), s 102.1A.
853 IS Act, s 29(1)(bba)(ii).
854 Criminal Code Act 1995 (Cth) ss 119.3(7), 119.3(8).
855 IS Act, s 29(1)(bab), 29(1)(bac), 29(1)(c).
856 IS Act, s 29(3).
857 Michael L’Estrange and Stephen Merchant, 2017 Independent Intelligence Review (June 2017) (2017 IIR)
paras 7.19-7.20.
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42.9

The ACIC and the AFP are already subject to parliamentary oversight by the
Parliamentary Joint Committee on Law Enforcement.

42.10

The 2017 IIR also considered expanding the PJCIS’ role in overseeing the
NIC agencies’ operational activities. It recommended that the PJCIS should be
able to request the IGIS to conduct an inquiry into the legality and propriety of
NIC operational activities and report to the PJCIS, Prime Minister and responsible
minister (recommendation 23(a)). This recommendation is discussed below.

42.11

The 2017 IIR also recommended that the PJCIS’ role be expanded to:


make explicit in legislation the PJCIS’ power to review proposed reforms to
counter-terrorism and national security legislation, and to enable it to review
all such expiring legislation (recommendation 23(b))



enable the PJCIS to initiate its own inquiries (recommendation 23(c))



enable the PJCIS to request a briefing from the Independent National
Security Legislation Monitor (INSLM), and ask the INSLM to report on
matters referred by the PJCIS and provide the PJCIS with the outcome of the
INSLM’s inquiries into existing legislation at the same time as the INSLM
provides such reports to the responsible minister (recommendation 23(d)),
and



require the PJCIS to be regularly briefed by the Director-General of ONI and
separately by the IGIS (recommendation 23(e)).

42.12

The Review agrees with these recommendations.

42.13

As at December 2019 the Government had not responded to recommendation 23
of the 2017 IIR.

Parliamentary Joint Committee on Intelligence and Security
operational oversight
42.14

As noted above, the PJCIS’ role does not extend to operational activity by ASIO,
ASIS, AGO, DIO, ASD and ONI.858

42.15

The 2017 IIR considered it appropriate for responsible ministers to oversee the
agencies’ operations and be accountable for them to the Parliament and broader
Australian community,859 and for IGIS to oversee the legality and propriety of

858
859

IS Act, s 29(3).
2017 IIR, para 7.42.
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operations.860 Rather than recommending PJCIS operational oversight, the
2017 IIR recommended:
strengthening the connection between the PJCIS and the IGIS. This would increase the
Parliament’s visibility of the issues raised by the activities of intelligence agencies without
introducing duplication.861

Submissions
42.16

Several public submissions sought enhanced parliamentary oversight of the NIC,
including operational oversight. Department and agency submissions, on the other
hand, expressed broad support for existing oversight arrangements, and did not
seek to expand the PJCIS’ role to include direct operational oversight. Agencies
also expressed mixed views about implementation of recommendation 23(a) of the
2017 IIR.

42.17

Dr Anthony Bergin862 and Kate Grayson863 submitted that the PJCIS should be
permitted to ‘generate their own-motion inquiries including into operations as long
as they are deemed not to be injurious to national security by the Prime Minister or
the appropriate Minister’. The Human Rights Law Centre submitted that the PJCIS’
‘scope of review should be broadened to operational matters, either generally or to
allow it to receive, review and assess reports from the Inspector-General of
Intelligence and Security’.

42.18

Professor George Williams AO and Dr Keiran Hardy recommended that ‘the
powers of the PJCIS be expanded to allow for parliamentary oversight of
[Australian Intelligence Community] policy and operations’. Australian Lawyers for
Human Rights also supported ‘the expansion of powers of the PJCIS to initiate its
own reviews into operational matters’.

42.19

The Hon Michael Kirby AC CMG and Bret Walker SC submitted:
As to the subject matter of the Committee’s remit, we think there is merit in expressing it in such
general terms, so comprehensive of unknown future possibilities, that no-one will be able to say
that these agencies have some field of operations that is immune from Parliamentary scrutiny.

42.20

Senator Rex Patrick submitted that PJCIS scrutiny should extend to ‘the full range
of intelligence and national security agency activities.’ Senator Patrick’s

860

2017 IIR, para 7.43.
2017 IIR, para 7.44.
862 Senior Analyst, Australian Strategic Policy Institute; and Senior Research Fellow, National Security
College, Australian National University.
863 Previous advisor to the late former Senator Russell Trood, writer and researcher on intelligence oversight
and accountability.
861
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submission enclosed a copy of the Intelligence Services Amendment (Enhanced
Parliamentary Oversight of Intelligence Agencies) Bill 2018, a Bill sponsored by
Senator Patrick and before the Senate as at December 2019.
42.21

Agencies expressed different views about expanding the PJCIS’ role consistent
with the 2017 IIR’s recommendation 23(a). Some supported the recommendation,
which one agency submitted appropriately balances the principle of
complementary but distinct roles for the PJCIS and the IGIS, with increasing public
confidence in oversight arrangements.

42.22

Other submissions did not support expanding the PJCIS’ role consistent with
recommendation 23(a) on the basis that this would increase the risk of sensitive
information being compromised and be a significant change in the PJCIS’ role by
introducing a form of indirect operational oversight. This would, according to
one submission, undermine the Government’s long-standing position that
operational oversight be conducted by independent statutory agencies, rather than
by Parliament, to ensure the apolitical role of intelligence agencies. Another
submission said that the proposal risked ‘politicising’ the Committee’s work.

42.23

Some submissions argued that any reform consistent with recommendation 23(a)
should maintain appropriate protections for sensitive operations and capabilities.

42.24

Other submissions expressed support for current arrangements, and did not
specifically address recommendation 23(a).

42.25

AGD submitted that ‘any consideration given to expanding the mandate of the
PJCIS or another Parliamentary Committee should support primary oversight of
operational matters remaining with bodies such as the IGIS and Ombudsman.’

42.26

Another submission proposed that any adjustments to current arrangements
‘should be undertaken with great care to protect the central role of Ministerial
authority and accountability, the operational integrity of intelligence activities and
the indispensable contribution of our foreign intelligence partnerships’.

42.27

The IGIS submitted that whether the PJCIS should have direct operational
oversight or otherwise expanded oversight are ‘principally policy matters’ but
observed that although it is implicit in recommendation 23(a) that the IGIS would
not be obliged to conduct the requested inquiry, this should be made explicit in any
reform. The IGIS submitted that proposals allowing for anyone other than the
Prime Minister to require the IGIS to inquire into a matter would be a significant
compromise to the IGIS’ independence, which ‘is critical to the capacity of the
Office to perform its functions and satisfy the objects of the IGIS Act.’
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The IGIS also noted the distinct and complementary roles of executive and
parliamentary oversight and submitted that if recommendation 23(a) was adopted,
‘consideration could be given to the right of the Committee to receive any report
produced as a result of its request.’ The IGIS submitted that to the extent that its
inspection and inquiry reports relate to agencies’ administration and expenditure,
there may be merit in the IGIS having an explicit discretion to provide these
reports—or a summary of these reports—to the PJCIS (with operational
information redacted). An alternative approach might be for the legislation to
provide the minister with an explicit discretion to give a copy of the report to the
PJCIS.

Previous reviews and private member bills
42.29

The issue of parliamentary oversight of intelligence activities attracts strong views.
In his first Royal Commission, Justice Hope said that the issue of
ASIO’s accountability to Parliament ‘has given me very great trouble’. 864

42.30

Justice Hope’s focus was on ASIO’s accountability to the minister and the
Government. He considered, but did not support, the creation of a parliamentary
committee in his first Royal Commission865 and found in his second Royal
Commission that it was ‘neither necessary nor appropriate that a special
parliamentary committee be established.’866 Justice Hope expressed his view that:
the most direct, and effective, way to improve the accountability of ASIO is to strengthen the
Attorney-General’s ability to carry out his present functions in that area, including his ability to
be fully and responsibly answerable to Parliament. 867

42.31

Notwithstanding Justice Hope’s findings, parliamentary joint committees have
overseen aspects of Australia’s intelligence community since 1988, when the
Parliamentary Joint Committee on ASIO was established.

42.32

Parliament’s oversight of intelligence agencies through the PJCIS must be
considered in the broader context of other oversight arrangements in Australia,
particularly the IGIS’ role. The 2017 IIR pointed to the ‘combination of government,
parliamentary and independent oversight of intelligence agencies’ that was
created in the aftermath of the Hope Royal Commissions and said that these

864

Justice Robert Hope, Royal Commission on Intelligence and Security (RCIS) (1976) (Fourth Report) vol 1,
para 457.
865 RCIS, Fourth Report, vol 1, para 458.
866 Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence Agencies (RCASIA)
(1983-84) (Report on ASIO) para 17.34.
867 RCASIA, Report on ASIO, para 17.34.
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oversight arrangements, which still exist today, ‘represent a carefully constructed
architecture’.868
42.33

Changes to this architecture must be carefully considered so as not to upset the
balance or create unnecessary and unproductive duplication. The 2017 IIR
concluded that ‘it is appropriate and effective for the primary oversight of the
legality and propriety of operations conducted by intelligence agencies to be
carried out by the IGIS Office’.869 The 2017 IIR found that PJCIS oversight of
operations would duplicate existing reporting and resourcing requirements and
could lead to simultaneous inquiries on the same issue.870

42.34

The 2017 IIR said that it would be better to strengthen the connection between the
PJCIS and the IGIS, to ‘increase the Parliament’s visibility of the issues raised by
the activities of the intelligence agencies without introducing duplication.’871

42.35

Private member bills proposing to give the PJCIS direct operational oversight over
ASIO, ASIS, AGO, DIO, ASD and ONI have twice been introduced into the Senate
(although not passed).872 Senator Rex Patrick introduced the Intelligence Services
Amendment (Enhanced Parliamentary Oversight of Intelligence Agencies)
Bill 2018 into Parliament on 14 August 2018 and, as at December 2019, it remains
before the Senate.

42.36

The Bill proposes to explicitly provide a function for the PJCIS to review the
activities of ASIO, ASIS, AGO, DIO, ASD, ONI, and remove the current restrictions
on the PJCIS’ ability to review the operations of ASIO, ASIS, AGO, DIO, ASD and
ONI and the operations or investigations of the AFP.873 However, the Bill proposes
to require the PJCIS to cease or suspend such review if the responsible minister
certifies that the review relates to an ongoing operation and would interfere with

868

2017 IIR, paras 7.4, 7.6.
2017 IIR, para 7.43.
870 2017 IIR, para 7.43.
871 2017 IIR, para 7.44.
872 The Parliamentary Joint Committee on Intelligence and Security Amendment Bill was introduced by
Senator Penny Wong on 10 August 2015 but lapsed when Parliament was dissolved in advance of the
federal election in May 2016. The Bill was reinstated to the Senate Bills List on 31 August 2016, but
ultimately lapsed at the end of Parliament on 1 July 2019; The Intelligence Services Amendment (Enhanced
Parliamentary Oversight of Intelligence Agencies) Bill 2018 was introduced by Senator Rex Patrick on
14 August 2018. The Senate Finance and Public Administration Legislation Committee recommended that
the Senate not pass the Bill, noting that this would be premature given the Review is ongoing. The Bill
lapsed at the end of Parliament on 1 July 2019, but was reinstated to the Bills List on 4 July 2019 and is
currently before the Senate.
873 Intelligence Services Amendment (Enhanced Parliamentary Oversight of Intelligence Agencies) Bill 2018,
sch 1 items 1-2.
869
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the proper performance by the relevant body of its functions or otherwise prejudice
Australia’s national security or the conduct of Australia’s foreign relations.874
42.37

Prior to Senator Patrick’s Bill, the Parliamentary Joint Committee on Intelligence
and Security Amendment Bill 2015 (first prepared by Senator John Faulkner in
2014)875 was introduced into the Senate by Senator Penny Wong on
10 August 2015. The Bill proposed to permit the PJCIS, by resolution, to review
the activities of ASIO, ASIS, AGO, DIO, ASD and ONI, following consultation with
the responsible minister.876 The Explanatory Memorandum stated that the Bill was
required ‘to ensure that the adequacy and effectiveness of Parliamentary oversight
of intelligence and security agencies keeps pace with the agencies’ enhanced
powers.’877 The Bill lapsed when Parliament was dissolved in advance of the
federal election in May 2016. The Bill was reinstated to the Senate Bills List on
31 August 2016, but ultimately lapsed at the end of the 45th Parliament on
1 July 2019.

Should the Parliamentary Joint Committee on Intelligence and Security
have oversight of operational activity?
42.38

Public submissions proposed that the IGIS’ oversight role be supplemented by
PJCIS operational oversight. None of the public submissions advocated abolishing
the IGIS, nor explicitly stated that the PJCIS’ operational oversight should replace
the IGIS’ oversight role.

42.39

The Human Rights Law Centre, Australian Lawyers for Human Rights,
Senator Rex Patrick, Professor George Williams AO and Dr Keiran Hardy,
Dr Anthony Bergin and Kate Grayson variously argued that:


expansion of the NIC’s powers and size necessitates enhanced oversight



enhanced parliamentary oversight was needed as an independent check on
NIC agencies, in line with the ‘horizontal’ accountability principle that the
different arms of government—legislature, judiciary, executive—should keep
each other in check

874

Intelligence Services Amendment (Enhanced Parliamentary Oversight of Intelligence Agencies) Bill 2018,
sch 1 item 3.
875 Commonwealth, Parliamentary Debates, Senate, 3 March 2016 (Senator Penny Wong), pg 1720.
876 Parliamentary Joint Committee on Intelligence and Security Amendment Bill, sch 1 item 8.
877 Explanatory Memorandum, Parliamentary Joint Committee on Intelligence and Security Amendment Bill
2015, page 1.
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ministers tend to have a close relationship with agencies within their portfolio
and may not always bring a sufficiently critical approach to the authorisation
of powers, and



other Five Eyes countries, particularly the US and the UK, have direct
legislative oversight of operational activities.

42.40

Government submissions did not support an operational oversight role for the
PJCIS and argued that:


the IGIS already provides effective operational oversight, noting its scope,
powers and independence



parliamentary operational oversight would introduce unnecessary duplication
or overlap between the functions of the PJCIS and the IGIS



current arrangements appropriately balance accountability with the need to
protect sensitive operations and capabilities, and



parliamentary operational oversight raises the risk of politicisation of
oversight while current arrangements ensure agencies and their work
remains apolitical.

International comparisons
42.41

The US and UK have congressional or parliamentary committees that can
exercise direct operational oversight of intelligence agencies. However, NZ and
Canada do not have such arrangements.

42.42

The US has several congressional committees that exercise oversight
responsibility to varying degrees over elements of the US intelligence community
that fall under their jurisdiction.878 Taken collectively, there are no official limits on
what the US congressional committees may inquire into in terms of the
intelligence-related activities of the US Government.879 However, in practice,
‘oversight of the intelligence community’s specific functions has generally been
limited, except when major controversies have arisen.’880

Michael DeVine, ‘Covert Action and Clandestine Activities of the Intelligence Community: Framework for
Congressional Oversight in Brief’ (Research Paper No. R45196, Congressional Research Service, United
States Congress, 2019) pg 1.
879 Cat Barker and Claire Petrie (Parliamentary Library Australia), Joanna Dawson and Samantha Godec
(House of Commons Library, United Kingdom), Holly Porteous (Library of Parliament, Canada), Pleasance
Purser (Parliamentary Library, New Zealand), ‘Oversight of intelligence agencies: a comparison of the “Five
Eyes” nations’ (Research Paper Series, 2017-28, Parliamentary Library Research Paper, Parliament of
Australia, 15 December 2017) pg 2.
880 David Ludberg, ‘Democratic Accountability of the United States Intelligence Community’ in Daniel Baldino
(ed.), Democratic Oversight of Intelligence Services (Federation Press, 2010) pg 62.
878
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42.43

The UK Intelligence and Security Committee reviews operations on a case by
case basis, with limitations.881 The Intelligence and Security Committee is only able
to consider an operational matter that is not part of any ongoing operations and is
‘of significant national interest’, unless the Prime Minister exercises his or her
discretionary power to ask the Intelligence and Security Committee to consider the
matter, or if consideration is limited to information voluntarily provided to the
Committee by the intelligence agencies or a government department. 882

42.44

NZ’s parliamentary committee, the Intelligence and Security Committee, is similar
to Australia’s PJCIS in that it examines agencies’ policies, administration and
expenditure, but is not permitted to review agency activities. Operational oversight
falls within the remit of the NZ Inspector-General of Intelligence and Security,
which is closely modelled on the Australian IGIS.

42.45

Canada is the only Five Eyes country that does not have a parliamentary
committee established specifically to oversee its intelligence community. 883
In 2017, Canada established a National Security and Intelligence Committee of
Parliamentarians.884 However, it is a committee within the executive branch,
comprised of currently-serving parliamentarians, rather than a parliamentary
committee.885 The key differences are that the Committee’s members are
appointed by the Governor in Council (the executive), on the recommendation of
the Prime Minister, and reports to the Prime Minister.886 In contrast, parliamentary
committees are appointed by the Parliament and report to the Parliament.
The Committee has powers to review activities after the fact, rather than ongoing
operations, unless a minister permits this by referring a matter to the Committee.887

Review findings
42.46

A key argument raised in favour of parliamentary operational oversight is that it
serves as an external check on the powers of the agencies overseen by the IGIS.
Public submissions note that the exercise of agency powers is not subject to the
same level of scrutiny as other government departments due to the inherent

881

Justice and Security Act 2013 (UK), s 2.
Justice and Security Act 2013 (UK), s 2(3).
883 Cat Barker and Claire Petrie (Parliamentary Library Australia), Joanna Dawson and Samantha Godec
(House of Commons Library, United Kingdom), Holly Porteous (Library of Parliament, Canada), Pleasance
Purser (Parliamentary Library, New Zealand), ‘Oversight of intelligence agencies: a comparison of the “Five
Eyes” nations’ (Research Paper Series, 2017-28, Parliamentary Library Research Paper, Parliament of
Australia, 15 December 2017) pg 49.
884 Bill C-22 The National Security and Intelligence Committee of Parliamentarians Act 2017 (received Royal
Assent on 22 June 2017).
885 National Security and Intelligence Committee of Parliamentarians Act 2017 (Canada), s 4(3).
886 National Security and Intelligence Committee of Parliamentarians Act 2017 (Canada), ss 5 and 21.
887 National Security and Intelligence Committee of Parliamentarians Act 2017 (Canada), s 8(1).
882
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secrecy of agencies’ work. The underlying concern raised by public submissions is
that responsible ministers and possibly the IGIS (as an executive body) have a
close relationship with the agencies they oversee, risking bias or inability to bring a
sufficiently critical approach to oversight.
42.47

On the other hand, academics have observed that the effectiveness of
parliamentary oversight ‘can be limited due to political interests’888 and the
politicisation of parliamentary committees can inhibit impartial oversight or
increase the risk of sensitive information being leaked.889

42.48

Maintaining the IGIS’ primary responsibility for operational oversight offers
significant advantages over an arrangement where both the PJCIS and IGIS
conduct operational oversight. Giving the PJCIS a role in operational oversight,
even with limitations, would involve a duplication as both the IGIS and the
PJCIS would require facilities and staff to deal with the highly-classified material
needed for effective operational oversight. As the 2017 IIR observed:
Giving the PJCIS a role to conduct its own inquiries into the operations of the intelligence
agencies would duplicate the reporting requirements already in place for AIC agencies in
respect of the IGIS. It would also duplicate resourcing needs of the IGIS and PJCIS and it could
result in simultaneous inquiries by both the PJCIS and the IGIS on the same issue. 890

42.49

In addition to its routine inspections, the IGIS conducts detailed inquiries and has
released 23 public reports on its inquiries since 2000, of which 16 were
own motion inquiries and seven were inquiries conducted at the request of the
Prime Minister or Minister for Defence. For example, the IGIS has conducted
inquiries on ASIS’ use of weapons and Australian Government agencies’
management of persons seeking asylum who present complex security issues. 891

42.50

Proponents of parliamentary oversight of operational activity have noted that, while
the size and powers of the NIC have expanded significantly in the past
two decades, key oversight mechanisms have remained comparatively
unchanged.

42.51

While oversight arrangements have not fundamentally changed, the remit and
resources of key oversight bodies have, in fact, been expanded in response to

Keiran Hardy and George Williams, ‘Executive Oversight of Intelligence Agencies in Australia’ in Zachary
K Goldman and Samuel J Rascoff (eds), Global Intelligence Oversight: Governing Security in the TwentyFirst Century (Oxford University Press, 2016) pg 317.
889 Aidan Wills, Guidebook: Understanding Intelligence Oversight (Geneva Centre for Democratic Control of
Armed Forces, 2010).
890 2017 IIR, para 7.43.
891 See IGIS’ reports on the ASIS Weapons Inquiry and the Inquiry into the Management of the case of Mr E
and related matters available at <www.igis.gov.au/publications-reports/public-reports>.
888
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changes in the size and powers of the NIC. The 2017 IIR recommended that the
resources of the IGIS office be increased to ‘effectively oversee the ten agencies
of the NIC and enhance its ability to maintain oversight of the additional powers
granted to the AIC agencies in recent years’.892 The Government accepted this
recommendation and the 2018-19 Budget allocated funds for the IGIS office to
sustain a full time staff of 55,893 around three times its previously funded
complement, which the IGIS office is working towards achieving by the end of
2020-21.894
42.52

The PJCIS’ functions have also expanded significantly to oversee new powers
given to the NIC. Following the extension of new terrorism-related powers for the
AFP,895 the PJCIS was given the function of monitoring and reviewing the
AFP’s performance of its terrorism-related functions under those provisions.896
The PJCIS has also been given responsibility for reviewing the operation,
effectiveness and implications of key new powers, including data retention,
citizenship loss, and continuing detention orders.897

42.53

A further argument in favour of parliamentary operational oversight is the
existence of such models in other countries. However, the comparisons only go so
far, as other countries often have very different constitutional and legislative
frameworks.

42.54

For example, the US does not have an equivalent of Australia’s IGIS—a single
independent body with comprehensive jurisdiction over all aspects of agencies’
activities and extensive powers. In addition, the Cabinet Secretaries responsible
for the US intelligence agencies (the key figure being the Secretary of Defence)
are not members of the Congress and therefore not accountable to Congress in
the same way that Australian ministers responsible for NIC agencies are directly
accountable to the Parliament. This is because the US Constitution prevents a
sitting member of Congress from holding an office established by the federal
government during their tenure in Congress.898 This means that the US does not
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2017 IIR, para 7.25.
Australian Government, Portfolio additional estimates statements 2017-18: Prime Minister and Cabinet
portfolio (2018) pg 33.
894 Inspector-General of Intelligence and Security, Annual Report (2018-19) pg 2.
895 New terrorism-related powers for the AFP, including control orders and preventative detention orders,
were introduced by the Anti-Terrorism Act (No. 2) 2005 (Cth), subject to a 10 year subset clause. These
powers were extended by the Counter-Terrorism Legislation Amendments (Foreign Fighters) Act 2014.
896 See Intelligence Services Act 2001 (Cth), s 29(1)(baa), which was inserted by the Counter-Terrorism
Legislation Amendments (Foreign Fighters) Act 2014 (Cth) (the same legislation that extended the AFP’s
new terrorism-related powers until 7 September 2018).
897 IS Act, s 29(1)(bc), 29(1)(ca), 29(1)(cb).
898 The United States Constitution, art 1 s 6 cl 2.
893
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follow a doctrine of ministerial responsibility that is central to Australia’s system of
oversight.
42.55

US congressional oversight differs significantly from the role of committee
oversight in parliamentary systems. As one commentator has noted, ‘the
US system provides congressional committees with a potential for independent
action in terms of budgets, appointments and investigations that is rarely available
in parliamentary systems.’899 US congressional committees authorise the
intelligence budget and appropriate the funding for intelligence activities and
programs,900 unlike Australia’s PJCIS which reviews agency expenditure but does
not have any power to control agency budgets. This authorisation and
appropriation role provides a driver for the US congressional committees to have
an understanding of operational capabilities, priorities, programs, and potentially
the activities of the US intelligence community (that does not exist in Australia’s
parliamentary system).

42.56

The UK Intelligence and Security Committee reviews matters on a case by case
basis and is limited in scope, usually confined to post-fact review of an incident of
significant national interest. The Review considers that the UK model would be
better suited to the Australian context than the US model, but is not convinced that
such powers for the PJCIS would substantively enhance oversight. Where national
security incidents of significant national interest have occurred in Australia,
inquiries can occur in a variety of ways, including coronial inquests901 or
Royal Commissions, with significant powers of investigation.902 In addition, the
IGIS can conduct rigorous inquiries into such matters and provide the public with
an unclassified version of its report as well as a classified version to the
responsible minister(s) and the Prime Minister, who are directly accountable to the
Parliament and the public for the actions of the relevant agencies and have an
interest in maintaining public trust in their activities.

42.57

The UK’s Investigatory Powers Commissioner’s Office903 (which commenced
operation in 2017) is comparable in some ways to Australia’s IGIS as it
independently oversees the intelligence agencies’ use of investigatory powers.
However, a key difference is that the Investigatory Powers Commissioner’s Office

Peter Gill, ‘Evaluating Intelligence Oversight Committees: The UK Intelligence and Security Committee
and the “War on Terror”’ (2007) 22(1) Intelligence and National Security pg 16.
900 Michael DeVine, ‘Congressional Oversight of Intelligence: Background and Selected Options for Further
Reform’ (Research Paper No. R45421, Congressional Research Service, United States Congress, 2018)
pg 11.
901 See, for example, State Coroner of NSW, Inquest into the deaths arising from the Lindt Café siege
(May 2017).
902 See the Royal Commissions Act 1902 (Cth).
903 Introduced by the Investigatory Powers Act 2016 (UK).
899
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reviews warrants as part of the authorising process in addition to having a
post-operation inquiry role. The Review has concerns about this dual role in the
Australian context, as it would make it difficult to bring full impartiality to any
review. At the time parliamentary oversight was introduced in the UK (in 2013),904
independent oversight of the powers of intelligence agencies did not exist. In the
absence of such an office, parliamentary oversight of operational activities was a
significant issue.
42.58

Legislating a parliamentary committee’s oversight remit may seem straightforward.
However, there can be considerable difficulties, in practice, with applying limits to
a parliamentary committee’s jurisdiction. For example, on 29 October 2015,
the UK Intelligence Security Committee announced that it would undertake an
inquiry into the UK’s lethal drone strikes in Syria, including the strike against
Reyaad Khan. However, the Intelligence Security Committee’s report on the
inquiry revealed that the Prime Minister took the view that the strike against
Reyaad Khan fell outside the Committee’s remit as it was part of a larger ongoing
operation.905 Ultimately, the Prime Minister ‘recognised the importance of the issue,
and therefore undertook to use his discretionary power under the Justice and
Security Act to ask the Committee to investigate.’906 However, this example
demonstrates that even where legislation limits operational oversight to
past operations, there can be ambiguity about whether particular matters fall within
these terms.

42.59

Where parliamentary committees have jurisdiction to review a particular
operational matter, they are subject to the requirement to maintain confidentiality
over sensitive information. The UK Intelligence Security Committee reports are
subject to redaction by the Prime Minister on security grounds.907 This means that,
in practice, parliamentary operational oversight can be subject to the same
criticism as executive oversight – the public must trust that the parliamentary
committee is delivering effective oversight rather than directly knowing this to be
the case.

42.60

The Review concludes that operational oversight is currently effectively provided
by the IGIS. The Review agrees with the 2017 IIR’s view that ‘there is significant

904

The Justice and Security Act 2013 (UK) reformed the Intelligence and Security Committee (which was
established as an executive body by the Intelligence Services Act 1994 (UK)) to make it a parliamentary
committee.
905 Intelligence and Security Committee of Parliament (UK), UK Lethal Drone Strikes in Syria (2017) para 6.
906 Intelligence and Security Committee of Parliament (UK), UK Lethal Drone Strikes in Syria (2017) para 7.
907 Subsection 3(4) of the Justice and Security Act 2013 (UK) provides that Intelligence Security Committee
reports are subject to redaction by the Prime Minister if the matter would be ‘prejudicial to the continued
discharge of functions’ of the UK intelligence agencies or any person carrying out activities in relation to
intelligence and security matters.
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practical benefit in having the required expertise located in a single body, backed
by appropriate powers and independence.’908
Recommendation 180
The remit of the Parliamentary Joint Committee on Intelligence and Security
should not be expanded to include direct oversight of operational activities,
whether past or current.

Should the Parliamentary Joint Committee on Intelligence and Security
have any operational oversight role?
42.61

Public submissions did not provide views on the 2017 IIR’s recommendation that
relevant legislation should be amended to enable the PJCIS to request the IGIS
conduct an inquiry into the legality and propriety of NIC operational activities, and
provide a report to the PJCIS, Prime Minister and responsible minister
(recommendation 23(a)).

42.62

As discussed above, public submissions instead argued for a PJCIS role that
extended beyond that suggested by the 2017 IIR. However, in discussions some
public stakeholders acknowledged the IIR’s approach represented a pragmatic
way forward that balanced competing considerations, although still saw a need for
ongoing consideration of parliamentary operational review.

42.63

Agency submissions on the implementation of recommendation 23(a) were mixed.
Some indicated support for recommendation 23(a), as long as its implementation
maintained appropriate protections for sensitive operations and capabilities.

42.64

Other agencies did not support recommendation 23(a) on the basis that it would
risk politicising oversight and the role of intelligence agencies. One agency also
raised concerns that this would increase the risk of sensitive information being
compromised publicly.

42.65

IGIS submitted that any implementation of recommendation 23(a) should maintain
the IGIS’ discretion to conduct the requested inquiry and provide a report (that is,
the PJCIS should not be able to direct the IGIS to conduct a particular inquiry or
provide a report as this would undermine the IGIS’ independence).

42.66

The 2017 IIR’s recommendation recognises the underlying drivers of calls for
expanded parliamentary oversight over the operational activities of intelligence

908

Michael L’Estrange and Stephen Merchant, 2017 Independent Intelligence Review (June 2017) para 7.43.
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agencies, while taking into account the effectiveness of current oversight
arrangements, particularly the IGIS’ expert and independent role.
42.67

If implemented, the recommendation would provide the PJCIS with a mechanism
to refer an operational concern for inquiry. This change could give the PJCIS a
more active role in agency oversight—through the ability to request an inquiry—
while maintaining the IGIS’ distinct role in reviewing the legality and propriety of
NIC agencies’ activities.

42.68

The Review considers that parliamentary oversight could be enhanced by enabling
the PJCIS to request the IGIS to undertake a particular inquiry and request the
IGIS to provide a report on its inquiry to the PJCIS, as recommended by the
2017 IIR.909

42.69

The Review considers that the approach recommended by the 2017 IIR could
enhance already strong oversight arrangements while preserving the
complementary but distinct roles for executive and parliamentary oversight.

42.70

The 2017 IIR’s proposed approach preserves the IGIS’ independence and
discretion in relation to its inquiries and reports to the PJCIS, while providing a
mechanism for the PJCIS to bring matters of public concern to the IGIS’ attention
and increase its visibility over the IGIS’ review of such matters.

Implementation issues with the 2017 Independent Intelligence Review’s
recommendation
42.71

909

Although the Review endorses the 2017 IIR’s recommendation that the PJCIS be
able to request the IGIS to conduct an operational inquiry and report to the PJCIS,
Prime Minister and responsible minister, we think that the recommendation is
insufficiently clear about some implementation details. In particular, whether or the
extent to which this recommendation allows the PJCIS to:


conduct operational oversight



oblige the IGIS to conduct a particular inquiry and provide a report



require the IGIS to disclose operationally sensitive information or information
the disclosure of would or might prejudice Australia’s national security or the
conduct of Australia’s foreign relations, and



disclose information contained in the IGIS’ report to the Parliament or the
public.

2017 IIR, para 7.45.
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42.72

The Review considers that clarity about these issues is required.

42.73

Notably, agency reservations about the ability of the PJCIS to require the IGIS
inquire into an operational matter centred on the extent to which sensitive
information would continue to be protected.

42.74

The IGIS was mindful to ensure the referral mechanism and any IGIS response
was consistent with the independence of the office.

42.75

The Review does not read the 2017 IIR as recommending the PJCIS be able to
conduct operational oversight. The IIR made it clear that it did not consider that
current parliamentary oversight arrangements warrant significant change.

42.76

The Review agrees with the IGIS’ submission that any referral mechanism to the
IGIS should make it explicit that the IGIS is not obliged to conduct the requested
inquiry. The IGIS currently has complete independence and autonomy over the
work program of the Office of the IGIS—even ministers may only ‘request’ that the
IGIS conduct an inquiry.910 IGIS should have the discretion to not conduct any
inquiry that the PJCIS has requested.

42.77

The independence of the IGIS is paramount. The Review does not support any
amendment that would compromise this independence (and indeed we have
earlier commented on practices that should be examined to ensure they do not
have that potential). The Review recommends that any legislative changes that
would give the PJCIS the ability to request IGIS inquire into an operational matter
should also make it clear (either in the drafting of legislation or explanatory
material or both) that the PJCIS can only request that the IGIS conduct an inquiry,
but not oblige the IGIS to do so.

42.78

The Review considers that the IGIS should be able to provide a report to the
PJCIS on any inquiry requested by the PJCIS—but the information that IGIS
provides to the PJCIS must remain a matter for the IGIS’ discretion. The IGIS’
discretion in deciding what information should be released in any IGIS reporting
bears on IGIS’ independence—which is an essential characteristic of that office.
We think it is essential that the IGIS, in consultation with relevant agencies when
required, is able to redact sensitive information, as appropriate, from a report to
the PJCIS. This is consistent with the approach taken to the IGIS’ annual report,
which can be redacted prior to being tabled in Parliament.911 It is also consistent

910

Inspector-General of Intelligence and Security Act 1986 (Cth), s 8.
Subsection 35(5) of the Inspector-General of Intelligence and Security Act 1986 (Cth) allows the
Attorney-General to make deletions from the IGIS’ annual report where the Attorney-General considers it
necessary in order to avoid prejudice to security, the defence of Australia, Australia’s relations with other
countries, law enforcement operations or the privacy of individuals.
911
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with the current restriction that prevents the PJCIS from requiring a person or body
to disclose operationally sensitive information or information that would or might
prejudice Australia’s national security or the conduct of Australia’s foreign
relations.912
Recommendation 181
181.a

The IIR recommendation to enable the PJCIS to request the IGIS to
conduct an inquiry into the legality and propriety of particular operational
activities, and report to the PJCIS, Prime Minister and responsible
minister, should be implemented.

181.b Changes to enable the PJCIS to make such a request should make it clear
that the PJCIS can only request, not oblige, the IGIS to conduct an inquiry.
181.c

The amendments should also maintain the current restriction that prevents
the PJCIS from requiring a person or body to disclose operationally
sensitive information or information that would or might prejudice
Australia’s national security or the conduct of Australia’s foreign relations.

42.79

We also heard concerns about the increased risk of sensitive information being
compromised publicly should the IGIS report to the PJCIS on operational inquiries
it has been requested to conduct.

42.80

The Review considers that current restrictions on the PJCIS’ disclosure of
information are sufficient to address the risk of sensitive information being
compromised publicly. Specifically, the PJCIS should continue to be prohibited
from disclosing to Parliament certain sensitive information (agency identities,
operationally sensitive information or information that might prejudice Australia’s
national security or foreign relations, or performance of agency functions).913
PJCIS members and staff should also continue to be subject to secrecy offences
that prohibit disclosure of information acquired during private meetings or hearings
or due to their position unless such disclosure is for the purposes of enabling the
PJCIS to perform its functions or it is authorised in writing by the agency head or
person who gave the evidence.914

912

Intelligence Services Act 2001 (Cth) (IS Act), sch 1 cl 1.
IS Act, sch 1 cl 7.
914 IS Act, sch 1 cl 9.
913
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Recommendation 182
Existing restrictions that apply to information disclosure by the PJCIS should
continue to apply in respect of the Inspector-General of Intelligence and Security’s
reports or briefings to the PJCIS on its inquiries.

Committee membership
42.81

The PJCIS must consist of 11 members, five of whom must be Senators and six of
whom must be members of the House of Representatives.915 In addition, the
majority of the PJCIS’ members must be Government members.916 The
PJCIS’ current membership requirements do not prevent the appointment of
minority or independent party members.

42.82

PJCIS members are appointed by resolution of the relevant House, on the
nomination of the Prime Minister or Leader of the Government in the Senate.917
Before nominating members, the Prime Minister and the Leader of the
Government in the Senate must consult with the leader of each recognised
political party represented in the House and the Senate that does not form part of
the Government.918 In nominating members, the Prime Minister and the Leader of
the Government in Senate must have regard to the desirability of ensuring that the
composition of the PJCIS reflects the representation of the recognised political
parties in the Parliament.919

42.83

The current requirements for PJCIS membership are modelled on the membership
of the PJCIS’ predecessors.920 All other parliamentary joint committees that are
established by legislation provide for a fixed number of representatives from the
House of Representatives and the Senate.921

915

IS Act, s 28(2).
IS Act, s 28(3).
917 IS Act, sch 1 cl 14(1), sch 1 cl 14(3).
918 IS Act, sch 1 cl 14(2), sch 1 cl 14(4).
919 IS Act, sch 1 cl 14(5).
920 The Parliamentary Joint Committee on ASIO and the Parliamentary Joint Committee on ASIO, ASIS and
ASD comprised seven members, of whom three had to be Senators and four members of the House of
Representatives. As the membership of the PJCIS has increased over time, the number of Senators and
House of Representatives members has increased accordingly, but the ratio has roughly remained the same
(i.e. the number of Senators being one less that House of Representatives members).
921 For example, the Parliamentary Joint Committee on Law Enforcement, the Parliamentary Joint Committee
on the Australian Commission for Law Enforcement Integrity, and the Parliament Joint Committee on Human
Rights all require ten members, five of whom must be Senators and five of whom must be House of
Representative members: see subsection 5(2) of the Parliamentary Joint Committee on Law Enforcement
916
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Professor George Williams AO and Dr Keiran Hardy noted that the requirement for
majority government membership means that the PJCIS’:
findings usually align with the political and policy priorities of the government of the day. As a
result, the Committee may not recommend substantive changes to otherwise extraordinary
counterterrorism measures.

42.85

Dr Anthony Bergin and Kate Grayson submitted that ‘the composition of the
committee, whilst reflecting the major “recognised political parties”, does not reflect
the composition of Parliament today.’ Dr Bergin and Ms Grayson recommended
‘expanding the membership of the committee to include at least one member from
either a minor party or an independent to reflect the diversity and representation of
the parliament and not just members from the “recognised political parties”’.

42.86

The Human Rights Law Centre submitted that:

42.87



the PJCIS and its predecessors have been comprised of six Government and
five Opposition members and, with the exception of independent MP
Andrew Wilkie from 2010-2013, no members from the crossbench



the major parties’ commitment to bipartisanship on national security issues
means that often only the most egregious aspects of proposed legislation is
amended’ which ‘accounts for the vastly expanded power and resources of
the intelligence agencies with few corresponding improvements in oversight
and accountability, and



the membership of the [PJCIS] should be changed so that it includes
two members from the crossbench’ as this ‘would add a diversity of opinion
and critical voice to matters of national security that is sorely needed.

The Parliamentary Joint Committee on Intelligence and Security
Amendment Bill 2015, the private member’s bill introduced by Senator Wong
referred to earlier in this chapter, proposed removing the current constraints on
PJCIS membership to provide that, except for a minimum representation of
one Government House of Representatives member and Senator and one
Opposition House of Representatives member and Senator, the balance of the
11 member PJCIS can be drawn from either chamber.922 The Bill did not propose
to change the requirement for government to hold a majority. Senator Wong stated
that the proposed reform would mean ‘there are fewer constraints placed on the
choice of members for the committee based on the chamber in which they sit’.923

Act 2010 (Cth); subsection 213(2) of the Law Enforcement Integrity Commissioner Act 2006 (Cth);
subsection 5(1) of the Human Rights (Parliamentary Scrutiny) Act 2011 (Cth).
922 Parliamentary Joint Committee on Intelligence and Security Amendment Bill 2015, sch 1 item 5.
923 Commonwealth, Parliamentary Debates, Senate, 3 March 2016 (Senator Penny Wong) pg 1721.
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The Review does not consider any amendment to the composition of the PJCIS is
required. The IS Act provides sufficient flexibility for the membership of the
Committee. That aside, the Committee’s composition is, and rightly remains, a
matter for the Parliament.

The Inspector-General of Intelligence and Security’s reporting
requirements
42.89

The IGIS provides his or her findings and recommendations to responsible
ministers and in certain circumstances, to the Prime Minister and the
Attorney-General.924 The IGIS Act does not establish a direct reporting relationship
between the IGIS and the Parliament. However, the IGIS engages with the
Parliament through a number of mechanisms. These include the provision of
annual reports to the Opposition Leader,925 the tabling of unclassified annual
reports in Parliament,926 and the Senate Estimates process.

42.90

The Human Rights Law Centre recommended that the IGIS be required to provide
annual reports and reports on its inquiries to the PJCIS, rather than to the
responsible minister or Attorney-General, and the PJCIS should then table the
reports in Parliament, following any redaction based on suitably strict criteria and
in consultation with IGIS. The Human Rights Law Centre submitted that ‘the
IGIS office is weakened by the fact that it reports to Ministers, rather than to
Parliament’ and ‘progressively less detail regarding public interest disclosures has
been provided in annual reports’.

42.91

The Parliamentary Joint Committee on Intelligence and Security
Amendment Bill 2015, introduced by Senator Penny Wong, proposed that the
IGIS be required to provide the PJCIS with copies of any report given to the
responsible minister or Prime Minister within three months.927

42.92

The Review does not agree with the Human Rights Law Centre’s submission.
We do not think it either necessary or desirable for the IGIS to be required to
provide copies of its reports on inspections or inquiries to the PJCIS rather than to
the responsible minister or the Attorney-General.

924

Inspector-General of Intelligence and Security Act 1986 (Cth), ss 22(4)-(6), 25A.
Inspector-General of Intelligence and Security Act 1986 (Cth), s 35(3).
926 Inspector-General of Intelligence and Security Act 1986 (Cth), s 35(4).
927 Parliamentary Joint Committee on Intelligence and Security Amendment Bill 2015, sch 1, item 3.
925
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When recommending the establishment of the IGIS, Justice Hope stated:
I am firmly of the view that the Inspector-General should report his findings to the
Attorney-General. This is consistent with the aim of strengthening the Attorney-General’s control
over, and ability to account for, ASIO.928

42.94

Justice Hope also said that he strongly believed that ‘it would be a mistake to
interpose an additional officer in such a way as to interfere with or blur the
essential line of responsibility from the Director-General to the Attorney-General
and through him to Parliament.’929

42.95

Ministerial accountability is an essential feature of Australia’s Westminster system
and reporting otherwise than to the minister would weaken that accountability.

42.96

The Review supports the current position whereby a decision to redact sensitive or
classified information is made by the Government, not the PJCIS. Even PJCIS
reports are subject to redaction by an IS Act minister to ensure they do not
disclose the identity of a staff member of an IS Act agency, operationally sensitive
information or information that would or might prejudice Australia’s national
security, the conduct of Australia’s foreign relations or the performance by an
agency of its functions.930 This reflects the long-standing and accepted practice
that it is the executive that decides these matters, not the Parliament.

Review of privacy rules
42.97

To ensure the privacy of Australian persons or entities when intelligence has been
collected, the ministers responsible for ONI, ASIS, ASD and AGO have been
required to make written rules to regulate the communication and retention by the
relevant agency of identifiable information concerning Australians (privacy rules). 931
ASIO and DIO also have guidelines that regulate the treatment of personal
information.932 The PJCIS is expressly prohibited from reviewing the privacy rules
which apply to ONI,933 ASIS, AGO and ASD.934 The PJCIS is not prohibited from
reviewing the privacy rules of other agencies within its oversight remit (ASIO and
DIO).

928

RCASIA, Report on ASIO, para 16.92.
RCASIA, Report on ASIO, para 16.83.
930 IS Act, sch 1 cl 7.
931 Office of National Intelligence Act 2018 (Cth), s 53; IS Act, s 15.
932 DIO Guidelines to Protect the Privacy of Australian Persons (16 December 2012); Attorney-General’s
Guidelines in relation to ASIO (17 September 2007), s 13.
933 IS Act, s 29(3)(fa).
934 IS Act, s 29(3)(f).
929
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The Explanatory Memorandum to the Intelligence Services Bill, which introduced
the express prohibition against the PJCIS reviewing privacy rules for IS Act
agencies, states that the purpose of the provision is to prevent review of ‘agencies’
compliance with the rules…as this is the responsibility of the IGIS, who separately
reports to the Government, the Parliament, and the public on this and other
matters’935 [emphasis added]. However, the provision as drafted prevents the
PJCIS from ‘reviewing the rules made under section 15 of this Act.’936

42.99

The privacy rules are publicly available, and the IGIS is required to brief the PJCIS
on the content and effect of the privacy rules if requested by the PJCIS or the rules
change.937

42.100 Agencies submitted that the IS Act could be amended to enable the PJCIS to
review ONI, ASIS, AGO and ASD’s privacy rules affecting the rights of Australian
persons. Several agencies submitted that this would ‘enhance both parliamentary
and public confidence’ in agency compliance with human rights standards.
One agency submitted that this would also serve to increase public transparency
and accountability of the NIC.
42.101 Although some agencies supported the PJCIS reviewing agency privacy rules,
they stressed that they did not support the PJCIS reviewing agency compliance
with privacy rules as this is within the IGIS’ mandate.
42.102 While the IGIS submission said that ‘this is principally a policy matter for
Government’, it noted that the PJCIS is expressly prohibited from reviewing IS Act
agencies and ONI’s privacy rules, while ASIO’s Guidelines must be presented to
Parliament and may be presented to the PJCIS. In light of this, the IGIS submitted
that ‘consistency across NIC agencies could also assist to enhance parliamentary
and public confidence.’
42.103 The Review sees no principled reason why the PJCIS should be prevented from
reviewing the privacy rules of ONI, ASIS, AGO and ASD. Legislation should be
amended to enable the PJCIS to review the privacy rules of ONI, ASIS, AGO and
ASD. This would give effect to the original intention of the provision and would
enhance parliamentary and public confidence that these agencies are governed by
privacy rules and that the content of those rules are appropriate and broadly
consistent with other Government agencies’ obligations under the
Privacy Act 1988 (Cth).

935

Revised Explanatory Memorandum, Intelligence Services Bill 2001, page 11.
IS Act, s 29(2)(f).
937 IS Act, s 15(6).
936
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42.104 PJCIS review should be confined to the privacy rules and should not extend to
reviewing agency compliance with the rules. This rightly and properly falls within
the responsibilities of the IGIS.
Recommendation 183
The Intelligence Services Act should be amended so that the PJCIS is only limited
to not reviewing agency compliance with agency privacy rules, leaving scope for
it to review the rules as made.
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