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Acronyms and abbreviations
Table 1: Acronyms and abbreviations
Term

Meaning

2017 IIR

Commonwealth of Australia, 2017 Independent Intelligence Review
(Michael L’Estrange AO and Stephen Merchant PSM) (June 2017)

AAT

Administrative Appeals Tribunal

AAT Act

Administrative Appeals Tribunal Act 1975 (Cth)

ABF

Australian Border Force

ABF Act

Australian Border Force Act 2015 (Cth)

ACC

Australian Crime Commission

ACC Act

Australian Crime Commission Act 2002 (Cth)

ACIC

Australian Criminal Intelligence Commission

ACLEI

Australian Commission for Law Enforcement and Integrity

ACSC

Australian Cyber Security Centre

ACT

Australian Capital Territory

Acts Interpretation Act

Acts Interpretation Act 1901 (Cth)

ADF

Australian Defence Force

ADJR Act

Administrative Decisions (Judicial Review) Act 1977 (Cth)

AFP

Australian Federal Police

AFP Act

Australian Federal Police Act 1979 (Cth)

AG

Attorney-General

AGD

Attorney-General’s Department

AGO

Australian Geospatial-Intelligence Organisation

AGS

Australian Government Solicitor

AGSVA

Australian Government Security Vetting Agency

AHRC

Australian Human Rights Commission

AI

Artificial intelligence

AIC

Australian Intelligence Community

ALP

Australian Labor Party

ALRC

Australian Law Reform Commission

AML/CTF Act

Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth)

ANAO

Australian National Audit Office

APP

Australian Privacy Principles

APS

Australian Public Service
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Archives Act

Archives Act 1983 (Cth)

ASD

Australian Signals Directorate

ASIO

Australian Security Intelligence Organisation

ASIO Act

Australian Security Intelligence Organisation Act 1979 (Cth)

ASIS

Australian Secret Intelligence Service

ASL

Average Staffing Level

AUSTRAC

Australian Transaction Reports and Analysis Centre

Australian Passports
Act

Australian Passports Act 2005 (Cth)

CDF

Chief of the Defence Force

CDPP

Commonwealth Director of Public Prosecutions

CIA

Central Intelligence Agency (US)

CIPA

Classified Information Procedures Act, 18 USC §§ 1–16 (1982)

CLOUD Act

Clarifying Lawful Overseas Use of Data Act, 18 USC

CNCTR

Commission for Oversight of Intelligence Gathering Techniques (France)

COMSEC

Communications security

CPF

Commonwealth Police Force

Crimes Act

Crimes Act 1914 (Cth)

Criminal Code

Criminal Code Act 1995 (Cth)

CSE

Communications Security Establishment (Canada)

CSE Act

Communications Security Establishment Act 2019 (Canada)

CSIRO

Commonwealth Scientific and Industrial Research Organisation

CSIS

Canadian Security Intelligence Service

CSIS Act

Canadian Security Intelligence Service Act 1985 (Canada)

CTR Act

Cash Transaction Reports Act 1988 (Cth)

CTRA

Cash Transaction Reports Agency

D2D CRC

Data to Decisions Cooperative Research Centre

Defence

Department of Defence

Defence Minister

Minister for Defence

DFAT

Department of Foreign Affairs and Trade

DGNI

Director-General of National Intelligence

DGSE

Directorate General for External Security (France)

DGSI

Directorate General for Internal Security (France)

DIBP

Department of Immigration and Border Protection
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Term

Meaning

DIGO

Defence Imagery and Geospatial Organisation

DIO

Defence Intelligence Organisation

DPR

Delegation Parlementaire au Renseignement (France)

DSD

Defence Signals Division

EFI Act

National Security Legislation Amendment (Espionage and Foreign Interference)
Act 2018 (Cth)

EFI Bill

National Security Legislation Amendment (Espionage and Foreign Interference)
Bill 2017

FBI

Federal Bureau of Investigation

FISA

Foreign Intelligence Surveillance Act (US)

Flood Report

Philip Flood AO, Report of the Inquiry into the Australian Intelligence Agencies
(July 2004)

FOI

Freedom of information

FOI Act

Freedom of Information Act 1982 (Cth)

Foreign Minister

Minister for Foreign Affairs

FTE

Full time equivalent

FTR Act

Financial Transaction Reports Act 1988 (Cth)

GCHQ

Government Communications Headquarters (UK)

GCSB

Government Communications Security Bureau (NZ)

GEOINT

Geospatial intelligence

GRU

Main Intelligence Directorate of the General Staff (Russian Federation)

Home Affairs

Department of Home Affairs

HRLC

Human Rights Law Centre

IC

Information Commissioner

IGIS

Inspector-General of Intelligence and Security

IGIS Act

Inspector-General of Intelligence and Security 1986 Act (Cth)

INSLM

Independent National Security Legislation Monitor

INSLM Act

Independent National Security Legislation Monitor Act 2010 (Cth)

IP

Internet Protocol

IRASA

Independent Reviewer of Adverse Security Assessments

IS Act

Intelligence Services Act 2001 (Cth)

ISIS

Islamic State of Iraq and Syria

JIO

Joint Intelligence Organisation

JSCIS

Joint Select Committee on the Intelligence Services

Law Officers Act

Law Officers Act 1964 (Cth)
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LEIC Act

Law Enforcement Integrity Commissioner Act 2006 (Cth)

Migration Act

Migration Act 1958 (Cth)

MOU

Memorandum of Understanding

MTA

Minor and technical amendments

Mutual Assistance Act

Mutual Assistance in Criminal Matters Act 1987 (Cth)

NAA

National Archives of Australia

NBN

National Broadband Network

NCA

National Crime Authority

NGO

Non-government organisation

NIC

National Intelligence Community

NPI

National policing information

NSA

National Security Agency (US)

NSC

National Security Committee of Cabinet

NSG

National Security Group (NZ)

NSI

National security information

NSI Act

National Security Information (Criminal and Civil Proceedings) Act 2004 (Cth)

NSIRA

National Security and Intelligence Review Agency (Canada)

NSS

National Security Secretariat (UK)

NSW

New South Wales

NZ

New Zealand

NZSIS

New Zealand Security Intelligence Service

OAIC

Office of the Australian Information Commissioner

ODNI

Office of the Director of National Intelligence (US)

OECD

Organisation for Economic Cooperation and Development

Ombudsman Act

Ombudsman Act 1976 (Cth)

ONA

Office of National Assessments

ONA Act

Office of National Assessments Act 1977 (Cth)

ONI

Office of National Intelligence

ONI Act

Office of National Intelligence Act 2018 (Cth)

OPC

Office of Parliamentary Counsel

OSC

Open Source Centre

OSINT

Open source intelligence

PGPA Act

Public Governance, Performance and Accountability Act 2013 (Cth)

PID

Public interest disclosure
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PID Act

Public Interest Disclosure Act 2013 (Cth)

PII

Public interest immunity

PJCIS

Parliamentary Joint Committee on Intelligence and Security

PJCLE

Parliamentary Joint Committee on Law Enforcement

PM&C

Department of the Prime Minister and Cabinet

Privacy Act

Privacy Act 1988 (Cth)

Protective Security
Review Report

Justice Robert Hope, Protective Security Review Report (1979)

Public Service Act

Public Service Act 1999 (Cth)

RCASIA

Royal Commission on Australia's Security and Intelligence Agencies

RCASIA, General
Report

Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence
Agencies (1984) (General Report)

RCASIA, Report on
ASIO

Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence
Agencies (1984) (Report on ASIO)

RCASIA, Report on
ONA and JIO

Justice Robert Hope, Royal Commission on Australia’s Security and Intelligence
Agencies (1984) (Report on ONA and JIO)

RCIS

Royal Commission on Intelligence and Security

RCIS, Fifth Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Fifth Report on the Australian Secret Intelligence Service)

RCIS, First Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(First Report on Procedural Matters)

RCIS, Fourth Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Fourth Report on the Australian Security Intelligence Organisation)

RCIS, Second Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Second Report on Security Vetting and the question of the establishment of a
Security Appeals Tribunal)

RCIS, Sixth Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Sixth Report on the Defence Signals Division)

RCIS, Third Report

Justice Robert Hope, Royal Commission on Intelligence and Security (1976)
(Third Report on Intelligence Coordination Machinery)

RCMP

Royal Canadian Mounted Police

RIPA

Regulation of Investigatory Powers Act 2000 (UK)

Royal Commissions
Act

Royal Commissions Act 1902 (Cth)

SA

South Australia

Samuels and Codd
Report

The Hon Gordon Samuels AC CVO QC and Michael Codd AC, Report on the
Australian Secret Intelligence Service (March 1995)

SD

Surveillance device
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SD Act

Surveillance Devices Act 2004 (Cth)

SIGINT

Signals intelligence

SIO

Special intelligence operation

SOCOMD

Special Operations Command (ADF)

Telecommunications
Act

Telecommunications Act 1997 (Cth)

Templeton, RCIS,
Seventh Report

Dr Jacqueline Templeton, Royal Commission on Intelligence and Security (1976)
(Seventh Report on Australian Intelligence / Security Services 1900-1950)

THRO Act

Terrorism (High Risk Offenders) Act 2017 (NSW)

TI

Telecommunications interception

TI Act

Telecommunications (Interception) Act 1979 (Cth)

TIA Act

Telecommunications (Interception and Access) Act 1979 (Cth)

TOLA Act

Telecommunications and Other Legislation Amendment (Assistance and
Access) Act 2018 (Cth)

TSPV

Top Secret Positive Vetting

UK

United Kingdom

US

United States

VPN

Virtual private network

WA

Western Australia
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Chapter 43 Open government and transparency
43.1

Open government is an essential element of Australia’s democracy.

43.2

Open government is defined by the Organisation for Economic Cooperation and
Development (OECD) as ‘a culture of governance that promotes the principles of
transparency, integrity, accountability and stakeholder participation in support of
democracy and inclusive growth’.1 In Australia, the Second Open Government
National Action Plan 2018-2020 states that at its heart, the concept of open
government ‘respects the right of citizens to engage directly and scrutinise the
behaviour of government and the institutions of state.’2

43.3

When making the Australian Government’s declaration of open government in
2010, the then Minister for Finance and Deregulation, the Hon Lindsay Tanner
MP, noted the following three key principles:


informing: strengthening citizens’ rights of access to information, establishing
a pro-disclosure culture across Australian Government agencies including
through online innovation, and making government information more
accessible and usable



engaging: collaborating with citizens on policy and service delivery to
enhance the processes of government and improve the outcomes sought,
and



participating: making government more consultative and participative.3

43.4

These principles were enshrined in Australia’s Open Government National Action
Plan 2016-18 and built on in the second Plan.4

43.5

As described in the OECD’s definition, transparency is one of the principles that is
promoted under a culture of open government.

43.6

In the Modern Law Review, Monika Zalnieriute, Lyria Bennett Moses and
George Williams refer to transparency as ‘[o]ne of the best-known aspects of the

1

Organisation for Economic Cooperation and Development, Recommendation of the Council on Open
Government, 14 December 2017 <oecd.org/gov/Recommendation-Open-Government-Approved-Council141217.pdf>.
2 Australian Government, Australia’s Second Open Government National Action Plan 2018-2020
(September 2018) pg 5.
3 The Hon Lindsay Tanner MP, Minister for Finance and Deregulation ‘Declaration of Open Government’
(Media Release, 16 July 2010).
4 Australian Government, Australia’s Second Open Government National Action Plan 2018-2020
(September 2018) pg 7.
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rule of law’.5 They note ‘[t]ransparency requires publicity about the operation of the
state and that individuals can access legal rules and administrative decisions.’6
Christopher Hood, a UK professor specialising in the study of executive
government regulation and public-sector reform, has described transparency as
‘government according to fixed and published rules, on the basis of information
and procedures that are accessible to the public’.7
43.7

Melbourne University Law Review’s Open Secrets emphasised the need for clarity
and noted that ‘powers, control measures and accountability and oversight
mechanisms need to be clearly set out in publicly available laws and regulations,
rather than hidden in internal manuals, memoranda of understanding or letters of
agreement.’8 Transparency provides the public with sufficient information regarding
the exercise of powers and the managerial, political and independent oversight of
those powers to hold the Government accountable for its actions.9

43.8

Lord Anderson made similar observations about clarity and transparency and
stated in the context of his 2016 review of the UK’s investigatory powers:
Obscure laws…corrode democracy itself, because neither the public to whom they apply,
nor even the legislators who debate and amend them, fully understand what they mean. 10

43.9

This Chapter deals with access to government information and aspects of the
principles that promote open government. The primary legislative mechanisms to
achieve these principles are freedom of information, privacy, and access to
archives laws. These principles, and these legislative mechanisms, raise particular
issues in the context of the NIC, given the inherent secrecy that attaches to the
work of some agencies and their endeavours.

43.10

NIC agencies need, to varying extents, secrecy and confidentiality in order to
effectively perform some of their functions. These conditions are essential for
operational effectiveness—without them, the Government would have a
diminished capacity to address security and national interests concerns.

Monika Zalieriute, Lyria Bennett Moses and George Williams, ‘The Rule of Law and Automation of
Government Decision-Making’ (2019) 82(1) The Modern Law Review, pg 429.
6 Monika Zalieriute, Lyria Bennett Moses and George Williams, ‘The Rule of Law and Automation of
Government Decision-Making’ (2019) 82(1) The Modern Law Review, pgs 429-430.
7 Paul Barry Clarke and Joe Foweraker (eds), Encyclopedia of Democratic Thought (Routledge, 2001)
definition of ‘transparency’ pg 701, citing Christopher C Hood.
8 Lyria Bennett Moses and Louis De Koker, ‘Open Secrets: Balancing Operational Secrecy and
Transparency in the Collection and use of Data by National Security and Law Enforcement Agencies’ (2017)
41(2) Melbourne University Law Review (advance), pgs 40-41.
9 Lyria Bennett Moses and Louis De Koker, ‘Open Secrets: Balancing Operational Secrecy and
Transparency in the Collection and use of Data by National Security and Law Enforcement Agencies’ (2017)
41(2) Melbourne University Law Review (advance), pg 7.
10 Lord David Anderson, A Question of Trust: Report of the Investigatory Powers Review (2015) para 13.31.
5
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This is particularly true for the traditional AIC agencies—ASIO, ASIS, ASD, AGO,
DIO and ONI.
43.11

Accordingly, there is a tension between the operational requirements of
NIC agencies, particularly those with intelligence collection and assessment or
law enforcement functions, and the proper oversight and accountability
mechanisms that are essential for a healthy democratic society. The tension is
less so in respect of Home Affairs, the AFP and AUSTRAC.

43.12

Effective oversight and accountability rely on some degree of transparency.
Agencies that exercise the powers granted to them by the Parliament, and use the
resources that Australians give the Government, should ultimately be accountable
to the Australian community for their actions.

43.13

As the Australian Law Reform Commission (ALRC) has noted ‘[t]he management
of information can be conceived of as a spectrum, with openness of information
and protection of information as opposite ends of that spectrum.’11 A range of
factors must be considered in determining whether information will be made
available, including the nature of the information, how the information was
collected, when the information was collected, which agency collected the
information and what powers were used to collect the information.

The evolving balance between secrecy and transparency in
Australia
43.14

In its review into secrecy laws in 2009, the ALRC observed that official secrecy
was the norm for most of Australia’s history12 and that (to some extent) the
Westminster system of government itself demanded official secrecy—‘secrecy to
protect the deliberations of the cabinet, secrecy to protect the advice proffered by
public servants to their ministers, secrecy to hide what happened within the public
service.’13

43.15

The ALRC observed that:
During the early 1970s, a number of government committees were set up federally and in some
of the Australian states to examine the review of administrative decisions in light of the growing
impetus towards openness—particularly influenced by developments in this regard in the US

11

Australian Law Reform Commission, Secrecy Laws and Open Government in Australia (Report No 112,
December 2009) (ALRC, Secrecy Laws and Open Government) pg 22.
12 Australian Law Reform Commission, Review of Secrecy Laws Discussion Paper (Discussion Paper No 74,
June 2009) (ALRC, Secrecy Laws Discussion Paper) para 2.4.
13 ALRC, Secrecy Laws and Open Government, para 2.5 citing the report of the Freedom of Information
Review Panel in 2008.

Page 19

Chapter 43 Open government and transparency

Volume 4

and in contrast to the adherence to a more closed system of government in the UK…The
legislative reforms that eventually followed became known as the ‘new administrative law’, the
purpose of which was to facilitate effective public administration while at the same time
safeguarding the civic rights of the individual citizen. 14

43.16

43.17

The ‘new administrative law’ was implemented initially through:


the Administrative Appeals Tribunal Act 1975 (Cth) (AAT Act)



the Ombudsman Act 1976 (Cth), and



the Administrative Decisions (Judicial Review) Act 1977 (Cth) (ADJR Act).

Later administrative law reforms included legislation to provide greater access to
information, including:


the Freedom of Information Act 1982 (Cth) (FOI Act)



the Archives Act 1983 (Cth) (Archives Act), and



the Privacy Act 1988 (Cth) (Privacy Act).

Key mechanisms that support transparency in Australia
43.18

14

Australia uses a number of mechanisms to implement a culture of open
government and to achieve transparency. These mechanisms are based in both
legislation and practice, and broadly fall into seven categories:


legislation establishing agencies and their powers



parliamentary processes, including parliamentary committees



legislation governing access to information (including freedom of information,
privacy and archives)



legislation providing for review of administrative decisions (including judicial
review and merits review)



oversight bodies and public interest disclosure legislation



oversight of expenditure (including through audit and Senate estimates), and



general transparency mechanisms (including annual reports and agency
websites).

ALRC, Secrecy Laws Discussion Paper, paras 2.13-2.14.
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Legislation establishing agencies and their powers
43.19

Legislation is a key mechanism for achieving transparency. Transparent legislation
makes clear to the public the purposes for which agencies have been established
and what they are authorised to do. It engenders public confidence and supports
government accountability. As the 2017 Independent Intelligence Review
(2017 IIR) found, a legislative framework that is clear, coherent and contains
consistent protections for Australians will enhance transparency and help build
public confidence in the NIC.15

43.20

Legislation also plays an important role in maintaining public trust in NIC agencies.
As Lord Anderson observed:
Public consent to intrusive laws depends on people trusting the authorities, both to keep them
safe and not to spy needlessly on them. This in turn requires knowledge at least in outline of
what powers are liable to be used, and visible authorisation and oversight mechanisms with
which the wider public, as well as those already initiated into the secret world, can have
confidence.16

43.21

While it may not be possible to be completely transparent about the specific details
of every power for operational and capability reasons, the broad powers available
to agencies should be clearly expressed in legislation to the extent possible.
This is necessary to promote a culture of open government and provide sufficient
transparency to create public confidence.

Parliamentary debate and committees
43.22

Legislation affecting the NIC is subject to parliamentary consideration, and must
be explained and justified in both written explanatory material and during debate.

43.23

It is usual practice for Bills relating to national security to be referred to the
Parliamentary Joint Committee on Intelligence and Security (PJCIS) which usually
seeks public submissions and holds both public and private hearings before
reporting to the Parliament in relation to the Bill.

43.24

All Bills are also subject to scrutiny by the Parliamentary Joint Committee on
Human Rights and the Senate Standing Committee for the Scrutiny of Bills.

Michael L’Estrange and Stephen Merchant, 2017 Independent Intelligence Review (June 2017) (2017 IIR)
paras 6.12-6.13.
16 Lord Anderson, A Question of Trust, para 13.3.
15
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Legislation governing access to information
43.25

While an open and accountable government is essential for a healthy democratic
society, this must be balanced with the need to maintain confidentiality in respect
of certain government information. Accordingly, some of the legislative
transparency mechanisms listed above have exceptions and exemptions for
NIC agencies.

Table 2: Application of the FOI Act, Privacy Act and Archives Act in respect of
NIC agencies
Agency

FOI Act
Completely exempt.17

ASIS

Privacy Act
Completely exempt.18

Archives Act
Archives Act applies.19

ASIO
ASD
ONI
AGO

Exempt where acts and
practices relate to its
functions.20

DIO
ACIC

FOI Act applies.

Home Affairs

Completely exempt.21
Privacy Act applies.

AFP
AUSTRAC

FOI Act applies.
Partially exempt in
relation to certain
documents.22

Privacy Act applies.
Partially exempt in
relation to certain
documents.23

Freedom of Information
43.26

17

The FOI Act provides all individuals, not just Australian citizens, with a legally
enforceable right to access government documents promptly and at the lowest
reasonable cost. It enables individuals to find out information that the Government
holds about them, to better participate in democratic processes, and it promotes

Freedom of Information Act 1982 (Cth) (FOI Act) s 7(2A).
Privacy Act 1988 (Cth) (Privacy Act) s 7(1)(a)(i)(B).
19 Archives Act 1983 (Cth) (Archives Act) s 33.
20 Privacy Act, s 7(1)(ca).
21 Privacy Act, s 7(1)(a)(iv).
22 FOI Act, s 7(2).
23 AUSTRAC is exempt in relation to documents concerning information communicated to it under section 16
of the Financial Transaction Reports Act 1988 (Cth) (FTR Act) or section 41 or 49 of the Anti-Money
Laundering and Counter-Terrorism Financing Act 2006 (Cth) (AML/CTF Act). Subparagraph 7(1)(c) of the
Privacy Act refers.
18
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better-informed decision-making by the Government.24 However, it also recognises
the need to protect sensitive information from release.
43.27

The FOI Act provides ten exemptions and eight conditional exemptions. In the
context of the NIC, the Act relevantly exempts from disclosure documents:


affecting national security, defence or international relations



affecting enforcement of law and protection of public safety



to which secrecy provisions of enactments apply



containing material obtained in confidence



affecting Commonwealth-state relations



relating to deliberative processes



relating to certain operations of agencies, and



affecting personal privacy.

43.28

The FOI Act also recognises that certain persons and bodies should not be subject
to the requirements of the Act.25 AGO, ASD, ASIS, ASIO, DIO, ONI and the IGIS
are entirely exempt from the operation of the FOI Act.26 Accordingly, they have no
obligation to respond to FOI requests.

43.29

In addition to the complete exemption afforded to certain persons and bodies, the
FOI Act also provides that certain agencies are exempt in respect of particular
documents. For example, AUSTRAC is exempt in respect of Suspicious Matter
Reports, Suspicious Transaction Reports and any document concerning these
reports.27 This exemption protects the confidentiality of reporting entities and their
employees who report suspicious activities to AUSTRAC.

43.30

The AFP, Home Affairs and the ACIC are subject to the FOI Act. As with any other
agency, they must release government documents that are the subject of an
FOI application unless one of the exemptions in the FOI Act applies.

Privacy Act
43.31

The Privacy Act provides a framework for privacy protection and regulates how
government agencies and certain private sector organisations handle personal
information about individuals. The Privacy Act promotes responsible and
transparent handling of personal information, and recognises that privacy

24

FOI Act, s 3.
FOI Act, sch 2 pt 1 div 1 – 2.
26 FOI Act, s 7(2A).
27 FOI Act, s 7(2).
25
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protection must be balanced with the interests of regulated entities in carrying out
their functions or activities.28
43.32

The Privacy Act contains 13 Australian Privacy Principles (APPs), which regulate
the handling of personal information by private sector organisations with an annual
turnover of more than $3 million, certain kinds of smaller private sector
organisations, and most government agencies.29

43.33

The Privacy Act, like the FOI Act, exempts some NIC agencies, in whole or in part,
from the application of the Act, and also contains a number of relevant exceptions
to its application.

43.34

ASIO, ASIS, ASD, ONI and ACIC are completely exempt from the operation of the
Privacy Act.30 AGO and DIO are exempt in respect of acts and practices relating to
their functions. These agencies maintain their own guidelines, rules or polices,
which regulate the communication and retention of intelligence information
concerning Australians.

28



For ASIO: Section 8A of the Australian Security Intelligence Organisation
Act 1979 (ASIO Act) provides that the Minister may issue written guidelines
to the Director-General of Security to be observed in the performance by
ASIO of its functions or the exercise of its powers, or in person by the
Director-General of his or her powers. The Attorney-General’s Guidelines
specifically deal with the collection, use and disclosure of personal
information, data quality and data security.31



For ASIS, ASD and AGO: Section 15 of the Intelligence Services Act 2001
(IS Act) requires the responsible Minister to make written rules regulating the
communication and retention by the relevant agency of intelligence
information concerning Australian persons, having regard to the need to
ensure that the privacy of Australian persons is preserved as far as is
consistent with the proper performance by the agencies of their functions.
The IS agencies’ guidelines are largely consistent, with only minor

Privacy Act, s 2A.
Privacy Act, s 6 (definition of ‘APP entity’).
30 Privacy Act, s 7.
31 Attorney-General, Attorney-General's Guidelines in relation to the performance by the Australian Security
Intelligence Organisation of its function of obtaining, correlating, evaluating and communicating intelligence
relevant to security (including politically motivated violence) (ASIO Guidelines),
<http://asio.gov.au/sites/default/files/Attorney-General’s%20Guidelines.pdf>.
29
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differences to reflect each agencies’ unique functions.32 Each agency’s
guidelines are available online, although this is not required by legislation.


DIO is not required by legislation to make privacy rules. However, since
December 2005, DIO has maintained privacy guidelines33 broadly consistent
with the IS agencies. DIO’s guidelines are publicly available online.



For ONI: Section 53 of the ONI Act requires the Prime Minister to make
privacy rules regulating the collection, communication, handling and retention
of identifiable information. In contrast to the IS Act agencies, ONI is required
to make its privacy rules publicly available.34



The ACIC is not required by legislation to make privacy rules. However, in
May 2019 the ACIC developed, in consultation with the Office of the
Australian Information Commissioner (OAIC), a Privacy Handling Protocol,
which outlines the ACIC’s approach to managing personal information.35

43.35

AUSTRAC is exempt from the Privacy Act in relation to Suspicious Matter Reports
and Suspicious Transaction Reports.36 While AUSTRAC is exempt in relation to
these documents, AUSTRAC’s CEO must, in performing the functions under the
Anti-Money Laundering and Counter-Terrorism Financing Act 2003 (AML/CTF
Act), have regard to privacy.37 AUSTRAC also has a copy of its privacy statement
and privacy policy available online which details the type of information it collects,
including Suspicious Matter and Suspicious Transaction Reports, and why. 38

43.36

The AFP and Home Affairs are subject to the Privacy Act.

32

See AGO, Rules to Protect the Privacy of Australians, <http://defence.gov.au/AGO/library/ago-privacyrules.pdf>; ASIS, Privacy Rules, <http://asis.gov.au/Privacy-rules.html>; ASD, Rules to Protect the Privacy of
Australians, <http://asd.gov.au/publications/rule-to-protect-the-privacy-of-australians>.
33 DIO, Guidelines to Protect the Privacy of Australian Persons <http://defence.gov.au/dio/privacyrules.shtml>.
34 ONI Act, s 53(4A). See ONI, Privacy Rules,
<oni.gov.au/sites/default/files/office_of_national_intelligence_rules_to_protect_the_privacy_of_australians.pd
f>.
35 ACIC, Information Handling Protocol,
<acic.gov.au/sites/default/files/information_handling_protocl.pdf?v=1556762207>, para 1.7.
36 AUSTRAC is exempt in relation to documents concerning information communicated to it under section 16
of the FTR Act or section 41 or 49 of the AML/CTF Act. Subparagraph 7(1)(i)(C) of the Privacy Act refers.
37 AML/CTF Act, s 212(3)(h).
38 AUSTRAC, Privacy Statement and Privacy Policy <http://austrac.gov.au/privacy>.
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Archives Act
43.37

The Archives Act creates an access regime under which members of the public
can access Commonwealth records 20 years or older (or 30 years or older in the
case of Cabinet notebooks)–known as the ‘open access period’.39

43.38

The Archives Act recognises that many sensitivities in documents subside over
time and while documents may be highly classified at the time of creation, the
need for classification does not always endure.

43.39

Unlike the FOI Act and Privacy Act, all NIC agencies are subject to the
requirements of the Archives Act.

43.40

Commonwealth records in the open access period must be publicly released
unless exempt.40 Records are either released in response to requests from
members of the public or part of the Archives’ proactive release program.41

43.41

The Archives Act specifies nine broad categories of information that warrant
exemption.42 In the context of the NIC, the Act relevantly exempts from disclosure
information or a matter that:

39



could cause damage to the defence, security or international relations of the
Commonwealth



was communicated in confidence from a foreign entity and that entity
confirms its ongoing confidentiality (which would be reasonable to maintain)



would constitute a breach of confidence



would or could reasonably be expected to prejudice the conduct of an
investigation, reveal a confidential source or endanger the physical safety of
any person



would or could reasonably be expected to prejudice the fair trial of a person,
affect enforcement of law or protection of public safety, and



would involve the unreasonable disclosure of information relating to the
personal affairs of any person.

Since 2011, the open access period for Commonwealth records and Cabinet notebooks has been
transitioning down from 30 to 20 years and 50 to 30 years respectively. This transition will be complete by
January 2021. NAA, Access to Records under the Archives Act, Fact Sheet 10
<guides.naa.gov.au/collection/fact-sheets/fs10.aspx>.
40 Archives Act 1983 (Cth) (Archives Act) s 31(1A).
41 National Archives of Australia, Annual Report (2017-18) pg 21.
42 Archives Act, s 33.
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Review of administrative decisions
43.42

Judicial review is a means of reviewing the lawfulness of administrative decisions.
The High Court has jurisdiction to review administrative actions by Commonwealth
officials under the Constitution.43 Judicial review in the High Court is available in
relation to all decisions under NIC legislation. The ADJR Act introduced a new
system of judicial review to facilitate review of decisions made under
Commonwealth enactments, making judicial review more accessible than the
traditional prerogative writs available through the High Court. A person who is
aggrieved by a decision may request a court to review the decision to determine
whether it was lawfully made—for example, if the decision-maker had the power to
make the decision, whether any errors of law were made and whether procedural
fairness was afforded.44

43.43

The ADJR Act does not apply to decisions made under the ASIO Act, the IS Act or
the Telecommunications (Interception and Access) Act 1979.45

43.44

Merits review is a means of ensuring that a decision made by a public official is not
only legal but the best decision that could have been made on the facts. The main
avenue for merits review is through the Administrative Appeals Tribunal (AAT).
Unlike judicial review, merits review is available on an ‘opt in’ basis.46 That is, the
legislation that provides for an administrative decision to be made must specify
that merits review is available through the AAT.

43.45

In the context of the NIC, merits review is generally not available. A notable,
although not the only exception,47 is ASIO’s security assessment function under
Part IV of the ASIO Act. Merits review is available for adverse or qualified security
assessments.48

Oversight bodies and public interest disclosure legislation
43.46

A number of oversight bodies oversee government administration and ensure
agencies operate within the rule of law, protect the public against wrongful agency
action, and promote good governance. Oversight bodies are generally

43

Australian Constitution, s 75.
Explanatory Memorandum, Administrative Decisions (Judicial Review) Bill 1977, para 22.
45 Administrative Decisions (Judicial Review) Act 1977 (Cth) (ADJR Act) sch 1(d).
46 Administrative Appeals Tribunal Act 1975 (Cth) (AAT Act) pt IV.
47 For example, merits review is also available under the FOI Act and Archives Act.
48 ASIO Act, s 54.
44
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independent and not subject to government direction, and can investigate the
administrative actions of government using statutory powers. 49
43.47

Oversight bodies are a key mechanism used to ensure transparency and
accountability in the NIC. In the context of the NIC, relevant oversight bodies are
the Commonwealth Ombudsman, the IGIS, Australian Commission for Law
Enforcement and Integrity (ACLEI) and the Information Commissioner (IC).

43.48

The IGIS has oversight of, and powers to review, the foreign and security
intelligence agencies50 in respect of the legality and propriety of these agencies’
operations and activities, compliance with ministerial guidelines and directives,
and consistency with human rights. The IGIS is also responsible for handling
complaints made by members of the public in relation to intelligence agencies’
actions.

43.49

The Commonwealth Ombudsman is responsible for overseeing law enforcement
agencies—including the AFP, ACIC, AUSTRAC and Home Affairs51—and their use
of certain covert and intrusive powers.52 Similar to IGIS, the Ombudsman’s role is
to provide independent assurance that agencies are using their powers as
Parliament intended.

43.50

ACLEI is responsible for investigating allegations of corruption within
Commonwealth law enforcement agencies, including the AFP, ACIC, AUSTRAC
and Home Affairs.53

43.51

The IC is responsible for monitoring compliance with, and promoting the objects
of, the FOI and Privacy Acts, issuing guidelines, investigating complaints and
conducting merits review of decisions made under FOI.

43.52

The Public Interest Disclosure Act 2013 (Cth) (PID Act) provides a framework for
former or current public officials to expose wrongdoing in the Commonwealth

John McMillan, Information Commissioner, ‘Commonwealth Oversight Arrangements – Successes and
Challenges’ (Paper presented to the Australasian Study of Parliament Group Annual Conference, 2013)
pgs 3-6.
50 Currently the IGIS oversees ASIO, ASIS, ASD, AGO, DIO and ONI.
51 Ombudsman Act 1976 (Cth) ss 5(1)(a), 3 (definition of ‘prescribed authority’). Ombudsman Regulations
2017 (Cth) r 6(a) excludes ASIO from the Ombudsman’s jurisdiction. ASIS, AGO, ASD, ONI and DIO are not
listed in the Regulations. The Ombudsman advised the Review that it does not assert jurisdiction over those
five agencies by convention, however that it would request that the Regulations be updated to also exclude
those agencies.
52 Commonwealth Ombudsman, Our inspections role <http://www.ombudsman.gov.au/Ourresponsibilities/our-inspections-role>.
53 Law Enforcement Integrity Commissioner Act 2006 (Cth) s 3.
49
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public sector and provides protections for current or former public officials
reporting qualifying public interest disclosures.54
43.53

The PID Act applies to all NIC agencies. The IGIS and the
Commonwealth Ombudsman play an important role under the Act. The IGIS
currently has responsibility for the AIC and the public officials who belong to these
agencies.

Oversight of expenditure
43.54

The Government’s financial accountability framework for Commonwealth entities
includes a number of features such as the Public Governance, Performance and
Accountability Act 2013 (Cth) (PGPA Act), Senate Estimates and the Australian
National Audit Office (ANAO). The PGPA Act sets governance, performance and
public accountability standards through performance monitoring, evaluation and
reporting.55 Senate Estimates enables Senate scrutiny of government
expenditure—although not all NIC agencies are required to appear before
Senate committees. The ANAO supports the Auditor-General who is the
Government’s national auditor. The Auditor-General is responsible for auditing the
financial statements of Commonwealth agencies, authorities, companies and their
subsidiaries56 and conducting performance audits which are tabled in Parliament.57

43.55

In most cases the financial management framework applies to NIC agencies in the
same way as other agencies. For example, ASIS is subject to the PGPA Act and
its financial accounts are fully audited by the ANAO.58 However, the framework has
been adapted to suit the circumstances of NIC agencies. For example, parts of
some agency budgets are marked ‘not for publication’.59

General transparency mechanisms
43.56

Agencies are required to produce an annual report for their respective ministers
about their performance against their functions. In some instances agencies are
required to include specific information. For example, ASIO is required to report on
the total number of warrants issued in the reporting period.60

54

Revised Explanatory Memorandum, Public Interest Disclosure Bill 2013, pg 2.
Explanatory Memorandum, Public Governance, Performance and Accountability Bill 2013, para 1.
56 Auditor-General Act 1997 (Cth) (Auditor-General Act) s 11.
57 Auditor-General Act, s 17(4).
58 ASIS, Governance <http://www.asis.gov.au/Goverance/Accountability.html>.
59 Public Governance and Performance and Accountability Act 2015 (Cth) (PGPA Act) s 104.
60 ASIO Act, s 94.
55
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Transparency in like-minded countries
43.57

Australia’s Fives Eyes partners permit, to varying degrees, access to government
documents under freedom of information laws. They also have privacy frameworks
that govern the collection, storage and use of personal information. Freedom of
information laws are similar among the Five Eyes community. However, the
application of Australia’s privacy framework to intelligence agencies is more limited
compared to other Five Eyes countries.

Freedom of Information
43.58

Like Australia, the UK and US frameworks permit anyone to make an FOI request,
regardless of nationality. The NZ framework permits a NZ citizen or resident, or
anyone visiting NZ, to make an FOI request. Canada only provides FOI access for
its citizens or permanent residents.

43.59

All Five Eyes’ FOI frameworks recognise that certain documents must be
protected from release to varying degrees. Similar to the Australian model, the
UK FOI Act exempts its intelligence agencies from the operation of the Act.61
The Canadian, US and NZ frameworks do not exempt their intelligence agencies,62
but instead protect against the disclosure of material that could prejudice security.
The US legislation does not explicitly exempt intelligence agencies from the
FOI framework, but instead protects information that is currently and properly
classified which, in the case of an agency like the Central Intelligence Agency
(CIA), is virtually everything.63

Privacy
43.60

61

All Five Eyes countries have privacy frameworks that regulate use and disclosure
of, and access to, personal information. Unlike Australia, NZ, the US, Canada and
the UK have exempted broad categories of information rather than the agencies
themselves.

The Security Service, the Secret Intelligence Service and the Government Communications Headquarters
(GCHQ) are exempt (Freedom of Information Act 2000 (UK), s 23).
62 Canada’s intelligence agencies Canadian security Intelligence service (CSIS), Communications Security
Establishment (CSE) and Royal Canadian Mounted Police (RCMP), New Zealand’s intelligence agencies
New Zealand Security Intelligence Service (NZSIS) and Government Communications Security bureau
(GCSB) and US intelligence agencies Federal Bureau of Intelligence (FBI) and Central Intelligence Agency
(CIA) are subject to FOI laws.
63 Freedom of Information Act 1966 (US) s (b)(1)(A).
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43.61

In NZ, the intelligence agencies are subject to the framework but are not required
to comply with all of the privacy principles in the NZ Privacy Act.64

43.62

In the US, privacy legislation65 exempts from its search and disclosure provisions
polygraph records, parts of documents that contain classified information,
information concerning intelligence sources and methods, or information
concerning other persons, and those compiled in reasonable anticipation of civil
litigation. The US Privacy Act also contains seven exemptions that protect the
release of information including records maintained by the CIA.66

43.63

The Canadian legislation67 similarly protects the release of certain information
including information that would affect international affairs and defence, law
enforcement and investigations.68

43.64

In the UK, the Human Rights Act 1988 makes it unlawful for the intelligence
agencies to act in a way that is incompatible with the rights set out in the European
Convention (which include privacy rights).69 The UK’s privacy legislation, the
Data Protection Act 2018, contains principles (including transparent data
processing70) which apply to law enforcement entities and the intelligence
service.71 However, modifications and exemptions still apply for national security
and intelligence activities. The Act specifies a national security and defence
exemption, allows conclusive certificates to be issued on national security grounds
and provides that Articles 9 (prohibition on processing of special categories of
personal information) and 32 (security of processing) of the European Union’s
General Data Protection Regulations do not apply for the purposes of national
security and defence.72

64

Privacy Act 1993 (NZ) principles 2, 3 and 4(b).
The Fourth Amendment to the US Constitution and the Privacy Act 1974 provide a framework and privacy
protections.
66 Privacy Act 1974 (US). Exemptions applicable to intelligence agencies include: sections (j)(1), (j2), (k)(1),
k(5) and (k)(6).
67 The Canadian Charter of Rights and Freedoms is the primary vehicle for ensuring that process, practices
and legislation with implications for privacy rights are in accordance with Canada’s obligations under
international human rights law. The Privacy Act 1983 sets out a code of fair practices relating to personal
information.
68 Privacy Act 1983 (Canada), s 19-28.
69 Under Article 8 of the European Convention on Human Rights, the tests of legality, legitimate aim,
necessity and proportionality apply to all of the Intelligence Agencies’ activities where they have the potential
to interfere with an individual’s right to privacy.
70 Data Protection Act 2018 (UK) s 86. See also sections 87 – 91.
71 Data Protection Act 2018 (UK) p 3 s 30(7).
72 Data Protection Act 2018 (UK) s 26.
65
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Freedom of information
43.65

Public submissions relating to freedom of information pressed for increased
transparency and accountability in relation to the NIC. Non-government
organisations proposed the removal of the exemption for AIC agencies under the
FOI Act and the narrowing of the national security exemption as a ground for
refusing FOI requests.

43.66

In relation to the exemptions for intelligence agencies, the Human Rights Law
Centre stated:
The wholesale exemption of intelligence agencies from the Freedom of Information Act 1982
(Cth) (FOI Act) is another unacceptable bar to public accountability.

43.67

The Australian Lawyers for Human Rights requested:
returning ASD, ASIO, ASIS and other intelligence agencies to the ambit of the FOI Act, with the
interpretation of national security as a ground for refusal of FOI requests being reviewed and
narrowed.

43.68

In relation to the national security exemption, the Human Rights Law Centre
similarly argued that ‘the definition of national security as a ground for refusing an
FOI application should be reviewed and narrowed.’ The Centre also supported
extending the FOI Act to the intelligence agencies.

43.69

Agencies that are exempt from the FOI Act submitted that the current
arrangements are appropriate and adequately protect the sensitive information
they deal with which, if released, could cause harm to Australia’s national security.
As such, they did not support any changes to the current arrangements.

43.70

Agencies that are not exempt from the FOI Act submitted that similar exemptions
should be afforded to them in respect of their intelligence functions, which closely
align with the functions of those intelligence agencies which are exempt under the
FOI Act. One submission initially argued for an FOI Act exemption on the basis
that the agency deals with the same type of information as those agencies already
exempt from the FOI Act. The Review also heard that the scope of current
exemptions under the FOI Act for certain types of information should be clearer,
and more consistent protections afforded to the same types of information.

43.71

In summary, five primary questions emerge from the submissions.
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Should arrangements for agencies that are currently fully exempt from the
FOI Act be changed?



Should the Intelligence Division of Home Affairs be exempt from the FOI Act?
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Should the ACIC be exempt from the FOI Act?



Should the exemptions concerning AUSTRAC be made consistent?



Are there any other inconsistencies with exemptions that require
amendment?

Exempting agencies from the Freedom of Information Act
43.72

There are no generally agreed criteria for an agency to be entirely excluded from
the operation of the FOI Act.

43.73

The Senate Standing Committee on Constitutional and Legal Affairs explicitly and
carefully considered the exemption of certain agencies, such as ASIO, when
considering the original FOI legislation, which was introduced in 1978.73
Arguments in favour of the exemption centred on ASIO’s work needing to be
entirely secret to be effective.74 During this period, the First Hope Royal
Commission also observed that ‘most records, or the contents of most records,
held by ASIO’ would be exempt when applying the qualifications in the US FOI Act
(then already in force in the US).75

43.74

Opponents of a blanket exemption argued that, in order to achieve transparency,
ASIO’s documents should be assessed ‘on a document by document basis’.76
However, the arguments in favour of entirely exempting the intelligence agencies
in the interests of national security77 prevailed and ASIS, ASIO and ONA (now
ONI) were exempt in their entirety when the FOI Act was passed. The Department
of Defence was exempt in relation to documents in respect of DSD (now ASD) and
JIO (now DIO).78

43.75

Subsequent reviews have supported this approach. The ALRC’s Open
Government: a review of the Federal Freedom of Information Act 1982 found
‘[i]nformation about national security and defence warrants unqualified protection’
and that ‘[t]he overriding public interest is in the maintenance of national

73

Senate Standing Committee on Constitutional and Legal Affairs, Report by the Senate Standing
Committee on Constitutional and Legal Affairs on the Freedom of Information Bill 1978 and aspects of the
Archives Bill 1978 (1979) (Senate Standing Committee on Constitutional and Legal Affairs, Committee
Report on the FOI Bill) para 12.22.
74 Senate Standing Committee on Constitutional and Legal Affairs, Committee Report on the FOI Bill,
para 12.22.
75 RCIS (Fourth Report, Vol 1), para 198.
76 Senate Standing Committee on Constitutional and Legal Affairs, Committee Report on the FOI Bill,
para 12.22.
77 Commonwealth, Parliamentary Debates, House of Representatives, 24 February 1982 (Robert Viner,
Minister for Industrial Relations) pgs 568-572.
78 Commonwealth, Parliamentary Debates, Senate, 2 April 1981 (Senator Durack) pgs 1060-1061.
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security’.79 The ALRC articulated two reasons why intelligence agencies should be
exempt from the operation of the FOI Act:


intelligence agencies are overseen by the IGIS and relevant parliamentary
committees, and



if intelligence agencies were not granted an exemption from the operation of
the FOI Act, the ‘vast majority’ of their documents would be exempt from
disclosure on national security grounds.80

43.76

Applying these criteria led the ALRC to conclude that the intelligence agencies
should remain exempt.81

43.77

These criteria were again endorsed by the most recent review of the FOI Act
undertaken by Allan Hawke in 2013.82

43.78

The Review considers that the criteria expressed by the ALRC and endorsed by
the Hawke Review for complete exemption of agencies from the FOI Act remain
appropriate. That is, an agency should be fully exempt from the operation of the
FOI Act only where both of the following criteria are satisfied:


there is dedicated oversight of the agency (the oversight criterion), and



if the agency itself were not exempt from the operation of the FOI Act, the
‘vast majority’ of its documents would be exempt on national security grounds
anyway (the ‘vast majority’ criterion).

Fully exempt agencies
43.79

ASD, ASIS, ASIO, DIO and ONI are completely exempt from the operation of the
FOI Act (as is AGO, which is dealt with separately below).

43.80

The Human Rights Law Centre and the Australian Lawyers for Human Rights
submitted that all of the intelligence agencies should be subject to the
requirements of the FOI Act. The Human Rights Law Centre argued that this was
required for ‘public scrutiny’.

43.81

The Review considers that the fully exempt agencies continue to meet the criteria
described by the ALRC and the Hawke Review.


79

They are all overseen by IGIS and the PJCIS.

Australian Law Reform Commission, Open Government: a review of the Federal Freedom of Information
Act 1982 (Report No 77, January 1996) (ALRC, Open Government: a review of the FOI Act) para 9.3.
80 ALRC, Open Government: a review of the FOI Act, para 11.13.
81 ALRC, Open Government: a review of the FOI Act, para 11.13.
82 Allan Hawke, Review of the Freedom of Information Act 1982 and Australian Information Commissioner
Act 2010 (August 2013) (‘Hawke Review’) pgs 57-61.
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If the intelligence agencies were subject to the FOI Act, the Review agrees
with the ALRC’s assessment, that the ‘vast majority’ of their records would be
exempt on national security grounds. Therefore, transparency would not in
practice be improved if the intelligence agencies were subject to the
requirements of the FOI Act.

Recommendation 184
ASIS, ASIO, ASD, DIO and ONI should continue to be exempt from the operation of
the Freedom of Information Act.

Intelligence function in Home Affairs
43.82

Home Affairs initially suggested that the Review consider whether its
Intelligence Division should be fully exempt from the FOI Act. Its suggestion was
based on an argument that agencies dealing with similar information ‘should be
treated in the same way.’ Subsequently, Home Affairs advised that it was
comfortable with the Division being covered by the FOI Act. We did not agree with
the suggestion that the Intelligence Division should be fully exempt from the
FOI Act.

43.83

Home Affairs’ Intelligence Division should not be exempt from the FOI Act simply
because it deals with classified information produced by the FOI Act exempt
agencies (ASIS, ASIO, ASD, ONI, AGO and DIO). In forming this view, we
returned to the test expressed by the ALRC, on the basis of which ASIS, ASIO,
ASD, ONI, AGO and DIO are exempt from the FOI Act. Under that test,
intelligence agencies are exempt from the operation of the FOI Act because:

43.84

83
84



intelligence agencies are overseen by the IGIS and relevant parliamentary
committees, and



if intelligence agencies were not granted an exemption from the operation of
the FOI Act, the ‘vast majority’ of their documents would be exempt from
disclosure on national security grounds.83

There is no doubt that Home Affairs, including its Intelligence Division, meets the
oversight criterion. While it is not overseen by IGIS, it is subject to extensive
oversight by eight oversight bodies.84

ALRC, Open Government: a review of the FOI Act, para 11.13.
PJCIS, PJCLE, ACLEI, AAT, Commonwealth Ombudsman, ANAO, IC and Privacy Commission.
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43.85

However, the Review did not consider that the Intelligence Division of
Home Affairs met the second criterion. We did not think that, if not granted an
exemption from the operation of the FOI Act, the ‘vast majority’ of its documents
would be exempt on national security grounds.

43.86

In 2018-19, the Department of Home Affairs made a determination on
15,678 FOI requests. Of these 9,395 were granted in full, 5,375 were granted in
part and 908 were refused (approximately six per cent). Of the requests granted in
part or refused, 575 requests had material removed on national security grounds.85
These figures are similar to 2017-18.86

43.87

These statistics indicate that less than four per cent of FOI requests to the
Department of Home Affairs involved national security information. Moreover, only
infrequently were entire documents exempt from release. Rather some information
in the documents was removed on national security grounds.

43.88

We accept that Home Affairs deals with intelligence information. But so do many
other departments. We disagree that the mere fact that an agency collects or
analyses national security information requires that it be exempt from the
operation of the FOI Act. Similar to Home Affairs, the Department of Defence has
areas that both collect and analyse information to produce intelligence and, like
Home Affairs, these areas are subject to the operation of the FOI Act.
DFAT similarly deals with information affecting national security and international
relations. Defence and DFAT both rely on current exemptions to protect sensitive
information from disclosure.

43.89

In 2018-19 Defence made a determination on 337 FOI requests. Of these, 54 were
released in full, 187 were released in part and 96 were refused. Of those granted
in part or refused, 45 (approximately 13 per cent of all requests) had material
removed on national security grounds. In 2018-19 DFAT made a determination on
113 FOI requests. Of these, 10 were released in full, 47 in part and 56 were
refused. Of those released in part or refused, 28 (approximately 25 per cent) had
material removed on national security grounds.87 These statistics indicate that
Defence and DFAT more frequently have occasion to rely on the national security

Australian Government, Freedom of information statistics, Agency FOI data – 2018-19
<data.gov.au/dataset/ds-dga-b0771c28-09cc-4c4e-9e61-9a96f6e3d040/details?q=>
86 In 2017-18 the Department of Home Affairs made a determination on 15,220 requests under the FOI Act.
Of these 8,464 were granted in full, 5,786 were granted in part and 970 were refused. Of the requests
granted in part or refused, 557 requests (approximately four per cent of all requests) had material removed
on national security grounds. Australian Government, Freedom of information statistics, Agency FOI data –
2017-18 <data.gov.au/dataset/ds-dga-b0771c28-09cc-4c4e-9e61-9a96f6e3d040/details?q=>
87 Australian Government, Freedom of information statistics, Agency FOI data – 2018-19
<data.gov.au/dataset/ds-dga-b0771c28-09cc-4c4e-9e61-9a96f6e3d040/details?q=>.
85
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exemption than Home Affairs yet there is no suggestion that those departments
should be exempt from the FOI Act (nor should there be).
43.90

The Review considers that an exemption from the FOI Act for the
Intelligence Division of the Department of Home Affairs would not be justified on a
principled basis.

Recommendation 185
The Department Home Affairs, including its Intelligence Division, should remain
subject to the Freedom of Information Act.

Australian Geospatial-Intelligence Organisation—non-intelligence
functions
43.91

AGO is completely exempt from the operation of the FOI Act88 However, following
the transfer of the functions of the Australian Hydrographic Office from the
Royal Australian Navy to AGO, concerns were raised during parliamentary debate
about the fact that non-intelligence hydrographic documents would be exempt
from release under the FOI Act.89 In response, the then Minister for Defence
provided an undertaking that Defence and AGO would apply the principles of the
FOI Act to requests concerning its non-intelligence functions and not rely on the
exemption applicable to AGO documents without strong justification. Specifically,
the Minister stated:
Noting the concerns of some senators that the status quo of freedom of information in particular
be maintained for hydrographic, meteorological and oceanographic functions, Defence has
provided an undertaking that it will not seek to rely on the exemption from the FOI Act that is
provided by the Intelligence Services Act in relation to AGO’s non-intelligence functions without
strong justification. To that end, I can assure the Senate that Defence and AGO undertake to
apply the provisions of the FOI Act as a matter of policy to requests for access to information
concerning its non-intelligence functions. 90

43.92

The Review acknowledges the undertaking from the then Minister for Defence,
and has no reason to believe that AGO has not given effect to that commitment.
However, there is a risk that this undertaking will be lost over time. The only public
statement as to the Minister’s commitment is a statement in Hansard.

88

FOI Act, s 7.
Commonwealth, Parliamentary Debates, Senate, 16 October 2017 (Senator Kakoschke-Moore)
pgs 7562-7565.
90 Commonwealth, Parliamentary Debates, Senate, 16 October 2017 (Marise Payne, Minister for Defence)
pg 7566.
89
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Therefore, a person wishing to make an FOI request for these documents would
not be able to ascertain from general FOI resources (such as the Act or agency
websites) that a request for information not related to intelligence functions could
be considered. Difficulty in accessing information is contrary to the promotion of
open government.
43.93

AGO submitted that its current complete exemption under the FOI Act is
appropriate. Although AGO acknowledged that documents relating to the functions
of the Australian Hydrographic Office were able to be released under the FOI Act
prior to the transfer of those functions, it urged the Review to carefully consider the
impact of changing the current exemption arrangements. This is because highly
sensitive information is relevant to its non-intelligence functions.

43.94

To improve transparency and give more enduring effect to the then Minister’s
undertaking, the Review considered whether the undertaking could be formalised
in a ministerial direction made pursuant to subsection 8(2) of the IS Act.

43.95

The Review acknowledges that a ministerial direction would provide some level of
transparency if it were publicly available. However, it would be deficient in other
aspects as it would provide more limited rights to challenge a decision than is
afforded to applicants under the FOI Act.

43.96

Currently, if an applicant is dissatisfied with a decision made under the FOI Act,
they can apply for either an internal and/or an external review. In an internal
review a person other than the person who made the original decision reviews the
original decision.91 The applicant can also seek an external review by the IC who
conducts a merits view of the agency’s decision.92 If the applicant is still not
satisfied with the IC’s decision, an application for review can be made to the
AAT.93 A review party may also appeal to the Federal Court of Australia on
questions of law.94

43.97

Noting the above, if a member of the public makes a request to AGO under either
the current arrangements or if a ministerial direction were issued, this would
effectively mean that the non-intelligence documents would be released
administratively. The release of these documents is done outside of the provisions
of the FOI Act, which means that the undertaking is not enforceable. In practice,

91

FOI Act, s 54C.
Generally the applicant would request an internal review in the first instance, but can request an internal
review and an external review concurrently. See FOI Act, pt VII.
93 FOI Act, pt VIIA.
94 FOI Act, pt div 10.
92
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this means that an applicant for a non-intelligence document would not have
external review rights to challenge a decision.
43.98

The Review fully accepts that a full exemption is necessary for the functions of
AGO set out in section 6B of the IS Act, other than those covered by
paragraph 6B(1)(h).95 In relation to paragraph 6B(1)(h), we do not consider that the
‘vast majority’ of AGO’s non-intelligence hydrographic documents would be
exempt on national security grounds.

43.99

The Review recommends that the Minister’s undertaking be given legislative effect
by amending the FOI Act so that it applies in relation to AGO’s non-intelligence
documents. This would be preferable from a public certainty and clarity
perspective, and would avoid the risk of the commitment, and its origins, being
overlooked in future. It would also ensure that applicants are afforded the full suite
of review rights currently available under the FOI Act.

Recommendation 186
The Freedom of Information Act should be amended to remove AGO’s exemption
in respect of its non-intelligence function.

Australian Criminal Intelligence Commission
43.100 The ACIC argued for an exemption from the FOI Act on the basis that it is an
administrator of National Policing Information Systems and it is an intelligence
agency.
43.101 The ACIC is subject to extensive oversight by six oversight bodies.96
43.102 However, it is not the case that the ‘vast majority’ of ACIC’s documents would be
exempt on national security grounds.
43.103 In 2018-19, the ACIC made a determination on 53 FOI requests, of which 33 were
granted in full, eight in part and 12 refused. Of the exempt material, only
one request had material removed on national security grounds.97 These figures

Paragraph 6B(1)(h) provides that AGO’s functions include the functions mentioned in subsection 223(2) of
the Navigation Act 2012. Subsection 223(2) of the Navigation Act sets out functions including the provision of
hydrographic services, the collection, compilation, collation and dissemination of hydrographic data.
96 PJCLE, ACLEI, ANAO, Commonwealth Ombudsman and Information Commissioner.
97 Australian Government, Freedom of information statistics, Agency FOI data – 2018-19
<data.gov.au/dataset/ds-dga-b0771c28-09cc-4c4e-9e61-9a96f6e3d040/details?q=>.
95
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are similar to 2017-18.98 Full disclosure was possible in respect of over 60 per cent
of requests, and some disclosure in over 77 per cent of cases (over 80 per cent
the previous year). This suggests that the FOI Act’s transparency and disclosure
objectives were not only achieved, but met without adverse impact to national
security, law enforcement methods or investigations.
43.104 The Review is not persuaded that complete exemption from the FOI Act of the
ACIC on the basis that it is an ‘intelligence agency’ is justifiable by reference to a
test focused on an exemption from release on national security grounds.
43.105 Nevertheless, the Review acknowledges that there are other reasons why it could
be argued that the ACIC should be exempt—to some degree—from the operation
of the FOI Act.


The ACIC’s primary function is to ‘collect, analyse and disseminate
criminal information and intelligence and to maintain a national database of
that information and intelligence’,99 which is closely aligned with the functions
of other FOI exempt agencies.



The ONI Act recognises the ACIC as an intelligence agency similar to the
IS Act agencies, rather than as an agency with an intelligence function.
The ACIC was defined as an intelligence agency for the purposes of ONI’s
functions because its intelligence functions were considered to be
‘inseparable from its other functions.’100



The 2013 Review of Freedom of Information laws conducted by Allan Hawke
recommended the exclusion of the (then) ACC from the operation of the
FOI Act to support the ACIC’s role in the ‘collection, synthesis and
distribution of criminal intelligence’, including fostering interagency
communication and collaboration against Australia’s organised crime
threats.101 According to ACIC, the reasoning for the exemption remains
notwithstanding the merger of the ACC and CrimTrac.

43.106 ACIC further argued that the exemption regime of the FOI Act is not well-suited to
the kind of information the ACIC generates, receives and stores, and it is difficult
to work within the current categories of exemptions. The Review sought
information from the ACIC about a partial exemption for the ACIC’s ‘criminal
98

In 2017-18 the ACIC made a determination on 65 FOI requests of which 40 were granted in full, 14 in part
and 11 refused. Of the exempt material, none was withheld on national security grounds. See Australian
Government, Freedom of information statistics, FOI data – 2017-18 <data.gov.au/dataset/ds-dga-b0771c2809cc-4c4e-9e61-9a96f6e3d040/details?q=>.
99 ACC Act, s 7A(a).
100 Explanatory Memorandum, Office of National Intelligence Bill 2018 (Cth), para 18.
101 Hawke Review, pg 60.
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intelligence documents’. The ACIC did not support this idea, arguing that given the
agency’s function as an intelligence agency, all documents in the ACIC’s
possession would be considered criminal intelligence documents.
43.107 The OAIC did not support complete exemption for the ACIC and supported ‘the
proposal to retain the operation of the FOI Act to the ACIC’s non-intelligence
functions.’
43.108 The Review does not consider that the ACIC’s functions and FOI experience
merits a complete exemption from the FOI Act. The fact that such a high
percentage of ACIC documents can be released in full in response to
FOI applications indicates that the transparency and open government objectives
of the FOI Act are being achieved without adverse impact on the ability of the
ACIC to perform its functions.
43.109 The ACIC submits that it should also be exempt from the FOI Act because it is an
administrator of national policing information systems. The ACIC hosts the
National Criminal Investigation DNA Database and the National Child Offender
System but does not contribute content. The ACIC argues that ‘it cannot lawfully
access the information held on the systems under state and territory legislation
(other than for system maintenance purposes).’
43.110 This appears to be a question around whether the content in the National Criminal
Investigation DNA Database and the National Child Offender System is an
ACIC document for the purposes of the FOI Act.
43.111 The FOI Act requires an agency to make a decision on the release of a document
if it is ‘a document of an agency’;102 that is, a document in the agency’s
possession, whether created in the agency or received in the agency. The FOI Act
also recognises that there are instances where custody of a document does not
always require the custodian to make a decision on its release. For example, a
document is not considered to be a document of an agency where it is in the care
of the National Archives of Australia (NAA).103
43.112 It is incongruent to require the ACIC to make a decision on the release of a
document that it cannot lawfully access.
43.113 The Review acknowledges the challenge identified by the ACIC. However, this is
not determinative of the question of whether the ACIC should be completely
exempt from the FOI Act. The ACIC’s lack of authority to access documents that

102
103

FOI Act, s 4.
FOI Act, s 13.
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might be requested under FOI does not support an exemption from the operation
of the Act.
Recommendation 187
The ACIC should remain subject to the Freedom of Information Act.

Australian Transaction Reports and Analysis Centre
43.114 AUSTRAC argued that its intelligence documents should be exempt from the
operation of the FOI Act similar to the exemption that applies to intelligence
agencies. AUSTRAC further noted that exempting its intelligence documents
would provide additional safeguards in protecting sensitive information.
43.115 As noted above, we agree with the ALRC that exemption should only be
countenanced where there is independent oversight and the vast majority of
agency records would be exempt from disclosure if not exempt.
43.116 AUSTRAC is subject to oversight by five oversight bodies.104
43.117 However, it is not evident that the ‘vast majority’ of its intelligence documents
would be exempt from disclosure.
43.118 In 2018-19 AUSTRAC made a determination on 501 requests under the FOI Act.
Of these, 48 were granted in full, 284 were granted in part and 169 were refused.
Of the requests granted in part or refused, none were withheld on national security
grounds.105 While the number of documents released in full has changed
considerably since 2017-18,106 some disclosure was possible in over 66 per cent of
cases.
43.119 AUSTRAC said that the FOI Act exemptions had, to date, protected sensitive
AUSTRAC information from release.

104

ACLEI, Commonwealth Ombudsman, ANAO, IC and Privacy Commissioner.
Australian Government, Freedom of information statistics, Agency FOI data – 2018-19
<data.gov.au/dataset/ds-dga-b0771c28-09cc-4c4e-9e61-9a96f6e3d040/details?q=>.
106 In 2017-18 AUSTRAC made a determination on 386 requests under the FOI Act. Of these 144 were
granted in full, 108 were granted in part and 134 were refused. Of the requests granted in part or refused
only one request had material removed on national security grounds. See Australian Government, Freedom
of information statistics, FOI data – 2017-18 <data.gov.au/dataset/ds-dga-b0771c28-09cc-4c4e-9e619a96f6e3d040/details?q=>.
105
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43.120 While there is no evidence to support a complete exemption from the FOI Act for
AUSTRAC or an exemption for intelligence products, AUSTRAC still produces
documents that warrant consistent protection.
43.121 AUSTRAC submitted that there are inconsistencies in the exemptions available to
it in the FOI Act. It noted that the FOI Act does not protect Suspicious Matter
Reports, Suspicious Transaction Reports and any document concerning these
reports when they are held by agencies other than AUSTRAC. It also noted that
the FOI Act (section 38) does not consistently exempt documents from release,
even where they are prohibited from release under other legislation.107
43.122 Currently, the FOI Act contains an exemption for Suspicious Matter Reports,
Suspicious Transaction Reports and any document concerning these reports. 108
43.123 The exemption ‘protects the confidentiality of reporting entities and their
employees who report suspicious activities to AUSTRAC.’
43.124 The exemption only applies when AUSTRAC holds these documents, and not
when they are in possession of other agencies. Neither the explanatory material to
the FOI Act nor supporting material articulates a reason for this differential
treatment.
43.125 In other contexts, the FOI Act recognises that material should be protected even
when the information is shared between agencies.109 For example, the FOI Act
exempts any intelligence document that has originated with or been received by
any of the exempt agencies.110
43.126 This is not the case for Suspicious Matter Reports and Suspicious Transaction
Reports. However, the OAIC submitted that the reports were adequately protected
as ‘appropriate mechanisms already exist under the FOI Act to provide for the
mandatory transfer of documents to AUSTRAC if requested from another agency.’
43.127 AUSTRAC disagreed that this was sufficient. It noted that when an FOI applicant
is notified of a mandatory transfer to it from another agency111 they may reasonably
infer that the requested information relates to AUSTRAC’s Suspicious Matter
Reports and Suspicious Transaction Reports. However, if the document was in
107

AUSTRAC requested changes to section 38 of the FOI Act which exempts a document from release
where it is prohibited under another Act. Currently section 38 does not apply to the secrecy provisions in the
AML/CTF Act or the FTR Act.
108 Currently AUSTRAC documents concerning information communicated to it under section 16 of the
FTR Act or sections 41 or 49 of the AML/CTF Act as provided for in Schedule 2 of the FOI Act are exempt
from the FOI Act.
109 See, for example FOI Act, s 7(2A).
110 FOI Act, ss 7(2A)(a), (b).
111 FOI Act, s 16(3).
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AUSTRAC’s possession, this inference would not arise as AUSTRAC is not
required to respond to requests for these documents. This is because AUSTRAC
is exempt from the operation of the FOI Act in relation to them.112
43.128 It is an offence for a reporting entity to disclose that it has formed a suspicion or
submitted a Suspicious Matter Report to AUSTRAC.113 Therefore, it seems
incongruent to the policy intent of this primary exemption to allow this information
to be revealed to an FOI applicant during the mandatory transfer process.
43.129 The Review considers that Suspicious Matter Reports and Suspicious Transaction
Reports should be consistently protected, regardless of which agency holds them.
It would undermine the primary exemption if a mandatory transfer revealed the
existence of a document, where this fact is just as sensitive as the document itself.
43.130 From a principled perspective the Review agrees that if a document is exempt
from release in a particular circumstance when held by one agency it should also
be exempt when held by another agency.
Recommendation 188
In respect of AUSTRAC, consistent protections should be afforded to Suspicious
Matter Reports and Suspicious Transaction Reports under the Freedom of
Information Act.
43.131 AUSTRAC also raised concerns that the secrecy provisions in the AML/CTF Act114
or the FTR Act115 are not secrecy provisions that are the subject of the exemption
in section 38 of the FOI Act.
43.132 Section 38 of the FOI Act exempts a document from disclosure if it is prohibited
from release under a provision in another Act and that provision is either specified
in Schedule 3 of the FOI Act, or the other Act expressly applies section 38 to that
document.116 AUSTRAC cannot rely on section 38 to exempt documents from
release which would be prohibited from release under the secrecy provisions in
the AML/CTF Act or the FTR Act. These provisions are not listed in Schedule 3 of
the FOI Act and the AML/CTF Act or the FTR Act do not expressly apply the
section 38 exemption to any documents.

112

This is because AUSTRAC is exempt in respect of these documents (see subsection 7(2) of the FOI Act).
AML/CTF Act, pt 11 div 2.
114 AML/CTF Act, s 120.
115 FTR Act, s 16(5B).
116 FOI Act, s 38(1)(b)(ii).
113
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43.133 However, section 38 is not the only provision that can be relied on to exempt these
documents from release. The FOI Act also contains a number of other exemptions
that prevent the release of documents affecting the enforcement of law and
protection of public safety, for example. These provisions can be relied on to give
effect to the policy intent of the secrecy provisions in other Acts.
43.134 AUSTRAC advised that the FOI Act exemptions had, to date, protected sensitive
AUSTRAC information from release. This suggests that there is no discernible gap
in the FOI Act exemptions which would result in sensitive material failing to be
protected from disclosure.
43.135 The Review concludes that the current exemptions in the FOI Act adequately
protect the release of sensitive AUSTRAC information (apart from the
inconsistency in protections for Suspicious Matter Reports and Suspicious
Transaction Reports discussed above).

Privacy
43.136 As outlined above, the AFP and Home Affairs are subject to the requirements of
the Privacy Act, whereas ASIO, ASIS, ASD, ONI and ACIC are completely
exempt. AGO and DIO are exempt where the acts and practices that impact on
privacy relate to their functions and AUSTRAC is exempt in relation to certain
documents.117
43.137 Public submissions relating to privacy argued for greater consistency with the
APPs and application of the Privacy Act to intelligence and law enforcement
agencies.
43.138 The Australian Lawyers for Human Rights stated that the:
Privacy Act regulates the collection and use of personal information through thirteen ‘Australian
Privacy Principles’ but does not address surveillance, which is permitted for law enforcement
agencies under various legislation. Nor does it apply to Commonwealth intelligence agencies or
State or Territory government agencies such as the NSW Police.

43.139 The Australian Lawyers for Human Rights considered there was a significant
governance gap in Australian privacy law. It argued that:
The Commonwealth Privacy Act is very limited. There is no tort of privacy under Australian law
and the common law offers a very inadequate protection for human rights such as privacy. In
addition the common law can be overridden by contrary legislation.

117

Privacy Act, s 7.
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43.140 The Law Council of Australia submitted that ‘[a]ny sharing of information between
NIC agencies, and between NIC agencies and Commonwealth, State, Territory,
foreign government or other partners, should be done in a manner consistent with
the privacy principles contained in the Privacy Act 1988’.
43.141 The OAIC submitted that there should be greater alignment with the APPs and
greater consistency of privacy rules among exempt agencies. The IGIS suggested
that there should be statutory privacy guidelines for the intelligence agencies.
Other than specific privacy issues, which have been addressed in other Chapters,
only AUSTRAC, which is subject to the requirements of the Privacy Act,
commented on its general application.
43.142 AUSTRAC submitted that there should be a consistent approach to privacy laws
for agencies with intelligence functions across the NIC. AUSTRAC submitted that
it should be prescribed as a ‘law enforcement body’ under the Privacy Act and that
it should be exempt from the Privacy Act in respect of its intelligence functions.
43.143 The OAIC suggested that the Review ‘consider whether the privacy standards of
all NIC agencies should be more closely aligned’ with those in the Privacy Act. The
OAIC suggested that, given recent global developments in privacy and data
protection including the European Union’s General Data Protection Regulations ‘it
is timely to consider whether a presumption for APP compliance should be
rebutted by functional necessity, rather than continue agency specific privacy
frameworks.’ The OAIC further noted that ‘[t]here is limited alignment between the
privacy frameworks of some AIC agencies but there appears to be no deliberate,
coordinated attempt to apply consistent privacy safeguards across them all.’
43.144 The IGIS suggested the Review ‘consider whether the practical operation of the
current rules strikes the right balance and whether some form of statutory privacy
guidelines should apply to all intelligence agencies.’

Exempting agencies from the Privacy Act
43.145 There are no generally agreed criteria for an agency to be entirely exempt from the
operation of the Privacy Act. The Explanatory Memorandum for the Privacy Act,
when it was introduced in 1988, relied on the FOI Act as a basis for exempting the
intelligence agencies. However, it offered no further explanation.
43.146 The ALRC conducted an extensive review of the Privacy Act in 2008 and
produced a three volume report, For Your Information: Australian Privacy Law and
Practice. The ALRC considered whether exemptions from the Privacy Act were
appropriate, including in respect of intelligence and law enforcement agencies.
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43.147 The ALRC found that:
There are some entities, however, such as intelligence agencies and specialist law enforcement
agencies, the principal function of which is in direct conflict with a number of the privacy
principles…..In these cases, the exemption of these entities from the operation of the
Privacy Act is appropriate, provided that there are other information-handling standards, such as
ministerial privacy guidelines, that apply to the exempted entity. 118

43.148 In respect of the intelligence agencies, the ALRC was satisfied there was sufficient
justification to exempt them from the application of the Act on the basis that:


their effectiveness depended on their ability to protect sensitive sources,
techniques and capabilities



there were adequate privacy requirements in legislation, ministerial directions
and guidelines, and



there were robust accountability and oversight mechanisms including IGIS,
PJCIS, Ombudsman, ANAO, ministerial oversight and Royal Commissions
and Independent Reviews.119

43.149 The factors identified by the ALRC as supporting the exemption of agencies from
the Privacy Act remain relevant. We agree that an agency should only be exempt
from the operation of the Privacy Act if all three of the criteria above are met.
Fully exempt agencies
43.150 ASIO, ASIS, ASD, ONI and ACIC are completely exempt from the operation of the
Privacy Act. AGO and DIO are exempt where the acts and practices that impact
on privacy relate to their functions.120
43.151 While public submissions did not specifically argue that ASIO, ASIS, ASD, ONI or
ACIC should be subject to the Privacy Act, the Australian Lawyers for Human
Rights noted that the Privacy Act does not apply to intelligence agencies. For
completeness we have considered whether this is still appropriate.
43.152 To be fully exempt from the operation of the Privacy Act, these agencies should
meet the effectiveness, privacy requirements and oversight criteria outlined above.

118

Australian Law Reform Commission, For Your Information: Australian Privacy Law and Practice (Report
No. 108, August 2008) (ALRC, For your Information) Volume 2, paras 33.35, 34.94.
119 ALRC, For your Information, Volume 2, para 34.14.
120 The exemptions from the Privacy Act are referenced from the FOI Act. AGO and DIO are not listed as an
exempt agency as they are not independent statutory agencies—rather they are entities that are part of the
Department of Defence. While AGO and DIO are exempt where the acts and practices relate to their
functions in practice, this includes all operational documents. Accordingly, we have considered them as ‘fully
exempt’ for simplicity.
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43.153 The Review agrees with the ALRC’s assessment that intelligence agencies must
be able to protect sensitive sources, techniques and capabilities to effectively
perform their functions.
43.154 These agencies all maintain their own privacy guidelines, rules or policies that
regulate the communication and retention of intelligence information concerning
Australian persons.121 They are also overseen by IGIS and the PJCIS.122
43.155 The Review concludes that ASIO, ASIS, ASD, ONI, ACIC, AGO and DIO meet the
criteria above to justify them maintaining their current exemptions from the
operation of the Privacy Act. That said, we consider minor changes should be
made to their privacy arrangements to further improve transparency. These
changes are discussed below.
AUSTRAC—non-intelligence functions
43.156 As outlined above, AUSTRAC is exempt from the operation of the Privacy Act in
relation to certain documents and it has requested this exemption to be extended
to its intelligence functions.
43.157 The Review does not consider that the success of AUSTRAC’s intelligence
functions are dependent on its ability to protect sensitive sources, techniques and
capabilities. AUSTRAC has been operating under the Privacy Act without cause
for concern since its introduction and there is nothing to suggest that this has
changed.
43.158 When the ALRC considered the appropriateness of AUSTRAC’s exemption for
certain documents it found that ‘the current partial exemption that applies to
AUSTRAC should remain.’123 The ALRC further noted that, compared to the other
agencies listed in Schedule 2 of the FOI Act (exempt intelligence agencies),
AUSTRAC’s functions are akin to a law enforcement agency and, as such, should
not be afforded complete exemption.124

121

See AGO, Rules to Protect the Privacy of Australians <defence.gov.au/AGO/library/ago-privacyrules.pdf>; ASIS, Privacy Rules <http://asio.gov.au/Privacy-rules.html>; ASD, Rules to Protect the Privacy of
Australians, < http://asd.gov.au/publications/rule-to-protect-the-privacy-of-australians>; DIO, Guidelines to
Protect the Privacy of Australian Persons < http://defence.gov.au/dio/privacy-rules.shtml>; ACIC, Information
Handling Protocol < http://acic.gov.au/sites/default/files/information_handling_protocol.pdf?v=1556762207>.
122 ACIC is also overseen by PJCLE, ACLEI, ACIC Board, Commonwealth Ombudsman, Privacy
Commissioner and ANAO. ASIS, ASIO, ASD, AGO, DIO and ONI are also overseen by ANAO.
123 ALRC, For your Information, Volume 2, para 36.77.
124 ALRC, For your Information, Volume 2, para 36.77.
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43.159 The Review agrees with the ALRC’s conclusions that agencies with predominantly
‘law enforcement functions should continue to operate within the privacy principles
and the applicable exemptions to those principles.’125
43.160 AUSTRAC also requested the Review consider amendments to the definition of an
‘enforcement body’. While AUSTRAC considers, and the Review agrees, that it is
an ‘enforcement body’ in relation to section 6(f) (another agency, to the extent that
it is responsible for administering, or performing a function under, a law that
imposes a penalty or sanction or a prescribed law) AUSTRAC preferred to be
specifically listed to avoid doubt.
43.161 While the explanatory material is silent on why certain law enforcement bodies
were listed and AUSTRAC was not, the Guidelines issued by the OAIC include
AUSTRAC as an example of a Commonwealth enforcement body. 126
43.162 The Review considers that it is clear that AUSTRAC is an ‘enforcement body’ for
the purposes of the Act, and that this view is given further support by the OAIC’s
guidance.

Aligning agency privacy rules
43.163 ASIO, ASIS, ASD, AGO, DIO, ONI and ACIC maintain their own guidelines, rules
or policies (hereafter called ‘agency privacy rules’) which regulate the
communication and retention of intelligence information concerning
Australian persons. The privacy rules for each agency are publicly available.
All, bar the ACIC, are made by the relevant Minister—the ACIC’s is an internal
policy document.
43.164 The OAIC argued that agency privacy rules should be more closely aligned with
the Privacy Act and be more consistent across agencies.
43.165 The IGIS noted that ‘[t]he privacy of Australians ranks highly in the protection to be
accorded to human rights.’ The IGIS cited the IS Act as requiring ministers to
make rules regulating the communication and retention of personal information
where it is consistent with their functions. The IGIS suggested the Review
‘consider whether the practical operation of the current rules strikes the right
balance and whether some form of statutory privacy guidelines should apply to all
intelligence agencies.’ As all agencies now have privacy rules, the question arises
as to whether one set of statutory guidelines should apply to all intelligence
agencies.

125
126

ALRC, For your Information, Volume 2, para 37.106.
Office of the Australian Information Commissioner, APP Guidelines, July 2019, para 3.50.
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43.166 The Review agrees in principle with the OAIC that agency privacy rules should be
aligned with the Privacy Act to the greatest extent possible. However, the Review
considers that only limited alignment is possible due to the inherent need for
secrecy in order to effectively carry out these agencies’ functions. Indeed, if an
agency’s privacy rules could be aligned with the Privacy Act, to a great extent
there would be limited need for an exemption at all.
43.167 The Review’s view has been informed by reference to the ACIC’s Information
Handling Protocol. This Protocol was developed in consultation with the OAIC 127
and released in May 2019. While articulating how information is handled, the
Protocol also notes the APPs that the ACIC adheres to. Of the 13 principles, the
ACIC is only able to fully comply with four of them.128 While the OAIC argued that
the principles should form the basis for consistent privacy rules across the NIC,
the OAIC conceded that ‘the operating environments of each intelligence agency
may render compliance with all APPs impractical.’
43.168 The Review also agrees in principle that agency privacy rules should be consistent
across NIC agencies to the extent possible, which is already evident with the
IS Act agencies (ASIS, ASD and AGO). However, as the functions and powers are
different for each NIC agency, it is appropriate that their respective rules are
tailored to suit.
43.169 The Review considers that statutory privacy guidelines that apply to all
NIC agencies exempt from the Privacy Act would not take into consideration the
unique and varied functions of all of those agencies. Standardising privacy rules,
in the Review’s opinion, would result in generic guidelines. It does not recognise
that each of the NIC agencies impinge on human rights to varying degrees
depending on their respective functions and powers. For example, it is likely that a
collection agency, such as ASIO, will impinge on human rights more than an
assessment agency, such as ONI. We consider that more is to be gained from
privacy rules that reflect how each agency impinges upon privacy, than from
consistency for consistency’s sake.

Improving transparency
43.170 While the Review considers that the current privacy regime is adequate, we also
consider that minor changes can be made to improve transparency. The Review
considers agencies that are exempt from the operation of the Privacy Act should
127

Australian Criminal Intelligence Commission, Information Handling Protocol, (May 2019) para 2.3.
ACIC’s Information Handling Protocol notes that it fully complies with four Australian Privacy Principles
(APPs): APP 2 – Anonymity and pseudonymity, APP 6 – Use or disclosure of personal information, APP 10 –
Quality of personal information and APP 11 – Security of personal information.
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be required, by legislation, to maintain and publish their own legally-binding
privacy guidelines or rules. These rules should be required to be made by the
relevant Minister. This is consistent with a recommendation made by the ALRC in
its 2008 review.129
43.171 Notwithstanding the work already undertaken by the ACIC in developing and
publishing its Information Handling Protocol, the Review considers that the
ACC Act should be amended to require the development and publication of
ministerially-endorsed privacy rules for the ACIC to regulate how it should deal
with personal information. Consistent with the IS Act agencies and ASIO, these
rules should be made by the responsible minister. Ministerial rules would afford
greater accountability and public confidence benefits as ministers are accountable
to the public for their respective agency’s actions.
43.172 The ACIC was ‘open to seeking amendment to the ACC Act to require the Minister
to publish privacy rules’.
43.173 The Review also considers that all of the NIC agencies that are exempt from the
Privacy Act should be required by legislation to publish their privacy guidelines or
rules, except where they contain classified information, as this would further
promote accountability and transparency. In reviewing the Office of National
Intelligence (Consequential and Transitional Provisions) Bill 2018, the
PJCIS recommended, and the government subsequently agreed, to ‘include a
statutory requirement that the privacy rules [of ONI] be made public, except to the
extent that those rules contain classified information.’130
43.174 While DIO is not established under an Act, it would be possible to legislatively
require it to have privacy rules, as has been done in relation to other matters in the
IS Act that relate to DIO (such as secrecy).131 Accordingly, the Review considers
the IS Act should be amended to require privacy rules to be made and published
for DIO, except where they contain classified information.
43.175 The Review also considers that stronger and more consistent controls should be
introduced for all Privacy Act exempt agencies, to govern their collection, retention
and use of reference information. This is discussed in Chapter 34.
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ALRC, For your Information, Volume 2, para 34.105.
Parliamentary Joint Committee on Intelligence and Security, Advisory Report on the Office of National
Intelligence Bill 2018 and the Office of National Intelligence (Consequential and Transitional Provisions) Bill
2018 (October 2018) para, 3.121.
131 See for example Division 1, sections 40B, 40L and 40M.
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Recommendation 189
ASIO, ASIS, ASD, AGO, DIO and ACIC should be required, by legislation, to have
legally-binding privacy guidelines or rules. These rules should be made public
(except to the extent that those rules contain classified information).

Archives Act and the protection of intelligence information in
Administrative Appeals Tribunal proceedings
43.176 As outlined above, all NIC agencies are subject to the requirements of the
Archives Act. However, there are a range of exemptions that may apply to prevent
the release of NIC information.
43.177 The Review considered the existing arrangements under the Archives Act,
including whether there should be a class exemption under the Act for documents
that reveal the identities of ASIS and ASIO staff members or agents and other
sensitive material relating to intelligence agencies.
43.178 Agency submissions that engaged with this point noted that:
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The national security provisions in the Archives Act are problematic, and
national security information is insufficiently protected from disclosure in AAT
matters considered under the Archives Act. The process is ‘time consuming
and expensive’, requiring agencies to ‘expend significant time and resources
on protecting archive material in the General Division in the AAT - including
the disclosure of even more sensitive material during the process - to enable
the full spectrum of risks to be presented to the AAT to inform that decision.’
A class exemption was suggested to remedy this.



The 2010 reforms to the Archives Act have meant that ‘the ultimate decision
on what material is considered to be relevant to ‘national security’ is made by
persons in the AAT, who have no direct experience or responsibility for
national security’ and there are inconsistent approaches for dealing with
national security information in the AAT.



The ‘open access’ period is too proximate for intelligence material (20 years
or older Commonwealth records and 30 years or older Cabinet notebooks fall
within the ‘open access’ period). Reforms to the ‘open access’ period have
resulted in documents being made available to members of the public earlier,
which has necessitated the redaction of a greater amount of material
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concerning current intelligence capabilities that must be protected from public
release.
43.179 AGD submitted that national security information should be handled consistently in
the AAT, preferably in the Security Division, similar to ASIO records. AGD noted
that there are:
practical inconsistencies which arise in relation to the protection of information in matters
brought before the Administrative Appeals Tribunal (AAT) under the Archives Act 1983
(Cth)….One example of such an inconsistency is that Archives matters appear to be funnelled
into two streams, (i) ASIO ‘records’ and (ii) non-ASIO ‘records’, the distinction being whether the
request is made directly for a document that was once held by ASIO. The anomalies are, firstly,
that ASIO can have provided the very same information to another agency where that other
agency is subject to an archives request and, secondly, another agency can have the same
information but be subject to different treatment as a consequence of the structure of the review
scheme.

43.180 The NAA ‘agrees that it would be advantageous to have all appeals relating to
national security material heard in the Security Division of the AAT, rather than just
ASIO material.’
43.181 A number of submissions supported the Review’s proposal that all security matters
arising under the Archives Act should be heard in the Security Division of the AAT.

Class exemptions
43.182 As outlined above, all NIC agencies are subject to the requirements of the
Archives Act, which creates an access regime under which members of the public
can access Commonwealth records and Cabinet notebooks that are more than
20 and 30 years old respectively. The NAA is responsible for deciding on the
release of records requested under the Archives Act. If an applicant is dissatisfied
with the decision, he or she can seek internal review followed by a review by the
AAT.
43.183 In 2009 and 2010, significant changes were made to the Archives Act as part of
the then Government’s commitment to improve accountability and transparency of
government activities. These amendments abolished conclusive certificates.132
Conclusive certificates previously enabled ministers to issue a certificate that
established conclusively that a document was exempt from archival release.133
Where such a certificate was issued, the AAT was not able to review the merits of
132

Freedom of Information (Removal of Conclusive Certificates and Other Measures) Act 2009 (Cth).
The Senate Standing Committee on Finance and Public Administration Report, Freedom of Information
(Removal of Conclusive Certificates and Other Measures) Bill 2008 [2009] (March 2009) para 2.33, citing the
ALRC’s, Open Government: a review of the FOI Act.
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the exemption claim and did not have the power to grant access to a document to
which a conclusive certificate applied. If the AAT found that there were
no reasonable grounds for the issue of the certificate, it could only recommend
that the relevant minister revoke the certificate.
43.184 The reforms also implemented major changes to the Archives Act by bringing the
‘open access period’ progressively forward from 30 years to 20 years for
Commonwealth records and from 50 years to 30 years for Cabinet notebooks.134
43.185 The amendments to the Archives Act, which commenced in January 2011,
increased the number of records accessible by the public at an earlier point in
time. This was intended to further improve accountability and transparency.
43.186 The effect of the amendments is that, by 1 January 2021, Commonwealth records
will be available up to ten years earlier and Cabinet notebooks up to 20 years
earlier. However, the Archives Act continues to prevent the release of material that
would be prejudicial to security.
43.187 The Review received submissions which expressed dissatisfaction with the current
arrangements and identified a number of resource and security issues associated
with the reforms. It was suggested that a class exemption would resolve these.
43.188 In contrast, the NAA advised that it does not support introducing a class exemption
for intelligence documents.
43.189 While the Review acknowledges the amount of resources devoted to responding
to archives requests, administrative burden of itself is not a justification for reform.
In 2017-18 the NAA released over 98 per cent of the records requested under the
Archives Act in whole.135 While agencies may experience administrative burden in
considering requests and defending exemption claims, transparency is being
achieved in a significant amount of cases. An administrative burden is inherent in
the opportunity to consider whether documents should be released. Rather than
being evidence of the need for broader exemptions, it illustrates the mediation of
the tension between archival release and the protection of records with continuing
security sensitivity.
43.190 That said, other factors may nevertheless favour additional exemptions from
disclosure. In particular, Parliament has recognised that the identities of ASIS and
ASIO officers are protected, to the point of creating an offence for disclosure.
The rationale for protection of ASIO and ASIS identities is discussed in
Chapter 35. Archival exemption of ASIO and ASIS identities would be consistent
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Freedom of Information Amendment (Reform) Act 2010 (Cth).
NAA 2017-18 Annual Report, pg 30.
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with that policy intent and ensure it is given full effect. Moreover, the protection of
the identities of ASIO and ASIS officers, even after they have ceased their
engagement, is such that archival release of these identities would inevitably be
precluded.
43.191 A class exemption for intelligence documents on the other hand would be similar
to the conclusive certificate regime which enabled ministers to issue a certificate
that established conclusively that a document was exempt, which was removed
from the Archives Act in 2009.136 A class exemption would be inconsistent with the
objects of the 2009 amendments which were designed to improve transparency of
processes under the Archives Act.137
43.192 A class exemption for intelligence documents is not discriminating. While some
matters are sensitive for extended periods, even decades, others are of lesser
sensitivity or the potential for prejudice to security may diminish over time. This is
evident in the publication of the ASIO Official History which drew on documents
that were once highly sensitive.
43.193 The Review does not support a class exemption for intelligence documents.
Recommendation 190
The identities of ASIO and ASIS staff members and agents should be protected
from disclosure under the Archives Act.

Administrative Appeals Tribunal protections
43.194 The AAT’s treatment of national security information differs depending on whether
the record under consideration is a record of ASIO or another agency (even where
the record contains the same information and is sourced from the same agency).
When the AAT is reviewing a decision made under the Archives Act, in respect of
access to a record,138 records identified as ASIO records are considered by the
Security Division of the AAT whereas records from other intelligence agencies are
considered by the General Division of the AAT.139

136

Freedom of Information (Removal of Conclusive Certificates and Other Measures) Act 2009 (Cth).
The 2009 reforms implemented the then Government’s commitments made in its 2007 policy statement
Government information: restoring trust and integrity.
138 Archives Act, s 43.
139 Archives Act, s 46.
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43.195 As AGD noted, this causes security information to be treated differently even when
the information is materially the same.
43.196 One agency noted protecting archive material in the General Division in the AAT
often requires the disclosure of even more sensitive material to articulate the
reasons why disclosure would be prejudicial and that decisions are made by
persons who have no direct experience or responsibility for national security.
43.197 Matters heard in the Security Division are automatically afforded additional
protections, including in relation to the constitution of the AAT and the provision of
information to applicants. In the Security Division, there can be one or
three presidential members presiding over a hearing,140 whereas in other Divisions
a single member of any level can hear matters.141 Divisions other than the
Security Division prescribe maximum rather than minimum requirements (for
example, a proceeding must have no more than three members and must not
have more than one member who is a judge).142 While similar protections can be
achieved in the General Division, they require the approval of the
General Division143 and the Attorney-General.144 There is no guarantee that a
member of the General Division will agree to the protections (including closed
hearings) for matters of national security. The presumption in the AAT Act is that
matters will be heard in public.145 The NAA advised that matters regularly
commence in the General Division but need to be transferred to the
Security Division.
43.198 AGD noted that it ‘is significantly more expensive for the AAT to hear matters in
the Security Division than in the General Division’ due to the minimum
requirements for presidential members and other associated costs. However, the
NAA noted that the General Division is not well set up to hear closed hearings and
provided an example of a recent case that was heard in the General Division
where it expended ‘considerable additional effort to arrange storage of classified
material during the day and classified transcription staff for the hearing.’
43.199 Divisions that regularly deal with national security information will have more
efficient processes and procedures than those dealing with these matters on an
occasional basis. Regardless of which Division security matters are heard in, the
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minimum security handling requirements set out in the Protective Security Manual
must be met.
43.200 The Review considers that protections and procedures relating to national security
information should be consistent when the AAT is reviewing decisions involving
national security information and should not be discretionary. It is incongruent to
protect information when held by one agency only to be subject to different
procedures and protections in the hands of another.
Recommendation 191
All security matters arising under the Archives Act should be heard in the Security
Division of the Administrative Appeals Tribunal.

Open access period
43.201 As outlined above, the Government’s commitment to improve transparency was
implemented in the 2009 and 2010 changes to the Archives Act. One of the most
significant changes to the operation of the Archives Act was bringing the start of
the ‘open access period’ forward to 20 years for Commonwealth records and
30 years for Cabinet notebooks.
43.202 One agency argued that these amendments have made the ‘open access’ period
too proximate for intelligence material.
43.203 While the Review understands that exempt agencies will be required to consider
documents at an earlier stage for release, not all sensitivities are enduring. There
are also protections available for intelligence agencies to withhold material if there
are continuing sensitivities with a document. As the decision-maker for the release
of records under the Archives Act, NAA takes into account ‘which agency created
the record, the circumstances under which the information was created or
obtained and the age of the information.’ Under section 35 of the Archives Act,
NAA has established formal arrangements and guidelines with agencies
responsible for national security, defence and international relations.
NAA considers the advice from agencies in making its decision, providing an
added safeguard to inadvertent release of sensitive material.
43.204 NAA advised that only 15 per cent of all applications received under the Archives
Act involve material concerning national security, defence or international
relations.
43.205 As noted above, in 2017-18 over 98 per cent of records were released in whole.
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43.206 While many sensitivities with intelligence material will endure past 20 years, this is
not the case for all records in their entirety. The Archives Act recognises
sensitivities by providing mechanisms to mitigate security implications of an earlier
access timeframe, including agency consultation and exemption provisions. These
existing mechanisms coupled with the Review’s recommendations concerning
protected identities and the Security Division are a proportionate response to the
risks identified by submissions in relation to the open access period.

Inspector-General of Intelligence and Security evidence to the
Administrative Appeals Tribunal and the Information
Commission
43.207 Where an applicant requests a review of a decision made under either the FOI Act
or the Archives Act and a document is claimed to be exempt on national security
grounds, the reviewing authority (the IC or AAT) must seek advice from the IGIS
before the document can be released in full or part. The IGIS must comply with the
request unless the IGIS forms the opinion that the IGIS is not appropriately
qualified to give evidence on the particular matters raised by the documents under
review. Otherwise, the IGIS must appear personally before the IC146 or AAT147 and
provide evidence that addresses the damage that would, or could reasonably be
expected to, arise from the release of the material.
43.208 The IGIS raised concerns with mandatory requirements in the FOI Act and
Archives Act that require the IGIS to personally provide evidence or advice in
IC external reviews of FOI decisions,148 AAT proceedings concerning
FOI decisions149 or AAT proceedings concerning decisions under the
Archives Act.150 The IGIS requested that the Review consider:
[A]mendments to the FOI Act and the Archives Act to invest the IC and AAT with discretion
about the circumstances in which they may request the Inspector-General to give expert
evidence, for instance where such evidence may aid in decision-making.

43.209 The requirement for the IGIS to provide expert advice was conferred following the
abolition of conclusive certificates under the FOI Act and Archives Act in 2009.151
The obligation on the IGIS to provide expert evidence and advice in relation to
146
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national security was designed to provide the IC or AAT with expert advice, 152
independent of the agency involved in the initial exemption claim. It also provided
accountability for agencies’ use and application of national security exemptions.
A number of procedural measures were also changed to protect particularly
sensitive information in the conduct of proceedings before the AAT, including
against unnecessary disclosure.153
43.210 Notwithstanding the intentions of the reform, they have not, in practice, led to the
provision of expert evidence or advice in a significant number of matters due to the
content of the documents under review not relating to the IGIS’ functions.
However, in every case relevant to national security, the requirements under the
FOI Act and Archives Act still impose a burden on the IGIS to determine whether
the IGIS’ evidence is required. This involves testing the submissions of the parties
to the review, even when the IGIS decides that the IGIS is not appropriately
qualified to give such evidence.
43.211 The Review considers that, if the IGIS is unable to provide relevant advice, the
IGIS should not be required to do so nor should the IGIS be required to undertake
unnecessary administrative processes to make such a decision. This represents
an administrative burden that has no added value or benefit.
43.212 NAA indicated that it ‘is supportive’ of the IGIS’ proposal but suggested that
agencies would need to identify particular circumstances where the
IGIS’ participation was required to protect identified security intelligence outcomes.
Any such circumstance could remain subject to the status quo where the IGIS is
required to appear. NAA also stated that:
[T]he IGIS is an independent review body, with expertise in intelligence matters, and the
IGIS should continue to have some role in providing impartial advice to the Tribunal about the
veracity of claims that the release of material could have an adverse impact on Australia’s
national security.

43.213 The IC agreed in principle that the IGIS’ proposed amendment to the FOI Act may
be beneficial. The IC submitted that ‘in practice, the provision has led to a number
of requests from the Commissioner to the IGIS not resulting in evidence being
provided’ because the IGIS is of the opinion that the IGIS is not appropriately
qualified to give evidence.
43.214 As noted above, the IC and AAT must request advice from the IGIS on all national
security claims, which could involve documents from non-intelligence agencies
152
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such as Defence, DFAT and PM&C. The IGIS has no oversight function over
Defence’s, DFAT’s or PM&C’s activities and operations. However, as the IGIS
must form an opinion that the IGIS is not appropriately qualified, there is a
requirement to make this decision based on evidence. Accordingly, if the
IC determines that the IGIS’ evidence is required, the IC will arrange for the
IGIS to have access, take possession of, or make copies of the exempt
documents, submissions and any other relevant matters.154 The IGIS conducts a
preliminary examination of the documents and provides an estimate of the time the
IGIS considers necessary to prepare the requested evidence.155
43.215 As the IGIS has noted, this process is time consuming and imposes a burden on
the IGIS’ resources, with no added benefit in most instances. Since 2012,
in relation to approximately 82 per cent of requests from the IC, the IGIS was of
the opinion that she was not appropriately qualified to give evidence. 156
43.216 While the IGIS has requested that the IC and the AAT are invested with the
discretion of when to request such advice, we agree with NAA’s assessment that
the ‘IGIS should continue to have some role in providing impartial advice to the
Tribunal about the veracity of claims that the release of material could have an
adverse impact on Australia’s national security.’ The Review does not consider it
appropriate for the IC or AAT to make the decision on when to seek advice, and
should be able to call on the IGIS for advice.
43.217 The Review considers that the IGIS should not however, be required to provide
evidence where the IGIS has no relevant insight to offer. Rather, the IGIS’ value
lies in being able to draw on his or her expertise and intelligence oversight
experience to aid in the decision-making process. The Review considers that the
IGIS will generally be able to aid in the decision-making process when the matters
under consideration relate to national security claims of the agencies the
IGIS oversees.
43.218 The IGIS is open to the IC and AAT ‘having a right to call the IGIS where IGIS
evidence is expected to aid the decision-making process.’
43.219 The Review recommends that the IGIS is called where the matter involves one or
more of the agencies that the IGIS oversees (ASIS, ASIO, ONI, ASD, AGO and
DIO). The IGIS would not need to be called where the matter involved a national
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security claim for another Commonwealth agency over which the IGIS has no
jurisdiction.
Recommendation 192
The Freedom of Information Act and Archives Act should be amended so that the
IGIS is only required to provide evidence that addresses the damage that would,
or could reasonably be expected to, arise from the release of material where the
matter involves one or more of the agencies that the IGIS oversees.
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Chapter 44 Australian Security Intelligence
Organisation security assessments
44.1

ASIO’s role in security vetting was considered in the First Hope Royal
Commission, primarily in the context of ASIO security assessments in respect of
persons employed by the Australian Government.157 Justice Hope articulated a
number of principles capable of more general application.
The process of making a security assessment about a person is, and must be, adjudicative. The
security service has the difficult and unenviable task of evaluating all the information before it
and reaching a firm conclusion.
ASIO’s information, even if accurate, will rarely, if ever, be complete. It can be led into error by
the erroneous and incomplete nature of the material on which it makes its assessment.
Just as courts of law and others who evaluate human behaviour make errors of judgement, so
may ASIO. ASIO must assess not only past behaviour; it must make an assessment of likely
future behaviour.158

44.2

Justice Hope was satisfied that some of ASIO’s adverse security assessments
may have been wrong and that there were cases where the assessment had been
acted on by an employing authority.159 He recognised that, if employing authorities
acted on an adverse assessment, the ‘career of the person the subject of the
assessment may be gravely and permanently prejudiced’.160 He further stated that:
Even if the employer authority does not act in accordance with an adverse security assessment
given by ASIO, a knowledge of that assessment will remain with a number of officers of the
employing authority. The employee’s reputation has been affected and there remains a
considerable potential for future prejudice.161

44.3

157

Justice Hope did not criticise ASIO for making incorrect assessments, taking into
account the challenges he had identified in making the necessary judgements. 162
However, he concluded that ASIO’s assessments should be subject to an appeals
system. Justice Hope recommended that appeals should be heard by a tribunal
in camera (in private), and that the tribunal should have a discretion to publish its
findings. Justice Hope noted the appellant’s right to privacy and to the protection of

Justice Robert Hope, Royal Commission on Intelligence and Security (1976) (RCIS) (Second Report)
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his or her reputation, and considered that the protection of sources can be better
assured when hearings are in private.163
44.4

Justice Hope also recommended that the subject of a security assessment should
be notified in the event that ASIO furnishes an adverse or qualified security
assessment in respect of them, and be alerted to the option of appeal. 164 He was
explicit that the right to appeal security assessments should only extend to
Australian citizens and ‘person[s] whose continued presence in Australia is not
subject to any limitation as to time imposed by law’.165 He stated that:
The claim of non-citizens who are not permanent residents but who are in Australia to be
entitled to such an appeal is difficult to justify, particularly as they have no general appeal. I shall
recommend that they have no such right.166

44.5

These recommendations were accepted by the Fraser Government and
implemented, through the creation of Part IV of the Australian Security Intelligence
Organisation Act 1979 (Cth) (ASIO Act), in 1979.167

44.6

The Second Hope Royal Commission observed that the introduction of Part IV of
the ASIO Act:
represented a marked advance in terms of protection of the rights of people affected by
[security] assessments. The review procedure has also had the effect of focussing
ASIO’s attention on its role in this area and encouraging greater rigour in its approach. 168
…
The purpose and effect of the assessment provisions is to formalize and regulate the flow of
information from ASIO to the employing agency relating to the person subject to assessment.
They preclude informal or ‘backdoor’ passage of personal information to the agency. 169

44.7

Part IV of the ASIO Act has not undergone major review or amendment since its
enactment.
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Part IV of the Australian Security Intelligence Organisation Act
44.8

One of ASIO’s functions is to communicate intelligence for purposes relevant to
security to ‘such persons, and in such manner, as are appropriate to those
purposes’.170 ASIO may also communicate intelligence which is not relevant to
security in some circumstances (for example, to appropriate Commonwealth or
state authorities where the information relates to the commission of a serious
crime).171

44.9

Part IV regulates how ASIO must make security assessments and defines
‘security assessment’ as:
a statement in writing furnished by [ASIO] to a Commonwealth agency, State or authority of a
State expressing any recommendation, opinion or advice on, or otherwise referring to, the
question whether it would be consistent with the requirements of security for prescribed
administrative action to be taken in respect of a person or the question whether the
requirements of security make it necessary or desirable for prescribed administrative action to
be taken in respect of a person, and includes any qualification or comment expressed in
connection with any such recommendation, opinion or advice, being a qualification or comment
that relates or that could relate to this question.172

44.10

170

This long and complex definition can be broken down. A security assessment is
essentially:


an external written communication



furnished by ASIO



to a state or Commonwealth government body



in relation to a person (including a body corporate)



which contains a recommendation, opinion or advice on:
o

whether it would be consistent with the requirements of security for
prescribed administrative action to be taken, or

o

whether the requirements of security make it necessary or desirable for
prescribed administrative action to be taken in respect of a person.

Australian Security Intelligence Organisation Act 1979 (Cth) (ASIO Act) s 17(1)(b).
ASIO Act, s 18.
172 ASIO Act, definition of ‘security assessment or assessment’, s 35.
171
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To understand the definition of ‘security assessment’, it is necessary to also
understand the definition of ‘prescribed administrative action’. This term is defined
as:
(a) action that relates to or affects:
(i) access by a person to any information or place access to which is controlled or
limited on security grounds; or
(ii) a person’s ability to perform an activity in relation to, or involving, a thing (other
than information or a place), if that ability is controlled or limited on security
grounds;
including action affecting the occupancy of any office or position under the
Commonwealth or an authority of the Commonwealth or under a State or an authority of
a State, or in the service of a Commonwealth contractor, the occupant of which has or
may have any such access or ability;
(b) the exercise of any power, or the performance of any function, in relation to a person
under the Migration Act 1958 or the regulations under that Act; or
(c) the exercise of any power, or the performance of any function, in relation to a person
under the Australian Citizenship Act 2007, the Australian Passports Act 2005 or the
regulations under either of those Acts; or
(d) the exercise of a power under any of the following provisions of the
Telecommunications Act 1997:
(i) section 58A;
(ii) subsection 581(3);
(iii) clause 57A of Schedule 3A;
(iv) clause 72A of Schedule 3A.
(v) the exercise of a power under subsection 32(2) of the Security of Critical
Infrastructure Act 2018.173

44.12

Common examples of actions that amount to ‘prescribed administrative action’
include decisions to:


173

grant or revoke a security clearance

ASIO Act, definition of ‘prescribed administrative action’, s 35.
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grant or cancel an Australian passport under the Australian Passports Act
2005



grant or revoke Australian citizenship under the Australian Citizenship Act
2007, and



revoke a permanent or special status visa.

There are three kinds of security assessments:


non-prejudicial assessments—which are not prejudicial to a person’s
interests



qualified assessments—which contain information that is, or could be,
prejudicial to a person’s interests, but do not make a recommendation that
certain action be taken in relation to that person which, if implemented, would
be prejudicial to the person’s interests, and



adverse assessments—which contain information that is, or could be,
prejudicial to a person’s interests, and make a recommendation that certain
action be taken in relation to that person which, if implemented, would be
prejudicial to the person’s interests.174

Qualified and adverse security assessments are known as ‘prejudicial’ security
assessments. These types of security assessments generally attract rights of
notice and review. Specifically:


the receiving agency must, within 14 days after the day on which the
assessment is furnished, give the person a notice in writing attaching the
assessment



the notice must inform the person of the making of the assessment



the notice must provide information about the person’s right to apply to the
Administrative Appeals Tribunal (AAT) for review of the assessment, and



an application may be made to the AAT for a review of a prejudicial security
assessment,175 the outcome of which is treated as superseding the
assessment.176

ASIO Act, s 35 (definitions of ‘adverse security assessment’, ‘qualified security assessment’, and ‘security
assessment or assessment’).
175 ASIO Act, s 54.
176 ASIO Act, s 61.
174
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The only types of prejudicial security assessments that do not attract these notice
and review rights are those relating to:


the employment outside of Australia for duties outside Australia, of a person
who is not an Australian citizen or is not normally resident in Australia



certain powers under the Migration Act 1958 and the Australian Passports
Act in respect of a person who is not an Australian citizen, the holder of a
valid permanent visa or the holder of other special visas, and



the engagement, or proposed engagement, of staff in ASIS, ASIO, AGO,
ASD, DIO and ONI.177

44.16

In addition, where the Minister considers it is essential to the security of the nation
to withhold a notice informing a person of the making of a security assessment,
the Minister can issue a certificate which is provided to the agency to which the
assessment is furnished.178

44.17

The first two categories of exclusion are consistent with views expressed by
Justice Hope that only Australian citizens and permanent residents should have
access to the rights of notice and review. The third was included in the ASIO Act in
2011 in order to put ASIO on the same footing as other Australian Intelligence
Community (AIC) agencies, which were already able to share information about
staff employment decisions with each other without attracting notification and
review rights.179

44.18

A security assessment must be prepared in writing and, in the case of an
assessment prejudicial to the subject’s interests, must include a statement of the
grounds for the assessment, including all information relied on by ASIO in making
it (other than information the disclosure of which would be contrary to the
requirements of security).180

44.19

The subject of a prejudicial security assessment is able to seek review in the
Security Division of the AAT.181 After conducting a hearing, the AAT may state its
opinion as to the correctness of, or justification for, any opinion, advice or

177

ASIO Act, s 36(1).
ASIO Act, s 38. In these cases, it is not necessary for notice, or a copy of a security assessment, to be
given. The Minister must consider whether to revoke a certificate every 12 months. The rights of notice and
review also do not apply in relation to assessments relating to the Telecommunications Act or directions
under the Security of Critical Infrastructure Act (s 38A).
179 Intelligence Services Legislation Amendment Bill 2001 (Cth), Replacement Explanatory Memorandum,
pg 9.
180 ASIO Act, s 37(2).
181 ASIO Act, s 54.
178
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information contained in the assessment, and agencies must proceed on the basis
of those findings.182
44.20

44.21

The ASIO Act contains two key prohibitions in relation to security assessments:


it prohibits a Commonwealth agency from taking prescribed administrative
action on the basis of any communication made by ASIO in relation to a
person which does not amount to a security assessment,183 and



it prohibits ASIO from making any communication to a state, which it knows
is intended or likely to be used by that state in considering prescribed
administrative action against a person, except in the form of a security
assessment.184

In other words, the ASIO Act does not prevent ASIO from communicating security
advice in situations where prescribed administrative action may result. Rather, it
encourages (in the case of Commonwealth agencies) and requires (in the case of
state agencies) ASIO to do so in the form of a security assessment.

Views from submissions
44.22

ASIO submitted that its assessments are in increasing demand, with
Commonwealth and state entities seeking advice from ASIO to inform a wide
range of administrative decisions.

44.23

ASIO’s Annual Report 2018-19 stated ‘[o]ur capacity to provide our partners with
advice is being outstripped by demand’,185 with ASIO:

182



commencing ‘support to the Department of Defence by providing foreign
ownership, control and influence checks for defence industry seeking to join
the Defence Industry Security Program’



providing ‘275 foreign investment assessments to the Treasury to support the
[Foreign Investment Review Board’s] consideration of investment proposals’,
and

Administrative Appeals Tribunal Act 1975 (Cth) s 43AAA(2).
ASIO Act, s 39. However, a Commonwealth agency may take temporary action on the basis of such a
communication from ASIO if it is necessary for the requirements of security pending ASIO’s assessment
184 ASIO Act, s 40(2).
185 Australian Security Intelligence Organisation, Annual Report (2018-19) pg 45.
183
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advising the Home Affairs Critical Infrastructure Centre to ‘ensure
telecommunications facilities are adequately protected from unauthorised
interference’. 186

Having regard to this increasing demand, ASIO highlighted the need to ensure
Part IV remains fit-for-purpose by clarifying when the notification and review
requirements under Part IV should apply. Consequently, the Review examined the
following specific aspects of the security assessments framework set out in Part IV
of the ASIO Act:


the definition of ‘prescribed administrative action’



the provision of urgent security advice to states and territories, and



the availability of review mechanisms in the case of prolonged security
assessment processes.

Definition of ‘prescribed administrative action’
44.25

When ASIO provides security advice to a government agency which may be relied
on by that agency to take prescribed administrative action in relation to a person,
ASIO should (in the case of Commonwealth agencies) and must (in the case of
state agencies) provide the advice in the form of a security assessment. If the
receiving agency is not likely to take prescribed administrative action on the basis
of ASIO advice, ASIO does not need to provide the advice in the form of a security
assessment.

44.26

The definition of ‘prescribed administrative action’ is therefore central to the
security assessments framework and, more specifically, to determining when
ASIO is required to provide advice in the form of a security assessment, and when
it is not.

44.27

Paragraph (a) in particular uses broad terms that are not defined:
(a) action that relates to or affects:
(i) access by a person to any information or place access to which is controlled or
limited on security grounds; or
(ii) a person’s ability to perform an activity in relation to, or involving, a thing (other
than information or a place), if that ability is controlled or limited on security
grounds;

186

ASIO 2018-19 Annual Report, pg 41.
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including action affecting the occupancy of any office or position under the
Commonwealth or an authority of the Commonwealth or under a State or an authority of
a State, or in the service of a Commonwealth contractor, the occupant of which has or
may have any such access or ability

44.28

ASIO submitted that the test in paragraph (a) is open to multiple interpretations.
As a consequence, determining whether Part IV applies to particular
circumstances can be a time consuming and complex statutory interpretation
exercise. ASIO provided the Review with a range of examples to support this
submission. These included requests for advice concerning parole and the holding
of security guard and firearms licences.

44.29

ASIO also submitted that there are a range of circumstances where it needs to
communicate information to Commonwealth and state agencies without the
knowledge of the subject of the assessment, and provided the Review with
examples where it considered notification and review rights should not apply.

44.30

Finally, ASIO submitted that clarifying the scope of ‘prescribed administrative
action’ would have the following benefits:

44.31
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it would ‘allow the legislature to determine as a matter of policy whether new
administrative decisions informed by ASIO advice attract the operation of
Part IV, rather than this being determined through statutory interpretation by
lawyers in the executive arm of government’



it would ‘allow ASIO to focus its legal resources on ensuring that
ASIO’s security assessment advice is robust and defensible in the AAT,
rather than diverting those resources to determine whether Part IV applies’



it would ‘remove ambiguity about whether ASIO advice needs to be in the
form of a security assessment, whether action [by Commonwealth agencies
on the basis of that advice] is prohibited’ under section 39 of the ASIO Act
and ‘whether those who are impacted by the advice have AAT review rights’,
and



it would ‘allow ASIO to be more responsive to requests for information from
government’.

There is no doubt that the security assessment arrangements set out in Part IV
remain an important safeguard. The purpose of the legislation is to enhance the
transparency and accountability of ASIO’s security advice, given that the advice
will often be based on inadequate or incomplete information, and has the potential
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to cause grave and permanent injustice to the lives of those concerned.187 Part IV
goes some way to protecting individuals’ rights, not only through the processes of
notice and review it enshrines, but also by ‘focussing ASIO’s attention on its role in
this area and encouraging greater rigour in its approach’.188 The fact that ASIO is
now providing security advice more often than at the time the protections were first
recommended strengthens the case for a legislative framework for transparency
and rigour.
44.32

However, the security assessment framework in Part IV was never intended to
apply to all of ASIO’s external communications. This, paired with the fact that
ASIO is now providing advice in a wider range of circumstances than those
envisaged at the time Part IV was enacted, raises the question of when the
requirement for notification and review should and should not apply. Currently,
legislation does not clearly answer that question.

44.33

There are several parts of the definition of ‘prescribed administrative action’ that
require interpretation, including whether access to information or a place is
controlled or limited on security grounds and whether action would affect a
person’s ability to perform an activity which is controlled or limited on security
grounds. In some cases this will be clear—for example, a person’s engagement to
a job involving access to premises on which classified information is stored—and
sometimes it will be less clear—for example, whether a requirement to have a
licence to undertake an activity which may involve considerations of an applicant’s
character (for example, a Working with Vulnerable People card) means that the
activity is controlled or limited on security grounds.

44.34

The Review accepts that determining whether access to information or a place is
controlled or limited on security grounds, or whether action would affect a person’s
ability to perform an activity which is controlled or limited on security grounds, may
not be straightforward. However, the substance of paragraph (a) of the definition
has remained relatively unchanged since the ASIO Act commenced in 1979, with
the text existing in its current form since 2004.189 ASIO has had considerable
experience in administering the test, supported by substantial guidance material
and legal advice.

44.35

Further, irrespective of the complexity of paragraph (a) of the definition, it is not
unusual to resort to legal advice on occasion in the course of processing

187

RCIS, Second Report, paras 104-106 and 111.
RCASIA, Report on ASIO, para 11.1.
189 Australian Security Intelligence Organisation Amendment Act 2004, Schedule 1, Item 3.
188
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189,945 assessments in a single year.190 Having regard to the gravity of the
consequences for an individual the subject of an adverse assessment, legal
advice is to be expected.
44.36

ASIO has submitted that interpretation is challenging. However, the Review is not
convinced that the examples given of difficult interpretation demonstrate a
fundamental issue with the definition.

44.37

Part IV represented ‘a marked advance in terms of protection of the rights of
people affected by such assessments’,191 and continues to play an important role
in protecting individual civil liberties against decisions resulting in ‘grave and
permanent injustice’.

44.38

Although criticisms of the definition have revolved around it being too broad, the
Review actually holds the opposite concern. We think that under the current
definition, matters which should rightly attract the notification and review rights in
Part IV do not fall within the definition. Whether specific matters fall within or
outside of Part IV needs to be addressed.

44.39

In keeping with the original principled basis on which the Part IV framework was
established, we consider ASIO’s communications should be made in the form of
security assessments where:


the assessment informs administrative action that has potential to affect an
individual’s liberty or livelihood, and



matters relating to security would be a key consideration in taking that action.

44.40

In these cases, we think the important notification and review rights in Part IV
should be available to the person who is the subject of ASIO’s security
assessment.

44.41

It may be open to conclude that security assessments informing the grant of a
security guard licence, a parole decision, or a firearm licence do not fall within the
definition of ‘prescribed administrative action’. It is not right in principle though.
Decisions about such matters affect a person’s employment or, in the case of
parole, a person’s liberty. Semantics should not get in the way of the substantive
issue—that ASIO’s judgements about a person may be wrong, and the person

190

ASIO Annual Report 2018-19, pg 8. This figure represents the number of visa security assessments
(11,669), personnel security assessments (32,887), security assessment for access to sensitive sites and
material (145,114) and Foreign Investment Review Board assessments (275).
191 RCASIA, Report on ASIO, para 11.1.
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should have the ability to challenge them where those judgements stand to
adversely affect them.
Recommendation 193
The definition of ‘prescribed administrative action’ in the Australian Security
Intelligence Organisation Act should be amended to include the exercise of
powers or functions in relation to parole, security guard licences and firearms
licences.
44.42

We do not anticipate that these are the only categories of decisions that will need
to be added to the definition in future, given the scope for new Commonwealth and
state government decisions about employment and liberty to be made on the basis
of security advice. Despite the breadth of the term ‘prescribed administrative
action’, it is clear that it will not capture all circumstances in which
ASIO assessments may substantially adversely affect a person.

44.43

A solution would be to amend the ASIO Act to specify particular actions in the
definition of prescribed administrative action in section 35. This should be the
preferred option, as it is the clearest and most transparent, and attracts
parliamentary scrutiny through the passage of amending legislation.

44.44

A disadvantage of this approach is the speed with which the legislation can be
amended to include new categories of actions—it can be a slow process and may
not be sufficiently flexible. Given that listing matters in the definition has a
protective effect on the rights of a person, we think it is desirable for matters to be
added quickly. This ensures that the notification and review rights set out in Part IV
will apply to those decisions.

44.45

We consider the preferable approach is to provide a power to include specific
administrative actions in the definition of ‘prescribed administrative action’ by
regulation. Once an action is prescribed, any advice by ASIO that informed a
decision about those actions would be subject to the protections of Part IV. We
note that regulations are laid before Parliament for a certain period, during which
the Parliament can disallow them (so that they do not take effect).192

44.46

Given the definition of ‘prescribed administrative action’ determines when
notification and review rights will flow in respect of ASIO’s assessments, and the
potential impact of ASIO’s advice on a person, we think additional parliamentary

192

Legislation Act 2003 (Cth) s 42.
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scrutiny is desirable. To achieve this, we recommend that the Parliamentary Joint
Committee on Intelligence and Security (PJCIS) review regulations that add to the
definition of prescribed administrative action as soon as possible after they are
made, and before the end of the applicable disallowance period in each
chamber.193
44.47

This approach will ensure that:


the Parliament actively considers and determines the circumstances in which
notification and review rights in respect of ASIO’s assessments should apply



the definition is sufficiently flexible to account for new types of administrative
action, without being so broad that it applies in situations the Parliament did
not intend, and the public could not foresee, as is currently the case, and



there is an opportunity, through regular PJCIS review, for bipartisan
consideration of, and public submissions regarding, proposed categories of
decisions to which Part IV protections should apply.

Recommendation 194
A regulation-making power should be inserted into the definition of ‘prescribed
administrative action’ in the Australian Security Intelligence Organisation Act.
194.a

The regulation making power should allow regulations to add an action to
the definition of ‘prescribed administrative action’ where that action has
potential to affect an individual’s liberty or livelihood. Matters relating to
security would be a key consideration in taking that action.

194.b Regulations made under the regulation making power should be reviewed
by the PJCIS before the end of the applicable disallowance period in each
Chamber prior to coming into effect.

44.48

ASIS submitted that there is uncertainty regarding the application of notification
and review rights in Part IV in the context of ASIS staff members undergoing
security revalidation.

44.49

A decision to grant or revoke a security clearance is, typically, ‘prescribed
administrative action’—indeed, it was the main type of administrative action
Justice Hope had in mind when he conceived new protective mechanisms for

193

Similar to the requirements in s 102.1A of the Criminal Code.
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persons the subject of ASIO assessments. However, section 36 of the ASIO Act
explicitly provides that prejudicial security assessments relating to the engagement
or proposed engagement of staff by ASIS do not attract rights of notice and review
under Part IV. While it is clear that termination of an ASIS staff member’s
employment as a result of the loss of a security clearance does not attract rights of
notification and review, whether section 36 extends to decisions made on
termination of a staff member’s employment due to loss of the required
clearance—such as suspending access to premises pending a review—is an open
question.
44.50

The Review considers that the decision to suspend or rescind a staff member’s
clearance is separate to the decision to terminate the person’s employment, even
though the practical effect of that decision will invariably be that a person is no
longer able to work at the relevant agency.

44.51

The Review also considers that subparagraph (a) of the definition of ‘prescribed
administrative action’—which, in simple terms, refers to access by a person to
classified places or things—is broad enough to capture a range of decisions that
follow from the decision to suspend or rescind a person’s security clearance, with
the effect that the rights of notice and review in Part IV may apply. For example:


a decision to suspend a staff member’s access to certain places or things
pending the outcome of a review into whether his or her clearance should be
rescinded, or



a decision to deny a staff member access to certain places or things on the
basis that his or her clearance has been rescinded.

44.52

To be clear, the Review considers it is entirely appropriate that the decision to
rescind or suspend an individual’s security clearance is reviewable.

44.53

It will rightly be a matter for the relevant agencies to decide whether to suspend an
individual’s clearance pending a review hearing. We have no principled concerns
were a clearance to be suspended in those circumstances. Even if the outcome of
the review process is an overturning of the decision to suspend or rescind an
individual’s clearance, it is not unreasonable for agencies to take precautions (for
example, limiting access to security classified material) pending the review in the
event the decision is upheld, provided these precautions do not result in the
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individual losing remuneration during this period. This is consistent with
procedures in other employment contexts.194
44.54

Once the process of reviewing a decision to rescind or suspend an individual’s
security clearance is complete, there is no need for subsequent decisions which
are directly related to that decision to also be reviewable. While these are separate
decisions, they are a necessary consequence of the decision to suspend or revoke
the person’s clearance.

44.55

To the extent that there is uncertainty regarding the application of the definition of
‘prescribed administrative action’ to decisions to review or suspend a clearance,
it should be clarified by adding this category through regulations, as recommended
above.

Recommendation 195
195.a

A decision to suspend or revoke an ASIS staff member’s security
clearance should fall within the definition of ‘prescribed administrative
action’ in the Australian Security Intelligence Organisation Act.

195.b A decision to suspend access to information or places which are
controlled or limited on security grounds while a decision to revoke or
suspend a clearance is reviewed should not fall within the definition of
‘prescribed administrative action’ in the Australian Security Intelligence
Organisation Act.
195.c

A decision to deny access to information or places which are controlled or
limited on security grounds once a decision to revoke a security clearance
is confirmed should not fall within the definition of ‘prescribed
administrative action’ in the Australian Security Intelligence
Organisation Act.

Exempting certain types of advice from Part IV
44.56

The Review considered whether the following should be exempt from Part IV:


194

ASIO’s security assessments in respect of foreign companies, namely those
prepared for the purpose of advising the Foreign Investment Review Board.

For example, in Avenia v Railway and Transport Health Fund Ltd [2017] FCA 859, the Federal Court
found that an employer had right a common law to suspend an employee on full pay pending a disciplinary
investigation.
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Passage of vetting information on unsuccessful ASIO applicants or former
ASIO staff to the person's new vetting agency (e.g. AGSVA).



Passage of third party information or unassessed lead information to a
Commonwealth or state agency for the purposes of prescribed administrative
action where there is no ASIO ‘value-add’ to that information (i.e. ASIO is
merely passing on the information and is not making any assessment on the
third party or lead information).

Existing security assessment arrangements already exclude some foreign persons
and companies from rights of notification and review. In particular, Part IV of the
ASIO Act:


does not afford rights of notification and review of security assessments for
employment decisions concerning non-citizens outside of Australia,195 and



does not provide notification and review rights for some decisions under the
Migration Act to persons who are not Australian citizens, permanent visa
holders or certain visa holders.196

44.58

While citizenship is a common factor of these exclusions, whether the affected
person is within or outside of Australian territory is also relevant. For example,
security assessments in relation to the employment of non-citizens inside Australia
are not excluded from notification and review rights.

44.59

Outside of these exclusions, Part IV does not draw a distinction between foreign
and Australian persons or companies, and we think rights of notification and
review for foreign persons should not be removed unless this is required to
mitigate significant harm to Australia’s national security.

44.60

In respect of foreign companies, we think it is incongruous that review
requirements attach to ASIO security assessments provided to the Foreign
Investment Review Board, when the Treasurer’s decisions under the Foreign
Acquisitions and Takeovers Act 1975 (Cth), taken on advice from the Board, are
exempt from review.197

44.61

We therefore consider that, consistent with the Treasurer’s decisions under the
Foreign Acquisitions and Takeovers Act being exempt from review, ASIO’s
security assessments prepared for the purpose of advising the Foreign Investment

195

ASIO Act, s 36(1)(a).
ASIO Act, s 36(1)(b).
197 Administrative Decisions (Judicial Review) Act 1977 (Cth), s 3 and sch 1(h)
196

Page 77

Chapter 44 Australian Security Intelligence Organisation security
assessments

Volume 4

Review Board should be exempt from the notification and review requirements in
Part IV.
44.62

If accepted, our recommendation will need to be tested against the detail of each
of Australia’s trade and investment treaties.

44.63

The Review does not support excluding from Part IV the passage of vetting
information on unsuccessful ASIO applicants or former staff to another authorised
vetting agency.

44.64

Currently, assessments concerning the engagement, or proposed engagement, of
staff in ASIS, ASIO, AGO, ASD, DIO and ONI are excluded from the operation of
Part IV. 198 This reflects Justice Hope’s observation that, due to their special access
to national security information, special vetting procedures were warranted for
intelligence agency staff.199

44.65

However, Commonwealth security vetting is not limited to employment within an
intelligence agency. It is undertaken by a number of agencies (AGSVA, AFP,
ASIO, DFAT, ASIS and ONI) in respect of access to a wide range of protected
information or places which may or may not relate to national security.
For example, AGSVA undertakes security vetting in relation to ‘more than
150 Commonwealth and state government agencies’.200

44.66

To exclude ASIO’s passage of assessments concerning its unsuccessful
applicants or former ASIO staff members to another vetting agency from the
operation of Part IV would risk the ‘grave and permanent injustice’ to which
Justice Hope referred when he originally recommended the framework which
became Part IV. He made those comments in relation to employment decisions in
the broader public service and other similar positions—not in respect of
employment within an intelligence agency.201

44.67

The practical effect of our view is the absence of notification and review rights for
ASIO’s assessment of a prospective ASIO employee, but the presence of such
rights when that assessment is transferred to another vetting agency. While
incongruous, the incongruity already exists, and has done since 2011 when
security assessments in relation to ASIO applicants were exempt from notification
and review rights.202

198

ASIO Act, s 36(1).
RCASIA, Report on ASIO, para 9.98.
200 Parliamentary Joint Committee of Public Accounts and Audit, Report 479: Australian Government
Security Arrangements (April 2019) para 1.8.
201 RCIS, Second Report, para 116-121.
202 ASIO Act, s 36(1)(c).
199
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44.68

Finally, the Review does not support excluding ASIO’s passage of third party or
unassessed lead information from the operation of Part IV. To do so would
fundamentally change the ASIO Act. The term ‘unassessed lead information’
sounds sophisticated, but in point of fact it can be anything from quality partner
intelligence to second-rate rubbish. We consider such an exclusion would have the
effect of by-passing the requirements of Part IV, leaving open a possibility for
ASIO to facilitate passage of its information through a partner agency to a
third party.

44.69

ASIO is more than just a ‘post-box’ to be used to pass unassessed information
from a foreign partner to another agency, especially where that information may
lead to a decision that prejudices a person’s interests. The whole point of the
framework in Part IV is to require assessments where an individual’s livelihood,
future or liberty is at stake.

Recommendation 196
196.a

ASIO’s passage of vetting information on former ASIO staff and
unsuccessful ASIO applicants should not be exempted from the operation
of Part IV.

196.b ASIO’s passage of third party information or unassessed lead information
to a Commonwealth or state agency for the purposes of prescribed
administrative action should not be exempted from the operation of
Part IV.

Recommendation 197
ASIO security assessments prepared for the purpose of informing the Foreign
Investment Review Board should be exempted from the operation of Part IV of the
Australian Security Intelligence Organisation Act.

Urgent communication with states and territories
44.70

Part IV treats the communication of security advice by ASIO in urgent
circumstances differently depending on whether that advice is being
communicated to a Commonwealth agency, or a state or territory agency.

44.71

A Commonwealth agency may take action of a temporary nature on the basis of a
preliminary communication by ASIO (that is, a communication which is not
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provided in the form of a security assessment) if the Commonwealth agency is
satisfied that the requirements of security make it necessary to take that action as
a matter of urgency, pending the furnishing of an assessment by ASIO.203
44.72

There is no equivalent provision for state agencies. In fact, ASIO must not furnish
any information concerning a person to a state if ASIO knows that information is
intended or likely to be used by the state in considering prescribed administrative
action in relation to that person.204

44.73

This prohibition was inserted during parliamentary debate of the ASIO Bill in 1979
after concerns were raised that the Bill as introduced did not afford state officers
the same appeal rights as Commonwealth officers. To address this issue, the Bill
was amended so that ASIO was only able to furnish security assessments which
were intended or likely to be used by a state for prescribed administrative action
‘through a Commonwealth Department or authority’. 205 This amendment was
designed to ‘bring into play the appeals mechanisms…proposed at the
Commonwealth level’206 on the ‘rare’ occasions ASIO furnished a security
assessment in relation to a state official.207

44.74

Over time, ASIO has been called on to provide security assessments to state and
territory authorities more regularly. The requirement for ASIO to provide this
advice ‘through a Commonwealth Department or authority’ has been amended to
reflect this.

203



In 1999, section 40 was amended to allow ASIO to provide security advice
relevant to the Sydney 2000 Olympics and Paralympics directly to a state
authority. The intention of this amendment was to ‘simplify administrative
processes with the expectation that state authorities responsible for security
arrangements in the Sydney 2000 Olympics and Paralympics are likely to
request large numbers of security assessments’.208 This was a temporary
arrangement that applied until 31 December 2000.



In 2003, section 40 was amended to provide that the Minister could
designate ‘a special event’ in relation to which ASIO may provide security

ASIO Act, s 39(2).
ASIO Act, s 40(2). This provision also prevents ASIO from providing the information about a person to a
Commonwealth agency if ASIO knows that the Commonwealth agency intends to communicate it to a state
for use in considering prescribed administrative action in relation to the person.
205 Australian Security Intelligence Organization Bill 1979, Notes on Clauses, pg 11, cl 40.
206 Hansard, Parliamentary Debates, 10 May 1979, Senate, p 1833 (Senator Evans).
207 Hansard, Parliamentary Debates, 5 April 1979, Senate, p 1398 (Senator Durack).
208 Explanatory Memorandum, Australian Security Intelligence Organisation Amendment Bill 1999, pg 12,
item 41.
204
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assessments to a state or state authority.209 This was designed to ‘ensure
that special temporary amendments to the ASIO Act, such as that made for
the year 2000 Games, [would] not need to be made in the future’.210


In 2016, the ASIO Act was amended to remove the limitation and allow
ASIO to communicate security advice directly to states and territories in all
circumstances.211 This amendment was made on the basis that the previous
arrangements ‘severely hinder[ed] the timely provision of security
assessments to state authorities’.212

44.75

While ASIO has been able to communicate security advice directly to state and
territory authorities since 2016, it remains unable to provide preliminary advice to
state and territory authorities where it is aware that action will be taken to limit
access to information or a place, or perform an activity, on security grounds, even
in urgent circumstances. It must furnish a security assessment. In contrast, as
outlined above, ASIO may communicate preliminary security advice to
Commonwealth agencies, other than in the form of a security assessment, where
security requires it, as a matter of urgency, and pending provision of a security
assessment.

44.76

The Review has not identified a principled basis on which ASIO should be
precluded from providing preliminary advice to states and territories in genuinely
urgent circumstances, in the same way it is able to communicate preliminary
security advice to Commonwealth agencies. A review of the legislative history of
section 40 does not disclose a principled objection to the provision of preliminary
advice to states and territories.

44.77

The Review considers it desirable to amend the ASIO Act to enable ASIO to
communicate preliminary security advice directly to a state or territory agency.
Commonwealth and state authorities are increasingly working closely on security
issues—particularly in a counter-terrorism context. Under the current limitations,
ASIO may be faced with a situation where it is legally barred from communicating
security advice to a state or territory agency, even where it knows the agency
needs to take action urgently to prevent a threat to security.

209

See Australian Security Intelligence Organisation Legislation Amendment (Terrorism) Act 2003 (Cth)
Schedule 1, items 26-27.
210 Explanatory Memorandum, Australian Security Intelligence Organisation Legislation Amendment
(Terrorism) Bill 2002, pg 26, item 26.
211 See Counter-Terrorism Legislation Amendment Act (No. 1) 2016, Sch 12, Pt 1.
212 Explanatory Memorandum, Counter-Terrorism Legislation Amendment Bill (No. 1) 2016, para 21.
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44.78

To place ASIO in this position would frustrate ASIO in its ability to perform its
function of furnishing assessments to an authority of a state, and through that the
protection of the people of the states and territories from threats to security. In
situations where ASIO assesses that a state or territory agency needs to act
urgently to address a security risk, ASIO should be able to provide that advice
lawfully, other than in the form of a security assessment, just as it has always been
able to do in respect of Commonwealth agencies.

44.79

However, it is vital that safeguards apply, as they do where ASIO provides
preliminary advice to Commonwealth agencies. These include that:


action taken in reliance on the preliminary advice by a state or territory
agency must be of a temporary nature, and must only be taken to prevent
access by a person to information, places or things, access to which is
controlled on security grounds



ASIO must only communicate advice other than in the form of a security
assessment where it is satisfied that the requirements of security make it
necessary to provide the advice as a matter of urgency, and



the preliminary advice must be followed by a formal security assessment.213

Recommendation 198
The Australian Security Intelligence Organisation Act should be amended to allow
ASIO to make a preliminary communication directly to a state or territory agency
where the requirements of security make it necessary, as a matter of urgency, to
take action of a temporary nature pending the furnishing of a security
assessment.

Prolonged or incomplete security assessment processes
44.80

213

The IGIS submitted that a person who is the subject of a security assessment has
no mechanism to seek redress (beyond making a complaint to the IGIS) if there is
an unreasonable delay by ASIO in issuing the security assessment. The IGIS
noted that protracted delays with a security assessment for an Aviation Security
Identification Card or a Maritime Security Identification Card may lead to a
person’s employer withdrawing their sponsorship, with the result that the person
may lose their employment, or an offer of employment may be withdrawn.

ASIO Act, s 39(2).
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44.81

Aviation or maritime security identification cards (‘security identification cards’) are
required for people who need unescorted access to secure areas of security
controlled airports or ports, ships and offshore oil and gas facilities, or who perform
a specifically prescribed security-sensitive role.214 They do not provide a right of
entry to premises, but are evidence that an individual has passed certain
background checks.215

44.82

The IGIS also submitted that it has seen cases in which security assessments
have remained with ASIO for a prolonged period of time (in the order of several
years) with limited or no evidence of active steps being taken to attempt to resolve
the matter.

44.83

ASIO provided the Review with statistics which confirmed that a small percentage
of assessments have taken over 18 months, with the vast majority resolved with
non-prejudicial assessments.

44.84

ASIO submitted that ‘across all security assessment caseloads, the majority of
referrals are routine, non-complex assessments.’

44.85

In respect of complex assessments, ASIO also submitted:
A complex security assessment referral may be resolved in two ways: a non-prejudicial
assessment may be furnished; or ASIO may issue a qualified or adverse assessment.
Additionally, a complex referral may remain unresolved if the case is withdrawn or refused on
other grounds by the originating agency before ASIO has completed its assessment. The
majority of complex security assessment referrals are finalised as non-prejudicial, however the
timeframe between receipt and response can vary significantly. Eventual time taken reflects the
complexity of each of these cases, as well as internal competing priorities and external factors
such as delay in information request with partners.

44.86

ASIO also provided the Review with information on the median time taken to
finalise complex security assessments.

44.87

If the subject of a security assessment wishes to challenge a delay in the making
of a security assessment, there are two options:


the person may make a complaint to the IGIS about the time taken to finalise
a security assessment, although the outcome of any inquiry by the IGIS is of
an advisory nature only, or

214

Department of Home Affairs, ASIC and MSIC Identification Cards <homeaffairs.gov.au/about-us/ourportfolios/transport-security/identity/asic-and-msic-identification-cards>
215 Parliamentary Joint Committee on Law Enforcement, Inquiry into the adequacy of aviation and maritime
security measures to combat serious and organised crime (June 2011) para 5.5.
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the person may seek judicial review of the decision in the High Court of
Australia under section 75(v) of the Constitution, or in the Federal Court of
Australia under section 39B of the Judiciary Act 1903.

44.88

The subject of a security assessment cannot seek merits review in the AAT until a
decision is made to furnish a concluded security assessment.

44.89

The IGIS submitted that there would be ‘value in considering whether a legislative
mechanism of some kind could assist’, noting that merits review can have practical
advantages over judicial review for applicants. The IGIS submitted that these
advantages include the accessibility, informality, timeliness and cost of merits
review, as well as the procedures in the Security Division of the AAT for managing
classified evidence.

44.90

ASIO disagreed, submitting that AAT merits review would exacerbate delays ‘as
the resources required to finalise an assessment would need to be diverted to
manage the AAT process’. It also noted that the AAT’s processes are themselves
lengthy, with matters often taking over a year to reach finality.

44.91

ASIO submitted that, when a specific case is brought to the IGIS’ attention, the
reasons for delay are considered, taking into account the particular caseload,
complexity and any underlying security concern. ASIO also submitted that it is
highly responsive in instances where the IGIS determines an undue delay has
occurred.

44.92

While only a small percentage of security assessments take over 18 months, the
potential impact on the subjects of those incomplete assessments is significant.
For example, it could prevent them from obtaining employment where a particular
security clearance, or security identification card, is required to perform a role.
In this case, a delay of a few months is significant for the individual, let alone a
delay extending over 18 months, particularly where the outcome of the extended
process is a non-prejudicial assessment.

44.93

While it is true that individuals are able to complain to the IGIS, and this
mechanism is time and cost efficient, many people do not know the IGIS exists.
On the other hand, judicial review is expensive and time consuming. As the
IGIS submitted, it is unlikely to be a practical avenue for people who have lost their
jobs. Judicial review may be an important mechanism of last resort, which has the
ability to legally compel ASIO to make a decision, but it is patently clear that it will
be inaccessible to the vast majority of assessment subjects. Resort to the
Federal Court or High Court is simply beyond the reach of most people and should
not be considered an accessible or realistic review option.
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44.94

The IGIS suggested a certification mechanism similar to section 10 of the
Ombudsman Act 1976 (Cth) could be considered. This regime allows the
Ombudsman, in response to a complaint about a failure to make a decision, to
grant a certificate to the complainant certifying that there has been unreasonable
delay on the part of the administrative decision-maker. The complainant may then
apply to the AAT as if the matter had been decided against him or her.

44.95

The Review considers that more can and should be done to protect the rights of
individuals who are the subject of a security assessment process which is delayed
or prolonged. However, we are not convinced that the regime in the Ombudsman
Act is the best solution to the problems outlined above. If the IGIS were
empowered to issue a certificate, with the effect that the subject of a security
assessment may then apply to the AAT as if the assessment had been decided
against him or her, there would be no statement of reasons, or supporting
information, on which the subject could base his or her application for review.
Further, the utility of such a provision remains untested—the Office of the
Commonwealth Ombudsman advised the Review it could find no record of
section 10 of the Ombudsman Act ever being used.

44.96

The Review accepts that security assessments, particularly in complex cases, take
time. However, this cannot be indefinite.

44.97

We do not consider the ‘internal competing priorities and external factors such as
delays in information request with partners’ to which ASIO referred are legitimate
reasons for an extreme delay. At some point, the inability to finalise a security
assessment is almost as detrimental as a prejudicial assessment. This is
particularly unacceptable in cases where a non-prejudicial assessment is
ultimately issued.

44.98

Complaints to the IGIS are cost and time efficient for the subject. As the
IGIS submitted (albeit in another context), there are no major deficiencies in the
responsiveness of agencies or their Minister to her inquiry and inspection reports.
These are attractive qualities in any review system. The central concern with
prolonged or incomplete security assessments is that the subject of the
assessment may not know that he or she can complain to the IGIS. Rather than
placing the onus on the person affected by the delay to explore options available
to them, we think this onus should lie with ASIO.

44.99

We consider it reasonable that ASIO be encouraged to resolve complex cases
within 12 months of the date of referral.
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44.100 Accordingly, we recommend that ASIO notify the IGIS in every instance where it
has taken more than 12 months to finalise a security assessment, and that the
individual be notified in writing of his or her ability to make a written complaint
under the IGIS Act. We consider this balances the need to allow ASIO to carefully
consider complex cases in the interests of security with the right of the individual to
have that assessment finalised in a timely manner.
44.101 Given such a high proportion of these complex cases ultimately result in
non-prejudicial assessments, it is particularly important that the individuals the
subject of the assessments understand the options available to facilitate their
conclusion.
44.102 We appreciate that in some limited circumstances, the requirements of security
may not permit an individual being notified of a pending assessment in respect of
them. In these circumstances, ASIO should be required to advise the IGIS that it
has determined not to notify the individual of his or her ability to make a written
complaint under the IGIS Act, in accordance with the requirements of security.
Recommendation 199
The Australian Security Intelligence Organisation Act should be amended to
require ASIO to notify the IGIS in every instance where it has taken more than
12 months to finalise a security assessment, and subject to the requirements of
security, notify the individual in writing of their ability to make a written complaint
under the Inspector-General of Intelligence and Security Act. If the requirements
of security do not permit notification of the individual, IGIS must be notified of this
fact.

Intelligence assessments by other National Intelligence
Community agencies
44.103 Like ASIO, other National Intelligence Community (NIC) agencies also prepare
intelligence assessments to inform administrative decision-making. These
assessments are similar to the security assessments prepared by ASIO to inform
decisions about prescribed administrative action. That is, they are external written
communications in relation to a person provided by the NIC agency to another
government body which contain a recommendation, an opinion or advice.

Page 86

Volume 4

Chapter 44 Australian Security Intelligence Organisation security
assessments

44.104 However, unlike ASIO, no other NIC agency is subject to a comprehensive
legislative framework for notification and review of its assessments, other than
review rights that attach to the administrative decision itself.
44.105 Justice Hope’s recommendations were made specifically in the context of
ASIO’s role in providing security assessments to support decisions about security
clearances for Commonwealth employees. The other intelligence agencies in
existence at the time of the Hope Royal Commissions (ASIS, DSD and JIO) did
not have the same advisory function as ASIO in relation to administrative
decisions affecting individual Australians.
44.106 Much has changed since the Hope Royal Commissions and it is timely to consider
whether other agencies are providing assessments similar to those prepared by
ASIO. This is especially the case given that Justice Hope examined only the
AIC agencies. The range of functions performed by NIC agencies now is much
broader and some functions have the potential to intersect with the interests of
individuals in much the same way as ASIO’s security assessment function.
44.107 The ACIC and DIO were of particular interest to the Review, given the nature of
the assessments produced by those agencies and the potential for the views and
recommendations in those assessments to affect an individual’s interests.

Australian Criminal Intelligence Commission
44.108 The ACIC submitted to the Review that, while it does not routinely provide
intelligence to support administrative decision-making, it has contributed
information to processes that involve administrative decisions.
44.109 The ACIC indicated it would be amenable to applying a framework for notification
and review rights to ‘ACIC information and intelligence holdings’ that inform
administrative decision-making. The ACIC noted such a framework would enable
to it to support decision-makers more consistently and transparently, while
ensuring sensitive information from partners is appropriately protected.
44.110 The ACIC also submitted that its holdings could be used to a much greater extent
to inform administrative decision-making processes.
44.111 For example, the ACIC does not currently provide information to support
decision-making in relation to security identification cards, which as noted above
facilitate unescorted access to secure areas of security controlled airports or ports,
ships and offshore oil and gas facilities.
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44.112 Proposed reforms will give ACIC a role to support decision-making in respect of
security identification cards. In 2011, the Parliamentary Joint Committee on Law
Enforcement recommended that a suitable agency be given the power to revoke a
security identification card if it has determined, on the basis of criminal intelligence,
that the card holder is not a fit and proper person. It considered the ACIC (then the
ACC) ‘the most logical agency to be given responsibility for making such a
determination’.216
44.113 The Transport and Security Amendment (Serious or Organised Crime) Bill 2016
proposed amendments to a number of Acts217 to, among other things, give effect to
this recommendation. The Bill lapsed at the end of the 45th Parliament.
44.114 The ACIC submitted that, should such reforms be progressed, and if the
appropriate protections are in place for its sensitive information, it would be
well-positioned to contribute material from its holdings in relation to administrative
decisions, including security identification cards.
44.115 ACIC assessments have implications for the individual the subject of the decision.
If the ACIC were given a role in providing criminal intelligence assessments to
support decision-making on aviation and maritime identification cards, the
assessment could lead to the loss of a person’s job or a decision not to offer a
person a job.
44.116 If there is credible information about a person’s links to serious and organised
crime which is relevant, and potentially significant, to a decision, we think that the
decision-maker should have the benefit of that information. However, any advice
by the ACIC would share the same characteristics as a security assessment made
by ASIO, in that it is predictive in nature and based on untested information.
Therefore, if ACIC is providing assessments that may be acted on by the recipient
in a decision that affects the employment or liberty of a person, the person should
be notified of that assessment and given the opportunity to seek review of it.
44.117 A framework of notification and review rights would provide a mechanism for the
ACIC to protect its sensitive information. For example, the Security Division of the
AAT requires reviews of ASIO security assessments to be heard in private 218 and
pursuant to a request from the Director-General of Security, the AAT must do ‘all
216

Parliamentary Joint Committee on Law Enforcement, Inquiry into the adequacy of aviation and maritime
security measures to combat serious and organised crime (June 2011) para 5.69.
217 Including the Aviation Transport Security Act 2004 (Cth), the Maritime Transport and Offshore Facilities
Security Act 2003 (Cth), the Australian Crime Commission Act 2002 (Cth), the Auscheck Act 2007 (Cth) and
the Administrative Appeals Tribunal Act 1975 (Cth): Explanatory Memorandum, Transport and Security
Amendment (Serious or Organised Crime) Bill 2016.
218 AAT Act, s 39A(5).
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things necessary to ensure’ that the identity of the ASIO officer giving evidence is
not revealed.219
Recommendation 200
A person the subject of an ACIC assessment that may be acted on by the recipient
in a decision that affects the employment or liberty of the person should be
notified of that assessment and given the opportunity to seek review.

Defence Intelligence Organisation
44.118 DIO submitted that it increasingly provides intelligence assessments to support
government administrative decision-making.
44.119 DIO submitted that it is ‘not the only source of information for assessment for the
decision-maker’, and its assessments ‘do not recommend a specific course of
action to decision-makers’. Rather, they provide ‘judgments of likelihood and
capability, which can result in other agencies making a decision that is ‘prejudicial’
to a person’s interests, when considered in concert with other sources of advice’.
44.120 DIO helpfully provided the Review with a number of examples of its assessments,
the contents of which are classified. Based on a review of these assessments and
discussions with DIO, the Review is satisfied that these assessments do not
actually concern an individual or entity. Rather, they provide relevant contextual
information. Even if an individual or entity had a right to be notified of, and seek
review of, the contents of DIO’s assessment, it would not be in a position to, nor
would it be reasonable to expect it to, counter the contents of the assessment.
Recommendation 201
DIO assessments should not be subject to rights of notification and review similar
to those in Part IV of the Australian Security Intelligence Organisation Act.

219

AAT Act, s 39A(11).
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45.1

Intelligence agencies, by their nature, require secrecy and confidentiality in order
to effectively perform their functions. Secrecy and confidentiality are essential for
operational effectiveness and governments’ ongoing ability to address security and
national interest concerns.

45.2

Court proceedings involving national security information inevitably raise tensions
between the public interest that is served by not disclosing sensitive material,
protecting the rights of litigants and defendants and the independence of the
courts. Nicola McGarrity and Edward Santow articulate the challenge in mediating
the competing interests:
At one level, this is simply a manifestation of the dichotomy between liberty and security.
However, the search for an effective principled basis to reconcile these competing imperatives
must involve an understanding of the basis in law and policy for each of these competing
demands, and the application of a well-reasoned formula for achieving reconciliation. 220

45.3

45.4

Where these competing imperatives intersect, a balance must be struck between
the protection of national security that is desirable to protect society as a whole
and the safeguards that are necessary to ensure individual liberty. 221 The key
demands, or principles, to be reconciled, are:


an accused’s right to a fair trial



the public interest in protecting national security and the government’s
obligation to keep the community safe, and



the principle of open justice.

Reconciling key principles of this nature is not a new or unique undertaking.
Courts have inherent jurisdiction to handle matters before them in a manner
consistent with the proper administration of justice. Courts have long had
discretion to address broader public interest concerns—guided by common law
and statutory principles—that arise in proceedings. In this regard, in announcing
the release of the Australian Law Reform Commission’s 2004 report

Nicola McGarrity and Edward Santow, ‘Anti-terrorism laws: balancing national security and a fair hearing’
in Victor V Ramraj et al (ed), Global Anti-Terrorism Law and Policy (Cambridge University Press, 2012) 122,
pg 124.
221 Alister v R (1984) 154 CLR 404, pg 456.
220
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Keeping Secrets: The Protection of Classified and Security Sensitive Information,
former ALRC President Professor David Weisbrot stated:
Consideration must be given to the broader and compelling public interests in safeguarding
national security and strategic interests; facilitating the successful prosecution of terrorists and
spies; and adhering, to the greatest extent possible, to the principles and practices of both open
justice and open and accountable government.222

45.5

The consequences of disclosing national security information in court proceedings
can be serious and may include:


identifying to foreign powers and others the capabilities (or limitations) and
methodologies of Australia’s intelligence agencies and defence
arrangements



undermining international or diplomatic relations



endangering the ongoing exchange of security information with domestic and
international partner agencies



undermining security and intelligence operations and endangering the lives
or wellbeing of officers and informants, and



confirming the existence of matters which could otherwise only be the subject
of speculation.223

45.6

Robust protections are therefore essential to guard against the disclosure of
information in court proceedings where disclosure would likely be detrimental to
national security. In Australia, these protections must be balanced against the right
to a fair trial and the principle of open justice.

45.7

The right of an accused to receive a fair trial according to law is a fundamental
element of Australia’s criminal justice system.224 The right to a fair trial is complex,
involving not one single right but a series of rights relating to trial procedures,
which apply in all courts and tribunals. In Dietrich v The Queen, the High Court of
Australia observed that ‘there has been no judicial attempt to list exhaustively the
attributes of a fair trial’225 and that ‘the inherent powers of a court to prevent

Professor David Weisbrot, ALRC President, ‘Justice system must adapt to meet terror challenges’ (Media
Release 2306, ALRC, 23 June 2004) pg 2.
223 Australian Law Reform Commission, Keeping Secrets: The Protection of Classified and Security Sensitive
Information (Report No 98, 23 June 2004) (ALRC, Keeping Secrets) para 2.22.
224 Dietrich v The Queen (1992) 177 CLR 292, pg 299 citing Jago v The District Court of New South Wales
and Others (1989) 168 CLR 23.
225 Dietrich v The Queen (1992) 177 CLR 292, pg 300 (Mason CJ and McHugh J).
222

Page 91

Chapter 45 Protection of national security information

Volume 4

injustice are not confined within closed categories’.226 However, widely accepted
attributes of the right to a fair trial are the rights to:


a public hearing



certain minimum procedural protections, such as a person being fully
informed of the case against him or her and the right to a lawyer



‘equality of arms’ between the parties to the case, and



a full statement of the reasons for any decision or judgement.227

45.8

The overall fairness of a criminal trial cannot be compromised, however some of
the attributes of a fair trial are not absolute and can justifiably be limited on
national security grounds, such as the right to a public hearing.228

45.9

The right to a fair trial is constitutionally protected in Australia. In Dietrich, Justice
Gaudron stated that the fundamental requirement that a trial be fair is entrenched
in the Constitution by Chapter III’s implicit requirement that judicial power be
exercised in accordance with the judicial process.229 Every judge in every criminal
trial has all powers necessary or expedient to prevent unfairness in a trial.230

45.10

The function of determining guilt and punishment for a criminal offence has been
regarded as a core aspect of judicial power which can be ‘conclusively determined
only by a Chapter III court acting as such, that is to say, acting judicially’. 231
Commonwealth legislation that requires or authorises a court to entertain
proceedings that would otherwise involve an abuse of process and/or
fundamentally compromise a defendant’s right to receive a fair trial (for example,
by allowing the use of secret evidence) may carry a high risk of legal challenge.232

226

Dietrich v The Queen (1992) 177 CLR 292, pg 364 (Gaudron J)
ALRC, Keeping Secrets, para 7.5.
228 International Covenant on Civil and Political Rights, open for signature 16 December 1966, 999 UNTS
1971, art 14(1) (entered into force 23 March 1976); Australian Law Reform Commission, Traditional Rights
and Freedoms—Encroachments by Commonwealth Laws (Report No 129, December 2015) para 8.48.
229 Dietrich v The Queen (1992) 177 CLR 292, pg 362.
230 Dietrich v The Queen (1992) 177 CLR 292, pg 364.
231 Re Tracey; Ex parte Ryan (1989) 166 CLR 518, pg 580 (Deane J).
232 There are very limited cases in which courts have entertained the prospect of secret evidence being used.
The cases in which the High Court has considered the use of secret evidence have involved the application
of state laws. The states do not face the same strict separation of powers requirements as the
Commonwealth, and the requirements of Chapter III apply to states in a different manner due to state courts’
role in exercising federal judicial power. In instances where state schemes for the use of secret evidence
have been found valid, several High Court judges have cautioned that it may not follow that state laws which
are valid in respect of Chapter III courts would necessarily be valid if enacted by the Commonwealth
(see, eg, Pompano (2013) 253 CLR 38, pgs 89-90.
227
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45.11

Section 80 of the Constitution also enshrines the right to a trial by jury for
indictable offences against Commonwealth law. The High Court of Australia has
noted that a jury must be ‘representative of the wider community’233 and that
random selection and impartiality are fundamental features of a jury for the
purposes of section 80.234 Laws which seek to prohibit or alter the character of a
jury risk impinging on the right to trial by a jury.

45.12

The right to a fair trial is also recognised in international law. Through Australia’s
ratification of the Optional Protocol to the International Covenant on Civil and
Political Rights (ICCPR),235 an individual may bring a complaint to the Human
Rights Committee alleging that a particular practice has given rise to unfairness in
a court proceeding,236 leading to a violation of his or her rights under the ICCPR.237
However, the Human Rights Committee in considering the right to a fair trial under
Article 14 has said that ‘as a general rule, the procedural practice applied by
domestic courts is a matter for the courts to determine in the interests of justice.
The onus is on [an accused] to show that a particular practice has given rise to
unfairness in the particular proceedings’.238

45.13

Open justice is one of the key attributes of a fair trial and a fundamental rule of the
common law.239 The High Court of Australia has said that ‘the rationale of the open
court principle is that court proceedings should be subjected to public and
professional scrutiny, and courts will not act contrary to the principle save in
exceptional circumstances’.240

45.14

The fact that court proceedings are conducted openly, rather than in secret, is
therefore an essential aspect of their character.241 Confidence in the judicial system
is increased when the public can see that courts are independent and impartial in
their administration of justice.242 While a court may close proceedings in certain
circumstances, including for national security reasons, this is a matter for the
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Cheatle v The Queen (1993) 177 CLR 541, pg 560.
See, eg, Kingswell v The Queen (1985) 159 CLR 264, pgs 301-2; Cheatle v The Queen (1993) 177 CLR
541, pgs 560-1; Brownlee v R (2001) 207 CLR 278, pgs 289, 327; Alqudsi v R (2016) 258 CLR 203, pg 251.
235 International Covenant on Civil and Political Rights, open for signature 16 December 1966, 999 UNTS
1971, art 14(1) (entered into force 23 March 1976).
236 This may include a court proceeding in which the National Security Information (Criminal and Civil
Proceedings) Act 2004 (Cth) (NSI Act) has been invoked.
237 The consequence of the Human Rights Committee determining that a proceeding under the NSI Act has
resulted in a defendant’s rights under the ICCPR being violated, would be an adverse finding from the
Human Rights Committee that Australia has breached its international obligations.
238 Äärelä and Näkkäläjärui v Finland, Communication No. 779/1997 (24 October 2001) para 7.3.
239 John Fairfax & Sons Pty Ltd v Police Tribunal of NSW (1986) 5 NSWLR 465.
240 Commissioner of the Australian Federal Police v Zhao (2015) 316 ALR 378, para 44.
241 Hogan v Hinch (2011) 243 CLR 506, 532-3; Russell v Russell (1976) 134 CLR 495.
242 Alqudsi v R (2016) 258 CLR 203, para 115.
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discretion of the court, rather than the executive.243 The legislature can pass laws
which permit a court to close certain proceedings—but the ultimate decision
remains with the courts.244
45.15

Similarly, any prohibition on the re-publication or on-disclosure of material
disclosed in court proceedings may infringe the constitutionally implied freedom of
political communication, unless the prohibition is suitable, necessary and
adequate.245 Absolute prohibitions on such activity risk infringing this freedom.

45.16

There is an inevitable tension between the interests of fair and open court
proceedings, and prevention of disclosure in the interests of national security.
The competing interests at play in court proceedings involving national security
information mean some element of risk is inevitable—either to fair trial, or to
disclosure. Engagement with those risks is a reality. For so long as we recognise
the right to a fair trial, the ability to protect material relied on in proceedings will be
qualified by the interests of justice.

Protection of national security information in court
proceedings
45.17

Several different, and complementary, mechanisms are available to protect
national security information in federal criminal proceedings:


243

Common law public interest immunity (PII) is one of the most frequently used
mechanisms. PII broadly allows a court to exclude evidence which, if
admitted, would be injurious to the public interest.246 Once a claim for PII is
made, the court weighs the competing public interests to determine whether
the evidence should be admitted.247 Section 130 of the Evidence Act 1995
(Cth) is the statutory equivalent of PII, but it does not apply in pre-trial
procedures or in all jurisdictions.248

See, eg, R v Scerba (2015) 299 FLR 221; Alister v R (1984) 154 CLR 404; Sankey v Whitlam (1978) 142
CLR 1; Church of Scientology Inc v Woodward (1982) 154 CLR 25.
244 See, eg, Crimes Act 1914 (Cth) s 15YR(1); Witness Protection Act 1994 (Cth), s 28.
245 McCloy v New South Wales (2015) 257 CLR 178, para 80.
246 Sankey v Whitlam (1978) 143 CLR 1, pg 38.
247 The High Court recently affirmed that ‘public interest immunity…involves balancing competing interests:
for example whether the benefit of disclosure to the forensic process outweighs the risk to national security’:
HT v R [2019] HCA 40, para 33.
248 AGD, ‘Practitioners Guide to the NSI Act’ (June 2008) pg 6. Section 130 of the Evidence Act 1995 (Cth)
applies in all Federal courts and courts of the ACT. It only applies to the admission of evidence at a trial or
hearing—common law PII applies in pre-trial contexts such as discovery (except for NSW courts).
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The Criminal Code Act 1995 (Cth) allows federal courts or a court exercising
federal jurisdiction, to make orders to protect information or witnesses if in
the interests of national security.249



Federal, state and territory courts have a broad discretion to make
suppression orders, non-publication orders or closed court orders to protect
information and the identity of witnesses. Such discretion is derived from a
combination of procedure laws, court rules, specific legislative provisions and
their inherent jurisdiction to manage proceedings.250



The National Security Information (Criminal and Civil Proceedings) Act 2004
(Cth) (NSI Act) creates a specific statutory scheme that allows a court to
make orders to protect national security information.

45.18

The 2001 case of R v Lappas and Dowling highlighted the limitations and
inflexibility of PII in protecting particularly sensitive national security material.251
In July 2000, Simon Lappas—a DIO intelligence officer with a TOP SECRET
clearance—was charged with espionage and official secrets offences for
attempting to sell a classified report and two classified documents sourced from a
foreign power to a second foreign power. The prosecution intended to tender
redacted versions and lead oral evidence describing the redacted content in
general terms because the foreign power that owned the classified documents
would not allow their contents to be shown to a jury. However, the defence did not
consent to this approach and sought to tender the un-redacted documents.
The prosecution therefore made a claim for PII over those documents. The trial
judge upheld a claim for PII protecting that information from disclosure but
permanently stayed the prosecution of one of the charges as the defendant’s right
to a fair trial depended on disclosure of the information the subject of the charge. 252

45.19

In 2003, following Lappas, the ALRC commenced a review into existing
mechanisms to protect national security information in court proceedings.
In Keeping Secrets: The Protection of Classified and Security Sensitive
Information, the ALRC found that, in light of increasing concerns over international

249

Criminal Code Act 1995 (Cth) (Criminal Code) s 93.2.
See, eg, Evidence Act 1995 (Cth), s 48; Federal Court of Australia Act 1976 (Cth), s 17(4);
Court Suppression and Non-publication Orders Act 2010 (NSW); Federal Court Rules 2011 (Cth), rule 1.32;
Migration Act 1958 (Cth), ss 503A-503C. The High Court recently stated that ‘it is well known that the courts
have modified and adapted the content of the general rules of open justice and procedural fairness in
particular kinds of cases. Orders for non-publication are an example of the former’: HT v R [2019] HCA 40,
para 44.
251 R v Lappas and Dowling [2001] ACTSC 115 (Lappas).
252 Lappas plead guilty to offences under subsection 79(3) of the Crimes Act. On 16 December 2002, after
another trial, Lappas was convicted of the outstanding charge under paragraph 78(1)(b) of the Crimes Act.
250
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terrorism and national security, ‘courts, tribunals and government agencies need
clearer and more refined procedures to ensure the proper handling of…highly
sensitive material’.253 It recommended that a National Security Information
Procedures Act be introduced to govern the use of classified and security sensitive
information in all stages of proceedings in all courts and tribunals in Australia.254
45.20

The National Security Information (Criminal Proceedings) Bill 2004 was first
introduced to Parliament in May 2004,255 a month before the ALRC released its
report.

45.21

The NSI Act was passed by Parliament in December 2004 and commenced in
January 2005.256 The NSI Act provided a procedure for the disclosure of national
security information in federal criminal proceedings and aimed to allow information
to be introduced to facilitate the prosecution of an offence without prejudicing
national security and the right of the defendant to a fair trial.257 The NSI Act has
been substantively amended on three occasions:

45.22



in 2005 its application was extended to civil proceedings258



in 2010 new offences were included and improvements were made to the
practical operation of the Act,259 and



in 2016 a new regime for control order proceedings was introduced, including
a role for special advocates.260

The NSI Act is supported by the National Security Information (Criminal and Civil
Proceedings) Regulation 2015 (NSI Regulation) which prescribes requirements for
the storage, handling and destruction of information under the NSI Act.261

Professor David Weisbrot, ALRC President ‘Justice system must adapt to meet terror challenges’ (Media
Release 2306, ALRC, 23 June 2004) pg 1.
254 ALRC, Keeping Secrets, recommendations 11-1 – 11-46. The ALRC made 80 recommendations in total.
255 The Bill lapsed with the prorogation of the 40th Parliament and was reintroduced in November 2004.
256 The National Security Information (Criminal Proceedings) Bill 2004 (Cth) received Royal Assent on 14
December 2014.
257 Explanatory Memorandum, National Security Information (Criminal Proceedings) Bill 2004 (Cth), pg 1.
258 National Security Information Legislation Amendment Act 2005 (Cth).
259 National Security Legislation Amendment Act 2010 (Cth). Improvements to the practical operation of the
Act included amendments regarding: the application of the Act to legal representatives, clarity on the role of
the Attorney-General under the Act, and enhanced agreement-making provisions under sections 22 and
39B.
260 Counter-Terrorism Legislation Amendment Act (No. 1) 2016 (Cth).
261 National Security Information (Criminal and Civil Proceedings) Regulation 2015 (NSI Regulation). The
NSI Regulation replaced the 2005 regulations. The NSI Regulation includes the Requirements for the
Protection of National Security Information in Federal Criminal Proceedings and Civil Proceedings (NSI
Requirements) which further specify how and where NSI must be accessed, stored and otherwise handled,
as well as addressing a range of physical security matters.
253
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The tension between the right to a fair trial, open justice and the protection of
national security information is most acute in criminal proceedings. The experience
of agencies, and comments of stakeholders more broadly, likewise predominantly
focused on the Act’s application to criminal proceedings—the Review’s
consideration likewise focused on the application of the NSI Act in criminal
proceedings.

How the National Security Information (Criminal and Civil
Proceedings) Act operates
45.24

The object of the NSI Act is to prevent the disclosure of information in federal
criminal proceedings and civil proceedings where the disclosure is likely to
prejudice national security, except to the extent that preventing the disclosure
would seriously interfere with the administration of justice.262 The NSI Act requires
a court to have regard to this object when exercising powers or performing
functions under the Act.263

45.25

The NSI Act operates by reference to national security information. This includes
information:


that relates to national security, or



the disclosure of which may affect national security. 264

45.26

The meaning of ‘national security’ is therefore central to the operation of the Act,265
and is defined to mean Australia’s defence, security, international relations or law
enforcement interests.266 ‘International relations’ is defined to mean ‘political,
military and economic relations with foreign governments and international
organisations’.267 ‘Information’ means information of any kind, whether true or
false, whether in material form or not and includes an opinion and a report of a
conversation.268

45.27

The NSI Act is invoked in federal criminal proceedings where the prosecutor
notifies the defendant, the defendant’s legal representative and the court,
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NSI Act, s 3(1).
NSI Act, s 3(2).
264 NSI Act, s 7 (definition of ‘national security information’).
265 AGD, ‘Practitioners Guide to the NSI Act’ (June 2008) pg 10.
266 NSI Act, s 8. ‘Law enforcement interest’ is defined in section 11 of the NSI Act. ‘Security’ is defined in
section 9, by reference to section 4 of the ASIO Act.
267 NSI Act, s 10.
268 ‘Information’ is defined in section 7 of the NSI Act, by reference to subsection 90.1(1) of the Criminal
Code.
263
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in writing, that the NSI Act applies to the proceedings.269 In practice, an agency or
department will notify the prosecutor that the brief of evidence contains national
security information. The prosecutor will then consider the brief and determine
whether the NSI Act should apply. Once invoked, there are three key mechanisms
available for protecting information under the NSI Act:
Option 1: Notice and certificate regime (sections 24-35)
45.28

The principal framework in the NSI Act is the notice and certificate regime:


Parties to the proceeding must give the Attorney-General written notice of
expected disclosures of national security information. Disclosure could occur
in proceedings through proposed evidence, the mere presence of a witness,
the issuing of a subpoena or the answering of a question.270



On being advised of the notice, the court must adjourn the proceeding until
the Attorney-General has considered the information the subject of the
notice, to ensure it is not disclosed.271



Once notified of an expected disclosure of national security information, the
Attorney-General will consider whether the disclosure is likely to prejudice
national security,272 and may issue a criminal non-disclosure certificate setting
out whether the information can be disclosed, in what form and in what
permitted circumstances.273



On the issuing of a non-disclosure certificate, the court must hold a closed
hearing to decide whether to make orders.274 The court will adjourn the
substantive proceedings in order to hold the closed hearing, attendance at
which is limited to the judge, court officials, the prosecutor, the defendant and
his or her legal representatives, the Attorney-General and any representative
of the Attorney-General, and any witnesses permitted by the court.275 The
court may exclude the defendant as well as uncleared defence legal

NSI Act, s 6. A ‘federal criminal proceeding’ is defined as a criminal proceeding in any court exercising
federal jurisdiction, where the offence or any of the offences concerned are against a law of the
Commonwealth: s 14. A ‘criminal proceeding’ is defined to include all stages of the trial process, as well as
interlocutory steps taken or appellate proceedings: s 13.
270 NSI Act, ss 24-25.
271 NSI Act, s 24(5).
272 NSI Act, ss 26(1), 28(1).
273 NSI Act, s 26. The Attorney-General may also issue a criminal witness exclusion certificate (section 28) or
advise the parties and court in writing that he/she will not issue a certificate (subsections 26(7) and 28(10)).
274 NSI Act, ss 29, 31.
275 NSI Act, s 29(2).
269
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representatives and court officers where it considers information, if disclosed
to the person, would be likely to prejudice national security.276


After the closed hearing, the court must make orders addressing whether the
information can be disclosed, in what form and in what circumstances.277
o

In making such orders, the court must consider whether disclosure
carries a risk of prejudice to national security (giving the greatest weight
to these considerations),278 whether the orders would have a substantial
adverse effect on the defendant’s right to a fair hearing, including the
conduct of his or her defence, and any other matter the court considers
relevant.279

Option 2: Orders by consent (section 22)
45.29

The Attorney-General (on behalf of the Commonwealth), prosecutor and
defendant (or his or her legal representative) may agree to an arrangement about
the disclosure, protection, storage, handling or destruction of national security
information at any time during the proceeding.280 The court has a broad discretion
to then make any orders it considers appropriate to give effect to the
arrangement.281 When an arrangement is reached and given effect by court order,
the requirements set out in the NSI Regulation and the NSI Requirements do not
apply. Further, if consent orders are made, there is no requirement to give notice
to the Attorney-General about a disclosure of national security information to be
made in accordance with those orders—avoiding the otherwise mandatory notice
and certificate regime. The consent orders mechanism allows parties to agree on
the use and protection of national security information—the Act creates the
statutory foundation to allow material to be dealt with in a way that is consistent
with the requirements of security by agreement. It gives flexibility while preserving
the court’s discretion to manage proceedings.

Option 3: Orders by the court (subsection 19(1A))
45.30

The Act gives the court a broad power to make such orders as it considers
appropriate in relation to the disclosure, protection, storage, handling or
destruction of national security information in the proceeding, if satisfied it is in the
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NSI Act, s 29(3).
NSI Act, s 31(1).
278 NSI Act, s 31(8). The court is not required to give greater weight to the risk of prejudice to national
security when making section 22 or 19(1A) orders, discussed below.
279 NSI Act, s 31(7).
280 NSI Act, s 22(1).
281 NSI Act, s 22(2). The court is not required to give the ‘greatest weight’ to national security under section
22 as would be the case when making orders under the notice and certificate regime.
277
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interests of national security to do so and provided the orders are not inconsistent
with the NSI Act or NSI Regulation.282 These orders reinforce the inherent
jurisdiction of the court and may be sought ex parte where the parties cannot
independently reach an agreement.
45.31

Subsection 19(1A) was introduced to ensure the court’s discretion is not unduly
fettered under the NSI Act and that lower level courts—such as a Magistrates
Court in a committal hearing—have discretion to make general orders to protect
NSI given they do not have inherent powers to do so.283

Experience to date
45.32

Since its commencement in 2005, the NSI Act has been invoked in 36 individual
prosecutions arising from 12 operations. In this period, the NSI Act was invoked in
11 of 140 counter-terrorism prosecutions. Of these 11 cases, none were
abandoned due to insufficient protections under the NSI Act. Further, in the
remaining 129 cases, traditional mechanisms such as PII or protective orders were
successfully relied on to protect sensitive information.

45.33

For example, in the case of R v Scerba,284 the NSI Act was invoked and the parties
reached an agreement as to how relevant national security information was to be
dealt with in proceedings. Under section 22 of the NSI Act, the court gave effect to
this agreement by issuing corresponding orders. The court considered these
arrangements ‘secured the protections necessary for security but [did] not prevent
the parties or the Court from having appropriate access to the information.’285

45.34

In the vast majority of counter-terrorism prosecutions, traditional mechanisms such
as PII or protective orders are successfully relied on to protect sensitive
information. For example, in Operation Pendennis-Hammerli,286 five men were
charged with offences relating to facilitating and planning a terrorist act under the
Criminal Code. The men were tried in the Supreme Court of NSW. The court
granted permanent non-publication orders under section 93.2 of the Criminal
Code, to prevent the publication of any expert evidence that would disclose the

282

NSI Act, s 19(1A).
Explanatory Memorandum, National Security Legislation Amendment Bill 2010 (Cth) sch 8.
284 Michael Scerba, a former Department of Defence employee, was charged with unauthorised access to or
modification of restricted data, an offence against subsection 478.1 of the Criminal Code and disclosure of
information by a Commonwealth officer, an offence against section 70 of the Crimes Act. The relevant
information and data disclosed was sensitive information contained in a classified report by DIO.
285 R v Scerba [2015] ACTSC 176, para 30.
286 Operation Pendennis-Hammerli was a 2005 joint ASIO and law enforcement operation which disrupted a
terror plot to target mass gatherings in Sydney and Melbourne.
283
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instructional material or literature which verifies the process used in the
manufacture of explosives.287
45.35

The CDPP noted that careful consideration is required before invoking the
NSI Act, including whether other options are sufficient to protect national security
information. The CDPP advised, and its prosecutorial experience bears out, that
other options are often sufficient.

Prosecution of Witness K and Bernard Collaery
45.36

A recent use of the NSI Act outside the counter-terrorism context has been in the
prosecution of Witness K and Bernard Collaery. Witness K, a former staff member
of ASIS, and Mr Collaery, were each charged with one count of conspiracy to
disclose ASIS information contrary to section 11.5 of the Criminal Code and
section 39 of the IS Act. Mr Collaery was charged with further offences of
communicating ASIS information contrary to section 39 of the IS Act.

45.37

In this matter, elements of the evidence to be relied on by the prosecution are
classified ASIS information. This stands in contrast to counter-terrorism cases to
date in which the NSI Act has been used to protect a relatively small proportion of
the evidence to be adduced.

45.38

In the Mr Collaery matter, the parties have not been able to reach an agreement
as to arrangements for the disclosure and protection of the material in the brief of
evidence and the Attorney-General is seeking protections through the issue of
certificates and subsequent court orders. On 6 August 2019, Witness K indicated
he intended to plead guilty to conspiracy to disclose ASIS information and
Mr Collaery waived his right to committal and was committed for trial in the
ACT Supreme Court. Both matters will still require protective orders over national
security information. In the Witness K matter, the parties agreed to arrangements
and consent order were made on an interim basis. An agreement on the less
controversial aspects of use and handling arrangements has been reached in the
Mr Collaery matter.288

International comparisons
United States
45.39

287
288

The United States Classified Information Procedures Act (CIPA) was introduced in
1980 in response to the problem of ‘greymail’, whereby defendants threatened to

See Regina (C’Wealth) v Elomar & Ors [2010] NSWSC 10.
R v Collaery [2019] ACTSC 278.
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reveal classified information unless prosecutions were dropped or curtailed.289
CIPA establishes a procedural framework for the disclosure and admission of
classified information in criminal trials and requires pre-trial court rulings on the
admissibility of that evidence.290 CIPA does not cover civil proceedings or extend to
law enforcement interests in criminal proceedings. CIPA enables the Government
to ascertain prior to trial the classified information that the defendant seeks to
admit at trial so that it can assess the effect of disclosure on national security. It
does not guarantee that information will be protected from disclosure—this
remains at the court’s discretion.
45.40

Section 8 of CIPA gives the court specific powers to shape procedures. 291
Section 6 of CIPA allows the court to order a statement of facts that classified
information would tend to prove, or a summary of specific classified information,
be disclosed in lieu of the actual classified information where satisfied that the
statement or summary would provide the defendant with ‘substantially the same
ability to make his defence’.292

45.41

Under the Fifth Amendment to the US Constitution, all federal crimes must have a
grand jury indictment before a case can move forward to plea or trial.293
Grand juries are selected and managed by the court; grand jury members are not
security cleared.294 The Federal Rules of Criminal Procedure provide that
unauthorised disclosure of grand jury information can be subject to criminal
charges or be punished as a contempt of court.295

AGD, ‘Practitioner’s Guide to the NSI Act’ (June 2008) pg 7, citing Frederic F Manget, ‘Intelligence and
the Rise of Judicial Intervention’ (Web Page) <http://www.cia.gov/csi/studies/96unclass/manget.htm> pg 4.
290 Classified Information Procedures Act, 18 USC §§ 1–16 (1982) (CIPA).
291 CIPA, s 8.
292 CIPA, s 6.
293 United States Constitution amend V. A grand jury indictment requires determination by a majority of the
grand jury that probable cause exists that a crime was committed, before the matter moves forward to trial.
The grand jury acts as an investigative body, acting independently of either prosecuting attorney or judge.
The grand jury may request that the court compel further evidence, including witness testimony and
subpoenas of documents: Legal Information Institute, Cornell Law School, ‘Grand Jury’ (Web Page)
<https://www.law.cornell.edu/wex/grand_jury>.
294 28 USC, ch 121, §1861-1878, sets out procedures for jury selection.
295 United States Department of Justice, ‘Criminal Resource Manual’ CRM 156 (Web Page, October 2012)
<https://www.justice.gov/jm/criminal-resource-manual-156-disclosure-matters-occuring-grand-jurydepartment-justice-attys>.
289
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United Kingdom
45.42

45.43

45.44

Unlike the US, the United Kingdom does not have a single statute on the
disclosure and treatment of national security information in court proceedings.
Rather, disclosure is managed under the following statutes:


Criminal Procedure and Investigations Act 1996, which deals with the
disclosure of evidence in certain proceedings and investigations (essentially
codifying PII)



Official Secrets Act 1920, which contains procedures relating to the
protection of NSI in criminal proceedings, and



Justice and Security Act 2013, which deals with the use of classified
information in civil proceedings.

Criminal proceedings are also subject to the requirements of Article 6 of the
European Convention on Human Rights regarding the right to a fair trial. These
requirements inform a number of long-standing procedures regarding the use and
disclosure of sensitive information, including:


evidence to be relied on by the prosecution is never withheld from the
accused



the prosecution must disclose all exculpatory material to the accused



the prosecution must make an application for PII to protect sensitive
information, the determination of which rests with the court, and



the prosecution has a right of appeal in certain cases and has the discretion
to withdraw the prosecution if the risk of disclosing sensitive information is
too great.296

In the UK, the Juries Act 1974 allows for jury vetting in accordance with guidelines
issued by the Attorney-General.297 Checks may be made of a member of a jury
panel against criminal records and the records of the Security Service, but no
other checks are permitted unless the Attorney-General personally authorises
those further checks and this is notified to the Presiding Judge.298 This checking
procedure only applies where national security is involved and part of the evidence

296

United Kingdom, Justice and Security Green Paper (19 October 2011) pg 7.
Juries Act 1974 (UK) s 9AA; Attorney-General’s Guidelines, ‘Jury Vetting: right of stand by guidelines’ (30
November 2012).
298 Attorney-General’s Guidelines, ‘Jury Vetting: right of stand by guidelines’ (30 November 2012) cls 6, 10.
297

Page 103

Chapter 45 Protection of national security information

Volume 4

is likely to be heard in closed court. Information revealed from checks must also be
considered in line with the normal rules on disclosure to the defendant.

Canada
45.45

The Canada Evidence Act 1985 sets out procedures for the use and handling of
national security information in criminal and civil proceedings. The
Attorney-General is notified of the expected disclosure of potentially injurious
information and sensitive information during proceedings.299 The courts
consideration of the use of national security information is quite separate from the
trial, as the Attorney-General will apply to the Federal Court, rather than the trial
judge, for an order to protect that information. The Federal Court considers
whether the release of the information would be injurious to international relations,
national defence or national security.300 The Court can prohibit disclosure or
alternatively, authorise disclosure in a way most likely to limit any injury by
imposing conditions on disclosure or authorising the disclosure of redacted
versions or summaries.301

New Zealand
45.46

The protection of security sensitive information in court proceedings in NZ is
governed by the Criminal Disclosure Act 2008 and Evidence Act 2006 in criminal
and civil proceedings respectively. The Crown Proceedings Act 1950 also codifies
PII with some minor modifications. In 2015, the NZ Law Commission reviewed the
protection of NSI in court proceedings. The Law Commission’s report identified
inconsistencies and gaps in the current framework which it recommended be
addressed to provide a more workable and cohesive regime.302

The Netherlands and France
45.47

The Netherlands and France also have procedures governing the use of national
security information in court proceedings. However, as these countries are civil law
jurisdictions they are of more limited comparative value.

45.48

In the Netherlands, the Shielded Witnesses Act 2006 provides a framework for the
use of information collected by intelligence and security services as evidence in
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Canada Evidence Act, RS 1985, c C–5, s 38.
Canada Evidence Act, RS 1985, c C–5, s 38.06(1).
301 Canada Evidence Act, RS 1985, c C–5, ss 38.06(1)-(3).
302 NZ Law Commission, ‘Media Briefing on The Crown in Court’ (NZLC R 135, 2015) – Part 2 National
Security Information in Proceedings, para 2.
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judicial proceedings. The Act creates a special procedure in which members of the
intelligence service may be heard before a special examining magistrate at a pretrial stage. The special examining magistrate may decide whether, in the interests
of national security, particular information must remain secret and whether a
witness should be ‘shielded’ or remain anonymous during the trial.
45.49

In France, classified material is either declassified and used in court, or it is not
used in court—the court does not make any other protective orders. The function
of determining whether or not to declassify material is performed by a special
judge, rather than the trial judge.

Issues and analysis
45.50

Agency submissions to the Review focused on the application of the NSI Act in
criminal proceedings. The three key concerns were that the NSI Act:


offers insufficient assurance that sensitive national security information will
be protected



is overly complex and raises practical problems, and



is limited in its application.

45.51

Related but distinct concerns in relation to the breadth and variability of
prosecution disclosure obligations were also raised with the Review.

45.52

In commenting on the application of the NSI Act, public submissions emphasised
the protection of a defendant’s rights and the courts powers.

45.53

The Review received specific proposals for reform of the NSI Act, but was not
presented with evidence of significant flaws in the Act. In particular, the Review did
not receive any evidence to suggest that agencies have been unable to protect
national security information in court proceedings, either under the NSI Act or, in
the vast majority of cases, through other protective mechanisms. Importantly, the
Review does not consider the absence of guaranteed protection from disclosure to
be a flaw in the framework. Rather, it reflects the necessary tension between
competing interests—namely, the accused’s right to a fair trial and the protection
of national security information.

Insufficient assurance that information will be protected
45.54

The Review received submissions advocating for greater guarantees in the
NSI Act that sensitive national security information will be protected from
disclosure in court proceedings. Submissions focused on the court’s discretion to
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make orders, the risks of broader on-disclosure of national security information
and particular challenges with protecting national security information in
espionage, foreign interference and secrecy prosecutions.
No guarantee of protection
45.55

The NSI Act does not guarantee that NSI will be protected from disclosure.
One agency submitted that it relies solely on the discretion of the court to make
non-publication and other protective orders for highly classified evidence. It noted
this creates risks to security and relationships with any relevant partner agencies
whose intelligence may be required as evidence.

45.56

Another agency submitted that where national security information cannot be
withheld from the accused or general public, agencies will not authorise its use in
the prosecution, precluding description of the full extent of the harm associated
with the relevant offending.

45.57

Agencies submitted that challenges in prosecutions will bring the lack of a
guarantee that sensitive national security information will be protected from
disclosure into sharper focus. Some submissions argued that future espionage
prosecutions will be different from previous counter-terrorism prosecutions in
which orders were agreed under the NSI Act to protect sensitive information for a
number of reasons including that sensitive information will form a greater part of
the brief of evidence.

45.58

It follows, therefore, that agencies may face a choice between pursuing
prosecution and the full protection of some or all sensitive material if unable to
secure appropriate protective orders under the NSI Act.

45.59

The Review was asked to consider mechanisms for the protection of classified
evidence adduced in espionage and foreign interference prosecutions, instead of
leaving this to the discretion of the courts. Such mechanisms included:

45.60



the issuing of conclusive certificates protecting sensitive information,
allowing the Attorney-General to direct that proceedings take place in a
closed court, and



the use of secret evidence in trial and/or sentencing phases of criminal
proceedings.

Another agency submitted that generally it does not support the use of secret
evidence in criminal proceedings as it may be inconsistent with the fundamental
principle of open justice and the right to a fair trial. Even if the use of secret
evidence was accompanied by a special advocate regime, it considered its use
would diminish an individual’s ability to test the evidence on which the allegations
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against him or her are based, and effectively undermine the presumption of
innocence. However, the agency did support the consideration of using secret
evidence in discrete parts of a criminal trial, such as sentencing, although
considered there would need to be a very compelling case to support the proposal,
with clear and demonstrable benefits.
45.61

The Australian Human Rights Commission submitted that provisions in the NSI Act
allowing for evidence to be withheld from an accused, but nevertheless relied upon
in a hearing, interfere with the right to a fair trial. The Law Council of Australia
submitted that defendants and their legal representatives should only be excluded
from hearings in limited specified circumstances, and courts should retain the
power to stay proceedings if the defendant cannot be assured of a fair trial.

45.62

The use of secret evidence in criminal proceedings—in both trial and sentencing
phases—may also raise constitutional issues, particularly regarding the minimum
standards of fairness with which a court must comply, and the separation of
powers.

45.63

The Review does not support the use of secret evidence in trial or sentencing
phases of criminal proceedings, or the use of conclusive certificates for ultimate
facts in a criminal trial. There are limits to the guarantees that legislation can offer
in the context of court proceedings. Indeed, the Review notes that this issue is not
confined to Australia—the legal frameworks of Five Eyes partners designed to
protect national security information from disclosure in court proceedings all face
this issue. The US, which has by far the most experience in prosecuting espionage
cases, has a greater willingness when it comes to ‘sacrificing’ highly sensitive
information to achieve a successful prosecution. Australian agencies should be
more prepared to move in this direction rather than seeking to compromise
fundamental principles underpinning the concept of a fair trial.

45.64

The Review accepts that some aspects of espionage, foreign interference and
secrecy prosecutions may be different to counter-terrorism prosecutions, such as
the volume of national security information involved, and that protecting national
security information in these proceedings may be harder. However, to date the
NSI Act has achieved its objective and the Review is not convinced that it will be
ineffective in being able to protect national security information in future.
Challenges in securing orders that balance the competing interests, and the time
and resources required to engage in an adversarial process do not of themselves
evidence failings in the NSI Act—they are the natural consequence of the
protections afforded by our justice system.

45.65

Agencies cannot expect the NSI Act to provide them with an iron clad guarantee
that their sensitive information will always be protected in court, given the
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significant issues at play and the proper role of the court. No comparable
democracy has guaranteed protections for sensitive national security information.
In our view, to offer such a guarantee would be at odds with the principles that
underlie our justice and constitutional systems. The NSI Act permissibly engages
with free and open administration of justice, but can only properly do so to the
extent that is compatible with the separation of powers and fairness to defendants.
On-disclosure or re-publication of National Security Information
45.66

In some prosecutions (for example, espionage), the defendant may already know
a large portion of the relevant sensitive information. We heard concerns regarding
the risk of further on-disclosure of this information to the public, and that the
information will not be handled in a manner considered by the Commonwealth as
necessary to mitigate the risks to Australia’s national security.

45.67

The Review considered a proposal to prevent the on-disclosure or re-publishing of
national security information disclosed in proceedings by the media and general
public.

45.68

The Review considers that preventing the on-disclosure or re-publishing of
national security information disclosed in proceedings, thereby removing the
court’s discretion to determine whether to make an order preventing on-disclosure
or re-publication of national security information, may raise constitutional issues.

45.69

In the High Court’s consideration of the validity of a Victorian legislative
suppression order regime, then Chief Justice French stated:
Where it is left by statute to a court’s discretion to determine whether or not to make an order
closing part of a hearing or restricting the publication of evidence or the names of parties or
witnesses, such provisions are unlikely to be characterised as depriving the court of an essential
characteristic of a court and thereby rendering it an unfit repository for federal jurisdiction. 303

45.70

Similarly, in R v Benbrika (Ruling No 1), the court placed weight on the importance
of a court’s discretion when making protective orders under the NSI Act, observing
that:
Most importantly all of these proposed orders are subject to variation, including revocation, at
any time by the Court. Thus the whole process remains under the control of the Court at all
times. This is probably the most important aspect of these orders as it makes clear that the
Court can vary or even revoke orders if they lead to unintended consequences which have an
unacceptable effect on principles of a fair trial or open justice. 304

303
304

Hogan v Hinch (2011) 243 CLR 506, pg 534.
R v Benbrika (Ruling No 1) [2007] VSC 141, para 7.
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45.71

There is also a risk this proposal would raise similar issues to those raised in
Hogan v Hinch. In that matter, then Chief Justice French noted that state courts
‘cannot constitutionally be placed at the behest of the Executive government or be
directed by it as to the way in which [a] power is to be exercised in a particular
case’.305

45.72

Finally, preventing publication and dissemination of national security
information disclosed in court proceedings could raise constitutional issues. In the
Review’s view, there is a question whether a blanket ban on on-disclosing or
re-publishing such information would be considered ‘suitable, necessary and
adequate in its balance’306 for the purposes of assessing whether the measure is
compatible with the implied freedom of political communication.

45.73

The Review is of the view that preventing on-disclosure or re-publication of NSI
disclosed in proceedings carries significant legal risk and there are limitations on
the extent to which legislation can direct the court in the exercise of its discretion.
Legal risks aside, the Review also queries whether a statutory limitation of this
nature would offer any practical benefits compared to existing powers that courts
have to prevent the disclosure and publication of information.

Complexity of the National Security Information (Criminal and Civil
Proceedings) Act and other practical suggestions
45.74

Submissions to the Review raised concerns that the NSI Act is complex, inefficient
and inflexible, and would benefit from some practical improvements. The Review
was asked to consider options for reform to a number of NSI Act processes,
recognising defendant cooperation in reaching agreements under the NSI Act and
amendment to the elements and penalty for secrecy offences.

45.75

It is worth noting that the challenges in the NSI Act process experienced by
agencies appear to the Review to be significantly less than those encountered by
the CDPP, police and partner agencies in respect of disclosure obligations in
criminal proceedings more broadly. The duty of disclosure requires the
prosecution to provide a person charged with a serious criminal offence, in
advance of the trial, a brief of evidence. The prosecution is also required to
disclose material which it does not intend to adduce in the trial but which may run
counter to the prosecution’s case, might reasonably be expected to assist the

305
306

Hogan v Hinch (2011) 243 CLR 506, pg 536.
McCloy v New South Wales (2015) 257 CLR 178, [80] (French CJ, Kiefel, Bell and Keane JJ).
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accused in advancing a defence, or might reasonably be expected to undermine
the credibility or reliability of a material prosecution witness.
45.76

In matters where police or partner agencies have used very sensitive investigative
capabilities or methodologies to gather evidence or intelligence (of which only a
small portion may be relied on to support the Crown case), the Review has heard
that the duty of disclosure often results in the accused being given access to all of
the unused material, as well as third party holdings. This problem is further
compounded by the large amounts of data that can be collected in multi-agency
and multi-jurisdiction criminal investigations.

45.77

The Review accepts that disclosure obligations in criminal proceedings pose
significant challenges, and likely far more so than any challenges encountered by
agencies in the operation of the NSI Act.

Streamlined processes
45.78

Submissions to the Review argued that when an agreement to protect information
is not reached between the parties and given effect to by the court, the processes
by which the court can make orders to protect information are inefficient and
costly, and arise at numerous stages of the proceedings.

45.79

We heard that proceedings where parties are unable to reach an arrangement on
use and protection are likely to be protracted and delayed. However, we also
heard that, overall, the delays experienced in prosecutions to which the NSI Act
has been applied have not been dissimilar to the delays that arise from other
collateral challenges in court proceedings. Such delays are far from unknown to
the criminal justice process.

45.80

Another submission argued that the processes in the NSI Act can be cumbersome
and apply even in instances where the national security information in question
belongs to a class that is routinely protected under Commonwealth legislation.

45.81

The Review was also told that the NSI Act does not provide the court with
sufficient flexibility in making orders. One submission noted that that, given a court
may refuse to grant NSI Act protective orders, there is a risk the Commonwealth
may be forced to abandon prosecutions to protect the national security
information. Another submission observed that prosecutors and National
Intelligence Community (NIC) agencies often face a stark choice between
disclosing national security information to defendants and withholding relevant
material from the court. These submissions suggested that greater flexibility in the
NSI Act may reduce the likelihood that this choice will need to be made.
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45.82

The Law Council of Australia submitted that the Review should consider the
recommendation of the previous Independent National Security Legislation
Monitor (INSLM), Bret Walker SC, who suggested consideration be given to the
provisions in the US CIPA which may provide the court with greater flexibility when
making orders compared with the NSI Act. This, in the former INSLM’s view, would
accommodate fairness without effectively requiring abandonment of the
prosecution.307

45.83

In particular, sections 6 and 8 of the CIPA were drawn to the Review’s attention.
As discussed above, section 6 allows the court to disclose a statement of facts
that classified information would tend to prove, or a summary of specific classified
information, in lieu of the actual classified information, where satisfied that the
statement or summary would provide the defendant with substantially the same
ability to make his defence. Section 8 provides the court with powers to shape
procedures, such as admitting documents with redactions or permitting a proffer of
a witness’ response to determine whether classified information is likely to be
disclosed and how it should be protected.

45.84

Agencies suggested simplifying the certificate stage to allow disclosure issues to
be dealt with from the outset of proceedings (for example, by bringing the section
31 process forward). They suggested this could allow orders to be made for any
national security information either side anticipates might be relevant throughout
the course of proceedings, at the start of proceedings, and make explicit that those
orders apply to that national security information for the remainder of proceedings.

45.85

The Review accepts that the processes in the NSI Act are complex. However, it is
not clear to us how bringing the section 31 process forward, or adopting some of
the mechanisms in the CIPA, would be of practical benefit to agencies. It seems
that moving the section 31 process forward would not make the process any less
complex. It would simply move the problem to an earlier stage of proceedings.
We have seen nothing to suggest that the CIPA provisions are superior to the
mechanisms already available under section 31 of the NSI Act.

Cooperation of the defendant
45.86

307

We received a suggestion that consideration be given to whether the cooperation
of a defendant in the national security information process could be considered as
a sentencing factor where convicted. This may, it was suggested, further
encourage defendants to agree to arrangements under the NSI Act.

Independent National Security Legislation Monitor, Annual Report (2013) pg 148.
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45.87

The court has discretion to take into account the degree of cooperation of a
convicted person during the course of proceedings when passing sentence.
Federal sentencing provisions are primarily located in Part IB of the Crimes Act—
section 16A sets out the matters to which a court must have regard during
sentencing for federal offenders. Specifically, subsection 16A(2) contains a list of
non-exhaustive matters to which the court must have regard during sentencing,
but notes that these are ‘in addition to any other matters’ the court considers
relevant.

45.88

Cooperation by a defendant in the conduct of criminal proceedings is not specified
as a factor in subsection 16A(2). However, cooperation with the prosecution and
facilitation of the conduct of criminal proceedings against the offender may still be
taken into account as a mitigating factor in sentencing.308

45.89

The Review agrees that cooperation of a defendant in the NSI Act process is a
relevant factor that should be taken into account during sentencing. However, the
court already has the discretion to take into account any relevant matters when
imposing a sentence of a severity appropriate in all the circumstances of the
offence, and is not limited by the factors enumerated in subsection 16A(2).309
As such, the Review does not think a specific amendment to the Crimes Act is
required.

Storage requirements
45.90

Some agencies raised concerns with the resource impost, particularly cost, and
processes to provide for the storage of national security information in proceedings
where the NSI Act has been invoked.

45.91

The requirements for the storage and handling of national security information
during proceedings are contained in the NSI Regulation310 rather than the NSI Act.
Regulation 12(2) of the NSI Regulation provides:
Except for the purpose of carrying the security classified document or using it in court, the
authorised recipient may only:

308

CDPP, Sentencing of federal offenders in Australia: a guide for practitioners (1st ed, 2018) paras 264-265,
citing R v Daff (2005) 54 ACSR 200, para 58; R v Maya [2012] QCA 123; Karam v R [2015] VSCA 50,
paras 145-156. Cooperation may also show remorse or contrition—a factor in section 16A(2)(f) of the
Crimes Act—and may be mitigating to that extent.
309 Crimes Act, s 16A.
310 The storage requirements are set out in the National Security Information (Criminal and Civil
Proceedings) Regulation 2005 (which incorporate the Attorney-General’s Requirements for the Protection of
National Security Information in Federal Criminal Proceedings and Civil Proceedings).
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a) if the document is assigned the security classification TOP SECRET or Codeword
material—handle the document in an area approved by the Commonwealth for the purpose
of handling documents with that security classification; or
b) in any other case—handle the document in a discrete area.

45.92

‘Discrete area’ is defined as an area within an enclosed building or office, where
public access is restricted, access by employees is controlled and access by
visitors is strictly controlled and on a needs basis.311

45.93

The Review thinks that the approach outlined in regulation 12(2) is reasonable and
is consistent with the requirements for those dealing with SECRET material in the
course of their everyday work under the Protective Security Policy Framework.312
However, the Review also accepts that different judgements may be reached by
the authorised recipient and the agency whose information is protected on what is
a discrete area. The Review considers this to be an enforcement issue, rather than
a legislative—or delegated legislation—question.

Rebuttable presumption
45.94

We received a suggestion that a rebuttable presumption that certain classes of
information are protected from disclosure in proceedings be introduced. This, it
was suggested, could apply to the identity of agency staff members and agents or
information of a particular security classification (in which the Attorney-General
could confirm the classification of the information at the time of issuing a
certificate). Some agencies supported this proposal—AGD suggested information
that is routinely sought to be protected under the NSI Act could be explicitly
recognised so as to preclude that need to establish in every proceeding the harms
that flow from disclosure of that type of information.

45.95

A law which compelled a court to protect the identity of a witness may raise
Chapter III difficulties. However, we consider a provision that retains judicial
discretion, such as by allowing a respondent to rebut the presumption may be less
likely to raise those issues.

45.96

The importance of identity protection for ASIO staff and affiliates and ASIS staff
and agents and the secrecy offences in place are discussed in Chapter 35.313
The Parliament has recognised the importance of protection of ASIO and ASIS
identities. That protection should be no less in court proceedings.

NSI Regulation, reg 6 (definition of ‘discrete area’).
AGD, Protective Security Policy Framework (2018) ch 8.
313 ASIO Act, s 92; IS Act, s 41.
311
312
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Recommendation 202
The National Security Information (Criminal and Civil Proceedings) Act should be
amended to include a rebuttable presumption to protect the identity of ASIO and
ASIS staff member and agents. The presumption should preserve the court’s
discretion and ensure that the respondent is given notice of the fact that the
rebuttable presumption is engaged in a particular case.
45.97

The Review does not however support a rebuttable presumption for information of
a particular security classification—this category of information is simply too broad
and, in practice, is more likely to lead to argument as to whether information has
been over-classified. In its review of National Security Legislation Amendment
(Espionage and Foreign Interference) Bill 2018 the Parliamentary Joint Committee
on Intelligence and Security (PJCIS) noted that it received evidence suggesting a
tendency for over-classification, and that information which is correctly classified at
the time it was produced may, given the passage of time, become incorrectly
classified if the original classification is retained.314

45.98

This informed the PJCIS’ recommendation, which was accepted and implemented
by Government, that before commencing a prosecution the Attorney-General must
certify that the relevant information held the correct classification at the time at
which the alleged offence was committed.315 The same reasoning is relevant to a
rebuttable presumption in the NSI Act for a broad category of information—without
accepting the PJCIS contention that information is commonly over-classified, the
need for confidence in the applicability of the protection suggests a certificate
alone would be unacceptable to the Parliament. As such, we consider there would
be little practical benefit in pursuing such an amendment.

Secrecy offences
45.99

Agencies emphasised the importance of strong secrecy offences and raised
concerns about the penalties for the offences in the NSI Act were too low.

45.100 One agency noted that the penalties are significantly lower than the unauthorised
disclosure offences in the IS Act and ASIO Act, and submitted that penalties for
disclosure offences under the NSI Act should be increased to match those in the
IS Act—that is, to a maximum penalty of ten years’ imprisonment.

314

Parliamentary Joint Committee on Intelligence and Security, Advisory Report on the National Security
Legislation Amendment (Espionage and Foreign Interference) Bill 2017 (2018) para 3.159.
315 Criminal Code, ss 93.1(1)(b), 123.5(1)(b).
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45.101 One submission also suggested the offence of contravening a court order in
section 45 of the NSI Act be amended to capture reckless as well as intentional
contravention of the order. The section 45 offence currently only applies when a
person intentionally contravenes an order made by a court under the NSI Act.
45.102 The harm that could flow from the disclosure of information in breach of the
offences in the NSI Act is equal to the harm that could flow from the disclosure of
the same information in breach of secrecy offences in the IS Act or Criminal Code.
The Guide to Framing Commonwealth Offences provides that ‘a penalty should be
consistent with penalties for existing offences of a similar kind or of a similar
seriousness’.316 The Review accepts that the penalties in Part 5 of the NSI Act are
too low, and without amendment, are unlikely to be effective in deterring and
punishing disclosure of national security information.
45.103 That said, it would not be appropriate for a single offence of contravening a court
order, with a single penalty, to cover conduct with vastly different harms.
The Guide to Framing Commonwealth Offences, provides that ‘if a proposed
offence is to cover a wide range of conduct that would make it difficult to set a
single penalty, consideration should be given to creating more than one offence,
each with its own penalty.’317 There is, for example, a clear distinction between:


where a person discloses information which is subject to a court order to a
third party, contrary to that order, which would require a high maximum
penalty to deal with the most serious disclosures, and



where a person stores information which is subject to a court order in the
wrong class of secure safe, contrary to that order, which is considerably less
serious and should not be captured within an offence carrying a high
maximum penalty.

45.104 The Review also accepts the concern that relevant offences in Part 5—in
particular sections 45 and 46F—only apply where a person intends to contravene
a court order, and do not apply where a person is reckless as to whether they
contravened a court order. The Review sees a role for these offences, and other
offences under Part 5 where appropriate, carrying recklessness as a fault element.
45.105 For completeness, we acknowledge that it would not be possible to simply amend
the existing offence to apply recklessness as a fault element. Furthermore, the
Review thinks that section 45 would need to be restructured to ensure that the
316

A Guide to Framing Commonwealth Offences, Infringement Notices and Enforcement Powers
(September 2011) para 3.1.2.
317 A Guide to Framing Commonwealth Offences, Infringement Notices and Enforcement Powers
(September 2011) para 3.1.1.
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prosecution is still required to prove that the person intentionally engaged in
conduct, which is appropriate in a criminal prosecution of this nature.
Recommendation 203
The offences in Part 5 of the National Security Information (Criminal and Civil
Proceedings) Act should be reviewed and redrafted to include a tiered range of
offences with penalties commensurate to the fault elements specified.
45.106 Careful consideration will also need to be given to the appropriate penalties for the
offences in the NSI Act. The Guide to Framing Commonwealth Offences provides
that, in undertaking such a task, the ‘maximum penalty should aim to provide an
effective deterrent to the commission of an offence, and reflect the seriousness of
the offence within the relevant legislative scheme.’318 A higher maximum penalty
may be justified ‘where the consequences of the commission of the offence are
particularly dangerous or damaging.’319 The Review considers that it would be
possible to increase the penalty to 10 years, consistent with the IS Act, or up to
10 years, consistent with the Criminal Code.320 The conduct covered by the NSI
Act offences should be carefully considered and the penalty set by reference to
the worst possible offending that can be envisaged, consistent with the principles
set out in the Guide to Framing Commonwealth Offences. In any event, the
maximum penalty for offences in Part 5 of the NSI Act should not exceed 10 years’
imprisonment.
Scope of the Attorney-General’s section 26 certificate
45.107 A further submission queried the proper scope of an Attorney-General’s certificate
under section 26 of the NSI Act. It argued that, unlike consent orders which
extend, for example, to protection, storage and handling of national security
information, there is an argument the scope of a section 26 certificate is limited to
disclosure within proceedings.

318

A Guide to Framing Commonwealth Offences, Infringement Notices and Enforcement Powers
(September 2011) para 3.1.1.
319 A Guide to Framing Commonwealth Offences, Infringement Notices and Enforcement Powers
(September 2011) para 3.1.1.
320 The secrecy offences in Division 122 of the Criminal Code carry penalties ranging from two years
imprisonment to 10 years imprisonment. For example, the unauthorised disclosure of information by current
and former Commonwealth officers carries a penalty of 2 years imprisonment: s 122.4. An aggravated
offence against communication by a current or former Commonwealth officer of inherently harmful
information or information causing harm to Australia’s interest carries a penalty of 10 years imprisonment:
s 122.3.
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45.108 The Review disagrees with this submission, and considers this assessment is
unduly conservative. Requesting a legislative amendment to clarify the scope of
section 26, absent any compelling indication that this section extends to the
protection, storage and handling of national security information outside of
proceedings, is premature. It is also indicative of agencies’ broader risk averse
approach to proceedings under the NSI Act.

Limited application of the National Security Information (Criminal and
Civil Proceedings) Act
State and territory criminal proceedings and coronial inquiries
45.109 Criminal proceedings in relation to offences against state and territory law are not
subject to the NSI Act unless they also involve a Commonwealth offence.321 Other
mechanisms for protecting national security information, such as PII and state and
territory based non-publication or suppression order regimes, must be used in
state criminal proceedings.
45.110 The Review heard that there could be scope to extend the application of the
NSI Act to state and territory criminal proceedings.
45.111 The former INSLM, Bret Walker SC, recommended in his 2013 Annual Report that
the NSI Act be amended so as to apply its provisions, with appropriate adaptions,
to proceedings in all courts and in all Commonwealth tribunals. In particular, he
noted that counter-terrorism is not an exclusive province of Commonwealth
legislative power as:


counter-terrorism activities are conducted with liaison between
Commonwealth, state and territory authorities and agencies



state courts are enlisted in the prosecution of Commonwealth terrorist
offences, and



virtually all conduct criminalised by terrorism offences would be punishable
as offences against ordinary state criminal legislation, meaning the
prosecution of those state offences could readily be imagined to involve the
possible disclosure of material sought to be protected by the NSI Act.322

45.112 Submissions also noted that the NSI Act does not apply to coronial inquiries.
The 2013 INSLM Annual Report further recommended that consideration be given

321
322

NSI Act, s 6.
INSLM 2013 Annual Report, pg 155.
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to special provision for state coronial proceedings.323 One agency submitted that
the NSI Act not applying to coronial proceedings leaves sensitive information
regarding capabilities and the identity of personnel at risk of disclosure. It was
therefore necessary to rely on PII in coronial inquiries to protect such sensitive
information. Extending the application of the NSI Act to state and territory criminal
proceedings or coronial inquiries would mean the NSI Act protections would be
available and agencies would not always have to rely on other protective
mechanisms such as PII. However, another submission noted that other means of
protecting national security information, such as PII, may be sufficient in some
forums in which the NSI Act does not apply.
45.113 PII and other protective mechanisms have been used on many occasions to
protect sensitive information in state and territory criminal proceedings and
coronial inquiries. There is no demonstrated need for the NSI Act to be extended
to state and territory criminal proceedings and coronial inquiries when PII and
other protective mechanisms have been operating effectively to protect sensitive
information. The Review also doubts the appropriateness of extending the existing
NSI Act procedures to coronial inquiries given such proceedings are unique.
Coronial inquiries are different from court proceedings in that the rules of evidence
are less fixed, there are no parties involved, witnesses are called by the coroner
(rather than by parties) and the coroner is an active participant in an inquest.
45.114 These would be significant reforms which should not be undertaken unless there is
a strong evidence base demonstrating the need for the changes. Submissions
pointed to the potential for extension of the NSI Act without identifying gaps in the
existing frameworks for protecting sensitive national security information. Similarly,
submissions identified potential uses for national security information in coronial
matters, but provided no evidence that the identified issues cannot be managed
through PII. While we accept these examples show a hypothetical use for the
NSI Act, the benefits which the NSI Act is perceived to offer are speculative.
Due to the lack of supporting rationale and evidence to merit a significant
extension to the scope of the NSI Act, the Review does not support such reform.
National information protection model
45.115 Some agencies raised concerns with the Terrorism (High Risk Offenders)
Act 2017 (NSW) (THRO Act). The THRO Act is a post-sentence supervision and
detention scheme that covers high risk offenders convicted of one or more
indictable NSW offences who pose an unacceptable risk of committing serious
terrorism offences. Agencies’ concerns were in relation to their ability to protect
323

INSLM 2013 Annual Report, pg 156.
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sensitive information under this regime, and a broader concern about different
information protection models developing across jurisdictions.
45.116 One agency submitted that its concerns relate to requests for information from
NSW authorities relating to parole, post-sentence detention and
supervision/monitoring processes for incarcerated individuals with terrorist links.
Under the THRO Act, the NSW Attorney-General can request
Commonwealth agencies provide any offender information in their possession.324
This agency further submitted there is no guarantee its intelligence or that of its
partners will be protected under the THRO Act. Submissions also noted the
interaction between the NSI Act and THRO Act is uncertain and there are
inconsistencies between the regimes.
45.117 The Review considers the evidence received does not sufficiently demonstrate
that there are problems with the NSW THRO Act or existing protective
mechanisms that would justify pursuing a uniform information protection model
across jurisdictions.
45.118 We do not think that the NSW THRO Act compels the Commonwealth to provide
information to NSW and section 17A of the THRO Act also provides that nothing in
the Act abrogates PII. As such, it is open to Commonwealth agencies to not share
sensitive information in support of THRO Act applications where they consider that
information cannot be sufficiently protected or to seek to protect it once shared
under PII. The Review does not think concerns that the interaction between the
NSI Act and THRO Act is not simple or obvious is sufficient to justify large-scale
reform such as a national information protection framework—it is a feature of
federation. The Review also does not find compelling agency concerns that
protection of their information or partner equities cannot be guaranteed due to
uncertainty in the interaction of the THRO Act and NSI Act. Agencies can elect not
to share information, and the legal framework cannot provide absolute guarantees
that information will be protected.
Protecting sensitive capabilities, techniques and sources
45.119 The AFP submitted that, due to technology hardening325 and the prolific use of
encryption and anonymising technology by criminal targets, it increasingly relies
on sensitive technical capabilities to collect information and conduct surveillance.
324

THRO Act, s 59.
Technology hardening refers to improvements and enhancements in the security of electronic data and
associated equipment hosting and communicating that data. For example, both Android and iOS devices
now encrypt data by default on devices, provide the ability to remotely wipe the contents of devices,
recommend lengthy passcodes, disable data ports after periods of time, and warn users when they visit
websites that do not employ secure encryption of data in transit.
325
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It noted that this creates challenges when seeking to lead evidence obtained by
these capabilities in proceedings. It is a requirement in tendering any evidence
that the prosecution maintains the burden of demonstrating the admissibility of the
material it seeks to rely on, including satisfying the court as to its authenticity and
accuracy. This, the AFP submitted, is highly challenging where the technical
details and nature of how material was collected is based on sensitive and shared
technologies and methodologies which the agency does not want to expose.
45.120 ACIC agreed on the importance of protecting sensitive information and capabilities
from disclosure. It noted that, to date, it had successfully done so by relying on the
partial statutory immunity in subsection 51(3) of the Australian Crime Commission
Act 2002 (Cth), and where necessary, PII and protections provided for by various
other statutory regimes, such as under section 47 of the Surveillance Devices Act
2004 (Cth). In addition, ACIC has relied on state and territory suppression and
non-publication orders to limit the use and disclosure of sensitive information in
proceedings.
45.121 To address these agencies’ concerns, the Review considered whether there is
scope to amend the NSI Act to protect this type of national security information—
namely, sensitive capabilities, techniques and sources.
45.122 The Review considered whether it was open to amend the NSI Act to allow the
Attorney-General to certify that the disclosure of the source of particular
information, or the techniques used to acquire the information, would prejudice
national security—but not allow the Attorney-General to conclusively certify the
truth, or evidential value, of the information.
45.123 Agencies expressed support in general terms for extending the NSI Act to
sensitive sources, techniques and capabilities. Beyond these general expressions
of support, no evidence was put forward demonstrating that agencies’ sensitive
capabilities, techniques or sources have been disclosed in court proceedings, as a
result of alleged inadequate protections in the NSI Act.
45.124 There are no principled reasons which would preclude introduction of such a
scheme in the NSI Act. It could be drafted in a manner consistent with the
principles of open justice and the right to a fair trial, appropriately balanced with
the need to protect sensitive information from disclosure in proceedings. This is
because only the manner in which the evidence against the defendant was
obtained will be protected, rather than the content of that evidence which may still
be disclosed in proceedings.
45.125 We are ultimately not convinced that the need for the amendments have been
demonstrated due to the general nature of the submissions made by agencies.
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There is no indication that current arrangements have proved insufficient. We think
that such significant amendments need to be supported by an evidence base from
agencies which was not presented to the Review. The Review does not
recommend introduction of a scheme to protect sensitive capabilities in the
NSI Act.

Juries
45.126 The Review was initially asked to consider whether there are any alternatives to
the requirement for serious criminal offences to be heard by a jury where details of
sensitive national security information may be disclosed. In extreme
circumstances, protecting such information may mean that there is no option other
than discontinuing the prosecution. Although a later submission clarified that the
Review was not being asked to consider reform options such as requiring jury
members to obtain a full security clearance or conducting criminal history and
security checks on jury pools or panels, we have considered these proposals here
for completeness.
45.127 We are of the strong view that these proposals inappropriately interfere with an
accused’s right to a fair trial and carry a high level of legal risk. Undertaking a
security vetting or clearance process for jurors would compromise the essential
features of the institution of a jury.
45.128 The ALRC, in its 2004 report Keeping Secrets, also recommended against
adopting a requirement for jurors to be security cleared, including a scheme similar
to the limited security vetting process in the UK.326 The ALRC considered that
‘undertaking a security clearance procedure for all potential jurors is impractical
and would distort the jury process’ by leading to a ‘self-selection process’.327
45.129 The UK is the only jurisdiction the Review has looked at which has a limited form
of jury vetting. We note that even members of US grand juries are not security
cleared for matters relating to national security. US grand juries independently
pursue their own investigations and can request that the court compel further
evidence—thus the most sensitive national security information can be disclosed
to grand jury members despite those members not holding a security clearance.
45.130 Section 31 of the NSI Act provides that orders may be sought to prohibit any
specified person (which could include jurors) from disclosing national security

ALRC, Keeping Secrets, rec 6-3. See Juries Act 1974 (UK) s 9AA; Attorney-General’s Guidelines,
‘Jury Vetting: right of stand by guidelines’ (30 November 2012).
327 ALRC, Keeping Secrets, para 6.131.
326
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information in the proceedings or otherwise.328 It is an offence to contravene a
court order made under the NSI Act.329 The Review questions what gap a specific
offence for the subsequent disclosure of national security information by jurors
would fill—no evidence has been put to the Review to demonstrate such a gap.
The Review considers the existing mechanisms are sufficient to protect against
disclosure by jury members where there is an identified risk.

Conclusion
45.131 The material before the Review suggests that existing protective mechanisms
(including the NSI Act) provide a robust and appropriate framework, albeit
complex, for the protection of national security information in court proceedings.
In particular, orders by agreement under section 22 of the NSI Act have proven
effective in the vast majority of counter-terrorism prosecutions. This is due, in part,
to the architecture of the NSI Act, which encourages agreement between parties
under this section.
45.132 The Review acknowledges that the notice, certificate and closed hearing
processes in sections 24-28 and 31 of the NSI Act are complex and can be
resource intensive for agencies to apply. However, agencies did not provide
evidence of cases where these provisions have led to a disclosure of national
security information in court proceedings, or have required agencies to withdraw a
prosecution due to uncertainty about whether national security information can be
appropriately protected. Moreover, the resource impost, to the extent that it can be
quantified, is far from unreasonable having regard to the importance of the court’s
role and weighty issues to be balanced. Agencies accept the extra costs of
managing national security information when it comes to their work, be it in respect
of security vetting, constructing and maintaining secure storage facilities and
deploying secure ICT infrastructure. They should reasonably expect those extra
costs to flow through to the protection of their information in court proceedings.
45.133 The Review was not provided with evidence demonstrating a strong foundation for
concerns around protection of information in espionage, foreign interference or
secrecy prosecutions. To date, the NSI Act has achieved its objective. Further,
while finely balanced, it already favours the protection of national security
information over other important public interests.330

328

NSI Act, s 31(4).
NSI Act, s 45.
330 NSI Act, s 31(8).
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45.134 The prosecution of the defendant known under the pseudonym ‘Alan Johns’
(self-described as ‘Witness J’) suggests the NSI Act is capable of offering
substantial protections for sensitive information in court proceedings. In that case,
court orders made under the NSI Act restricting the disclosure of information were
made with the consent of the parties.331 The case highlights the significant flexibility
the NSI Act already provides and does not add weight to arguments that the
NSI Act is inadequate and requires reform.
45.135 The reform proposals put forward by agencies weigh heavily in favour of protecting
national security information without due consideration for the potential impact on
the right to a fair trial and open justice.
45.136 The Review agrees there is a public interest in successfully prosecuting offences,
even where national security information must be relied on, and appreciates that
the sensitivity of that material may be extreme. However, there is no lawful way to
eliminate the risk that some sensitive material may be disclosed in the course of
obtaining a successful conviction. The NSI Act cannot and should not provide
agencies with a guarantee that information will always be protected in court.
In Australia’s constitutional system, this level of certainty will never exist.
45.137 In the Review’s view, NIC agencies need to better engage with the risk of
disclosure, rather than seeking to eliminate it entirely through legislative
amendments to the NSI Act. Defendants face challenges in engaging with national
security information, and it is not unreasonable that agencies do likewise.
Prosecutions involving national security information will often involve serious
offences which carry serious custodial penalties, and it is appropriate that the
Commonwealth is required to prove the elements of the offence beyond
reasonable doubt. As stated by the previous INSLM in his 2013 Annual Report:
At the end of the day…an accused simply should not be at peril of conviction of imprisonment
(perhaps for life) if any material part of the case against him or her has not been fully exposed to
accused and counsel and solicitors. If the material in question could make the difference
between the jury’s satisfaction beyond reasonable doubt or not, it is not only material but critical.
An inability based on ignorance to address and answer such material, is, it seems to the INSLM,
always and by definition unfair. The NSI Act should not permit of such a possibility.332

45.138 The Review considers that the NSI Act largely operates as intended and does not
require significant reform. The Review supports minor targeted amendments to
improve the effective operation of the NSI Act where they do not interfere with the
fundamental principles at play in criminal proceedings. The majority of the reforms
331

Commonwealth, Questions Without Notice: Additional Answers Senate, 28 November 2019 (Senator
Payne, Minister for Foreign Affairs and Minister for Women) pg 62.
332 INSLM 2013 Annual Report, pgs 142-3.
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we were invited to consider are, however, inappropriate. Agencies need to engage
with the risks and tensions, and make some tough choices rather than seeking to
legislate them away.
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Chapter 46 Implementation
46.1

This chapter has been redacted in full as it provided advice to Government on
implementation of the Review’s 203 recommendations, including those we
consider to be immediate reforms to be progressed as a matter of priority, as
discussed in Chapter 32.
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(11 September 2001 – 1 August 2019)
Table 3: Summary
Total Acts (excl Acts that only made minor and technical amendments (MTA))
Approximate number of amending items (excl MTA Acts)
Number of pages of amendments (excl MTA Acts)

124
14,625
5,948

MTA Acts

63

Total Acts

187
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Table 4: Acts that have amended NIC legislation (11 September 2001 – 1 August 2019)
Amending Act

Commencement (earliest
relevant prospective
date)

NIC Acts amended

1.

Royal Commissions and Other Legislation
Amendment Act 2001

1 October 2001

TIA Act

2.

National Crime Authority Legislation
Amendment Act 2001

12 October 2001

3.

Measures to Combat Serious and Organised
Crime Act 2001

4.

Intelligence Services (Consequential
Provisions) Act 2001

333

Approx number
of amending
items333

Number of
pages of
amendments

57

14

ACC Act
Crimes Act
TIA Act

208

55

12 October 2001

ACC Act
AFP Act
Crimes Act

172

73

29 October 2001

ASIO Act
IGIS Act

16

7

Where an amending Act only amended the Crimes Act or the Criminal Code and no other NIC legislation, the number of amending items or pages of
amendments relate only to the national security provisions in the Crimes Act or the Criminal Code.
For the Crimes Act, the relevant provisions are found in Division 3A (powers in relation to terrorist acts and terrorism offences), section 3WA (powers of arrest
without warrant for a terrorism offence or offence of advocating terrorism) and Division 4B (power to obtain information and documents) of Part IAA, Part IAAA
(delayed notification search warrants), Part IAAB (Monitoring of compliance with control orders), Part IAB (controlled operations) and Subdivision B of Division 2 of
Part IC (Investigation of Commonwealth terrorism offences).
For the Criminal Code the relevant provisions are found in Chapter 5 (with the exception of the offences in Part 5.4 in respect of harming Australians) and section
137.1A (aggravated offence for giving false or misleading information in relation to an Australian Government security clearance) of Chapter 7. The provisions
counted in Chapter 5 concern treason, urging violence and advocating terrorism or genocide; sabotage; espionage; foreign interference; theft of trade secrets
involving foreign government principals; terrorism and terrorism financing; control orders, preventative detention orders and continuing detention orders; and foreign
incursions and recruitment.
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Amending Act

Commencement (earliest
relevant prospective
date)

NIC Acts amended

Approx number
of amending
items333

Number of
pages of
amendments

5.

Cybercrime Act 2001

21 December 2001

ASIO Act
TIA Act

37

24

6.

Telecommunications Interception Legislation
Amendment Act 2002

5 July 2002

TIA Act

93

19

7.

Security Legislation Amendment (Terrorism)
Act 2002

6 July 2002

Criminal Code
IS Act

23

25

8.

Suppression of the Financing of Terrorism
Act 2002

6 July 2002

Criminal Code

3
(relevant
items only)

9.

International Criminal Court (Consequential
Amendments) Act 2002

26 September 2002

TIA Act

10.

Criminal Code Amendment (Terrorist
Organisations) Act 2002

23 October 2002

Criminal Code

11.

Criminal Code Amendment (Espionage and
Related Matters) Act 2002

28 November 2002

Criminal Code

12.

Proceeds of Crime (Consequential
Amendments and Transitional Provisions)
Act 2002

1 January 2003

ACC Act
AFP Act
TIA Act

5
(relevant
items only)

39

89

3

3

2
(relevant
items only)
178

7
(relevant
items only)
97
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NIC Acts amended

13.

Australian Crime Commission Establishment
Act 2002

1 January 2003

ACC Act
ASIO Act
Crimes Act
TIA Act

14.

Criminal Code Amendment (Terrorism) Act
2003

29 May 2003

Criminal Code

15.

Criminal Code Amendment (Hizballah) Act
2003

29 May 2003

Criminal Code

16.

Australian Security Intelligence Organisation
Legislation Amendment (Terrorism) Act 2003

23 July 2003

17.

Criminal Code Amendment (Hamas and
Lashkar-e-Tayyiba) Act 2003

18.

Approx number
of amending
items333
569

1
(relevant
items only)

Number of
pages of
amendments
103

19
(relevant
items only)

4

5

ASIO Act
IS Act
TIA Act

34

46

5 November 2003

Criminal Code

12

7

Telecommunications Interception and Other
Legislation Amendment Act 2003

12 November 2003

TIA Act

21

8

19.

ASIO Legislation Amendment Act 2003

18 December 2003

ASIO Act
IS Act

12

14

20.

Criminal Code Amendment (Terrorist
Organisations) Act 2004

10 March 2004

Criminal Code

4

7

21.

Australian Crime Commission Amendment
Act 2004

2 April 2004

ACC Act

20

7
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Amending Act

Commencement (earliest
relevant prospective
date)

NIC Acts amended

22.

Communications Legislation Amendment Act
(No. 1) 2004

21 April 2004

ASIO Act

23.

Intelligence Services Amendment Act 2004

27 April 2004

IS Act

24.

Telecommunications (Interception)
Amendment Act 2004

28 April 2004

25.

Law and Justice Legislation Amendment Act
2004

26.

Approx number
of amending
items333

Number of
pages of
amendments

28

16

5

6

TIA Act

12

5

27 May 2004

ACC Act
Crimes Act

59

15

Anti-terrorism Act 2004

1 July 2004

Criminal Code

27.

Australian Federal Police and Other
Legislation Amendment Act 2004

1 July 2004

AFP Act
Crimes Act

28.

Anti-terrorism Act (No. 2) 2004

17 August 2004

Criminal Code

29.

Anti-terrorism Act (No. 3) 2004

13 September 2004

ASIO Act

30

24

30.

Australian Security Intelligence Organisation
Amendment Act 2004

14 December 2004

ASIO Act

4

4

31.

Surveillance Devices Act 2004

15 December 2004

AFP Act

2
(relevant
items only)
99
3
(relevant
items only)

7
(amending
items only)

1
(relevant
items only)
47
4
(relevant
items only)

5
(amending
items only)
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NIC Acts amended

32.

Telecommunications (Interception)
Amendment (Stored Communications) Act
2004

15 December 2004

TIA Act

33.

Crimes Legislation Amendment
(Telecommunications Offences and Other
Measures) Act (No. 2) 2004

1 March 2005

Crimes Act
TIA Act

34.

National Security Information (Criminal
Proceedings) Amendment (Application) Act
2005

21 March 2005

35.

Crimes Legislation Amendment
(Telecommunications Interception and Other
Measures) Act 2005

36.

Approx number
of amending
items333

Number of
pages of
amendments

4

4

58

62

NSI Act

1

3

6 July 2005

TIA Act

15

12

National Security Information Legislation
Amendment Act 2005

3 August 2005

NSI Act

39

39

37.

Criminal Code Amendment (Trafficking in
Persons Offences) Act 2005

3 August 2005

TIA Act

21

19

38.

Anti-Terrorism Act 2005

4 November 2005

Criminal Code

5

4

39.

Law and Justice Legislation Amendment
(Serious Drug Offences and Other
Measures) Act 2005

8 November 2005

AFP Act
Crimes Act
SD Act
TIA Act

120

107
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NIC Acts amended

40.

Law and Justice Legislation Amendment
(Video Link Evidence and Other Measures)
Act 2005

16 November 2005

SD Act

41.

Intelligence Services Legislation Amendment
Act 2005

2 December 2005

42.

Anti-Terrorism Act (No. 2) 2005

43.

Approx number
of amending
items333

Number of
pages of
amendments

30

19

ASIO Act
IGIS Act
IS Act
TIA Act

153

37

14 December 2005

ASIO Act
Crimes Act
Criminal Code
SD Act

144

147

Telecommunications (Interception)
Amendment (Stored Communications and
Other Measures) Act 2005

14 December 2005

TIA Act

44

14

44.

Telecommunications (Interception)
Amendment Act 2006

13 June 2006

ACC Act
ASIO Act
IS Act
SD Act
TIA Act

275

91

45.

ASIO Legislation Amendment Act 2006

20 June 2006

ASIO Act
Criminal Code
IS Act

54

62
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46.

Law Enforcement Integrity Commissioner
(Consequential Amendments) Act 2006

1 July 2006

ACC Act
AFP Act
ASIO Act
Crimes Act
Criminal Code
SD Act
TIA Act

47.

Privacy Legislation Amendment
(Emergencies and Disasters) Act 2006

7 December 2006

ASIO Act

48.

Anti-Money Laundering and
Counter-Terrorism Financing (Transitional
Provisions and Consequential Amendments)
Act 2006

13 December 2006

49.

Law Enforcement (AFP Professional
Standards and Related Measures) Act 2006

50.

51.

Approx number
of amending
items333

Number of
pages of
amendments

99

28

2

12

IGIS Act
SD Act

165

37

30 December 2006

ACC Act
AFP Act
ASIO Act

145

79

Anti-Money Laundering and
Counter-Terrorism Financing Amendment
Act 2007

13 April 2007

AML/CTF Act
IGIS Act
SD Act

72

21

Fisheries Legislation Amendment Act 2007

26 July 2007

SD Act

355

72
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NIC Acts amended

Approx number
of amending
items333

Number of
pages of
amendments

52.

Families, Community Services and
Indigenous Affairs and Other Legislation
Amendment (Northern Territory National
Emergency Response and Other Measures)
Act 2007

18 August 2007

ACC Act
AFP Act

64

155

53.

Telecommunications (Interception and
Access) Amendment Act 2007

29 September 2007

IS Act
TIA Act

94

58

54.

Australian Crime Commission Amendment
Act 2007

29 September 2007

ACC Act

14

7

55.

Telecommunications (Interception and
Access) Amendment Act 2008

27 May 2008

TIA Act

53

12

56.

Telecommunications Interception Legislation
Amendment Act 2008

3 October 2008

SD Act
TIA Act

37

15

57.

Telecommunications Interception Legislation
Amendment Act (No. 1) 2009

23 May 2009

SD Act
TIA Act

10

7

58.

Trade Practices Amendment (Cartel
Conduct and Other Measures) Act 2009

24 July 2009

TIA Act

181

89

59.

Disability Discrimination and Other Human
Rights Legislation Amendment Act 2009

5 August 2009

IGIS Act

303

52

60.

Freedom of Information (Removal of
Conclusive Certificates and Other Measures)
Act 2009

7 October 2009

IGIS Act

68

28
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Amending Act

Commencement (earliest
relevant prospective
date)

Volume 4

NIC Acts amended

61.

Telecommunications (Interception and
Access) Amendment Act 2010

13 February 2010

TIA Act

62.

Crimes Legislation Amendment (Serious and
Organised Crime) Act 2010

19 February 2010

63.

Crimes Legislation Amendment (Serious and
Organised Crime) Act (No. 2) 2010

64.

Approx number
of amending
items333

Number of
pages of
amendments

40

16

ACC Act
Crimes Act
TIA Act

201

173

20 February 2010

ACC Act
AML/CTF Act
Crimes Act
SD Act
TIA Act

452

150

Crimes Legislation Amendment (Sexual
Offences Against Children) Act 2010

15 April 2010

ACC Act
Crimes Act
Criminal Code
SD Act
TIA Act

87

73

65.

Anti-People Smuggling and Other Measures
Act 2010

1 June 2010

ASIO Act
SD Act
TIA Act

29

16

66.

Freedom of Information Amendment
(Reform) Act 2010

1 November 2010

ACC Act
AML/CTF Act
IGIS Act
TIA Act

272

168
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NIC Acts amended

67.

National Security Legislation Amendment
Act 2010

25 November 2010

ACC Act
AFP Act
AML/CTF Act
Crimes Act
Criminal Code
IGIS Act
NSI Act

68.

Corporations Amendment (No. 1) Act 2010

13 December 2010

TIA Act

69.

Tax Laws Amendment (Confidentiality of
Taxpayer Information Act) 2010

17 December 2010

ACC Act
AML/CTF Act
IGIS Act

70.

Crimes Legislation Amendment Act 2011

2 March 2011

71.

Law and Justice Legislation Amendment
(Identity Crimes and Other Measures) Act
2011

72.

Telecommunications Interception and
Intelligence Services Legislation Amendment
Act 2011

Approx number
of amending
items333

Number of
pages of
amendments

267

86

22

10

151

69

ACC Act
AFP Act
Crimes Act
TIA Act

82

25

3 March 2011

AFP Act
AML/CTF Act
TIA Act

82

39

23 March 2011

ASIO Act
IS Act
TIA Act

129

35
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Approx number
of amending
items333

Number of
pages of
amendments

73.

Aviation Crimes and Policing Legislation
Amendment Act 2011

30 March 2011

AFP Act

31

10

74.

Combating the Financing of People
Smuggling and Other Measures Act 2011

28 June 2011

AML/CTF Act

96

53

75.

Intelligence Services Legislation Amendment
Act 2011

26 July 2011

IS Act
ASIO Act

32

9

76.

Inspector-General of Intelligence and
Security Amendment Act 2011

15 October 2011

AML/CTF Act
IGIS Act

17

8

77.

Australian Transaction Reports and Analysis
Centre Supervisory Cost Recovery Levy
(Consequential Amendments) Act 2011

1 November 2011

AML/CTF Act

9

10

78.

Carbon Credits (Consequential
Amendments) Act 2011

8 December 2011

AML/CTF Act

31

11

79.

Crimes Legislation Amendment Act (No. 2)
2011

1 January 2012

AFP Act

255

40

80.

Clean Energy (Consequential Amendments)
Act 2011

2 April 2012

AML/CTF Act

633

206

81.

Crimes Legislation Amendment (Powers and
Offences) Act 2012

5 April 2012

ACC Act
SD Act

226

74

82.

Extradition and Mutual Assistance in
Criminal Matters Legislation Amendment Act
2012

20 September 2012

SD Act
TIA Act

325

91
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Approx number
of amending
items333

Number of
pages of
amendments

83.

Cybercrime Legislation Amendment Act
2012

10 October 2012

TIA Act

116

49

84.

Australian Charities and Not‑for‑profits
Commission (Consequential and
Transitional) Act 2012

3 December 2012

AML/CTF Act

291

105

85.

Law Enforcement Integrity Legislation
Amendment Act 2012

13 December 2012

ACC Act
Crimes Act
SD Act
TIA Act

112

57

86.

Telecommunications Interception and Other
Legislation Amendment (State Bodies) Act
2012

20 December 2012

TIA Act

86

26

87.

Crimes Legislation Amendment (Slavery,
Slavery-like Conditions and People
Trafficking) Act 2013

8 March 2013

TIA Act

74

29

88.

Crimes Legislation Amendment (Law
Enforcement Integrity, Vulnerable Witness
Protection and Other Measures) Act 2013

29 June 2013

AML/CTF Act
AFP Act
TIA Act

168

52

89.

Public Interest Disclosure (Consequential
Amendments) Act 2013

15 January 2014

IGIS Act

29

13

90.

Telecommunications Legislation Amendment
(Submarine Cable Protection) Act 2014

28 May 2014

ASIO Act

101

43
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NIC Acts amended

Approx number
of amending
items333

Number of
pages of
amendments

91.

Clean Energy Legislation (Carbon Tax
Repeal Act) 2014

1 July 2014

AML/CTF Act

398

105

92.

National Security Legislation Amendment
Act (No. 1) 2014

3 October 2014

ACC Act
AML/CTF Act
ASIO Act
Criminal Code
IGIS Act
INSLM Act
IS Act
SD Act
TIA Act

338

133

93.

Counter-Terrorism Legislation Amendment
(Foreign Fighters) Act 2014

4 November 2014

AML/CTF Act
ASIO Act
Crimes Act
Criminal Code
INSLM Act
IS Act
TIA Act

276

163

94.

Counter-Terrorism Legislation Amendment
Act (No. 1) 2014

13 December 2014

Criminal Code
IS Act

64

24

95.

Crimes Legislation Amendment
(Psychoactive Substances and Other
Measures) Act 2015

6 March 2015

AML/CTF Act
SD Act

105

42
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96.

Telecommunications (Interception and
Access) Amendment (Data Retention) Act
2015

13 April 2015

ASIO Act
IS Act
TIA Act

97.

Customs and Other Legislation Amendment
(Australian Border Force) Act 2015

1 July 2015

ABF Act
ACC Act
AML/CTF Act
Crimes Act
INSLM Act
SD Act
TIA Act

98.

Law Enforcement Legislation Amendment
(Powers) Act 2015

28 July 2015

ACC Act

99.

Crimes Legislation Amendment (Powers,
Offences and Other Measures) Act 2015

27 November 2015

ACC Act
AFP Act
AML/CTF Act
Crimes Act
SD Act
TIA Act

100.

Australian Citizenship Amendment
(Allegiance to Australia) Act 2015

12 December 2015

101.

Crimes Legislation Amendment (Proceeds of
Crime and Other Measures) Act 2016

1 March 2016

Approx number
of amending
items333

Number of
pages of
amendments

109

86

1483

219

93

58

196

74

INSLM Act
IS Act

17

23

AML/CTF Act

21

19
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Approx number
of amending
items333

Number of
pages of
amendments

102.

Australian Crime Commission Amendment
(National Policing Information) Act 2016

1 July 2016

ACC Act

43

17

103.

Territories Legislation Amendment Act 2016

1 July 2016

TIA Act

171

47

104.

Counter-Terrorism Legislation Amendment
Act (No. 1) 2016

30 November 2016

ASIO Act
Crimes Act
Criminal Code
NSI Act
SD Act
TIA Act

248

145

105.

Law Enforcement Legislation Amendment
(State Bodies and Other Measures) Act
2016

1 December 2016

AML/CTF Act
Crimes Act
SD Act
TIA Act

66

25

106.

Criminal Code Amendment (High Risk
Terrorist Offenders) Act 2016

7 June 2017

Crimes Act
Criminal Code
INSLM Act
IS Act
SD Act
TIA Act

47

36

107.

Australian Border Force Amendment
(Protected Information) Act 2017

31 October 2017

ABF Act

32

12
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Commencement (earliest
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108.

Defence Legislation Amendment (2017
Measures No. 1) Act 2017

31 October 2017

IS Act

109.

Anti‑Money Laundering and
Counter‑Terrorism Financing Amendment
Act 2017

3 April 2018

110.

Home Affairs and Integrity Agencies
Legislation Amendment Act 2018

111.

Crimes Legislation Amendment
(International Crime Cooperation and Other
Measures) Act 2018

Approx number
of amending
items333

Number of
pages of
amendments

187

54

AML/CTF Act

85

36

11 May 2018

ACC Act
AFP Act
AML/CTF Act
ASIO Act
Crimes Act
Criminal Code
IGIS Act
INSLM Act
IS Act
SD Act
TIA Act

368

61

23 May 2018

ACC Act
AFP Act
AML/CTF
SD Act
TIA Act

343

122
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Approx number
of amending
items333

Number of
pages of
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112.

National Security Legislation Amendment
(Espionage and Foreign Interference) Act
2018

30 June 2018

ACC Act
AFP Act
Crimes Act
Criminal Code
IGIS Act
INSLM Act
SD Act
TIA Act

100

86

113.

Intelligence Services Amendment
(Establishment of the Australian Signals
Directorate) Act 2018

1 July 2018

AML/CTF Act
ASIO Act
IGIS Act
INSLM Act
IS Act

110

35

114.

Security of Critical Infrastructure
(Consequential and Transitional Provisions)
Act 2018

11 July 2018

ASIO Act

7

4

115.

Counter-Terrorism Legislation Amendment
Act (No. 1) 2018

25 August 2018

ASIO Act
Crimes Act
Criminal Code
IS Act

23

14

116.

Crimes Legislation Amendment (Powers,
Offences and Other Measures) Act 2018

25 August 2018

AFP Act
Crimes Act

35

19
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NIC Acts amended

117.

Corporations Amendment (Asia Region
Funds Passport) Act 2018

18 September 2018

AML/CTF Act

118.

Telecommunications and Other Legislation
Amendment Act 2017

18 September 2018

119.

Criminal Code Amendment (Food
Contamination) Act 2018

120.

Approx number
of amending
items333

Number of
pages of
amendments

374

122

ASIO Act
TIA Act

35

36

22 September 2018

Criminal Code

23

10

Telecommunications and Other Legislation
Amendment (Assistance and Access) Act
2018

9 December 2018

ASIO Act
INSLM Act
SD Act
TIA Act

233

224

121.

Unexplained Wealth Legislation Amendment
Act 2018

10 December 2018

TIA Act

51

59

122.

Intelligence Services Amendment Act 2018

11 December 2018

IS Act

13

10

123.

Office of National Intelligence
(Consequential and Transitional Provisions)
Act 2018

20 December 2018

ACC Act
ABF Act
AML/CTF Act
ASIO Act
Criminal Code
IGIS Act
INSLM Act
IS Act

101

25
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Amending Act

124.

Commencement (earliest
relevant prospective
date)

Counter-Terrorism (Temporary Exclusion
Orders) (Consequential Amendments) Act
2019

30 July 2019

Volume 4

NIC Acts amended

Approx number
of amending
items333

INSLM Act
IS Act

2

Number of
pages of
amendments
4

Table 5: Amending Acts that made minor and technical amendments to NIC legislation (11 September 2001 – 1 August 2019)
Amending Act

Commencement (earliest
relevant prospective date)

NIC Acts amended

1.

Abolition of Compulsory Age Retirement (Statutory Officeholders) Act 2001

29 October 2001

ACC Act
ASIO Act
IGIS Act

2.

Financial Sector (Collection of Data—Consequential and Transitional Provisions) Act 2001

1 July 2002

ACC Act

3.

Inspector-General of Taxation Act 2003

16 April 2003

ACC Act

4.

Workplace Relations Legislation Amendment (Registration and Accountability of
Organisations) (Consequential Provisions) Act 2002

12 May 2003

ACC Act

5.

Trade Practices Legislation Amendment Act 2003

1 March 2004

ACC Act

6.

Age Discrimination (Consequential Provisions) Act 2004

23 June 2004

IGIS Act

7.

Statute Law Revision Act 2007

15 December 2004
(retrospective
commencement only)

ACC Act

8.

Financial Framework Legislation Amendment Act 2005

22 February 2005

AFP Act
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NIC Acts amended

9.

Australian Passports (Transitionals and Consequentials) Act 2005

1 July 2005

ASIO Act
Criminal Code

10.

Statute Law Revision Act 2005

6 July 2005

TIA

11.

Statute Law Revision Act 2006

23 March 2006

AFP Act
Crimes Act
SD Act

12.

Telstra (Transition to Full Private Ownership) Act 2005

24 November 2006

ASIO Act

13.

Statute Law Revision Act 2008

13 December 2006

AML/CTF Act

14.

Crimes Legislation Amendment (Miscellaneous Matters) Act 2008

30 December 2006

AFP Act

15.

Non-Proliferation Legislation Amendment Act 2007

11 April 2007

AFP Act

16.

Australian Citizenship (Transitionals and Consequentials) Act 2007

1 July 2007

ASIO Act

17.

Law and Justice Legislation Amendment (Marking of Plastic Explosives) Act 2007

25 August 2007

AFP Act
ASIO Act
SD Act
TIA Act

18.

Financial Sector Legislation Amendment (Simplifying Regulation and Review) Act 2007

1 January 2008

AML/CTF Act

19.

Workplace Relations Amendment (Transition to Forward with Fairness) Act 2008

28 March 2008

AFP Act

20.

Superannuation Legislation Amendment (Trustee Board and Other Measures)
(Consequential Amendments) Act 2008

23 June 2008

ACC Act
AFP Act
IS Act

21.

First Home Saver Accounts (Consequential Amendments) Act 2008

26 June 2008

AML/CTF Act
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NIC Acts amended

22.

First Home Saver Accounts (Further Provisions) Amendment Act 2008

1 October 2008

AML/CTF Act

23.

Same-Sex Relationships (Equal Treatment in Commonwealth Laws–General Law
Reform) Act 2008

10 December 2008

AFP Act

24.

Customs Legislation Amendment (Name Change) Act 2009

23 May 2009

ACC Act
AML/CTF Act

25.

Fair Work (State Referral and Consequential and Other Amendments) Act 2009

1 July 2009

ACC Act
AFP Act

26.

Disability Discrimination and Other Human Rights Legislation Amendment Act 2009

5 August 2009

ACC Act

27.

Statute Law Revision Act 2010

1 March 2010

AML/CTF Act
Crimes Act
Criminal Code
TIA Act

28.

Social Security and Other Legislation Amendment (Welfare Reform and Reinstatement of
Racial Discrimination Act) Act 2010

1 July 2010

ACC Act

29.

Trade Practices Amendment (Australian Consumer Law) Act (No. 1) 2010

1 July 2010

TIA Act

30.

Trade Practices Amendment (Australian Consumer Law) Act (No. 2) 2010

1 January 2011

AML/CTF Act
TIA Act

31.

Statute Law Revision Act 2011

19 April 2011

AFP Act
ASIO Act
IGIS Act
INLSM Act
IS Act
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Commencement (earliest
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NIC Acts amended

32.

Superannuation Legislation (Consequential Amendments and Transitional Provisions) Act
2011

1 July 2011

ACC Act
AFP Act

33.

Human Services Legislation Amendment Act 2011

1 July 2011

AML/CTF Act

34.

Defence Legislation Amendment (Security of Defence Premises) Act 2011

12 October 2011

AFP Act

35.

Acts Interpretation Amendment Act 2011

27 December 2011

ACC Act
AFP Act
AML/CTF Act
ASIO Act
Criminal Code
IGIS Act
INSLM Act
IS Act
SD Act
TIA Act

36.

Statute Law Revision Act 2012

22 September 2012

ACC Act
IGIS Act
SD Act

37.

Crimes Legislation Amendment (Serious Drugs, Identity Crimes and Other Measures) Act
2012

29 November 2012

AFP Act

38.

Access to Justice (Federal Jurisdiction) Amendment Act 2012

12 December 2012

ACC Act

39.

Fair Work Amendment Act 2012

1 January 2013

ACC Act
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NIC Acts amended

40.

Federal Circuit Court of Australia (Consequential Amendments) Act 2013

12 April 2013

ACC Act
ASIO Act
Crimes Act
Criminal Code
TIA Act

41.

Foreign Affairs Portfolio Miscellaneous Measures Act 2013

28 May 2013

IS Act

42.

Statute Law Revision Act 2013

29 June 2013

ASIO Act
TIA Act

43.

Public Service Amendment Act 2013

1 July 2013

AFP Act

44.

Privacy Amendment (Enhancing Privacy Protection) Act 2012

12 March 2014

ACC Act
AML/CTF Act

45.

Statute Law Revision Act (No. 1) 2014

24 June 2014

ACC Act
AML/CTF Act
SD Act

46.

Public Governance, Performance and Accountability (Consequential and Transitional
Provisions) Act 2014

1 July 2014

ACC Act
AFP Act
ASIO Act
IGIS Act
IS Act

47.

Statute Law Revision Act (No. 1) 2015

25 March 2015

ASIO Act
SD Act
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NIC Acts amended

48.

Norfolk Island Legislation Amendment Act 2015

18 June 2015

ACC Act
AFP Act
AML/CTF Act

49.

Tribunals Amalgamation Act 2015

1 July 2015

Crimes Act
Criminal Code
IGIS Act
SD Act
TIA Act

50.

Customs Amendment (Australian Trusted Trader Programme) Act 2015

1 July 2015

ABF Act

51.

Tax and Superannuation Laws Amendment (2015 Measures No. 1) Act 2015

1 July 2015

AML/CTF Act

52.

Passports Legislation Amendment (Integrity) Act 2015

8 October 2015

ACC Act
ASIO Act

53.

Foreign Acquisitions and Takeovers Legislation Amendment Act 2015

1 December 2015

AML/CTF Act

54.

Statute Law Revision Act (No. 2) 2015

10 December 2015

SD Act
TIA Act

55.

Acts and Instruments (Framework Reform) (Consequential Provisions) Act 2015

5 March 2016

AML/CTF Act
ASIO Act
Criminal Code
IS Act
NSI Act
SD Act
TIA Act
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56.

Statute Law Revision Act (No. 1) 2016

10 March 2016

ACC Act
AFP Act
IGIS Act
IS Act

57.

Law and Justice Legislation Amendment (Northern Territory Local Court) Act 2016

1 May 2016

IGIS Act

58.

Statute Update Act 2016

21 October 2016

IGIS Act

59.

Criminal Code Amendment (Protecting Minors Online) Act 2017

23 June 2017

TIA Act

60.

Public Governance and Resources Legislation Amendment Act (No. 1) 2017

23 August 2017

AML/CTF Act

61.

Statute Update (Winter 2017) Act 2017

20 September 2017

TIA Act

62.

Investigation and Prosecution Measures Act 2018

22 May 2018

SD Act
TIA Act

63.

Statute Update (Autumn 2018) Act 2018

19 June 2018

AML/CTF Act
Criminal Code
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Annex C Summary of amendments to legislation in the
Terms of Reference
C.1

The following table shows the growth in the core legislation relating to the National
Intelligence Community. These Acts totalled 729 pages as originally passed by the
Parliament. On 1 August 2019 (the end of 46th Parliament’s 2019 Winter Sittings)
the number of pages was 2,310.

C.2

Between 11 September 2001 and 1 August 2019 this legislation was amended by
124 Acts334. Those 124 Acts came to 5,948 pages with approximately 14,600
amending items.
Table 6: Legislative Amendments Summary Table
Act

Original
number of
pages

Number of
pages at
11 Sept
2001

Current
number of
pages

Australian Security Intelligence Organisation Act 1979

36

59

195

Office of National Intelligence Act 2018

46

N/A

46

7

9

N/A335

Intelligence Services Act 2001

42

N/A

117

Australian Federal Police Act 1979

27

111

189

Australian Crime Commission Act 2002

44

94

145

284

N/A

365

Australian Border Force Act 2015

51

N/A

54

Surveillance Devices Act 2004

83

N/A

162

Telecommunications (Interception and Access) Act 1979

19

National Security Information (Criminal and Civil Proceedings)
Act 2004

38

N/A

95

Independent National Security Legislation Monitor Act 2010

22

N/A

25

Inspector-General of Intelligence and Security Act 1986

18

33

45

Office of National Assessments Act 1977

Anti-Money Laundering and Counter-Terrorism Financing Act
2006

132

411

334

These Acts made at least one substantive amendment to the core legislation. A further 63 Acts made only
minor or technical amendments.
335 The Office of National Assessments Act 1977 (the ONA Act) was repealed on the enactment of the Office
of National Intelligence Act 2018. On repeal the ONA Act had 10 pages.
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Act

Crimes Act 1914 (national security provisions)336
Criminal Code Act 1995 (national security provisions) 338
TOTAL

336

Volume 4

Original
number of
pages

Number of
pages at
11 Sept
2001

Current
number of
pages

N/A337

15

194

19339

N/A340

267

729341

N/A

2310

The national security provisions are found in Division 3A (powers in relation to terrorist acts and terrorism
offences), section 3WA (powers of arrest without warrant for a terrorism offence or offence of advocating
terrorism) and Division 4B (power to obtain information and documents) of Part IAA, Part IAAA (delayed
notification search warrants), Part IAAB (Monitoring of compliance with control orders), Part IAB (controlled
operations) and Subdivision B of Division 2 of Part IC (Investigation of Commonwealth terrorism offences).
337 The national security provisions did not exist in the Crimes Act in 1914.
338 The national security provisions are found in Chapter 5 (with the exception of the offences in Part 5.4 in
respect of harming Australians) and section 137.1A (aggravated offence for giving false or misleading
information in relation to an Australian Government security clearance) of Chapter 7. The provisions counted
in Chapter 5 concern treason, urging violence and advocating terrorism or genocide; sabotage; espionage;
foreign interference; theft of trade secrets involving foreign government principals; terrorism and terrorism
financing; control orders, preventative detention orders and continuing detention orders; and foreign
incursions and recruitment.
339 This number indicates the number of pages when Chapter 5 was first introduced in the Criminal Code in
July 2002 by the Security Legislation Amendment (Terrorism) Act 2002. At this time Chapter 5 included
treason and terrorism offences.
340 Chapter 5 and section 137.1A (false or misleading information in relation to an Australian Government
security clearance) did not exist in the Criminal Code in September 2001. At September 2001 the offences
for espionage, official secrets, treason, treachery, sabotage, inciting mutiny, and other offences against the
Government were located in the Crimes Act and totalled 26 pages.
341 This total does not include the Office of National Assessments Act 1977 to avoid double counting.
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Date

Event

January 1916

Commonwealth Branch of the Imperial Counter-Espionage Bureau founded.
The Branch was the first civilian intelligence agency in Australia. It was also
known as the Special Intelligence Bureau.

December 1917

Commonwealth Police Force established, in part because Prime Minister
Billy Hughes had an egg thrown at him at a public rally and the Queensland
Police refused to arrest the offenders.

August 1919

Commonwealth Investigation Branch established in Melbourne by merger
of Special Intelligence Bureau and Commonwealth Police Force.

March 1941

Security Service established under joint control of the Chiefs of Staff, for
operational matters, and the Attorney-General's Department, for
administration. The new organisation investigated hostile and subversive
organisations.

July 1942

The Allied Intelligence Bureau established to coordinate existing secret
organisations from Allied nations to produce intelligence and conduct
operations behind enemy lines.

February 1943

US Army’s Signal Intelligence Service, the precursor to the US National
Security Agency, commences Operation VENONA against Soviet
communications. This revealed widespread Soviet espionage networks in
Australia, the UK, Canada and the US.

February 1944

Commonwealth Security Service cut off from allied signals intelligence
including VENONA information.

July 1946

Commonwealth Investigation Service (CIS) was set up within the
Commonwealth Investigation Branch. CIS took over the counter espionage
and subversive organisations functions of the Commonwealth Security
Service and remained responsible for internal security until 1949.

May 1947

Joint Intelligence Bureau established. It was responsible for geographic,
infrastructure and economic intelligence, principally in Australia's region.

November 1947

Defence Signals Bureau established. Its role was to exploit foreign
communications and be responsible for communications security for the
armed forces and Government.

February 1948

MI5 Chief briefed Prime Minister Chifley about serious leaks to the Soviets
believed to have come from Australia's Department of External Affairs in or
from 1945.

August 1948

Australian Government learns that the US has decided to withhold all
classified military information from Australia until further notice. No official
reason is provided, but informal reporting links it to the alleged leaks from
Australia.

March 1949

Australian Security Intelligence Organisation (ASIO) established by
executive charter. ASIO was to undertake intelligence activities for the
protection of the Commonwealth against espionage, sabotage and
subversion.
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October 1949

Defence Signals Bureau renamed Defence Signals Branch.

July 1950

ASIO Charter revised. Access to Prime Minister by the Director-General of
Security was limited and the Charter set out more details about ASIO's
finances and liaison activities. ASIO headquarters relocated to Melbourne to
be close to other major government departments such as Defence.

October 1950

Government attempted to ban the Communist Party of Australia by enacting
the Communist Party Dissolution Act 1950.

March 1951

The High Court finds the Communist Party Dissolution Act 1950 to be
unconstitutional. The Court finds that the Act had declared the
Communist Party and its members guilty of subversion instead of allowing
this to be determined through the judicial system.

September 1951

Government holds a referendum to amend the Constitution to permit it to ban
the Communist Party. The referendum is defeated.

May 1952

Australian Secret Intelligence Service (ASIS) established by executive
charter but not publicly disclosed. Its role was to obtain and distribute secret
intelligence and to plan for and conduct special operations.

April 1954

Vladimir and Evdokia Petrov defect to Australia. They provide evidence of
Soviet intelligence activities in Australia.

1954 to 1955

Royal Commission on Espionage established to inquire into and report on
Soviet Espionage in Australia. Principal findings were that the Petrovs had
provided accurate information, the Soviet Embassy had conducted espionage
in Australia and the only Australians who knowingly assisted were
Communists.

December 1954

Revised ASIS Charter moved the agency from the responsibility of the
Minister of Defence to the Minister of External Affairs.

November 1956

ASIO put on statutory footing through the enactment of the Australian
Security Intelligence Organization Act 1956. The Act set out ASIO’s
functions, the role of the Director-General and other administrative matters.

December 1957

Commonwealth Police Act 1957 enacted establishing the Commonwealth
Police from a merger of the Commonwealth Investigation Service and Peace
Officer Guard.

May 1960

Telephonic Communications (Interception) Act 1960 enacted. The Act put
telephone interception powers on a statutory footing for the first time. Powers
were limited to ASIO. Law enforcement agencies were not permitted to
intercept telephone communications.

January 1964

Defence Signals Branch renamed Defence Signals Division.

February 1970

In a reorganisation of the Department of Defence, the Joint Intelligence
Bureau is merged with three Armed Services Directorates of Intelligence and
renamed the Joint Intelligence Organisation. Its role was to prepare
intelligence assessments on military, economic, scientific and technical
matters concerning Australia’s defence.

16 September 1972

Bombing of the Yugoslav General Trade and Tourist Agency, Sydney injures
16 people.
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March 1973

Attorney-General Lionel Murphy 'raids' ASIO headquarters in Melbourne to
seek information on Croatian extremist activities in Australia, which he
believed was being withheld from him.

August 1974

Royal Commission on Intelligence and Security (RCIS) established with
Justice Robert Marsden Hope as Royal Commissioner. The Terms of
Reference required the Royal Commission to ‘make recommendations on the
intelligence and security services which the nation should have available to it
and on the way in which the relevant organizations can most efficiently and
effectively serve the interests of the Australian people and Government’.

August 1975

Administrative Appeals Tribunal (AAT) established to review
administrative decisions.

March 1976 to April 1977

Eight RCIS Reports produced for Government:
 The First and Second Reports dealt with procedural issues and
ASIO's role in the security checking of Commonwealth employees and
proposed the establishment of the Security Appeals Tribunal.
 The Third Report discussed the need for objectivity in intelligence
assessments and recommended the creation of a separate assessment
agency to sit at the centre of the government’s intelligence system to
coordinate the intelligence community and carry out assessments of
strategic, political and economic matters of significance to Australia.
 The Fourth Report on ASIO recommended thorough reform of ASIO and
stressed the need for adherence to the law, improving its culture and
ensuring bipartisanship and political neutrality in intelligence and security
matters.
 The Fifth Report on ASIS recommended that ASIS be publicly
acknowledged and be given statutory authority. It also recommended that
ASIS should have a limited covert operations capability.
 The Sixth Report on DSD recommended that DSD should become a
national intelligence agency and should have its own signals intelligence
collection capability.
 The Seventh Report comprised a history of the Australian Intelligence
Community to 1950.
 The Eighth Report recommended how the records of the RCIS should be
handled after the Royal Commission was over.

December 1976

Commonwealth Ombudsman established. The Ombudsman was given
powers to investigate complaints about administrative actions of officials and
to make recommendations for remedial action.

October 1977

Office of National Assessments (ONA) established. Its functions were to
assemble and correlate information, to assess international developments of
significance to Australia, and to coordinate and evaluate Australia’s foreign
intelligence activities.

October 1977

Prime Minister Malcolm Fraser acknowledges the existence of ASIS and the
intelligence role of DSD.

13 February 1978

Sydney Hilton Hotel bombing. Three people were killed when a bomb
exploded outside the site of the first Commonwealth Heads of Government
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Regional Meeting. The Government commissions separate reviews of
protective security and the organisation of Commonwealth police resources.

April 1978

Report to the Minister for Administrative Services on the Organisation of
Police Resources in the Commonwealth Area and Other Related Matters
presented to Government. Sir Richard Mark recommends creating the
Australian Federal Police.

March 1979

Protective Security Review Report completed by Justice Hope. The Report
recommended clarifying the responsibilities, and improving the working, of
Australian intelligence and policing agencies.

June 1979

Australian Federal Police established with the merger of the
Commonwealth Police and the Australian Capital Territory Police.

October 1979

Australian Security Intelligence Organization Act 1979 enacted. It introduced
fundamental and wide-ranging reforms to ASIO, redefining its functions,
setting out its powers in legislation and providing an authorisation framework
for their use. It also enacted a new framework for ASIO security assessments
and established the Security Appeals Tribunal to review security
assessments.

October 1979

Telecommunications (Interception) Act 1979 enacted. The Act extended the
powers of ASIO to intercept material travelling over all telecommunications
systems, including telegrams. It also provided limited powers for law
enforcement to intercept communications to investigate narcotics offences.

March 1982

Freedom of Information Act 1982 enacted. The Act provided members of the
public with access to information held by government agencies and Ministers,
subject to exemptions for national interests such as security and defence.

April 1983

ASIO briefs Prime Minister Bob Hawke that diplomat Valeriy Ivanov is a
Soviet intelligence officer and that Ivanov is apparently cultivating
David Combe - a lobbyist with close links to the Government.

April 1983

Valeriy Ivanov expelled from Australia.

May 1983

Royal Commission on Australia's Security and Intelligence Agencies
(RCASIA) established to investigate these agencies’ activities including into
the progress they had made in implementing reforms since RCIS, issues of
coordination, oversight and accountability, ASIO’s compliance with the law,
and the expulsion of Ivanov.

November 1983

Archives Act 1983 enacted. The Act established the Australian Archives on a
statutory footing. Special exceptions were enacted for the records of
intelligence agencies.

30 November 1983

Sheraton Hotel incident. ASIS undertook a training exercise in which trainees
carried real weapons, intimidated staff and broke down a door. The exercise
was inadequately planned and supervised and ASIS had not informed hotel
staff or the Victorian Police. The RCASIA Terms of Reference were updated
to include investigation of this incident.

December 1983

RCASIA published its Report on Terms of Reference covering the
Combe-Ivanov affair. It concluded that there had been no intelligence
breaches or threats to security.
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February 1984

RCASIA published its Report on the Sheraton Hotel Incident. It concluded
that the incident was an aberration but recommended that ASIS’s covert
operations function should be removed.

June 1984

National Crime Authority (NCA) established. Its functions were to collect,
analyse and disseminate criminal information relating to certain organised
criminal activities, investigate matters relating to those criminal activities,
establish Commonwealth, state or joint task forces where appropriate to
investigate matters relating to those criminal activities, and coordinate
investigations by task forces.

December 1984

RCASIA presented the Government with its General Report, Report on the
ONA and JIO and individual reports on ASIO, DSD and ASIS. The
Commission found that the intelligence community had made significant
efforts to reform since RCIS. The Commission recommended reforms to
improve accountability of agencies.

April 1986

Report of the Royal Commission of Inquiry into Alleged Telephone
Interceptions (the Stewart Royal Commission) published.
Justice Donald Stewart investigated the conduct of telephone interception by
state police forces and recommended extending interception powers to police
to cover serious offences.

October 1986

Inspector-General of Intelligence and Security (IGIS) established. The
IGIS was founded to maintain a close scrutiny of intelligence agencies to give
assurance to Parliament and the public that they act with propriety and within
the law. IGIS was granted wide-ranging powers that were in many ways
equivalent to a standing royal commission.

November 1986

Joint Select Committee on Telecommunications Interception reviews
Telecommunications Interception Amendment Bill 1986 and the
Stewart Royal Commission recommendations on extending police
interception powers. The Committee proposed that police interception powers
should cover serious offences and that a separate statutory authority should
conduct interception on behalf of state agencies.

December 1986

Australian Security Intelligence Organization Amendment Act 1986 enacted
establishing the Parliamentary Joint Committee on the Australian
Security Intelligence Organization. Its purpose was to review aspects of
the activities of ASIO that were referred to it by the Minister or Parliament.

December 1986

ASIO Central Office opened in Canberra.

June 1987

Telecommunications Interception (Amendment) Act 1987 is enacted to
extend interception powers to state and territory law enforcement agencies
and increase the number of offences that could be investigated.

June 1988

Cash Transaction Reports Agency (CTRA) is established to monitor the
movement of currency and detect fraudulent transactions.

December 1988

Privacy Act 1988 enacted to promote and protect individual privacy and
regulate how government agencies handle personal information.

July 1990

Defence Intelligence Organisation (DIO) established as an all-source
provider of defence strategic intelligence replacing the Joint Intelligence
Organisation.
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December 1991

Cash Transactions Amendment Act 1991 enacted replacing the CTRA with
the Australian Transaction Reports and Analysis Centre (AUSTRAC). Its
role was to implement the recommendations of the Financial Action Task
Force on Money Laundering which included collecting and analysing financial
transaction data.

March 1995

Commission of Inquiry into the Australian Security Intelligence Service,
conducted by Justice Gordon Samuels AC QC and Michael Codd AC,
published its Report on the Australian Security Intelligence Service.The
Commission was set up to investigate whether any changes were required of
ASIS’s arrangements for control and accountability, organisation and
management, protection of intelligence sources and resolving complaints and
grievances. It recommended establishing ASIS on a statutory basis.

December 1995

Security Appeals Division established within the AAT. This replaced the
Security Appeals Tribunal.

December 1999

Computer access warrants for ASIO introduced into the ASIO Act.

June 2000

‘Named person warrants’ introduced into the TIA Act in response to the
increasing use of mobile phones.

November 2000

Defence Imagery and Geospatial Organisation (DIGO) created by a
Cabinet directive from the amalgamation of the Australian Imagery
Organisation, the Directorate of Strategic Military Geographic Information,
and the Defence Topographic Agency. Its function is to obtain and report
geospatial and imagery intelligence.

11 September 2001

Terrorist attacks on the World Trade Centre in New York City, US and the
Pentagon in Washington DC, US.

October 2001

Intelligence Services Act 2001 enacted, putting ASIS and DSD on a statutory
footing for the first time. The Act also expanded the remit of the
Parliamentary Joint Committee on ASIO to include oversight of ASIS and
DSD. It becomes the Parliamentary Joint Committee on ASIO, ASIS and
DSD (PJCAAD).

July 2002

Security Legislation Amendment (Terrorism) Act 2002 enacted. It amended
the Criminal Code to include offences to deal with terrorism and membership
of a terrorist organisation. The Act also included a regime for the
Attorney-General to proscribe an organisation as a terrorist organisation.

12 October 2002

Suicide bombings kill 202 people, including 88 Australians, in attacks in Bali.
The bombings were carried out by members of the extremist group Jemaah
Islamiyah.

December 2002

Australian Crime Commission (ACC) established. It replaced the
National Crime Authority in order to provide a greater level of national
coordination on criminal intelligence.

May 2003

Criminal Code Amendment (Terrorism) Act 2003 enacted. The Act added
Part 5.3 to the Criminal Code to deal with terrorism offences. This Part was
enacted on a referral of constitutional power from the States.

July 2003

Australian Security Intelligence Organisation Legislation Amendment
(Terrorism) Act 2003 enacted. It provided ASIO with new powers to
investigate terrorism offences, including questioning warrants, which require
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a person to appear, or questioning and detention warrants, in which the
police take a person into custody and detain them for questioning.

July 2004

Philip Flood AO released his report of the Inquiry into Australian Intelligence
Agencies (the Flood Review) which looked into the effectiveness of oversight
and accountability mechanisms, the division of effort between agencies, the
intelligence assessment process and the adequacy of resourcing for relevant
agencies. The report recommended:
 parliamentary oversight should be extended to all intelligence agencies
 DIGO should be included in the IS Act
 DIO’s mandate should be revised; and
 the intelligence community should be subject to periodic external reviews.

2004 to 2006

Operation Pendennis commenced in July 2004. It was Australia’s longest
running terrorism investigation leading to the arrest between November 2005
and March 2006 of two militant Islamic cells operating in Sydney and
Melbourne. The final trials took place in October 2009 and the final sentences
were handed down in 2010.

December 2004

National Security Information (Criminal Proceedings) Act 2004 enacted to
protect information from disclosure during criminal proceedings where the
disclosure is likely to prejudice Australia’s national security. The Act was
amended in 2005 to apply to certain civil proceedings as well.

December 2004

Surveillance Devices Act 2004 enacted to introduce a legal framework for the
use of surveillance devices to investigate Commonwealth offences. The Act
was based on model surveillance device laws developed by the Joint
Working Group on National Investigation Powers.

November 2005

Intelligence Services Legislation Amendment Act 2005 enacted establishing
the Parliamentary Joint Committee on Intelligence and Security (PJCIS)
in response to recommendations of the Flood Review. The new committee
replaced PJCAAD and extended oversight to DIGO, DIO and ONA. The
functions of DIGO were also added to the IS Act.

December 2005

Anti-Terrorism Act (No 2) 2005 enacted. The Act introduced a control order
framework into the Criminal Code which allows obligations, prohibitions and
restrictions to be imposed on a person to protect the public from a terrorist
act. It also introduced a preventative detention scheme which allows police to
detain a person to prevent a terrorist act or obtain evidence relating to
terrorism.

May 2006

Telecommunications (Interception) Legislation Amendment Act 2006
enacted. The Act implemented recommendations of the Report on the
Review of Regulation of Access of Telecommunications under the
Telecommunications (Interception) Act 1979 by Anthony Blunn AO (the Blunn
Report) including to:
 introduce a ‘stored communications’ warrant framework to access
communications – including emails, SMS and voicemail - held by carriers
 enable interception of communications of persons known to associate with
a person of interest (B-party warrant); and
 extend the named person warrant framework, to enable the intercept of
communications to or from any device used by the named person.
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December 2006

Anti-Money Laundering and Counter-Terrorism Financing Act 2006 enacted
to provide a framework to counter money laundering and terrorism financing
in Australia. The Act implemented record keeping, reporting and compliance
obligations for the financial and gambling sectors, bullion dealers and others
providing financial services. It also extended the existing regulatory regime
imposed by the Financial Transaction Reports Act 1988.

September 2007

Telecommunications (Interception) Legislation Amendment Act 2007 enacted
to implement further recommendations of the Blunn Report. It introduced a
framework to comprehensively regulate access to telecommunications data
for national security and law enforcement purposes.

April 2010

Independent National Security Legislation Monitor (INSLM) established.
This reform was in response to a recommendation from the Inquiry into the
Case of Dr Mohamed Haneef conducted by the Hon John Clarke QC. The
INSLM was given the role of independently reviewing the operation,
effectiveness and implications of national security and counter-terrorism laws;
and considering whether the laws contain appropriate protections for
individual rights, remain proportionate to terrorism or national security threats,
and remain necessary.

November 2011

Report of the 2011 Independent Review of the Intelligence Community
conducted by Robert Cornall AO and Rufus Black published. This was the
first of the periodic reviews of the Australian Intelligence Community
recommended by the Flood Report.

July 2013

Public Interest Disclosure Act 2013 enacted to facilitate the making of
disclosures of wrongdoing by public officials.

2014

The declaration of a caliphate––an independent Islamic State––in Iraq and
the Levant (Islamic State) and accompanying extremist Islamist propaganda,
inspired several hundred Australians to travel to Iraq and Syria to join
Islamic State and fight for its cause.

October 2014

The National Security Legislation Amendment Act (No 1) 2014 enacted
which:
 renamed the Defence Signals Directorate as the Australian Signals
Directorate (ASD) and the Defence Imagery and Geospatial Organisation
as the Australian Geospatial-Intelligence Organisation (AGO)
 introduced special intelligence operations into the ASIO Act which
provided ASIO officers with limited protection from criminal and civil
liability in authorised covert intelligence operations that involve otherwise
unlawful conduct; and
 introduced identified person warrants into the ASIO Act which allowed
ASIO to use multiple warrant powers against an identified person of
security concern.

July 2016
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Independent Intelligence Review (2017 IIR) report by Michael L'Estrange AO
and Stephen Merchant PSM provided to Government. This was the second
of the periodic reviews recommended by the Flood Report.
Recommendations included:
 establishing a new Office of National Intelligence
 making ASD a statutory agency
 amending the IS Act ministerial authorisation regime
 improving cooperation among agencies; and
 expanding PJCIS oversight to all ten agencies within the NIC.

April 2018

Intelligence Services Amendment (Establishment of the Australian Signals
Directorate) Act 2018 enacted. It separated ASD from the Department of
Defence and established it as an independent statutory agency under the
control of the Director-General of ASD. It also allowed the Australian Cyber
Security Centre to operate within ASD and cooperate with listed persons and
bodies, and gave ASD a function to prevent and disrupt cybercrime and to
protect the specialised technologies and capabilities acquired in the
performance of its other functions.

May 2018

Home Affairs and Integrity Agencies Legislation Amendment Act 2018
enacted to make amendments to NIC legislation following the creation of the
Home Affairs portfolio.

June 2018

National Security Legislation Amendment (Espionage and Foreign
Interference) Act 2018 enacted. It amended the Criminal Code to strengthen
existing espionage offences, introduce new foreign interference offences,
reform Commonwealth secrecy offences, reform offences against
government, such as treason, and introduce new offences relating to
sabotage, theft of trade secrets, and to maintain the integrity of security
clearances.

December 2018

Office of National Intelligence Act 2018 enacted replacing ONA with the
Office of National Intelligence (ONI) following recommendations from the
2017 IIR. ONI was given broader assessment and open source functions and
increased leadership and evaluation functions across the NIC. ONI was
empowered to provide directions and issue guidelines to agencies within the
community and provide advice to the Prime Minister.
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