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Chair's Foreword 

The role of petitioning provides Australian citizens and residents with their only 
direct voice to Parliament. This right to petition, facilitated through the Standing 
Committee on Petitions (the Committee), saw change in the 45th Parliament 
through the introduction of the e-petitions system, which has continued into the 
46th Parliament alongside the ongoing tradition of paper petitions.  

With this changing petitions environment comes new challenges to ensure the 
ability to petition remains accessible while maintaining a secure system in which 
all Australians may have confidence. With e-petitioning, the most popular method 
to petition the House of Representatives (the House), the Committee has largely 
assessed electronic security mechanisms within this report, while drawing out 
comparisons to paper petitions.  

The Committee carefully considered how the user experience is affected by 
electronic security mechanisms, and their impact on the accessibility of the e-
petitions system. In the course of its inquiry the Committee received submissions 
from a number of parliaments which operate their own petitioning systems, which 
has allowed the Committee to draw out valuable comparative insights on petitions 
security and accessibility. 

A key concern raised during the inquiry was that additional security measures, 
such as the use of official records for verification purposes, would reduce the 
ability for some people who currently exercise this right. The Committee remains 
dedicated to supporting a petitions system which allows all Australians to petition 
the Parliament while balancing the need for security and accessibility.  

I would like to express my thanks to my Deputy Chair, the Hon Justine Elliot MP, 
and to my colleagues on the Committee, for their ongoing support of petitioning in 
the House, and for their hard work and professionalism. On behalf of the 
Committee, I warmly extend my thanks to the inquiry participants who prepared 
submissions.  
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I commend the petitions process and this report to the House of Representatives. 
On behalf of the Committee I thank all Australian citizens and residents who 
continue to show an interest in lodging or signing a petition to the House.  

 

 

 

 

Ken O’Dowd MP 

Chair 
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Terms of Reference 

That the Committee will inquire into and report on:  

 the impact of fraudulent activity; 
  the security of the e-petitions system; 
 the impact of security features on accessibility; 
 other issues relating to the accessibility of e-petitions; 
 self-declaration of citizenship and residency; 
 the use of official records for verification purposes; 
 the introduction of an age limit; and 
 other related matters. 

In conducting this inquiry, the Committee will consider the petitioning processes 
and procedures of other jurisdictions. 
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1. Introduction 

1.1 Petitioning has been described as ‘the oldest of all parliamentary forms’ and 
is ‘the only direct means by which an individual or group can ask the 
Parliament to take action’.1 

1.2 The House of Representatives (the House) should therefore provide an open 
and accessible petitioning process that allows people to readily exercise their 
right to petition.2 

1.3 To better facilitate this process, the Standing Committee on Petitions (the 
Committee) was established in the 42nd Parliament to ‘receive and process 
petitions and to inquire into and report on any possible action to be taken in 
response to them’.3 

1.4 In 2007, the House Standing Committee on Procedure recommended the 
introduction of an e-petitioning system to align with the expectations of 
petitioners and the societal shift toward online communication.4 

1.5 The e-petitions system was subsequently developed in 2016 as a joint project 
between the Department of Parliamentary Services (DPS) and the 

                                                      
1House of Representatives Practice, 7th Edition, p. 629; Department of the House of Representatives, 

‘Infosheet 11 – Petitions’, 
<https://www.aph.gov.au/About_Parliament/House_of_Representatives/Powers_practice_and_p
rocedure/00_-_Infosheets/Infosheet_11_-_Petitions> viewed 26 March 2021. 

2 Department of the House of Representatives, Submission 10, p. 2.  

3 House of Representatives Standing Committee on Procedure, Making a difference: Petitioning the 
House of Representatives, August 2007, p. 19.  

4 House of Representatives Standing Committee on Procedure, Making a difference: petitioning the 
House of Representatives, August 2007, pp. xii; Department of the House of Representatives, 
Submission 10, p. 2.  
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Department of the House of Representatives, in accordance with the 
specifications of the Committee.5 

1.6 The design of the system was intended to be, as much as possible, ‘no more 
prohibitive than creating or signing a paper petition’ and was created in the 
spirit of maintaining openness and accessibility for all Australians.6 

1.7 Since the launch of the e-petitioning system, a number of upgrades have 
been made to improve accessibility for users and to enhance system security. 
These upgrades include: 

2018 

 improved usability of the administrative portal for the committee secretariat 
and provide performance enhancements to the public website;7 

 2019 

 a unique web page and URL for each approved petition and the facility to 
easily share details of the petition through various social media platforms; 
and8 

2021 

 improved user experience on the website and for mobile device users, 
including a more intuitive interface, improved search capability and more 
links to pages;  

 increased conformity with international Web Content Accessibility 
Guidelines (WCAG) to make web content more accessible to people with 
disability (for example, greater use of symbols, images and plain English 
text); and 

 updated technology and the underlying software application to improve site 
performance, security and maintainability.9 

1.8 The Committee continues to balance its responsibilities to provide an open 
and accessible petitioning system with one that also provides the security 
required to uphold the integrity of the petitioning process. This inquiry is 

                                                      
5 Department of Parliamentary Services (DPS), Submission 1, p. 1; Department of the House of 

Representatives, Submission 10, p. 1.  

6 DPS, Submission 1, p. 2; Department of the House of Representatives, Submission 10, p. 1. 

7 DPS, Submission 1, p. 1. 

8 Department of the House of Representatives, Submission 10, p. 2. 

9 DPS, Submission 1, p. 1.  
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part of the Committee’s ongoing role in maintaining the balance between 
security and accessibility.  

Background to the inquiry 

1.9 On 9 December 2020 the Committee resolved to inquire into and report on 
aspects of the House of Representatives’ petitioning system relating to 
security and accessibility.   

1.10 The terms of reference to the inquiry are found on page xi of this report.  

1.11 Thirteen submissions were made to the inquiry. A list of submissions is 
provided at Appendix A.  
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2. Accessibility  

2.1 It is important that the petitions system is accessible to those who wish to 
use it. This chapter will consider the accessibility of the petitioning process 
relating to the users’ experience with the e-petition system’s electronic 
security mechanisms, and how these features inhibit or enhance the users’ 
ability to sign or create a petition. Comparisons will be drawn regarding the 
accessibility of paper petitions.     

Background 

2.2 The accessibility of petitioning relating to the design of the e-petitions user 
interface and information presented about petitioning was examined, in 
some detail, by the Petitions Committee of the 45th Parliament.1 This report 
will not reconsider matters raised previously, unless directly relevant to the 
terms of reference.  

2.3 In its 2018 report on the inquiry into the e-petitioning system of the House of 
Representatives, the former committee made the following 
recommendations relating to petitioning accessibility: 

Recommendation 1 

The Committee recommends that the Department of the House of 
Representatives, in conjunction with the Department of Parliamentary 
Services, work within existing resources to update the House e-petitions 
system and web page design to improve user experience and accessibility for 
all users, giving consideration to adding the following features to the House 
Petitions List and website: 

                                                      
1 House of Representatives Standing Committee on Petitions, Making voices heard, May 2018, pp. 7–33.  
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 a unique URL for each petition, to allow petitioners to easily share and 
promote their e-petitions for signing; 

 additional navigation options to improve the ability to search for an 
e-petition, such as the ability to re-order the list according to subject matter 
or date certified (i.e. listing the current e-petitions open for signatures at the 
top of the page); 

 an easier signing process, if the security and robustness of the verification 
process can be maintained; 

 the use of plain English language, including simple instructions for using the 
e-petitions system and wider petitions process; 

 the use of explanatory symbols and imagery in addition to text, to increase 
understanding of the petitions process; 

 a series of online written and video tutorials to assist users to create and sign 
petitions. 

Recommendation 2 

The Committee recommends that the Department of the House of 
Representatives develop a campaign to promote petitioning in the House, 
with an emphasis on e-petitioning.2 

2.4 A government response to the report was tabled in the House of 
Representatives on 13 August 2018 which provided agreement to both 
recommendations.3 

2.5 The e-petitions system was updated in August 2019 to allow for a unique 
URL to be implemented for each petition.4 Upgrades to the system were 
released in March 2021 which addressed, among other technical 
enhancements, the remainder of accessibility issues outlined in 
Recommendation 1.5 

                                                      
2 House of Representatives Standing Committee on Petitions, Making voices heard, May 2018,  

pp. 24, 40.  

3 Government response to the House of Representatives Standing Committee on Petitions, Making 
voices heard: Inquiry into the e-petitioning system of the House of Representatives Petitions Committee, 
28 June 2018, <https://www.aph.gov.au/DocumentStore.ashx?id=bddf5788-c569-4dc7-9274-
4ce38d9a790a> viewed 18 May 2021.  

4 Department of the House of Representatives, Submission 10, p. 2.  

5 Department of Parliamentary Services (DPS), Submission 1, p. 1.  
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2.6 In February 2019, the former committee tabled another report on an inquiry 
into the future of petitioning in the House. The report included the following 
recommendation relating to petitioning accessibility: 

Recommendation 3 

The Committee recommends that the process of creating a petition be 
streamlined so that petitioners complete one online form hosted on the 
Australian Parliament House website, to create either an e-petition or paper 
petition.6 

2.7 Work to implement this recommendation was also completed by DPS in 
March 2021.  

2.8 The Committee remains committed to improvements to the petitioning 
system as outlined in recommendations from its 2019 report, Your voice can 
change our future, and awaits a government response to this report.  

2.9 Following from a recommendation by the then Standing Committee on 
Petitions as part of its 2018 inquiry into the House’s e-petitioning system, a 
series of educational videos on how to petition the House is in the early 
stages of development.7 The intention of these videos is to better inform the 
public of the petitioning process from start to finish. 

2.10 While this report is limited in its scope to focus only on aspects of 
petitioning accessibility as it relates to security, the Committee continues to 
consider ways to improve all aspects of petitioning accessibility.8 

Development of the e-petitions system 

2.11 In developing the e-petitioning system, the project brief provided to the 
Department of Parliamentary Services (DPS) was to ensure availability of the 
e-petitions system to all residents or citizens of Australia and that signing or 
creating a petition electronically be, as much as possible, no less accessible 
than signing or creating a paper petition.  

2.12 DPS outlined the following design considerations in their submission: 

                                                      
6 House of Representatives Standing Committee on Petitions, Your voice can change our future, 

February 2019, p. 25.  

7 House of Representatives Standing Committee on Petitions, Making voices heard, May 2018, p. 40. 

8 House of Representatives Standing Committee on Petitions, Making voices heard, May 2018,  
pp. 22–23. 
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 The system does not require an individual to provide proof of identity to sign a 
petition in either e-Petitions or the paper-based system. Providing proof of 
identity may impact people who cannot easily prove their identity but 
would otherwise be entitled to sign petitions such as Aboriginal and Torres 
Strait Islander people who live in remote areas, people who are currently 
affected by a natural disaster, transgender people, people with limited access 
to identity documents (such as those who are experiencing or have 
experienced family and domestic violence, people experiencing 
homelessness or with an address inconsistent with their identity 
documents), or people who have come to Australia as refugees.9 

 The Standing Orders only require the user to be a resident or citizen of Australia 
and therefore an Australian citizen residing overseas is still entitled to sign or create 
a petition. On this basis, the system does not use geo-blocking to prevent 
users in other countries from signing petitions. In addition, geo-blocking 
measures are easily evaded using a VPN, which malicious users of any 
sophistication would be likely to utilise.10 

 The system does not prevent the use of temporary email addresses to sign petitions. 
The committee secretariat has articulated that temporary email addresses 
should be permitted to enable privacy conscious users to sign petitions 
without concerns about their data being misused. Preventing temporary 
email addresses would be difficult due to the ability for new email domains 
to be quickly created and used before misuse is identified and blacklisted.11 

2.13 It was necessary, however, to implement certain security measures not 
applicable to paper petitions, in order to reduce the instances of fraudulent 
online activity. These measures were also implemented with accessibility in 
mind and are discussed further below.  

The standing orders 

2.14 The design of the e-petitions system was also required to reflect the House of 
Representatives standing order requirements, which are the rules for House 
petitions.  

2.15 The standing orders set out a number of minimum requirements for 
identifying a person signing or creating a petition. They are not designed to 
be onerous and require only basic identity information.  For example:  

                                                      
9 DPS, Submission 1, pp. 2–3 (italics in original).  

10 DPS, Submission 1, pp. 2–3 (italics in original).  

11 DPS, Submission 1, pp. 2–3 (italics in original).  
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 each person creating a petition (the principal petitioner) must provide 
their full name and contact details;12  

 each person creating or signing a petition must declare that they are a 
citizen or resident of Australia, and that they are not a Member of 
Parliament; and13  

 for paper petitions, each signature must be made in the petitioner’s own 
handwriting (unless they require assistance) and only original 
signatures are accepted (not photocopies).14 

2.16 These requirements are significant in maintaining system security. 
Information collected is used to assist in confirming the identity of the 
principal petitioner, the validity of each signature and to enable contact 
regarding the petition.   

2.17 In practice, these standing order requirements are upheld via manual checks 
by the committee secretariat. Any signatures that do not meet these security 
requirements are not included in the final signature count for the petition 
when it is presented to the House.15 Any petition where the details of the 
principal petitioner do not comply with these requirements is invalidated by 
resolution of the Committee.16 

2.18 Further discussion on the citizenship and residency requirements for 
petitioners, including whether there is a need for more robust verification 
checks using official records, is below.  

Citizenship and residency requirements 

Current requirements 

2.19 The current requirements of the House of Representatives standing orders 
stipulate that each person creating or signing a petition must be a citizen or a 
resident of Australia and must not be a Member of Parliament.17 

2.20 It is extremely rare for a Member of Parliament to sign a petition (which is 
usually done in error) and any petitions identified as being created by a 

                                                      
12 House of Representatives standing orders 205(a) and 205A(a). 

13 House of Representatives standing orders 205(b)(i), 205(c), 205A(e) and 205A(g). 

14 House of Representatives standing orders 205(b)(ii), 205(b)(iii) and 205(d). 

15 House of Representatives standing orders 205(d) and 205A(h). 

16 House of Representatives standing orders 206(b). 

17 House of Representatives standing orders 205(a), 205(c), 205(b)(i), 205A(a), 205A(e), and 205A(g).  
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Member of Parliament would be considered invalid. Signatures to petitions 
from a Member of Parliament are easily identified during the secretariat’s 
scan of signatures prior to presentation and would not be included in the 
final signature count. Given this, discussion about Members of Parliament 
creating or signing a petition will not be considered further in this report.  

Verification of current requirements 

2.21 Confirmation of compliance to the standing orders relating to residency and 
citizenship requirements is done via self-declaration. For a paper petition, 
each person signing the petition, including the principal petitioner, must 
sign a page which has a self-declaration statement confirming that they are a 
either a resident or citizen of Australia. To assist petitioners, the paper 
petition template found on the House’s e-petitions website provides the 
following statement options to be included on the pages designed to collect 
signatures: 

When signing this petition as principal petitioner, you are declaring you are 
either a resident or citizen of Australia. 

and  

When signing this petition, you are declaring you are a resident or citizen of 
Australia.18 

2.22 If the principal petitioner does not include a declaration on their petition, the 
petition is considered invalid, and signatures on pages that do not contain a 
declaration are not included in the petition’s final signature count.  

2.23 For e-petitions, each person that creates or signs a petition must check a box 
online that declares that they are a citizen or a resident of Australia. This 
box, as displayed in Figure 2.1, is a required field and must be checked 
before the user can progress to the next step. The declaration is the same 
whether the user is creating or signing a petition.  

  

                                                      
18 Department of the House of Representatives, ‘Request a new petition’, <https://www.aph.gov.au/e-

petitions/create/petition/type> viewed 18 May 2021. 
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Figure 2.1 Self-declaration of citizenship and residency status on e-petitions 

 
[Image of check box for e-petition users to declare that they are a citizen or resident of Australia]  

Source: Department of the House of Representatives, ‘Request a new petition’, 
<https://www.aph.gov.au/e-petitions/create/petition/type> viewed 18 May 2021. 

2.24 The use of this self-declaration check box for e-petitions is designed to be no 
more onerous than the declaration required on a paper petition.  

2.25 There are obvious risks for both types of petitioning in being able to 
accurately determine whether a person is making a truthful self-declaration.  

2.26 This is supported by Associate Professor Luke Beck, from the Faculty of Law 
at Monash University, who stated in his submission that ‘issues relating to 
self-declaration of citizenship and residency arise in respect of both paper 
petitions and e-petitions’.19 

2.27 Whether or not these risks can be mitigated by using official records to more 
accurately confirm a petitioner’s identity will be discussed in more detail 
later in this chapter. 

Other jurisdictions 

Citizenship and residency requirements 

2.28 Citizenship and residency requirements for signatories and principal 
petitioners varied across jurisdictions which put forward a submission to the 
Committee.  

2.29 A requirement for petitioning the Legislative Assembly for the Australian 
Capital Territory (ACT) is that signatories must be a resident or citizen of the 
ACT and declare as such.20

2.30 Likewise, the e-petitioning system of the Queensland Parliamentary Service 
also requires users to make a self-declaration that are a resident or citizen of 
Queensland, or a Queensland elector in a nominated electorate.21 

                                                      
19 Associate Professor Luke Beck, Submission 8, p. 1. 

20 Legislative Assembly for the Australian Capital Territory (ACT), ‘e-Petitions conditions of use’, 
<https://epetitions.act.gov.au/Accept.aspx?PetId=167&ID=ZBbRnVKRkm4%3d&lIndex=-1> 
viewed 9 April 2021.  
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2.31 Confirmation of jurisdictional residency, via self-declaration, is also a 
requirement of both Victoria’s Legislative Council and Legislative Assembly 
petitioning systems.22 

2.32 In contrast, the House of Representatives, Parliament of New Zealand and 
the Scottish Parliament do not have restrictions, such as age or residency, on 
who can petition their parliament and so self-declarations of this kind are 
not required.23 

Verification of citizenship and residency 

2.33 In jurisdictions which required signatories and principle petitioners to meet 
certain citizenship and residency requirements a range of verification 
methods were employed.  

2.34 The Legislative Assembly of Victoria does not have an e-petitioning system, 
so verification checks are done manually, with responsibility for these 
checks shared between members presenting petitions and the Clerk of the 
Victorian Legislative Assembly.24 In contrast, the e-petitioning system of the 
Victorian Legislative Council verifies addresses using data from Google 
Maps.25 The Council conceded that some individuals, such as the homeless 
and those living in some new suburbs that are not yet incorporated into 
Google Maps, may face obstacles to petitioning using their system.26 

2.35 It is a requirement that petitions put to the Legislative Assembly for the ACT 
be sponsored by a Member in order to present it to the Assembly.27 The onus 
to ensure addresses fall within the ACT’s jurisdiction lies with the 

                                                                                                                                                    
21 Queensland Parliamentary Service, Submission 6, p. 2; Queensland Parliament, ‘Information on E-

Petitions’, <https://www.parliament.qld.gov.au/work-of-
assembly/petitions/overview/info_on_epetitions> viewed 9 April 2021.  

22 Legislative Council of Victoria, Submission 3, p. 2; Legislative Assembly of Victoria, Submission 4, 
p. 2.  

23 House of Representatives, Parliament of New Zealand, Submission 9, p. 2; Scottish Parliament, 
Submission 7, p. 2.  

24 Legislative Assembly of Victoria, Submission 4, p. 2. 

25 Legislative Assembly of Victoria, Submission 4, p. 2; Legislative Council of Victoria, Submission 3, 
pp. 1–2. 

26 Legislative Council of Victoria, Submission 3, p. 2. 

27 Legislative Assembly for the ACT, Standing order (SO) 95, SO 97; Legislative Assembly for the 
ACT, Submission 2, p. 2. 
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presenting Member.28 Addresses which do not sit within the ACT are not 
included in the final signature count.29 

2.36 In their submission, the Legislative Assembly of the ACT also acknowledged 
that: 

… the Office of the Legislative Assembly (OLA) has no way to ensure that 
individuals provide correct names or their addresses, which are required to be 
in the ACT.30 

Committee comment 

2.37 The Committee recognises the importance of ensuring the right to petition is 
retained for all Australian citizens and residents. Verification of citizenship 
or residency could pose accessibility issues for petitioners, including those 
living overseas, or petitioners without permanent address or necessary 
identification documents. This presents the risk of negatively affecting the 
capacity of our most vulnerable petitioners’ to easily create or sign petitions, 
and reinforces the importance of maintaining an accessible petitioning 
system. 

2.38 Self-declaration by electronic petitions and paper petitions has proven to be 
the least onerous way to provide for residency checks while maintaining 
accessibility. The Committee continues to support the current arrangements 
for self-declaration of residency or citizenship.  

Potential age requirement 

2.39 In accordance with the terms of reference set out for this inquiry, the 
Committee must inquire into the introduction of an age limit in order to 
petition the House of Representatives. Currently any person, regardless of 
age, can petition the House of Representatives if they are a citizen or 
resident of Australia, and not a Member of Parliament.  

  

                                                      
28 Legislative Assembly for the ACT, SO 95, SO 97; Legislative Assembly for the ACT, Submission 2,  

p. 2. 

29 Legislative Assembly for the ACT, Submission 2, p. 2.  

30 Legislative Assembly for the ACT, Submission 2, pp. 1–2.  
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Current requirements  

2.40 As there is no current age limit to be able to petition, petitioners are not 
required to provide their age or date of birth when signing or creating a 
petition. It is therefore difficult to know what age petitioners are.  

2.41 However, during the former Committee’s inquiry in the 45th Parliament 
which examined the House’s e-petitions system, a survey of petition users 
was conducted which indicated that most petitioners were between the ages 
of 51–69, followed by the age range of 35-50 years.31 A number of 
respondents to the survey also indicated that they were less than 18 years of 
age.32 

2.42 During this previous inquiry, the former Committee heard from some school 
aged children who participated in a public hearing to the inquiry via video 
link.33 The children, in primary school years 5 and 6, had petitioned the 
House on three previous occasions and had been learning about petitions as 
part of classroom activities about federal parliament.34 

2.43 Further, during the former Committee’s report, The work of the Petitions 
Committee: 2013–2016, the Committee conducted a roundtable exercise and 
heard from high school students about their experiences with petitioning.35 

2.44 The former Chair of the Committee, Dr Dennis Jensen MP, made the 
following statement in relation to the students evidence at this roundtable, 
which was quoted in the report of the inquiry: 

Both Olivia and Ava displayed a keen insight into the benefits of petitioning 
the House, and the value that the House derives from receiving petitions. 
Their passion for the subject of their petition demonstrated a deep concern for 
their future, and for the future of their country.36 

                                                      
31 House of Representatives Standing Committee on Petitions, Making voices heard, May 2018, p. 38.  

32 House of Representatives Standing Committee on Petitions, Making voices heard, May 2018, p. 38.  

33 House of Representatives Standing Committee on Petitions, Making voices heard, May 2018, p. 10 

34 House of Representatives Standing Committee on Petitions, Making voices heard, May 2018, p. 10; 
House of Representatives Standing Committee on Petitions, Your voice can change our future, 
February 2019, p. 59.  

35 House of Representatives Standing Committee on Petitions, The work of the Petitions Committee: 
2013–2016, May 2016, Appendix B, p. 34. 

36 Dr Dennis Jensen MP, Former Chair of the House of Representatives Standing Committee on 
Petitions, HR Debates (25.05.2015) 4 255.  
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2.45 The report went on to state the Committee’s support for young people to 
continue engaging with the petitioning process: 

This kind of engagement with young Australians interested and involved in 
traditional petitioning activity – petitioning directly to the institution/body 
they seek action from, is something the Committee continues to value.37 

Implications and enforcement of age requirements 

2.46 If the House were to impose an age limit on who may create or sign a 
petition it would prevent students such as those mentioned previously from 
participating in petitioning activities. This was a concern for some 
participants to this inquiry, for example, the Department of the House of 
Representatives explained that introducing an age limit requirement for 
petitioning the House would ‘affect a cohort of people who currently 
exercise this right’.38 

2.47 The Hon Kevin Rudd AC, 26th Prime Minister of Australia, was mindful of 
the importance of young people being able to petition, because they cannot 
vote in elections:  

Voting is an action with a direct consequence. Petitioning parliament is not. It 
is merely giving young people an avenue to express their opinions to the 
politicians who spend their tax dollars, fund their schools and write their laws. 
Because younger Australians are restricted from voting, their ability to 
petition parliament is even more precious. It should not be taken away.39 

2.48 Further to the impact on individual petitioners who would no longer be able 
to petition the House, the introduction of an age limit on petitioning poses 
the challenge of how this would be enforced. If an age limit were to be 
introduced, the following changes to the House’s petitioning process and e-
petitions system would be required, in order to verify compliance with a 
new age limit: 

 changes to the standing orders to reflect an age limit requirement; 
 technical changes to the e-petitions system to both collect and verify age 

related data (this would require an extra data field for petitioners to 
complete which could risk decreasing accessibility);  

                                                      
37 House of Representatives Standing Committee on Petitions, The work of the Petitions Committee: 

2013–2016, May 2016, p. 15.  

38 Department of the House of Representatives, Submission 10, p. 6. 

39 The Hon. Kevin Rudd AC, 26th Prime Minister of Australia, Submission 13, p. 4. 
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 changes to the paper petition template to provide for the collection of 
age related data; 

 changes to the online information provided to petitioners; and 
 additional verification checks required by the secretariat to ensure 

compliance.  

2.49 The use of official records to verify petitioner information is discussed in 
detail later in this chapter. Of note, the Australian Electoral Commission 
(AEC) observed that, should the Committee impose the verification of a 
petitioner’s age on a petition, the Commonwealth Electoral Roll (the Roll) 
would not necessarily provide accurate data on all persons eligible.40 For 
example, and as discussed further below, not all eligible petitioners appear 
on the Roll and citizens are eligible to enrol to the Roll from 16 years of age.41 

Other jurisdictions: age requirements 

2.50 Evidence received from other jurisdictions, including the Legislative 
Assembly for the ACT, the Legislative Council and the Legislative Assembly 
of Victoria, the Scottish Parliament and the House of Representatives, 
Parliament of New Zealand, explained that their petitioning systems did not 
impose an age limit.42 

2.51 The Scottish Parliament drew attention to their inclusive approach to 
petitioning parliament, and commented that, ‘Public petitions can be 
submitted by anyone in the world, regardless of their age, as long as it 
relates to a matter of Scottish policy or practice.’43 

2.52 No evidence was provided that speaks to any benefit of imposing an age 
limit on petitioning.  

Committee comment 

2.53 The Committee considers petitioning to be a valuable civics education tool. 
Petitioning the House of Representatives is the only means by which 
members of the public may have a direct voice to the House. Imposing an 

                                                      
40 Australian Electoral Commission (AEC), Submission 5, pp. 2–3. 

41 AEC, Submission 5, p. 3.  

42 Legislative Assembly for the ACT, Submission 2, p. 2; Legislative Council of Victoria, Submission 3, 
p. 1; Legislative Assembly of Victoria, Submission 4, p. 2; House of Representatives, The Scottish 
Parliament, Submission 7, p. 2; Parliament of New Zealand, Submission 9, p. 2. 

43 The Scottish Parliament, Submission 7, p. 2. 
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age limit would be difficult to enforce or regulate, and poses a risk of 
increased fraudulent petitions.  

2.54 Further, an age limit would restrict participation by some Australian citizens 
and residents who currently exercise this right.  

2.55 Based on evidence provided to the Committee age limits are not enforced in 
any other jurisdictions that made a submission. 

2.56 Given the lack of evidence for any benefits derived from the introduction of 
an age limit, and the significant burden and limitations of accurate age 
verification and enforcement thereof, the Committee does not support the 
introduction of an age limit for petitioners.   

Use of official records 

2.57 As discussed above, the standing orders require that the principal petitioner 
is a citizen or resident of Australia, and that they provide their full name and 
address when creating a new petition. If this is not done the petition will be 
invalid.44 

2.58 It is also a requirement of the standing orders that all signatures to a petition 
must be from a citizen or resident of Australia.45 Non-compliance to these 
standing orders results in the signature being invalid and not included in the 
final signature count for the petition, but does not invalidate the petition.46 

2.59 Currently, these standing order requirements are upheld by the petitioner 
making a self-declaration that they are a citizen or resident of Australia and 
through checks for obvious non-compliance by the committee secretariat in 
more unclear cases.  

Types of official records  

2.60 The Committee considered whether it would be feasible to use official 
government records to check compliance against both current requirements 
(such as the requirement for a signatory to be an Australian citizen or 
resident), as well as the potential requirement for a petitioning age limit.  

                                                      
44 House of Representatives standing orders 205(a) and 205A(a). 

45 House of Representatives standing orders 205(a) and (b)(i), and 205A(e). 

46 House of Representatives standing orders 205(b)(i) and (d), and 205A(e) and (h). 
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2.61 The types of official records that may be available are presented below, 
along with discussion on their suitability for the purpose of validating 
petitioner information.   

The Commonwealth Electoral Roll 

2.62 The AEC is responsible for managing and maintaining access to the 
Commonwealth Electoral Roll. This includes managing access to the Roll as 
per provisions set out on the Commonwealth Electoral Act 1918.47 

2.63 There are three options for access to the Roll: 

1 One time only access at no cost can be provided to persons or 
organisations as determined by the AEC. Under this provision, only 
names and the place of residency of registered voters can be provided. 
Further, access could only be provided to a nominated person within the 
Department of the House of Representatives, because the Department is 
not considered an organisation under the definition of ‘organisation’ in 
the Act.48 

2 Access on request on a cost recovery basis to persons or organisations as 
determined by the AEC. As per above, only certain details can be 
provided and access could only be provided to a nominated person 
within the Department.49 

3 Ongoing access governed by a Memorandum of Understanding (MoU) 
between the AEC and the Department head (in this case, the Clerk of the 
Department of the House of Representatives). This arrangement would 
require an amendment to the Electoral and Referendum Regulation 2016 
and could include access to electors’ name, place of residency, date of 
birth and gender, the latter two of which are not current requirements 
for petitioners.50 

2.64 The AEC, however, noted that ‘not all people that satisfy the requirements 
for signing a petition may appear on the Roll’.51 

2.65 Eligible petitioners that may not appear on the Roll include: 

                                                      
47Commonwealth Electoral Act 1918, s. 91A.  

48 AEC, Submission 5, pp.1–2; Commonwealth Electoral Act 1918, s.90B(4), Table item 1.  

49 AEC, Submission 5, p. 2; Commonwealth Electoral Act 1918, s.90B(4), Table item 3.  

50 AEC, Submission 5, p. 2; Commonwealth Electoral Act 1918, s.90B(4), Table item 4. 

51 AEC, Submission 5, p. 2. 
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 eligible citizens not enrolled to vote; 
 silent electors whose details would be withheld from any access request; 
 residents not eligible to enrol, such as long term visa holders; and 
 citizens under the permitted age of enrolment (16 years).52 

2.66 The potential exclusion of cohorts of otherwise eligible petitioners questions 
the suitability of using the Roll for verifying petitioner information, and goes 
against the Committee’s commitment to maintaining accessibility. This is 
discussed further below.  

The Digital Identity program  

2.67 The Australian Government’s Digital Identity program is administered by 
the Digital Transformation Agency (DTA). It ‘provides a simple, accessible 
and secure way for individuals to verify their identity online’ and has a 
primary focus of preventing identity theft and fraud.53 

2.68 Digital Identity is an ‘opt-in’ service used primarily by individuals to 
enhance interactions with 75 different services.54 It currently has over two 
million registered users.55 

2.69 To create a Digital Identity, users are required to: 

 be at least 15 years old; 
 have an email address or mobile phone number only used by the user; 
 have a smartphone or smart device; 
 download the myGovID app; and 
 provide identity documents such as a passport, driver’s licence, birth 

certificate or Medicare card.56  

2.70 Further, Digital Identity uses identity matching services such as the 
Document Verification Service (DVS) and Face Verification Service (FVS) to 
verify the applicant’s identity information.57 

                                                      
52 AEC, Submission 5, pp. 2–3. 

53 Digital Transformation Agency (DTA), Submission 11, pp. 1, 3.  

54 DTA, Submission 11, p. 1. 

55 DTA, Submission 11, p. 1. 

56 Australian Government, Digital Identity, ‘How to create your Digital Identity’, 
<https://www.digitalidentity.gov.au/how-to-create-your-digital-identity> viewed 8 April 2021.  

57 DTA, Submission 11, p. 4.  
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2.71 The DVS is discussed in more detail below and legislation to support the full 
operation of the FVS is still currently before the Parliament. If the legislation 
is passed, the FVS will be used to verify a person’s identity using facial 
images and other biometric data.58 

2.72 Organisations using Digital Identity can nominate to receive only the 
identity information required for verification, such as the user’s age, but all 
information provided is based on the explicit consent given by each user.59 

2.73 In their submission, the DTA state that Digital Identity could support the e-
petitions system with the delivery of ‘higher security and fraud control 
outcomes; offer common infrastructure; and make it easier for people to 
verify who they are in an accessible, convenient and secure way’.60 

2.74 However, like the Electoral Roll, Digital Identity also does not capture the 
information of all eligible petitioners. The service relies on users opting-in 
and having all of the required technology and identification, which is 
currently not required to petition the House of Representatives. DPS advised 
that Digital Identity ‘is not currently a feasible option for identity 
verification in the e-Petitioning system’.61 

Document Verification Service 

2.75 The Document Verification Service (DVS) is managed by the Australian 
Government’s Department of Home Affairs. The DVS is a ‘secure online 
system which, with a person’s consent, matches their identity information 
against identity document records held by various Commonwealth, state 
and territory government agencies’.62 

2.76 The DVS is used by a range of Commonwealth, state and territory 
government agencies, such as the DTA, to verify a range of identity 
documents including: 

                                                      
58 Department of Home Affairs, Submission 12, p. 4; Parliament of Australia, Bills Digest No. 21, 2019–

20, ‘Identity-matching Services Bill 2019 and Australian Passports Amendment (Identity-
matching Services) Bill 2019’,  
<https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/bd/bd1920a/20bd021> 
viewed 8 April 2016.  

59 DTA, Submission 11, p. 4.  

60 DTA, Submission 11, p. 5. 

61 DPS, Submission 1, p. 3.  

62 Department of Home Affairs, Submission 12, p. 3.  
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 Australian passports; 
 driver licences; 
 visa and immigration documents; 
 certificates of birth, marriage and change of name; and 
 government issued cards such as Medicare and Centrelink concession.63 

2.77 The DVS, however, has its limitations. Not all citizens or residents hold or 
have access to the correct documentation, some documents do not contain a 
date of birth or a residential address and not every eligible petitioner would 
have documents loaded to the DVS.64 

2.78 The Department of Home Affairs notes that, while known data on 
citizenship and residency status is held by the Department, many people 
gain citizenship by birth or may have lost citizenship without their 
knowledge, information which is not necessarily held by the Department.65 

2.79 Further, up to date information about a person’s residency status may not be 
reflected in the DVS if a visa has expired, been cancelled or never used. This 
means that information on citizenship obtained through services such as the 
DVS does not provide an accurate representation of all citizens or residents 
of Australia.66 

Identity verification and accessibility  

2.80 While the use of official records may have some benefits in confirming a 
person’s identity, some submitters had concerns about how their use could 
significantly reduce public accessibility for large cohorts of petitioners.67 

2.81 For example, unless a petitioning age limit was introduced, use of the 
Electoral Roll or Digital Identity for verification purposes would prevent 
people under the permitted voting or registration age from petitioning.68 

2.82 Additionally, citizens or residents of Australia who are not enrolled to vote, 
do not have a Digital Identity, are not eligible for a Digital Identity, or do not 

                                                      
63 Department of Home Affairs, Submission 12, pp. 3–4.  

64 Department of Home Affairs, Submission 12, p. 4.  

65 Department of Home Affairs, Submission 12, p. 4. 

66 Department of Home Affairs, Submission 12, p. 4. 

67 See for example: The Hon Kevin Rudd AC, 26th Prime Minister of Australia, Submission 13, p. 4; 
Department of the House of Representatives, Submission 10, p. 6. 

68 AEC, Submission 5, p. 3.  
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have the correct technology or identification required to use the Digital 
Identity platform would also be prevented from petitioning.  

2.83 The introduction of any additional identity verification measures and the 
accompanying accessibility limitations were of importance to the Hon Kevin 
Rudd AC, 26th Prime Minister of Australia, who stated in his submission 
that:  

I am also concerned about Australians from disadvantaged backgrounds, 
including Indigenous Australians, who may not have the right form of 
identification. Younger Australians and non-citizens may not have driver’s 
licences and electoral enrolment details.69 

2.84 The Department of the House of Representatives also issued this warning:  

… using official records for verification is likely to increase the complexity 
and, correspondingly, reduce the accessibility of the system for would-be 
petitioners.70 

2.85 The same submissions put forward concerns about the privacy of 
petitioner’s information and the burdensome process that is involved in 
creating an official record, compared with simply signing a petition.  
Mr Rudd was mindful that:  

Depending on the process involved, Australians may not wish to submit 
themselves to an intrusive or onerous process in order to merely add their 
name to a petition – something which has no legal force and, for countless 
decades prior, they had been able to do with a few strokes of a pen.71 

2.86 The Department of the House of Representatives reasoned that: 

Many official records would not be suitable or available to check against, for 
reasons such as privacy. Other sources that could be considered each have 
their own limitations and benefits.72 

Paper petitions 

2.87 To ensure consistency in processes for both electronic and paper petitions, 
consideration has to be given to what resources would be required for 

                                                      
69 The Hon Kevin Rudd AC, 26th Prime Minister of Australia, Submission 13, p. 4.  

70 Department of the House of Representatives, Submission 10, p. 6. See also p. 5. 

71 The Hon Kevin Rudd AC, 26th Prime Minister of Australia, Submission 13, p. 4. 

72 Department of the House of Representatives, Submission 10, p. 5. 
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verifying hand written signatures on a paper petition, which can potentially 
number over one million, against the use of any official records.73 

2.88 This consideration was also recognised by the Department of Home Affairs 
who acknowledged that the use of official records, such as the DVS, to verify 
a petitioner’s identity on an e-petition would differ significantly from the 
requirements for paper petitions.74 The Department submitted:  

Home Affairs notes that this would introduce checking processes for online 
petitions that differ from those associated with traditional paper petitions 
which require only that a person include their name, signature and a self-
declaration that they are a citizen or resident of Australia.75 

Technical alterations  

2.89 The Department of the House of Representatives, who are the owners of the 
e-petitions system, and the co-developers, expressed concerns over the 
resourcing implications of integrating official records.76 The Department of 
the House of Representatives stated:   

From a technical perspective, the parliamentary departments would need to 
work with the owner of the relevant official records, to redesign the current 
system. Cost implications would potentially be considerable.77 

2.90 The Department of the House of Representatives elaborated further:  

In particular, the Committee would need to take into account: 

 the complexity of changed arrangements, as well as any additional time 
required to complete verification, and whether this might discourage would-
be petitioners 

 any other impost on potential petitioners, including the need to provide 
additional details (say, a home address) for data-matching purpose 

 whether all citizens and residents would be captured by the data set used for 
cross-matching—for example, if there were a requirement to appear on the 
electoral roll, this would exclude those residents who do not have a right to 

                                                      
73 The largest amount of signatures received was on a paper petition, presented in 2014 with 1 210 471 

confirmed signatures (House of Representatives Practice, 7th Edition, p. 630). 

74 Department of Home Affairs, Submission 12, p. 4. 

75 Department of Home Affairs, Submission 12, p. 4. 

76 Department of the House of Representatives, Submission 10, p. 6. 

77 Department of the House of Representatives, Submission 10, p. 6. See also p. 5.  
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vote and would also in effect impose a minimum age requirement, as only 
Australian citizens aged 16 and above can enrol to vote 

 any technical or legal changes required to facilitate access to other records, 
including any permissions required to access official records and any 
additional levels of security needed to allow the e-petitioning system to 
either access or securely hold more personal information 

 what other reconfiguration might be required to the current system.78 

Other jurisdictions 

2.91 Of the other jurisdictions that provided evidence to the inquiry, most had 
the requirement that petitioners must be residents of that jurisdiction.   

2.92 Of these, none submitted that they use official records to verify this status, 
although as previously mentioned, the Legislative Council of Victoria did 
state that they use Google Maps to verify addresses, and conceded that 
limitations of Google Maps result in it not being able to include all eligible 
petitioners.79 

2.93 The House of Representatives, Parliament of New Zealand also does not use 
official records for verification of petitioners or signatories on parliamentary 
petitions. The Clerk of the House of Representatives New Zealand, however, 
submitted that signatures are matched against the electoral role on petitions 
calling for citizens-initiated referendums (CIRs), but stressed that CIRs are 
not parliamentary petitions and do have a statutory threshold for signatures 
to trigger a specific outcome.80 

2.94 The Clerk further noted that CIRs are only in paper form and have different 
eligibility requirements from parliamentary petitions.81 

Committee comment 

2.95 The Committee supports an approach to petitioning which presents the least 
imposition on petitioners, while still retaining the integrity of the petitioning 
process. The Committee believes that barriers to signing an electronic 
petition should be, as much as practicable, no more than those which 
currently exist to sign a paper petition.  

                                                      
78 Department of the House of Representatives, Submission 10, p. 6. 

79 Legislative Council of Victoria, Submission 3, p. 2. 

80 House of Representatives, Parliament of New Zealand, Submission 9, p. 3.  

81 House of Representatives, Parliament of New Zealand, Submission 9, p. 3. 
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2.96 The Committee respects the need to retain accessibility in both electronic 
and paper petitions, and recognises that additional checks, while providing 
greater security to the petitioning process, would likely reduce engagement 
from those petitioners who have the greatest need for this platform.  

2.97 The use of official records to verify petitioners’ identity would serve to arrest 
a cohort of Australian citizens or residents who currently exercise this right. 
This is likely to have a negative impact on the capacity for more vulnerable 
individuals to petition, including those living with disability, Aboriginal and 
Torres Strait Islanders, young people, residents who are not eligible to vote, 
and people from culturally and linguistically diverse backgrounds.  

2.98 There is no official record verification system which does not place 
additional burdens on petitioners to prove their identity. Furthermore, many 
of these systems would work poorly without an age limit, which as 
previously discussed, is not an additional requirement the Committee 
supports.  

2.99 The Committee is of the view that the current options for signature 
verification through official records are ill-suited to the accessibility 
requirements of petitioning. As such, the Committee does not recommend 
changes to the current signature verification process.  
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3. Petitioning security 

3.1 This chapter will discuss the electronic security mechanisms built into the e-
petitions system which are designed to prevent fraudulent activity. The 
discussion will consider whether these mechanisms are fit for purpose, 
instances of fraudulent activity on petitions and, if fraudulent activity does 
occur, what impact this has on any possible outcome for the petition.   

3.2 Comparisons will be drawn regarding the process for creating or signing a 
paper petition, which cannot collect signatures online.   

The e-petitions system  

3.3 The e-petitions system consists of the following components:  

 public website hosted in the aph.gov.au website for use by members of the 
public to sign and create petitions 

 public application programming interface (API) to support the public 
website component by retrieving and submitting data 

 Administrator Portal used by the Petitions Committee Secretariat to process 
petitions from initial request to tabling in Parliament 

 Internal API to support the Administrator Portal by retrieving and 
submitting data 

 SQL database containing data for the system accessed by both the internal 
and public API.1 

3.4 The e-petitions system allows external users to: 

 request a new e-petition; 
 sign an e-petition; and 

                                                      
1 Department of Parliamentary Services (DPS), Submission 1, p. 1.  
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 create a paper petition via a downloadable template.  

3.5 The website that hosts the e-petitions system also provides information for 
users to learn about the petitioning rules and workflow process of petitions.  

3.6 The system is owned by the Department of the House of Representatives. 
The Department of Parliamentary Services (DPS) provides technical support 
and undertakes any required maintenance and enhancement activities.   

3.7 To request a new e-petition, users are required to enter their petition details 
(petition summary, reason and request), full name and contact details into a 
series of mandatory fields and agree to the terms and conditions of 
petitioning the House. When complete, a link is sent to the principle 
petitioner via the email they input into the system which must be clicked on 
within 24 hours in order to verify their request. This step is designed to 
prevent ‘bot’ attacks or fraudulent activity.  

3.8 To sign an e-petition, users are required to enter their name and email 
address and agree to the terms and conditions of petitioning the House. 
Again, when complete, a link is sent to them via the email input into the 
system which must be clicked on to verify their request in order to prevent 
fraudulent activity. Each e-petition can only be signed once per unique email 
address and the system performs a check to verify if the email address has 
been used before. If it has, the petitioner receives a notice and the signature 
is not added to the petition.   

3.9 To create a new paper petition, users may input their petition details and 
personal information into an online form to create a downloadable petition 
template. Paper petitions can also be created by the petitioner in a different 
format, but petitioners should ensure that the petition meets the rules for the 
form and content of a paper petition.2 

3.10 Signatures to paper petitions must be made by the person signing the 
petition unless a petitioner is incapable of signing, in which case they may 
ask someone else to sign on their behalf.3 The original petition documents 
must be posted to the secretariat. When received, the secretariat enters the 
paper petition details, principal petitioner’s details and final signature count 
into the e-petition system via the administrator portal.  

3.11 The security of petitioner’s personal information is discussed at the end of 
this chapter.   

                                                      
2 House of Representatives standing orders 204 and 205. 

3 House of Representatives standing order 205(b)(ii). 
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System security 

3.12 The e-petitions system contains inbuilt security features designed to both 
prevent fraudulent activity, and provide as much accessibility as security 
requirements permit. The system was designed, as far as feasible, to be as 
accessible as creating or signing a paper petition.  

3.13 The inbuilt security features of the e-petitions system include: 

 Two factor authentication: after entering their details, a petitioner must 
click on a link sent to them via email to verify their identity to create or 
sign a petition; 

 Google ReCaptcha tool: the tool is used to identify suspicious user activity 
and prevent bot attacks. If requested by the tool, users must pass a 
picture selection challenge before they can proceed; and 

 Unique email address per signature: a petitioner can only use their email 
address to sign a petition once. If multiple attempts are made, the user 
receives an error and subsequent attempts are not recorded against the 
petition.4 

3.14 Due to the potential impacts such measures could have on accessibility, the 
e-petition system does not: 

… require an individual to provide proof of identity to sign a petition in either 
e-Petitions or the paper-based system.  

or 

… use geo-blocking to prevent users in other countries from signing petitions.  

or 

… prevent the use of temporary email addresses to sign petitions.5 

3.15 A broader discussion on the impact of petitioning security on accessibility 
was presented in Chapter Two, including the suitability of using official 
records for verifying a petitioner’s identity.  

3.16 As with paper petitions, and as a further security measure, the committee 
secretariat also inspects the signatures of all e-petitions prior to the petition 
being presented. If suspicious or fraudulent activity is identified on an e-

                                                      
4 DPS, Submission 1, p. 2.  

5 DPS, Submission 1, pp. 2–3.  
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petition, both DPS and the Committee are notified and appropriate action is 
taken (usually the removal of signatures from the petition).   

3.17 Further discussion on instances of fraudulent activity on petitions, including 
any impact that fraudulent activity may have on possible petition outcomes, 
is presented in more detail below.  

3.18 Previously, some users have experienced difficulties in successfully 
verifying their identity when signing or creating an e-petition. These issues 
have mostly related to the requirement to click on a verification link in an 
email sent, because this two-step process was considered onerous.6 

3.19 Other users have experienced trouble accessing the system during periods of 
high user activity, being called ‘bots’ during the verification process, not 
being able to proceed with signing a petition, or failing to receive a 
verification email.7 

3.20 While these issues had a considerable impact on accessibility for the users 
involved, they were not the experience of most users and have been 
addressed in a recent system upgrade.8 

Security of personal information  

3.21 The House of Representatives (the House) e-petitions system only collects 
personal information necessary to verify signatures or to contact a principal 
petitioner about their petition.9 

3.22 The details of the principal petitioner are stored in the e-petitions secure 
database as are the signatories to e-petitions. This information is accessible 
only by database administrators in DPS and the committee secretariat.  

3.23 Only the name of the principal petitioner is published with their petition and 
the total number of signatures collected. Details of signatories to e-petitions 
are not provided to the principal petitioner or to any other third party.  

                                                      
6 House of Representatives Standing Committee on Petitions, Making voices heard, May 2018, pp. 20–

22.  

7 DPS, Submission 1, p. 2; Department of the House of Representatives, Submission 10, p. 2; The Hon 
Kevin Rudd AC, 26th Prime Minister of Australia, Submission 13, pp. 1–2. 

8 DPS, Submission 1, p. 2.  

9 Parliament of Australia, House of Representatives Petitions, ‘Terms and Conditions’, 
<https://www.aph.gov.au/Parliamentary_Business/Petitions/House_of_Representatives_Petition
s/Terms_and_conditions> viewed 7 April 2021.  
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3.24 Each petition that is presented to the House is presented in hard copy (e-
petitions are printed on paper) and include the full details of the principal 
petitioner and the names only of signatories to the petition (sometimes 
additional signature information is included on paper petitions presented to 
the House, but this is not required).10 

3.25 Once presented, petitions are kept securely archived and can only be 
accessed on request and under strict security controls.  

3.26 There have been no known security breaches to impact on the security of 
petitioner’s personal information since the introduction of the e-petitions 
system.  

Other jurisdictions 

3.27 Some other jurisdictions that provided submissions to this inquiry use 
similar security mechanisms to prevent fraudulent activity on their e-
petitions.  

3.28 For example, the Legislative Council of Victoria submitted that requests 
made to their e-petitions system ‘are validated to ensure they do not contain 
malicious code’ and that they have ‘protocols to distinguish between human 
and automated/bot access to the website’.11 

3.29 The House of Representatives, Parliament of New Zealand, explained that a 
signatory’s name and email address are also required when signing e-
petitions through their system.12 The requirement to provide an email 
address is only required to confirm that a signature has not already been 
recorded on that petition for that person.13 This is to ensure that the process 
of signing an e-petition remains similarly accessible to signing a petition on 
paper.14 

3.30 The Clerk the House of Representatives, Parliament of New Zealand went 
on to say that some security measures were necessary to uphold the integrity 
of the process: 

                                                      
10 Department of the House of Representatives, Submission 10, p. 3.  

11 Legislative Council of Victoria, Submission 3, p. 2.  

12 House of Representatives, Parliament of New Zealand, Submission 9, p. 2. 

13 House of Representatives, Parliament of New Zealand, Submission 9, p. 2. 

14 House of Representatives, Parliament of New Zealand, Submission 9, p. 2. 
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We consider that these relatively light verification requirements for signatories 
are appropriate, given that there is no threshold, and the number of signatures 
has no procedural effect. On the other hand, the volume of signatures is a 
matter of political significance, and so some requirements are needed to 
reduce the prospect of the numbers being inflated through large-scale fake or 
repeated signatures.15 

3.31 The Clerk also noted some accessibility issues with a version of Google 
ReCaptcha they previously used and instead have utilised a newer version 
of the tool that does not require user input.16 

3.32 The Queensland Parliamentary Service (QPS) listed a number of inbuilt 
security features of their e-petitioning system. These features include: 

 use of anti-forgery token; 
 basic verification of data entered into the online form; 
 time limitations on signing time; 
 built in exercises designed to prevent bot attacks; 
 ongoing monitoring of signature statistics; and 
 system identification of duplicate or suspected fraudulent signatures.17 

3.33 Notably, the use of Google ReCaptcha was excluded from QPS’s system 
design because it was deemed to have accessibility risks for some 
demographics.18 

3.34 The QPS’s e-petitions system is currently being used by two other domestic 
jurisdictions and is being considered by another.19 

3.35 The Legislative Assembly for the Australian Capital Territory (ACT) is one 
of the jurisdictions using a version of the QPS system.20 The Legislative 
Assembly has described it as a ‘simple’ e-petitions system for collecting 
signatures online, which has not posed any major security or accessibility 
problems to date.21 Likewise, they have had ‘no identifiable need’ to 

                                                      
15 House of Representatives, Parliament of New Zealand, Submission 9, p. 2. 

16 House of Representatives, Parliament of New Zealand, Submission 9, p. 3.  

17 Queensland Parliamentary Service (QPS), Submission 6, p. 2.  

18 QPS, Submission 6, p. 3. 

19 QPS, Submission 6, p. 3. 

20 QPS, Submission 6, p. 3 

21 Legislative Assembly for the Australian Capital Territory (ACT), Submission 2, p. 1. 
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implement further security measures, including the use of official records for 
verification purposes.22 

3.36 While QPS have not identified any significant data breaches to date, their 
submission also acknowledges that, despite the inbuilt security features, 
risks to the security of the system remain.23 These risks were not identified in 
their submission. 

3.37 QPS also commented that the security of personal data acquired during the 
petition creation and signing process is maintained through deletion from 
the petitioning database after the petition cycle has concluded.24 As per other 
domestic jurisdictions, hard copies of petitioners’ information and signature 
records are maintained and accessible to the public from the QPS Table 
Office.25 

3.38 In their submission, the Scottish Parliament outlined features of a new 
online petitioning system currently under development that complies with 
that jurisdiction’s recently introduced data protection regulations.26 Features 
will include the requirement for users to create a user account to reduce the 
amount of data collected, and the incorporation of new data protection 
technology.27 

Implementing additional security 

3.39 The terms of reference for the inquiry set out to examine the impact that 
security features have on the accessibility of the petitioning process. As 
discussed above, some existing security features have caused accessibility 
issues in the past, but these issues have now been resolved.  

3.40 Other security mechanisms, such as checking of signatures and the possible 
use of official records to verify a petitioner’s identity, have been discussed in 
Chapter Two.  

3.41 Some submitters expressed their concern that, if additional security features 
were to be implemented, this could both significantly decrease the 

                                                      
22 Legislative Assembly for the ACT, Submission 2, pp. 1–2.  

23 QPS, Submission 6, p. 3.  

24 QPS, Submission 6, p. 3 

25 QPS, Submission 6, p. 3; See also Legislative Council of Victoria, Submission 3, p. 2.  

26 The Scottish Parliament, Submission 7, p. 4. 

27 The Scottish Parliament, Submission 7, p. 4. 
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accessibility for some petitioning cohorts that would otherwise be eligible to 
petition, and would significantly separate the levels of accessibility between 
paper and e-petitions.  

3.42 The Department of the House of Representatives, for example, made this 
statement: 

[Because of electronic security measures] e-petitions are, in effect, subject to a 
higher standard of up-front checking than paper petitions. … any proposal to 
increase security checking through the online system would risk placing a 
significantly higher burden on e-petition signatories than paper petition 
signatories. This could be seen to be inequitable, and therefore best avoided, 
unless the Committee believes the risks and consequences of fraudulent 
representations are significantly higher for a-petitions than for paper 
petitions.28 

3.43 The risks and consequences of fraudulent activity are discussed in more 
detail later in this chapter.  

3.44 Further, Associate Professor of Constitutional Law Luke Beck, from the 
Faculty of Law at Monash University made the connection between 
petitioning accessibility and citizens’ right to petition the House. Associate 
Professor Beck warned: 

The Committee should not recommend any measure that would weaken or 
prevent access to, and participation in, the petitioning system unless (i) there is 
actual evidence about fraudulent or other problematic activity and (ii) the 
recommended measure is proportionate to addressing that actual mischief. 

While the matter would not be able to come before the courts, measures that 
reduce the ability of Australians to communicate with their elected 
representatives or with a House of Parliament that are not proportionate to a 
legitimate purpose would be unconstitutional for contravening the implied 
freedom of political communication.29 

3.45 The Department of the House of Representatives, which is the owner of the 
e-petitions system and responsible for upholding the integrity of the 
petitioning process, also had concerns about the significant resourcing 
implications that additional security mechanisms, such as the thorough 
checking of the validity of each single signature, might have:   

                                                      
28 Department of the House of Representatives, Submission 10, p. 3.  

29 Associate Professor Luke Beck, Submission 8, p. 1. 
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The secretariat is not resourced to review the names of signatories to e-
petitions, as they do for paper petitions. To give a sense of scale, in 2020 there 
were 990,636 signatories to petitions, of which 916,385 were to e-petitions. 
Further, I anticipate that any outliers picked up by the secretariat over and 
above those identified through the current automated checking processes 
would only be the obvious, 'Mickey Mouse' style, names. In my view, this 
would not result in significant improvements to the security of the system.30 

3.46 No evidence was received that provided support for the implementation of 
additional security mechanisms.  

Committee comment 

3.47 The Committee recognises the concerns pertaining to the security of the 
petitioning system. The security of petitioners’ information is of paramount 
importance to the Committee, and no issues in the security of petitioners’ 
information have been identified.  

3.48 The Committee is of the view that while additional security measures could 
be enforced, this would detract significantly from the accessibility of the 
petitioning process, and would not add sufficient value to justify the 
imposition on petitioners.  

Fraudulent activity on petitions  

3.49 Fraudulent activity on petitions can be malicious attempts to inflate the 
signature count such as; the provision of a false name to sign a petition; 
making a false declaration of citizenship or residency status; or forgery of an 
individual’s signature.  

3.50 Known instances of fraudulent activity are rare and are usually picked up by 
the committee secretariat during a scan of petition signatures prior to the 
petition being presented to the House. Any duplicate or obviously false 
signatures are removed from the petition and not included in the petition’s 
final signature count.31 

3.51 This was the case with petition EN1938, for which the Hon. Kevin Rudd AC, 
26th Prime Minister of Australia, was the principal petitioner.32 Some 
instances of fraudulent activity were identified as appearing on the petition, 

                                                      
30 Department of the House of Representatives, Submission 10, p. 3.  

31House of Representatives Practice, 7th Edition, p. 634.  

32 The Hon Kevin Rudd AC, 26th Prime Minister of Australia, Submission 13, pp. 2–3. 
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which were confirmed by DPS following a check of the petition data. The 
signatures were removed prior to the petition being presented and were not 
included in the petition’s final signature count.  

3.52 It is, however, openly accepted that fraudulent activity on petitions can and 
does occur. No petitioning system is foolproof or robust enough to entirely 
prevent fraudulent activity, without significantly compromising 
accessibility.   

3.53 This is recognised by the House of Representatives and noted in the House of 
Representatives Practice, which is the authoritative text on the procedure and 
practice of the House.33 The text notes, in relation to an instance of signature 
forgery, that: 

It was also considered that neither Members nor the House could ensure that 
every signature on every petition was genuine.34 

3.54 Mr Rudd, in his submission, also supported this notion and noted the risk of 
decreasing accessibility if system security was bolstered too much:  

 In the 800-year history of these petitions, it’s unlikely that there has ever been 
a system that is impervious to false signatures … it would be a bad outcome 
for the Committee to undermine genuine engagement with petitions in the 
name of stamping out a problem at the fringes.35 

3.55 Associate Professor Beck commented that ‘fraudulent activity is possible 
with a paper petition just as fraudulent activity is possible with an e-
petition’.36 

3.56 The impact that instances of fraudulent activity can have on any possible 
petition outcome is discussed further below.  

The impact of fraudulent activity  

3.57 The act of petitioning allows citizens and residents to put their grievances 
directly to their elected representatives in the form of a request to the House 
of Representatives. The petition must make a request for action on 
something that the House can do, such as: 

 introduce legislation or repeal or change existing legislation; 

                                                      
33 Department of the House of Representatives, Submission 10, p. 4.  

34House of Representatives Practice, 7th Edition, p. 634.  

35 The Hon Kevin Rudd AC, 26th Prime Minister of Australia, Submission 13, p. 3.  

36 Associate Professor Luke Beck, Submission 8, p. 1.  
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 to take action for a certain purpose of for the benefit of a particular persons; 

 or to redress a particular grievance, for example by the correction of an 
administrative error.37 

3.58 A number of formalised and indirect actions are taken on petitions which 
are outlined in more detail below, including any impact that fraudulent 
signatures have on these actions.  

Number of signatures 

3.59 The minimum number of signatures required for a petition is one, that of the 
principal petitioner.38 

3.60 Signatures to petitions must: 

 Not be copied pasted or transferred on to the petition and must appear on a page 
that contains the petition request.39 Signatures that are photocopied or are 
obvious duplicates are excluded from petitions under this rule, as are 
signatures that appear on a blank page that do not contain the petition 
request.  

 Be in the persons own handwriting or be added to an e-petition via the House 
website.40 Signatures collected electronically through other means are 
excluded from petitions under this rule.  

 Declare that they are a resident or citizen of Australia and not a Member of 
Parliament.41 Under this rule, signatures with obvious pseudonyms are 
excluded from the final signature count.   

3.61 Prior to presentation, petitions are scanned for obvious non-compliant 
signatures, but so long as the principal petitioner’s signature is in order, and 
the petition meets all other standing order requirements, the petition can still 
be considered valid.42 

                                                      
37House of Representatives Practice, 7th Edition, p. 629.  

38 House of Representatives standing orders 205(a) and 205A(a). 

39 House of Representatives standing orders 205(b)(iii) and 205A(f). 

40 House of Representatives standing orders 205(b)(ii) and 205A(a). 

41 House of Representatives standing orders 205(b)(i), 205(c), 205A(e) and 205A(g). 

42 Department of the House of Representatives, Submission 10, p. 4.  
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3.62 In effect, this means that a petition can still be valid even if widespread 
fraudulent activity is found to have occurred and the offending signatures 
are removed.43 

3.63 Apart from the single signature required of the principal petitioner, the 
petitioning process also does not require a petition to reach a certain 
threshold of signatures in order for any formalised action to be taken by the 
House.44 

3.64 These actions are outlined below, but this effectively means they can be 
taken regardless of whether a petition receives one or 100 000 signatures. As 
such, any fraudulent signatures added to a petition which are not detected 
do not have any impact on whether these actions are taken.  

3.65 The issue of signature thresholds on petitions were discussed in some detail 
in the former Committee’s report into the future of petitioning the House, 
and so will not be continued in this report beyond any relevance to 
fraudulent activity.45 

Action taken on petitions 

Presentation to the House  

3.66 After a petition has been certified as ‘in order’ (validated) by the Committee 
and, for e-petitions, after it has closed for collecting signatures, a petition is 
presented to the House. This is usually done by the Committee Chair on a 
Monday of each House of Representatives sitting week.46 

3.67 The Chair presents a number of petitions at a time. The terms of each 
petition are not read out, but are included in a summary which is published 
on the Committee’s webpage. The Chair makes a short statement in relation 
to general aspects of petitioning and the full terms of each petition, 
including the final signature count, are recorded in the Hansard for that day.   

3.68 Members of Parliament, other than the Chair, may also present petitions.47 
Members also do not read out the terms of each petition, but will usually 

                                                      
43 House of Representatives standing orders 205(d) and 206(a)(ii). 

44 Department of the House of Representatives, Submission 10, p. 4. 

45 Standing Committee on Petitions, Your voice can change our future, February 2019, pp. 35–38 and  
43–49. 

46 House of Representatives standing orders 34 and 207(a). 

47 House of Representatives standing orders 207(b). 
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make a statement on the matter raised in the petition. Again, the full terms 
and signature count of each petition presented this way are included in the 
Hansard for that day. 

Referral to minister  

3.69 After a petition is presented to the House it is usually referred to the 
minister responsible for the matter raised in the petition with a request for a 
response within 90 days.48 In practice, over 99 per cent of electronic petitions 
are referred to a minister.  

3.70 Ministerial responses do not necessarily provide agreement to act on the 
request in the petition, but may include more information about the matter 
raised, such as detail on current policy, or an explanation as to why an 
action will not be taken.   

3.71 When received, ministerial responses are seen by the Committee, presented 
to the House, recorded in the Hansard and then published on the Standing 
Committee on Petition’s webpage.49 

Referral to a committee  

3.72 The House of Representatives standing orders also provide Members with 
the authority to refer a petition to a particular committee for further 
inquiry.50 In practice, this has not been done since the introduction of that 
standing order.51 

Indirect action 

3.73 Apart from the minister directly agreeing to a petition request, it is difficult 
to measure the other possible outcomes of a petition.   

3.74 The act of petitioning, however, does create broader awareness of the issues 
raised in the petition, which can lead to other, less direct actions. The impact 
of a petition is therefore not limited to how the House responds.52 

3.75 The House of Representatives Practice provides the following description of 
this effect: 

                                                      
48 House of Representatives standing orders 209(a) and 209(c). 

49 House of Representatives standing orders 209(c). 

50 House of Representatives standing orders 208(c). 

51House of Representatives Practice, 7th edition, p. 638.   

52 Department of the House of Representatives, Submission 10, pp. 4–5. 
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An important effect of the petitioning process is that Members and the 
Government are informed, in a formal and public way, of the views of sections 
of the community on public issues. Even if no action is immediately taken on a 
petition, it and others like it may assist in the creation of a climate of opinion 
which can influence or result in action. The petition usually forms part of a 
broader attempt by individual groups within the community to draw public 
attention to grievances. Petitions also provide a focal point for individuals and 
groups attempting to organise campaigns on various issues—for example, 
public meetings are sometimes organised around the signing of petitions.53 

3.76 The House of Representatives Standing Committee on Procedure also made 
comment on the sense of community that petitions create in their report on 
petitioning the House:  

Petitions foster a sense of unity and purpose within a community which is 
publicly demonstrated when the petition is presented to the House. In this 
sense, a petition provides a measure of a community’s strength of feeling on 

for concerns experienced by the voting public.’54 

Other jurisdictions 

3.77 In some similar jurisdictions, such as the Parliament of New Zealand, there 
is no requirement for a signature threshold to be reached that would trigger 
a certain procedural action.55 

3.78 Others, such as the UK Parliament and the Legislative Assembly for the ACT 
do require a petition to meet a certain threshold to prompt an action (such as 
referral to a committee, or debate in parliament).56 With these requirements 
in mind, the ACT observed that it has ‘encountered no security issues to 
date’.57 

3.79 Further, while the Scottish Parliament does not have thresholds for certain 
actions, petitions to their parliament are considered on the merit of the 
issues raised and not the amount of signatures collected.58 

                                                      
53House of Representatives Practice, 7th edition, p. 630. 

54 House of Representatives Standing Committee on Procedure, Making a difference, August 2007, p. 3.  

55 House of Representatives, Parliament of New Zealand, Submission 9, p. 2. 

56 Department of the House of Representatives, Submission 10, p. 4; Legislative Assembly for the ACT, 
Submission 2, p. 2. 

57 Legislative Assembly for the ACT, Submission 2, p. 2. 

58 The Scottish Parliament, Submission 7, p. 3.  
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3.80 The House of Representatives, Parliament of New Zealand, also confirmed 
the detection of some possibly fraudulent signatures collected on their 
petitions, but nothing that was ‘widespread or co-ordinated’.59 

3.81 Nevertheless, submitters from other jurisdictions did recognise a need for 
the prevention of fraudulent behaviour and outlined certain actions that 
they take.  

3.82 For instance, the Legislative Council of Victoria stated that, while they were 
not aware of any significant issues with fraud, they ‘carefully scrutinise all 
petitions and requests for e-petitions to the extent possible’ for compliance 
with the standing orders.60 

3.83 Other practices for reducing fraud undertaken by other jurisdictions include: 

 checking for irregularities such as fake signatures or addresses outside 
of the permitted jurisdiction; 

 disallowing petitions and/or signatures that contain such irregularities; 
 disallowing duplicate signatures; and 
 implementing practices designed at reducing fraudulent behaviour.61 

Impact of fraud on petition outcome  

3.84 Because there is no threshold for signatures, instances of fraudulent activity 
have no impact on any direct action taken by the House, providing the 
petition meets the standing order requirements and the principal petitioner’s 
signature is in order.   

3.85 There are, however, concerns that fraudulent activity can have a negative 
impact on indirect actions regarding the petition if the signatures collected 
are falsely inflated.  

3.86 This was articulated by the Department of the House of Representatives 
who noted that ‘concerns about fraudulent signatures or the system's 
security may lead to debate which distracts from the substance of the 
petition’.62 The Department of the House of Representatives also stated: 

                                                      
59 House of Representatives, Parliament of New Zealand, Submission 9, p. 3.  

60 Legislative Council of Victoria, Submission 3, p. 1. 

61 Legislative Assembly for the ACT, Submission 2, pp. 1–2; Legislative Council of Victoria, Submission 
3, p. 1; Legislative Assembly of Victoria, Submission 4, p. 2; House of Representatives, Parliament 
of New Zealand, Submission 9, pp. 2–3.  

62 Department of the House of Representatives, Submission 10, p. 5. 
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Members may also refer to the number of signatures as an indication of the 
strength of community sentiment, not only when presenting the petition but 
when debating a matter identified in the petition.63 

3.87 These comments point to the political significance that falsely inflated 
petition signatures can have. The Clerk of the Parliament of New Zealand 
made this related point:  

There is no procedural difference whether a petition has one signature or 
thousands, but the number of signatures can be a relevant factor when 
members and committees are making their political judgements about how to 
consider petitions.64 

3.88 Both submissions recognised that there was therefore a need to apply certain 
security measures to prevent, where possible, fraudulent signatures from 
being added to petitions. The Department of the House of Representatives, 
for example, stated: 

Having some security measures, such as those already in place, helps reduce 
the likelihood of such concerns being raised.65 

3.89 The Clerk of the Parliament of New Zealand also remarked: 

We consider that these relatively light verification requirements for signatories 
are appropriate, given that there is no threshold, and the number of signatures 
has no procedural effect. On the other hand, the volume of signatures is a 
matter of political significance, and so some requirements are needed to 
reduce the prospect of the numbers being inflated through large-scale fake or 
repeated signatures.66 

3.90 Mechanisms currently in place to reduce fraudulent behaviour on petitions 
have been discussed throughout this report.    

Committee comment 

3.91 The e-petitions system works to balance security and accessibility concerns 
through providing a range of measures to prevent fraudulent activities. The 
Committee recognises that any system which aspires to remain as accessible 

                                                      
63 Department of the House of Representatives, Submission 10, pp. 4–5.  

64 House of Representatives, Parliament of New Zealand, Submission 9, p. 2. 

65 Department of the House of Representatives, Submission 10, p. 5.  

66 House of Representatives, Parliament of New Zealand, Submission 9, p. 2. 



43 
 

 

as signing a paper petition cannot completely eliminate the risk of 
fraudulent signatures.  

3.92 When fraudulent activity occurs on petitions, it is usually for the purpose of 
inflating petition signatures to provide the perception that there is more 
support for the topic raised than there actually is, or to call into doubt the 
integrity of signatures in support of a petition. This does not impact the 
direct effect of a petition, and does not necessarily have a negative impact on 
the indirect effect of the petition, but may cause concern for adversaries of 
the topic (or indeed petitioners) or be of political significance.    

3.93 The Committee is of the view that the current security mechanisms in place 
set the appropriate balance between accessibility and security. While 
fraudulent activity may occur, it is isolated. Given the lack of a signature 
threshold to prompt a specific action, any fraudulent signatures which are 
not excluded from a petition’s final signature count are considered an 
accepted risk.  

3.94 Any changes to the current arrangements through additional security 
mechanisms are not recommended due to their potential to exclude or 
restrict access to petitioning for people who currently exercise this right.  
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