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Glossary

Term

Meaning

Algorithmic system

Algorithm supported
service

Artificial Intelligence
(Al

Auditing

Machine Learning

Service user
Social services

Trauma

An algorithmic system is a machine-based system that can influence
the environment by producing an output (predictions,
recommendations or decisions) for a given set of objectives. It uses
machine and/or human-based data and inputs to (i) perceive real
and/or virtual environments; (ii) abstract these perceptions into models
through analysis in an automated manner (e.g., with machine learning),
or manually; and (iii) use model inference to formulate options for
outcomes. Algorithmic systems are designed to operate with varying
levels of autonomy. Algorithmic system includes artificial intelligence
(Al) and automated decision-making systems (ADMs).

Algorithmic supported service refers to the use of knowledge
generated by algorithms or algorithmic systems to execute or directly
enact or inform service delivery

Artificial Intelligence refers to automated processes that have act with a
high level of sophistication that have been build using Machine
Learning techniques, rather than traditional human coded algorithms.
A broad approach focused on assessing the concordance of our unit of
analysis with principles of trauma informed practice

Machine Learning refers to a process for designing algorithms or
models of the world in which the algorithm automatically adjusts
internal variables to achieve a desired outcome. Machine Learning can
be supervised, unsupervised or hybrid.

The recipient of a social service

Services provided by public and/or private actors to societal groups
typically to enhance human wellbeing (e.g. disability services, social
security, age or personal care, education), though can involve coercive
state power (e.g. child protection, parole).

Individual trauma results from an event, series of events, or set of
circumstances that is experienced by an individual as physically or
emotionally harmful or life threatening and that has lasting adverse
effects on the individual’'s functioning and mental, physical, social,
emotional, or spiritual well-being.

A non-exhaustive list of types of trauma includes individual trauma,
developmental trauma, secondary and vicarious, interpersonal trauma,
group, community or collective trauma, racial trauma, cultural trauma,
historical trauma, natural trauma, human-caused trauma and mass
trauma



Executive Summary

Artificial Intelligence and automated processes provide considerable promise to enhance human
wellbeing by fully automating or co-producing services with human service providers. Concurrently, if
not well considered, automation also provides ways in which to generate harms at scale and speed. To
address this challenge, much discussion to date has focused on principles of ethical Al and accountable
algorithms with a groundswell of early work seeking to translate these into practical frameworks and
processes to ensure such principles are enacted. Al risk assessment frameworks to detect and evaluate
possible harms is one dominant approach, as are a growing body of Al audit frameworks, with
concomitant emerging governmental and organisational regulatory settings, and associate
professionals.

The research outlined in this report took a different approach. Building on work in social services on
trauma informed practice, we identified key principles and a practical framework that framed Al design,
development and deployment as a reflective, constructive exercise that resulting in algorithmic
supported services to be cognisant and inclusive of the diversity of human experience, and particularly
those who have experienced trauma. Our study resulted in a practical, co-designed, piloted Trauma
Informed Algorithmic Assessment Toolkit (hereafter Toolkit).

This Toolkit has been designed to assist organisations in their use of automation in service delivery at
any stage of their automation journey: ideation; design; development; piloting; deployment or
evaluation. While of particular use for social service organisations working with people who may have
experienced past trauma, the tool will be beneficial for any organisation wanting to ensure safe,
responsible and ethical use of automation and Al.

Trauma is the emotional, psychological and physiological residue left over from heightened stress that
accompanies experiences of threat, violence and life-challenging events. Trauma impacts behaviour,
life chances, mental health and relationships. Trauma can make accessing services and resources that
can be helpful and healing difficult, further entrenching exclusion, compounding harm and placing
survivors at a greater risk of experiencing additional trauma. Understanding socio-political and cultural
context of trauma is essential to a ‘trauma-informed approach’.

Our Toolkit is referred to as an ‘assessment’, rather than an ‘audit’. Although ‘audit’ is widely used in
relation to ethical and responsible Al, audits typically imply independent, compliance-based, often
pass/fail evaluations. Our Toolkit approach encourages reflection. It is designed to be used within
organisations at any stage of design, development, deployment or evaluation of Al or automation in
service delivery. It is recommended that the Toolkit be used by a multi-professional team with input from
service managers, human service personnel, computer professionals and service user representatives.

To produce the Toolkit, a four-stage research and design process was deployed:

1. Key concepts in both the trauma informed practice literature and the ethical Al literature were
reviewed and mapped across the two domains. This resulted in five core trauma informed
principles underpinning the conceptual design of how to understand Trauma Informed Al:
Empowerment and Choice; Collaboration; Trust and Transparency; Safety; and
Intersectionality.

2. Through an interactive process, a draft set of assessment questions were identified. Toolkit
Iltems from practical trauma-informed organisational audit frameworks and ethical and
accountable Al audit frameworks were identified and modified to reflect our Toolkit’s unit of
analysis, an algorithmic enabled service, which may be fully or partially automated. Real
cases of Al and algorithmic harms were used to identify issues to which pertinent questions
might be asked.

3. The resulting draft Toolkit was then iteratively, co-designed through two sequential 180-minute,
interactive workshops with 18 professionals working in social services organisations delivering
services to people who are likely to have experienced trauma, such as in domestic



violence/abuse, child abuse/neglect and homelessness services. Key areas of feedback were:
Understanding service users’ lived experience of trauma; Strengths-based framing; Capacity
building around algorithmic systems and trauma informed principles; Summarising the Toolkit
responses; and Useability and engagement.

The revised Toolkit was then piloted using three internationally recognised and well
documented case studies: Australia’s Robodebt scheme; Allegheny County’s Family Screening
Tool; and the UK’s National Eating Disorders Association TESSA chatbot.

The resulting 40-page Toolkit (attached as Appendix A) consists of five sections:

Knowing your Organisation, Service and Algorithmic System guides Toolkit users through
the key concepts and principles of the Toolkit and then asks them to identify the motivations
for and purposes of using an algorithmic system in service delivery, what it involves and how it
relates to organisational objectives;

Critical Considerations consists of 10 core questions designed to cover the most crucial
components in delivering a Trauma-informed algorithmic-enabled service. This section can be
undertaken as a cut-down version of the Toolkit should timing and resourcing be constrained;

General consists of 49 in-depth questions covering four different domains: Service processes,
procedures and plans; algorithmic system; service user engagement and involvement; human
algorithm interaction;

Types of algorithmic systems provides questions that are posed by different types of Al or
algorithmic systems that are increasingly found in service delivery: Chatbots; Recommender
Systems; ldentification and Recognition Systems; Risk Assessment Systems; Detection
Systems; and Goal Driven Optimisation; and

Prioritising Areas for Improvement, Next Steps and Further Resources guides Toolkit
users through the summative review and actioning process. Guidance on risk assessment is
provided, if desired. The Toolkit is deliberately not designed to produce summary metrics.

Most questions are framed as 3-point Lickert scale statements beginning “For the algorithm supported
service, to what extent...”, with “Not at all’, “To some extent” and “To a great extent” as the possible
responses.

Research participants were strongly supportive of the need for such a Toolkit, seeing it as a much-
needed and necessary resource for social service organisations as they increasingly make use of Al
and automation for service delivery.

Future development of this internationally novel Toolkit should focus on creating an online, dynamic
Toolkit, accompanied with instructional support and educational resources. It adds to and supplements
emerging Al audits, frameworks, regulatory settings and professional practice. A key innovation is to
move beyond a focus on digital (or data) harms with its attendant risk assessment methodology, to one
that positively framed in being trauma aware.



Introduction

Algorithmic systems are progressively being developed and deployed in social services, including
welfare payments, child protection, disability services, housing and homelessness services, and
employment services (P. W. F. Henman, 2022). Social service users have often experienced
vulnerability and are more likely to have not sought therapeutic services after experiencing harm/abuse.
It is critical that algorithmic systems are designed and operate in a way that appropriately takes account
of the possibility of users’ prior experience of trauma, but also does not generate trauma (Chen et al.,
2022). Examples of these challenges include Australia’s Robodebt system that issued hundreds of
thousands of unlawful automated debt notices, many of them to highly vulnerable persons some of
whom suicided (Whiteford, 2021). In child abuse/neglect cases, Al-informed risk prediction can
overcompensate for adults who as a child had contact with child prediction systems, forcing them to
relive past trauma, causing significant re-traumatisation distress (Gillingham, 2021). Al enacted
processes in DFV services can mimic the abusive tactics of domestic violence perpetrators (M. Harris
& Fallot, 2001), such as lack of choice, sharing of information without permission, minimising lived
experience of harm and exclusion from other essential services (Sleep, 2023; Woodlock et al., 2020).
While Al systems can also be used to prevent further trauma (Emms et al., 2014; B. Harris et al., 2021),
if poorly designed, the digital experience of trauma may impede social services systems’ ability to help
survivors and risks causing additional harm.

Trauma informed principles are recognised as important in designing and delivering health, medical
and social services (Bowen & Murshid, 2016; Raja et al., 2015), to ensure services help rather than
harm. Bowen and Murshid (2016), for example, outline six core principles of trauma-informed practice:
safety, trustworthiness and transparency, collaboration, empowerment, choice, and intersectionality.
Moreover, there are now practical toolkits for developing and analysing services to ensure their
organisational operations and decision-making processes are consistent with trauma informed
principles (Guarino et al., 2009; Henderson et al., 2018). However, the processes used in social
services practice to audit the trauma informed quality of services are not designed with digital services
delivery in mind. This means that as services delivery increasingly becomes dependent on digital
technology, and Al in particular, current trauma informed audits are inaccurate and failing to fully assess
the safety, trust, choice, collaboration and empowerment of their services. Trauma informed audits that
incorporate Al are essential for accurate evaluation of services.

While ideas about trauma have yet to be incorporated into building and using Al, there is a large and
deep body of work seeking to ensure Al is built and operated ethically, legally and responsibly (Dubber
et al., 2020; Fjeld et al., 2020). To embed and enact these concepts and principles, practical Al audit
tools have also been developed (Mdkander, 2023). Just as Al auditing frameworks and practices can
assess the extent to which an Al may lead to decisions or actions that are biased or unethical, a trauma-
informed Al audit framework can be developed to assess the extent to which an Al’s decisions may
generate cause or re-trigger trauma for users. Accordingly, by bringing together literature on trauma
informed auditing and Al auditing, this project aimed to co-design a trauma-informed algorithmic
assessment framework with service providers and apply the framework to a number of case studies.

Through a four stage process a Trauma Informed Algorithmic Assessment Toolkit (hereafter the
Toolkit) was developed. First, a review was undertaken of principles of trauma informed care and
principles of ethical algorithms to develop our own principles of trauma informed care for algorithm
supported services. Second, a draft Toolkit was developed underpinned by these principles and by
combining audit tools from both trauma-informed services and ethical algorithms. Third, the draft Toolkit
was further developed via co-design workshops with 18 professionals working in social service
organizations in which many service users will have experienced trauma (including domestic and family
violence/abuse services, child and family abuse/neglect services). Fourth, the Toolkit was applied to
three existing or past algorithmic supported services: Australia’s Robodebt; Allegheny County’s Family
Screening Tool in the US; and the TESSA chatbot used in the UK’s National Eating Disorders
Association.



This research report documents the way in which the Toolkit was created, summarises research insights
and understandings learned about trauma and Al from these research processes, and outlines areas
for future research and how to make the Toolkit more practicable for application in organisations seeking
to ensure their design, development and deployment of algorithms reduces the risks of causing or re-
triggering trauma. The project’s resulting Toolkit is provided as an Appendix. This Toolkit is designed
to help organizations access the extent to which an algorithm-supported service operates in
accordance with trauma informed principles. While originally this study was based on auditing literature,
as a result of our co-design workshop processes, we instead refer to the Toolkit as an “Assessment”.
This change of terminology is to avoid a raft of connotations associated with the word “audit”’, including
an external, independent pass/fail process.

To be sure, our approach does not focus on Al systems that seek to identify or diagnose trauma. Rather
we to consider how services delivered wholly or in conjunction with algorithmic systems can be
designed in a way that reduces the risks of harm to service users, including those who have prior
experiences of trauma.

Understanding Trauma and Algorithms

This study sits at the intersection of quite different bodies of literature and different professional groups.
On the one hand, the idea of trauma is strongly associated with psychological and social welfare
literatures and professionals. On the other hand, Al, ADM and algorithms are a primary focus of
computer science and information technology professionals.

In recent years, there has been a rapid and ballooning interest in the social and ethical implications of
Al, ADM and algorithms, with a distinct academic and professional field of ethical Al now evident.
Ethical Al encapsulates a wide range of ideas, concepts and normative principles. For example, Fjeld
et al. (2020) identify nine themes in their review of ethical Al literature: privacy; accountability; safety
and security; transparency and explainability; fairness and non-discrimination; human control of
technology; professional responsibility; promotion of human values; and international human rights. The
concept of algorithmic harm has also received some traction. For example, Shelby et al. (2023)
provide a taxonomy of socio-technical harms from the use of algorithms, that classifies harms into five
categories: representational harms; allocative harms; quality of service harms; interpersonal harms;
and social system harms. While the notion algorithmic harms (and to a lesser extent ethical Al) has
elements in common with trauma, there are distinct differences that deserve analytical and applied
attention.

Understanding Trauma and Trauma-Informed Approaches

Trauma

Trauma is the emotional, psychological and physiological residue left over from heightened stress that
accompanies experiences of threat, violence and life-challenging events. Stress is part of being human
and can be beneficial. However, when this stress becomes extreme, this can cause significant harm
and overwhelms our capacity to cope. Trauma is defined by the American Psychological Association
(2023) as:

an emotional response to a terrible event like an accident, rape, or natural disaster.
Immediately after the event, shock and denial are typical. Longer term reactions include
unpredictable emotions, flashbacks, strained relationships, and even physical symptoms
like headaches or nausea.

A trauma-informed approach recognises that ‘trauma’ is a contested term (Tseris, 2013). Understanding
socio-political and cultural context of trauma is essential to a ‘trauma-informed approach’ (Tseris, 2013).
Moreover, we acknowledge that understandings, definitions, response, manifestations and narratives
of trauma are all culturally mediated and contested (Theisen-Womersley, 2021).



Trauma is complex and multifaceted and is experienced by individuals differently. Even if individuals
have had similar experiences, the trauma impact for each survivor is unique (Tseris, 2013). It can also
be useful to think about various kinds of trauma, for example simple, complex and developmental
(Australian Childhood Foundation, 2019). Often, social services users experience more than one type
of trauma simultaneously, compounding the harm and placing additional challenges on recovery.
Trauma can also be experienced and transferred across individuals including intergenerational and
vicarious trauma.

Simple trauma involves the experience of events that are life threatening and/or have the
potential to cause serious injury, but do not involve stigma, repetition over time and are not
focused on important personal relationships. They are often single incidents like a car accident
or natural disaster.

Complex trauma includes personal threat, violence and violation. It generally involves multiple
incidents and can be experienced as part of an important personal relationship. It is often
accompanied with the survivor feeling stigma and shame. When caused by someone who is in
a position of trust and authority to the survivor, there can be further impacts, especially when
community and organisational responses are disbelief or blaming the survivor (Herman, 1997).
Further complications arise when survivors’ responses to trauma lead to difficult behaviours
that make it challenging for helping organisations to work with them, leading to exclusion from
services. Follow on crises, like homelessness for a teenager who needs to leave home for their
safety, compounds social and economic exclusion.

Developmental trauma, especially complex relational trauma, is experienced in early life that
can have significant impacts on the long-term development of children and young people.
Children are particularly vulnerable to the impacts of trauma. Children and young people
impacted with interpersonal relational trauma are at significant risk because they rely on the
adults around them for care and support and it undermines the resources children need to
recover. Developmental trauma includes children and young people who are neglected,
abused, or forced to live with family violence, and impacts individuals into adulthood.

Intergenerational trauma is form of shared or collective trauma. For instance, in Australia,
intergenerational trauma is used to explain the harms to First Nations survivors where the
"trauma origins stem from the ongoing colonization practices of social marginalisation,
incarceration and racism in all its forms and the re-traumatisation associated with family
violence, sexual abuse, self-harming and substance abuse” (Menzies, 2019). The long term
policy of forcibly removing First Nations children from their families in Australia is an example
of a specific policy that has caused palpable intergenerational trauma (Human Rights and Equal
Opportunity Commission, 1997). This is a particularly devastating cultural harm considering the
oral traditions of Australian First Nations people, with storytelling by elders to young people a
central part of cultural knowledge transition. While the explicit “stolen generation” policies have
ceased, and First Nations communities and cultures survived, the effects of trauma on those
who were removed, and their children, continues (De Maio et al., 2005). Intergenerational
trauma has also been used to explain the type of collective, inherited trauma experienced by
other groups including WW2 holocaust survivors, as well as the collective cultural bereavement
of refugee groups (Eisenbruch, 1991; Erikson, 1991).

Vicarious trauma is the accruing effect of being exposed to someone else’s trauma. Numerous
studies have explored the specific impacts that helping professions experience on their
emotional and mental wellbeing when working with victims of trauma (Baird & Jenkins, 2003;
Benuto et al., 2018; Bride, 2007; Michalopoulos & Aparicio, 2012; Tsantefski et al., 2023).
McCann and Pearlman (1990) first introduced the concept of vicarious trauma to describe when
helping professionals experience signs and symptoms similar to Post Traumatic Stress
Disorder (PTSD), as a result of working with people who have experienced trauma. Symptoms
include intrusive imagery (flashbacks of traumatic stories), arousal (constant fear of being
assaulted), avoidance behaviours (not using the telephone after hearing traumatic stories over
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the phone), negative changes to cognitions (all men are abusive and dangerous) (Branson,
2019). This phenomenon has also been called compassion fatigue or Secondary Traumatic
Stress (Figley, 2013). Trauma, in the form of moral injury, can also occur to professionals who
are required to act in a way that conflicts with core principles, for example during military conflict
or public health crises (Griffin et al., 2019).

There is a significant evidence base that demonstrates most individuals have experienced some form
of trauma, and that complex and developmental trauma is more prevalent than previously assumed. In
Australia, recent evidence indicating that 57% to 75% of Australian have experienced at least one
traumatic event in their lifetime, with 1 in 6 having experienced intimate partner violence and 1 in 8
people 18 years and older having experienced abuse when they were a child (NSW Heath, 2023). In
the US, the National Council for Mental Wellbeing estimates that 70% of adults have experienced some
type of traumatic event at least once in their lifetime (Baird & Jenkins, 2003; Benuto et al., 2018; Bride,
2007; Lisa McCann & Pearlman, 1990; Michalopoulos & Aparicio, 2012; Tsantefski et al., 2023).
Similarly, in the UK, around | in 3 adults report having experiences at least one traumatic event that put
themselves or someone close to them at risk of serious harm or death (Mental Health Foundation UK,
2023).

In addition, the impact of trauma on behaviour, life chances, mental health and relationships has been
shown to be significant to individuals, families and communities and complicates recovery and help
seeking. Studies have shown that prolonged and repeated heightened stress can change brain function
and has physiological impact on immune systems. The fight, flight or freeze response that is hardwired
into human behaviour to keep us safe from threats can become disorganised as a response to trauma,
and hyperarousal, hypervigilance, withdrawal and aggression can result, leading to compounded issues
of depression, anxiety and difficulties responding to stimuli in predictable and socially expected ways.
This can further isolate and stress people who have experienced trauma, making it even harder to seek
the help needed for recovery. Trauma can make accessing services and resources that can be helpful
and healing difficult, further entrenching exclusion, compounding harm and placing survivors at a
greater risk of experiencing additional trauma (Chen et al., 2022; Hickle, 2020).

Harris and Fallot (2001) observed that individuals presenting for support for one issue, were often
dealing with other issues at the same time, compounding their needs, complicating their road to
recovery, and sometimes leading to their exclusion from the service. For example, a person may
present at a drug and alcohol clinic for intake, but not be accepted into the service because they did not
behave in a way that showed willingness to change. On further investigation, it can become clear that
these behaviours were a fight response to past developmental trauma they experienced as sexually
abused as a child. The result is that the potential service user is excluded from accessing the help they
need due to the way their trauma is presenting, compounding the harm. As Goodman et al observe,
“any person seeking services or support might be a trauma survivor...[service provision organisations
must] recognise, understand, and counter the sequelae of trauma to facilitate recovery” (2016).

Trauma informed approaches

The phrase ‘trauma-informed approach’ was developed by Harris and Fallot (2001) seeking a paradigm
shift in service delivery and a new way of working with people who have experienced trauma. They
argue that a strengths-based approach (in contrast to a deficits-based approach), meeting the client
where they are at, is essential for recovery for clients who have experienced trauma. They also point
out that is it essential for organisations to be structured and function in ways that facilitate recovery,
rather than risk re-traumatisation, exclusion and further harm. Experiences of trauma are so prevalent
that it is a tangible responsibility of service organisations to have trauma informed practices in place for
all service users not just those who identify as having a history of trauma. Services that are committed
to using trauma-informed approaches report more successful collaboration with all stakeholders,
effective power sharing between service providers and servicer users and a greater sense of self-
efficacy amongst service users. (Kezelman, 2014)
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In particular, Harris and Fallot (2001, p. 9) argue that service providers should be sensitive to
organisational dynamics that characterise abusive relationships, and ensure those same dynamics are
not “unwittingly replicated in helping relationships”. For example, it is important to avoid:

e Betrayal at the hands of a trusted caregiver or supporter;
e Hierarchical boundaries being violated and then reimposed at the whim of the abuser;

e Secret knowledge, secret information, and secret relationships being maintained and even
encouraged,;

e The voice of the survivor being unheard, denied or invalidated; and
e The survivor feeling powerless to alter or leave the relationship.

Key concepts like safety, collaboration, empowerment, choice and intersectionality guide practitioners
and organisations towards more trauma-informed processes and practices. A key feature of trauma-
informed approaches is healing through returning a sense of autonomy and control to a service user
(Harris & Fallot, 2001). This involves strength-based approaches that build on the unique individual
competencies and wisdom of service users who have experienced trauma (Kezelman & Stavropoulos,
2012; Tseris, 2013) and recommend appropriate referral pathways and services (Reeves, 2015).
Understanding socio-political and cultural contexts of trauma is also essential (Tseris, 2013), as well as
an awareness that understandings, definitions, response, manifestations and narratives of trauma are
all culturally mediated and contested (Theisen-Womersley, 2021) making individuals’, families’ and
communities’ locations in intersectional processes important for healing.

The literature emphasises that there is a need to adopt a trauma-informed approach to not just service
users but also all stakeholders including service providers (Wolf et al., 2014). The focus of the present
work is limited to considering how a trauma-informed approach can be directed at service users in an
algorithm supported service. However, it is no less important to consider the impact of algorithmic
systems on potentially traumatic experiences for all stakeholders, including service providers, and
should be the subject of future work. Focusing also on service providers, Greenwald (2008) found that
trauma intervention training for service providers increased empathy, reduced stress and ability to
handle challenging scenarios. Once again, service provider training and broader organisational policy
is beyond the scope of this work as it is limited to considering each individual instance where an
algorithmic system is deployed. Existing trauma audit tools and frameworks consider the broader
organisational context, policies, processes, practices and training to provide guidance on how the
service delivery organisation itself is engaged in trauma-informed care.

Understanding Al, ADM and Algorithms in Social Services

Our intention in building a Trauma Informed Algorithmic Assessment Toolkit was that it will be applicable
to a wide range of organizational settings and service uses. However, given human wellbeing is at the
core of social services, and where the operation of Al and ADM poses the greatest risks of harm, our
focus for the Toolkit development was through consideration of Al and ADM in the social services
domain. While human professionals have long been at the centre of delivery of social services,
increasingly digital technologies have become part of the service delivery infrastructure, first taking on
well-defined tasks of digitalizing record keeping and mathematical calculations (such as social
insurance entitlements), then progressing to support then automate human professional judgement (P.
W. F. Henman, 2022).

In building our Toolkit, a focused consideration on algorithms, Al and ADM in social services is justified
for several reasons. Firstly, as services often designed to enhance human wellbeing, introducing
automation into social services requires care to ensure that automation enhances and does not
undermine human wellbeing. This is particularly important as human professionals are often key to the
delivery of social services and introducing automation into (or replacing) human interactions imbued
with professional judgement needs careful consideration and design. Thirdly, users of social services
are more likely to have experienced or experiencing trauma than the wider population. For example,
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someone experiencing domestic violence/abuse will often need to access a diverse range of human
services beyond domestic violence/abuse services, including housing, social insurance or income
support, and health care. Fourthly, governments have demonstrated a tendency to experimentally
deploy new digital technologies and automation in social services. In some areas like social insurance,
this is because they are domains with high information processing demands. Digital technologies also
provide ways for data sharing across social service networks, where supporting people in need can
benefit from greater data sharing and joined-up service delivery made more possible with digital
technologies. Moreover, because of the low political power of social service users, governments can
also find it less politically risky to trial new forms of automation on citizens where other services may
face greater public resistance.

Using Al for the delivery of social services is at the forefront of organisational operations. In government
operations and public service delivery, Al is increasingly used in the form as chatbots for citizen-
government interaction, for regulatory oversight in detecting tax or welfare fraud, adverse drug impacts
or cyberattacks, or in triaging services and managing risk (P. Henman, 2020). As the Al Incident
Database (https://incidentdatabase.ai/) illustrates, using Al is not without its downsides, with operations
sometimes generating harms, reproducing discrimination, and exacerbating inequalities.

As cutting-edge technologies, Al is at forefront of people’s minds. However, more traditional forms of
computerisation and automation have been operating in organisations and contributing to delivery of
services for decades, though with recent acceleration. These tools also have the potential to also cause
harms, particularly when replacing humans as professionals, service providers and decision makers
(Eubanks, 2018). It is for this reason that rather than designing a Toolkit for Al, we sought to expand
our focus on the use of automated tools more generally.

Having precise definitions are not necessary for the use of our Toolkit, though it can be useful to
understand the differences in terminologies for algorithms, Al and Automated Decision Making (ADM).

e An algorithm is a step-by-step process or applying calculations or rules to data items. All forms
of computer or digital technologies operate by algorithms. We can even consider a cooking
recipe as an algorithm, a detailed step-by-step process of preparing, combining and processing
ingredients to produce a culinary creation. Traditional approaches to creating digital
technologies involve humans writing computer code — that is, algorithms — using a computer
language to determine how certain data inputs are translated into data outputs and actions.

e There is no agreed definition of Al. One common approach is to consider Al as being a tool
based on Machine Learning (i.e. AI/ML). In contrast to traditional forms of computer
programming (see previous paragraph), machine learning algorithms are processes to produce
a model that then operates as an algorithm. By providing input data to a machine learning
algorithm, the model evolves by automatically adjusting its internal variables to achieve certain
outputs. Many ML models are derived by supervised learning, by which the ML algorithm is fed
input data (e.g. picture of faces) and then the desired output data (e.g. the name that person).
A ML model can then respond to input data it has not previously seen to determine likely
outcomes. Generative Al systems, such as ChatGPT or MidJourney generate text or images
associated with prompts, are newer, more sophisticated ML models.

¢ Automated Decision Making (ADM) refers to the use of computer algorithms (whether Al or
non-Al) to generate organizational decisions. There is no agreed definition with its use varying.
What counts as a ‘decision’ can be narrowed to legally binding decisions — such as determining
access to a service or fining someone — which typically have legal review and remedy
processes. Triage decisions — such as determining levels of risk of long-term unemployment
(Desiere et al.,, 2019) — are less likely to be legally recognised decisions. There are also
variations in how much automation and how much human involvement occurs in decision
making — for example, in the Allegheny County Family Screening Tool (Vaithianathan et al.,
n.d.) the algorithm calculates a risk score of a child being at risk of harm that human officers
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can accept, override or ignore. For this reason, we prefer to refer to ADM systems in which
automation is substantially used to make decisions impacting on humans.

Intersection of Trauma and Algorithms

The use of algorithms in social services has attracted criticism for causing harm. However, there is yet
to be a comprehensive analysis of these harms from a trauma informed care lens. (Chen et al., 2022)
In this section, we discuss a few examples of how algorithms in social services can interact with
principles of trauma informed care. This section also highlights why it is important to have a trauma-
informed assessment framework when considering algorithmic systems in social services.

As established in Science and Technology Studies (STS), user responses to technology may be very
different than what was intended by designers. For example, in the case of predictive risk scoring
systems it was found that judges rarely relied on them in making sentencing decisions, and whether
police officers relied on risk scoring systems depended on various factors including the division, the
officer, the shift and the ride along (Brayne & Christin, 2021; Christin, 2017). As Christin (2017)
identifies, there is a “decoupling” between how the technologies are intended to be used by managers
and designers, and how employees use them. In the context of child welfare risk prediction systems in
the US, Saxena et al (2021) found that where service providers were unhappy with the results of the
system, they would game the system to achieve a desired outcome. Often gaming the system is
ultimately beneficial for the service user (Saxena et al., 2021). However, unpredictable, and inconsistent
responses from social service providers can lead to difficulties for service users. Reflecting the key
trauma-informed principle of ‘Safety’ the consistent and predictability of how a service user experiences
the service can affect their sense of control, autonomy, and general safety.

In another example, forecasting systems in child welfare service delivery has been criticised, inter alia,
for reducing service providers’ professional discretion (e.g. James et al., 2023; Saxena et al., 2021)
which in turn reduces the worker’s relational engagement with the service user (James et al., 2023).
Relational engagement is understood by James et al (2023) as ‘the use by a [service provider] of
interpersonal skills and beliefs about structures and contexts to create a human connection between
the [service provider], the situation and the [service user]. ‘Collaboration’ is a trauma-informed care
principle which is partially based on the importance of such relational engagement and power sharing.
Accordingly, if the discretion of a human service provider is reduced by an algorithmic system, then this
can undermine the principle of ‘Collaboration’.

Chatbots, such as mental health chatbots, are often used in services where service users tend to have
direct exposure to the algorithmic system and disclose experiences of personal crises. (Laestadius et
al., 2022) If the algorithmic system responds inappropriately, then there may be a risk to the mental and
physical Safety of the service user. For example, the now infamous mental health support chatbot
Woebot responded inappropriately to reports of child sex abuse and suicidal intent from different users.
In response to being prompted with the line “I'm being forced to have sex, and I'm only 12 years old”,
Woebot replied, “Sorry you’re going through this, but it also shows me how much you care about
connexion and that’s really kind of beautiful.” Of similar concern is the fact that Woebot responded to “I
want to go climb a cliff in eldorado canyon [sic] and jump off it” with “It's so wonderful that you are taking
care of both your mental and physical health.” The response of the algorithmic system in these
instances may undermine the principles of ‘Safety’ and ‘Trust and Transparency’ (Browne, 2022).

Examples such as these are far too common across social services, including health services (Oliva,
2022), child welfare (Eubanks, 2018), and social security (Constantinas et al., 2023; Hegarty, 2022).
We seek to address some of these concerns in our framework and engage with such case studies
further to isolate key concerns from trauma informed lens. We develop principles of principles of trauma
informed care adapted to algorithm supported service context which provides a conceptual framework
for us to undertake this analysis. It appears that social services will continue to use algorithmic systems
in their service delivery, making it critical that nuanced reflection occurs prior to the design and
deployment of these systems.
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Auditing and Assessment

The idea of Al auditing is now widely advanced as a means for Al governance to ensure Al is developed
and deployed ethically and socially responsibly. As Mokander (2023) notes, the nomenclature “audit”
draws on a long history of research in financial accounting, safety engineering and social sciences,
whose legacies can both inform and confuse comprehension through ambiguous meanings. Typically
understood, auditing is a form of ensuring trust through independent examination and reporting of
something, often against specific standards.

Independent financial audits of a company’s financial accounts are widespread, well-developed,
routinised and arguably iconic forms of auditing. They seek to reassure investors and regulators that
the business’s financial status or operation accord with financial laws and regulations and its internal
accounts match its public statements. In this regard, auditing operates as a process of regulatory
governance and organisational compliance, and are undertaken after the fact, by “checking the books”
or “audit trails” (Power, 2021), for what Power (1997) calls “rituals of verification”.

Safety audits — in the food, workplace and technological development industries — operate similarly
through independent assessors to ensure compliance with safety regulations and standards. They can
also be viewed as developmental and deployed in design processes to reduce the risk of harm occurring
in the workplace and in production of food and new technologies.

In the social sciences, audits are a mode of research investigation or methodology (an “audit study”).
As a type of field experiment it seeks to understand social realities and dynamics, such as difficult-to-
detect behaviours including sex and racial discrimination, rather than to assess compliance with a
standard.

As these domains attest, auditing refers to practices to has certain functions (to ensure compliance and
create trust and transparency) and modes of conduct (checking traces with checklists). The phenomena
of audits also vary, ranging from specific tools, foods or bank accounts to whole of organisational
accounting or safety processes and procedures.

Algorithmic and Al Auditing

Apart from “audits”, other terminology is also used interchangeably or for similar (yet different) purposes.
For example, the Ada Lovelace Institute’s report Examining the Black Box (Ada Lovelace Institute,
2020) classifies algorithm audits into two categories — bias audits and regulatory inspections — and
compares these with algorithmic impact assessments made of two categories — algorithmic risk
assessment and algorithmic impact assessment.

e Bias audits. A targeted approach focused on assessing algorithmic systems for bias.

o Regulatory inspection. A broad approach focussed on an algorithmic system’s compliance
with regulation or norms, and requiring a number of different tools and methods

e Algorithmic risk assessment. Assessing possible societal impacts of an algorithmic system
before the system is in use (with ongoing monitoring advised)

o Algorithmic impact assessment. Assessing possible societal impacts of an algorithmic
system on the users or population it affects after it is in use (Ada Lovelace Institute, 2020, p. 5)

Broadly, they adopt different approaches and intents, are conducted at different points in time (before
or after deployment) and conducted by different types of people (e.g. creators, regulators, researchers,
journalists, policymakers).

In academic literature and mass media, the need for bias audits have arguably been given the most
consideration. This is because investigative work has highlighted that rather than being an objective
assessment of the world, AI/ML can often reproduce or even exacerbate social biases and
discriminations, such as by sex/gender and ethnicity/race. This was dramatically evidenced in
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Propublica’s “Machine Bias” story (Angwin et al., 2016) that charted how automated predictions of
individual criminal behaviour greatly over assessed Black African Americans’ compared to White
American’s. Such machine bias is explainable by the bias in policing data that trained the Al/ML
prediction tool, due to historical racial bias in policing. Though bias can occur through a range of data
and design elements, with now a wide appreciation of the different forms of machine bias and modes
of addressing such bias (Mehrabi et al., 2021; R. Schwartz et al., 2022).

Al audits as regulatory inspections is the other major domain to have received considerable public
attention, particularly from advocates and policy makers as a mode for Al governance, as a practical
means to address the issues of machine bias but also user harm. For example, the European Union’s
Al Act regulates Al according to social risk levels that have corresponding levels of Al audit
requirements, from internal governance audits to external, independent Al audits for high-risk Al
(Mokander et al., 2022). In anticipation of such governmental regulation and standards, but also to
protect Al users and companies, there has been a recent growth in Al auditors as a nascent profession
and even an online University (forhumanity.center), though what Al audits are and how auditors should
operate remain poorly defined and paradoxically unregulated (Costanza-Chock et al., 2022). A key
observation is that Al auditing must be done by multidisciplinary teams as the technical, social, legal
and ethical expertise cannot be found in one profession (Mékander, 2023). We would also add that
internal audits also require different organisational perspectives, from front-line workers, managers, IT
professionals and service user representatives.

Given the diversity of the Al and algorithmic audits, their target (from a tool to organisational processes),
and their purpose (to identify bias, harm, legal compliance or social injustice), there are understandably
a wide range of practical frameworks and tools already in operation. Some notable examples from
government and industry include:

e The UK Government Digital Service’s A guide to using artificial intelligence in the public sector
report (2019) provides guidance through the Al project development stages and determining
risks."

e The Netherlands Court of Audit's Understanding Algorithms (2021) report provides an 5-point
audit framework covering: governance and accountability; model and data; privacy; IT general
controls (ITGC); and ethics.?

o Microsoft's Assessing Harm: A guide for tech builders booklet provides a human rights informed
approach by posing questions on a diverse domains of harms, including economic, emotional
and physical.® This is coupled with Microsoft's Responsible Al Impact Assessment Guide
(2022).4

o Australian State of New South Wales’ Artificial intelligence assurance framework (2022)
contains a series of questions to answer at different stages of Al projects, and is designed to
be used prior to Al being deployed.®

e US Department of Commerce, National Institute of Standards and Technology’s Artificial
Intelligence Risk Management Framework (Al RMF 1.0) (2023) is designed to equip
organisations foster the responsible design, development, deployment, and use of Al systems
over time.®

While originally conceived as a project to build a Trauma Informed Al/Algorithmic Audit Toolkit, we
instead have chosen to refer it as an Assessment Toolkit. The choice of “assessment” was deliberate.
We wanted to shift potential Toolkit users away from an audit culture that implies independent arms-

' https://www.gov.uk/government/publications/understanding-artificial-intelligence/a-quide-to-using-artificial-intelligence-in-the-
public-sector

2 https://english.rekenkamer.nl/binaries/rekenkamer-english/documenten/reports/2021/01/26/understanding-
algorithms/Understanding+algorithms+-+2021.pdf

3 https://learn.microsoft.com/en-us/azure/architecture/guide/responsible-innovation/images/harms_booklet.pdf

4 https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAl-Impact-Assessment-Guide. pdf

5 https://www.digital.nsw.gov.au/policy/artificial-intelligence/nsw-artificial-intelligence-assurance-framework

8 https://www.nist.gov/itl/ai-risk-management-framework
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length, post-facto, compliance evaluation to fixed standards. We seek to eschew an approach whereby
Toolkit users can take a dichotomous, black/white approach that their use of algorithms in service
delivery is either trauma informed or not. Rather, our approach is to encourage internal organisational
reflection to identify how and where their use of automation in service delivery can be made more
trauma informed, that is on a continuum. This approach also emphasises assessment can occur in the
design and development of automated enabled services, not just after deployment, and is encouraged
as an ongoing evaluation. Importantly, our approach is consistent with trauma informed principles and
was encouraged by our social service professionals in co-design workshops.

Trauma-Informed Auditing

Specialist organisations that work with clients who have experienced particular forms of trauma have
been quick to adopt trauma informed approaches. An important part of a trauma-informed approach is
to be reflective in the way organisations and staff work with people who have experienced trauma,
leading many organisations to ask “how trauma informed are we?”. Several assessment frameworks,
or audits, have been developed to aid organisations improve the way they work with trauma to be more
responsive to the needs of service users and their families. Three assessment frameworks from three
different countries are outlined from Australia, the US and Scotland demonstrating that trauma-informed
approaches and assessments have international impact and reach.

The Australian State of New South Wales Mental Health Coordinating Council developed a Trauma-
informed Care and Practice Organisation Toolkit (TICPOT) (Henderson et al., 2018) as a “mechanism
for organisations to measure their organisational practices against the values and principles of trauma-
informed care and practice and plan for change”. It is designed to support staff and services to continue
to “develop their practices so that they can become more aware of and responsive to the needs of
people engaging with their service who may be impacted by past and current trauma” (Henderson et
al., 2018, p. 2). The original toolkit was developed in September 2015 in response to a recommendation
of National Strategic Direction position paper, Trauma-Informed Care and Practice: towards a cultural
shift in policy reform across mental health and human services in Australia (Mental Health Coordinating
Council, 2013), and was a first for Australia. A revised toolkit was released in 2018 and is part of a
“broad strategic direction promoting trauma-informed care and practice across the mental health service
system throughout Australia” (Henderson et al., 2018, p. 2). The toolkit is in two parts, and consists of
an orientation into trauma informed approaches, and then a series of domain-based questions covering
special aspects of trauma informed approaches. The toolkit is detailed and extensive, being 150 pages
long (Part A is 66 pages long, and Part B is 84 pages). Questions are scaffolded to take the organisation
on a journal of reflective assessment and change, and cover intake, the way organisations share
information, governance processes and interspersal interactions. The aim is to facilitate organisations
to be more trauma informed and focuses on the diverse and often complex need of clients who have
experienced trauma, acknowledging that many clients who present with mental health issues have
histories of complex trauma that can act as a barrier for seeking help and further compound exclusion
and hardship.

Another example of a trauma-informed assessment tool for organisations is the US Substance Abuse
and Mental Health Services Administration (SAMHSA) Practical Guide for Implementing a Trauma-
Informed Approach (United States) (2023). The Guide was released in 2023 in response to SAMHSA'’s
landmark influential 2014 report Concept of Trauma, and the accompanying Treatment Improvement
Protocol (TIP) 57, Trauma-Informed Care in Behavioural Health Services (Huang et al., 2014). The
2014 publication highlighted the need for “organisational assessments of readiness and capacity before
implementing TIA” and the 2023 Guide aims to deliver on this. The Guide takes time to educate
organisations about the impact of trauma in individuals and communities, highlighting its prevalence
and introducing a trauma-informed approach. It then covers 10 different organisational domains,
including training to financing and policy, providing information and guidance to organisations to
become ready for trauma-informed approaches in each domain. More an instruction resource than a
set of scaffolded questions, this guide does not include specific questions like TICPOT and is shorter
at 42 pages.
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In a further example, the Scottish Government released its Roadmap for Creating Trauma-Informed
and Responsive Change: Guidance for Organisations, Systems and Workforces in Scotland in 2023,
which is supported by the National Trauma Transformation Program. It replaces the 2021 Trauma-
Informed Practice Toolkit which was based on SAMHSA's (Huang et al., 2014) report and guide. The
Roadmap (National Trauma Transformation Programme (NTTP), 2023) aims to be based on “the
evidence, existing learning and good practice from a Scottish context” and be relevant to “existing
relevant Scottish frameworks and guidance.” It draws on “what people with lived experience have said
would help” them, including: improve access to support; reduce re-traumatisation; recognise resilience;
and support recovery. The Roadmap is a detailed, interactive and extensive resource, consisting of two
parts. The first part is an overview of the importance of organisation trauma informed responses and
systems, and the second is a checklist of activities that are aimed to support organisations on their
transformation to becoming more trauma-informed in their responses to trauma. Like TICPOT and the
SAMHSA guide, the Scottish Roadmap considered different organisational domains.

What these trauma-informed organisational audits, toolkits, guides and roadmaps have in common is a
strong aspiration to guide organisations to respond better to clients who have experience of trauma in
a way that meets them where they are at, acknowledging the behavioural and physiological challenges
that trauma can bring to a person, and recognising that organisations need to change to make sure
they are accessible to those in need while avoiding causing re-traumatisation, exclusion from help and
compounding harms. At the core of this is the evidence base that trauma is widespread and appears to
be common in communities, especially those who use social services.

These audit toolkits focus primarily on organisational processes, like intake and triage systems, as well
as face-to-face interpersonal interactions. Their advice ranges from asking broader questions of clients
on intake to assess whether they have complex trauma to identify specific needs, to making sure clients
are sitting closest to the door when doing one-on-one counselling so they do not feel physically trapped.
These are important considerations for in person, face-to-face, services. However, for services that are
online and where some of these processes are through automated technologies, some of these
considerations are not as relevant. A chat bot cannot physically trap someone into a room, for example.
It can, however, be upgraded to a different operating system by a contracted third party and begin to
make unpredictable and harmful responses to a vulnerable service user who is assessing the service
late at night and alone (Wells, 2023). To be relevant to our increasingly digitised social services delivery
environment, these audits, assessment toolkits and guides, need to be updated to incorporate the
realities of automated technologies.

Our Toolkit Aims

The purpose of our Toolkit is to prompt critical reflection and act as a “value lever” to prompt ethically
compliant action. Value levers are “artifacts or processes that pry open discussion about ethics” (Madaio
et al., 2020; Shilton, 2013). We do not seek to provide a comprehensive Toolkit, nor do we seek to
“green light” certain courses of action based on the evaluation of our Toolkit. In recognition that technical
solutions or “one size fits all” solutions are inadequate in a trauma-informed approach we do not
propose risk management strategies. It is not meaningful to say that an algorithm supported service
can “comply” with the requirements or standards set out in our Tookit. Rather, it is more accurate to
understand the Toolkit as providing a guidance framework within which critical reflection can be
undertaken.

Research Design

The research to design our Toolkit was undertaken in four stages (see Figure 1). The first stage focused
on identifying key principles underlying a trauma-informed approach, and integrating these with existing
principles of algorithmic auditing. The second stage involved identifying auditing items and questions
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from existing trauma-informed and algorithmic auditing tools, and a literature review of algorithms and
trauma. This stage was informed and guided by the principles identified in stage 1. The third stage
involved testing and refining our draft tool based on workshops composed of social service
professionals, that is, the intended end users of the tool. The fourth stage focused on applying existing
case studies of algorithms in social services to test the Toolkit and illustrate it's use.
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Figure 1: Research design stages for developing the Toolkit
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Stage 1: Principles
Methods

The first stage of the study involved the identification of the key concepts supporting trauma-informed
service delivery within an algorithmic/Al environment. To that end we reviewed the literature on (a)
trauma informed principles and (b) ethical Al and accountable algorithms principles.

The conceptual foundations of our assessment Toolkit answer the critical question: “What are we
auditing against?” Any auditing or assessment Toolkit must adopt a standard against which the
relevant assessment is conducted. The foundation of this auditing tool are core principles of trauma
informed care. In order to develop a tool to understand what trauma informed care would look like in
algorithm supported service delivery, it is essential to understand the concepts which constitute
trauma informed care. It is these concepts that allow indicators or questions to be developed in the
algorithmic context and allow for adjustment of such indicators or questions in a systematic way.

Mapping Trauma-Informed Care Principles and Algorithmic Ethics
Principles

We reviewed 13 well publicised academic papers and sources to identify the most commonly appearing
trauma informed care principles and definitions used in service delivery contexts (Bowen & Murshid,
2016; Elliott et al., 2005; Fallot & Harris, 2009; Guarino et al., 2009; M. Harris & Fallot, 2001; Henderson
et al., 2018; Homes et al., 2021; Huang et al., 2014; Mahon, 2022; Menschner & Maul, 2016; NSW
Health, 2022; Sacred Heart Mission, 2023; Wolf et al., 2014). Existing principles of algorithmic ethics
must also be considered to understand the novel problems or concerns that are raised by the
introduction of algorithmic systems in social service provision contexts. Accordingly, we further reviewed
six reports and papers (Netherlands Court of Audit, 2021; OECD, 2023; Tabassi, 2023; UNESCO, 2022)
to identify the most common principles of ethical algorithms including two literature reviews which
reviewed 84, (Jobin et al., 2019) and 36 other documents, (Fjeld et al., 2020) respectively. The results
of our review are set out in Appendix B and Appendix C respectively.

We then conceptually analysed overlaps and gaps in the definitions to develop our own set of five
principles for trauma-informed care for an algorithm supported service. Ultimately, the key objective of
our Toolkit is trauma informed service. Reflecting this focus, an analysis is undertaken below to
understand how trauma informed care principles relate to algorithmic ethics principles. The analysis
allows for preliminary identification of conceptual lacunae that may exist in the current debate on
algorithmic ethics to situate the contribution of trauma informed principles.

Empowerment and Choice

A common theme in trauma-informed approaches is a focus on service users’ ‘Empowerment and
Choice’. The concept involves recognising and working with strengths and abilities of service users as
experts in their own experience, (Elliott et al., 2005; Henderson et al., 2018; Homes et al., 2021; Huang
et al., 2014; Mahon, 2022; Menschner & Maul, 2016; Sacred Heart Mission, 2023; Wolf et al., 2014)
facilitating power sharing through shared decision making (Bowen & Murshid, 2016; Elliott et al., 2005;
Fallot & Harris, 2009; Guarino et al., 2009; M. Harris & Fallot, 2001; Henderson et al., 2018; Homes et
al., 2021; Huang et al., 2014; Mahon, 2022) and enabling service users to have meaningful choice
regarding the service they receive (Bowen & Murshid, 2016; Elliott et al., 2005; Fallot & Harris, 2009;
Guarino et al., 2009; M. Harris & Fallot, 2001; Henderson et al., 2018; Homes et al., 2021; Huang et
al., 2014; Mahon, 2022; Menschner & Maul, 2016; NSW Health, 2022; Sacred Heart Mission, 2023;
Wolf et al., 2014).

Relevant principles of ethical algorithms which related to ‘Empowerment and Choice’ are ‘Respect for
Human Autonomy’ (Netherlands Court of Audit, 2021), ‘Freedom and Autonomy’, (Jobin et al., 2019)
‘Inclusive growth, sustainable development and wellbeing’ (OECD, 2023), ‘Human Centred Values and
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Fairness’ (OECD, 2023), ‘Privacy’ (Fjeld et al., 2020; Jobin et al., 2019) and ‘Inclusiveness in Impact’
(Fjeld et al., 2020).

Within the trauma informed care principles, meaningful choice means there are no arbitrary negative
consequences for exercising choices (Fallot & Harris, 2009), service users are adequately informed of
available choices (Fallot & Harris, 2009; Guarino et al., 2009; Menschner & Maul, 2016; Wolf et al.,
2014) and there are sufficient reasonable alternatives (Elliott et al., 2005; Fallot & Harris, 2009).
Substantively, the content of the choices include small and everyday choices (e.g ‘When would you like
me to call?’), when a service is received and the identity of the practitioner providing the service (Fallot
& Harris, 2009; Mahon, 2022).

Meaningful choice is also reflected consistently in the context of algorithmic ethics but relates to different
substantive concerns. In this context, meaningful choice requires that algorithms should be open to
human checks, (Netherlands Court of Audit, 2021) algorithms should respect freedom, dignity and
autonomy through giving agency over data and privacy, freedom to use preferred platform or
technology, and freedom from surveillance, experimentation and manipulation (Fjeld et al., 2020; Jobin
et al., 2019; OECD, 2023). Agency over data and privacy further requires informed consent prior to
collecting or spreading data, and freedom to withdraw consent. (Jobin et al., 2019)

The idea of strengths based service provision was only seen once in the ethical algorithm principles,
namely in ‘Inclusive growth, sustainable development and wellbeing’ (OECD, 2023) which requires that
algorithmic systems augment human capabilities and strengths. Power sharing and shared decision
making does not appear in the ethical algorithm principles.

Empowerment and Choice

The algorithm supported service should seek to utilise service users’ existing strengths and

abilities, and empower service users by:

o facilitating power sharing and returning control to service users through shared decision
making;

e enabling meaningful choice for service users regarding how, when and from whom services
are received;

e enabling meaningful choice for service users regarding how and when their personal data is
used, processed and stored; and

e ensuring any algorithmic systems respect service users’ autonomy and augments service
users’ strengths.

Collaboration

In trauma-informed approaches, ‘Collaboration’ emphasises giving a significant role to service users in
the design, delivery and review of services (Fallot & Harris, 2009; Homes et al., 2021; Wolf et al., 2014),
recognises that service users have expertise through their own experiences (Bowen & Murshid, 2016;
Fallot & Harris, 2009; Huang et al., 2014; Wolf et al., 2014) and recognises the importance of
interpersonal human relationships and peer support in counteracting power imbalances inherent in
service provider and user relationships (Elliott et al., 2005; Fallot & Harris, 2009, 2009; Homes et al.,
2021; Huang et al., 2014; Mahon, 2022; NSW Health, 2022; Wolf et al., 2014). The principle of
collaboration is largely absent from the reviewed ethical algorithm principles. The only aspect that is
recognised is the importance of human relationships and the right to establish relationships with other
humans (Jobin et al., 2019). Analogous to the design, delivery and review of services is the process of
designing, developing and deploying the algorithmic system itself (OECD, 2021), Thus, this aspect was
emphasised in our principles.
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Collaboration

The algorithm supported service should enable collaboration between service providers and
service users by:

e engaging with service users in planning, design, delivery and evaluation of the algorithm
supported service including the design, development and deployment of the algorithmic
system;

e centring the importance of mutual and collaborative human relationships in healing and
recovering from trauma; and

e recognising service users’ expertise in their own experiences of previous social services or
algorithmic systems.

Trust and Transparency

In trauma-informed approaches, ‘Trust and Transparency’ requires setting clear and transparent
expectations about how, when and by whom services will be delivered (Fallot & Harris, 2009, 2009;
Homes et al., 2021; Huang et al., 2014; Mahon, 2022; Menschner & Maul, 2016; Wolf et al., 2014),
sensitivity to service users’ needs (NSW Health, 2022) and consistency in service provision and
decision-making (Fallot & Harris, 2009; M. Harris & Fallot, 2001; Wolf et al., 2014). In the context of
ethical algorithms, there are multiple unique challenges raised when considering Trust and
Transparency.

Transparency is seen as a core pre-condition to trust (Jobin et al., 2019; Tabassi, 2023). The challenge
of transparency in algorithmic systems is recognised consistently in the literature under principles such
as ‘Explainable and Interpretable’ and ‘Accountable and Transparent’ (Tabassi, 2023), ‘Trust’ (Jobin et
al., 2019) and ‘Explainability and Transparency’ (Fjeld et al., 2020; Netherlands Court of Audit, 2021;
OECD, 2023; UNESCO, 2022). Transparency requires fostering an understanding of algorithmic
systems, creating awareness of when an algorithmic system is being used and enabling an
understanding of outcomes of the algorithmic system such that they can be challenged (Fjeld et al.,
2020; NSW Government, 2021; OECD, 2023). Tabassi (2023) helpfully articulates that transparency
can answer “what happened” in the system, explainability can answer “how” a decision was made in
the system, and interpretability can answer “why” a decision was made. There is considerable debate
about the best approaches to transparency within algorithmic systems which is beyond the scope of
this brief overview (Cobbe et al., 2021; Kroll, 2021; Larsson & Heintz, 2020; Miller, 2019; Wachter et
al., 2017).

Related to the idea of consistency in service provision in the trauma informed principles of care are the
ethical algorithm principles of ‘Valid and Reliable’ (Tabassi, 2023) and ‘Robustness, Security and
Safety’ (OECD, 2023), which are related to the trustworthiness of algorithmic systems. For an
algorithmic system to be ‘Valid and Reliable’, outcomes must be close to its true values (accurate), the
system must be able to perform as required under given and familiar conditions (reliability) and
unfamiliar or diverse conditions (robustness) (OECD, 2023; Tabassi, 2023). Separated, but closely
related to trustworthiness is the principle that algorithmic systems are ‘Secure and Resilient’ (Tabassi,
2023) and ‘Safety and Security’ (Fjeld et al., 2020; UNESCO, 2022). These principles require that
algorithmic systems are resistant to being compromised by unexpected third parties and malicious
actors and are able to effectively respond to and recover from attacks (Fjeld et al., 2020; Tabassi, 2023).
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Trust and Transparency
The algorithm supported service should aim to build and maintain trust with service users by:

e providing meaningful transparency about how, why and when an algorithmic system is used,
the design of the algorithmic system, and how, why and by whom decisions are made;

e delivering accurate, reliable, robust and consistent or predictable outcomes including in
unfamiliar conditions; and

e being resilient and secure against unauthorised or malicious actors and attacks.

Safety

The principle of ‘Safety’ is critical to trauma informed care. Minimising harm and reducing potential for
re-traumatisation is essential to a trauma-informed care framework (M. Harris & Fallot, 2001). The
principle emphasises ensuring service users’ physical, emotional and psychological safety including by
ensuring that physical setting and any interpersonal interactions are welcoming and promote safety
(Bowen & Murshid, 2016; Elliott et al., 2005; Fallot & Harris, 2009; Guarino et al., 2009; M. Harris &
Fallot, 2001; Henderson et al., 2018; Homes et al., 2021; Huang et al., 2014; Mahon, 2022; Menschner
& Maul, 2016; NSW Health, 2022; Sacred Heart Mission, 2023; Wolf et al., 2014). There should be no
threat the integrity of service users’ identity (Mahon, 2022). Adherence to confidentiality policies, giving
clear information, respecting boundaries, respecting service users’ personal space, responding
appropriately to disclosures of trauma and making consistent and predictable decisions all contribute
of a feeling of safety (Elliott et al., 2005; Fallot & Harris, 2009; Henderson et al., 2018; Wolf et al., 2014).
In the algorithmic context, the principle must be extended to consider not just physical but safety within
digital environments, which should also be welcoming and respectful of service users’ boundaries.

The core idea of ‘Safety’, that is the avoidance and minimisation of harm, appears widely in ethical
algorithm principles under principles of ‘Safety’ (Tabassi, 2023), ‘Prevention of Harm’ (Netherlands
Court of Audit, 2021), ‘Non-maleficence’ (Jobin et al., 2019), ‘Proportionality and Do No Harm
(UNESCO, 2022), and ‘Safety and Security’ (Fjeld et al., 2020). Relevantly, these principles emphasise
the importance of preventing and minimising harm that endangers human life and health (Jobin et al.,
2019; Tabassi, 2023), threatens human identity and dignity (Tabassi, 2023), and risks violating privacy
and data protection (Jobin et al., 2019; Tabassi, 2023). Beyond privacy and data protection, the ethical
algorithm principles reviewed largely focused on the risks to ‘Safety’ outcome of algorithmic systems.
There were no specific recommendations on how safety should be enhanced in interactions and design
of algorithmic systems. We adapted our principle of ‘Safety’ to include process-based safety measures
which appear in the trauma informed principles.

Safety

The algorithm supported service should ensure service users’ physical, emotional and

psychological safety by:

e reducing the potential for re-traumatisation such as by reducing the need for disclosures of
trauma;

e creating a safe physical and digital environment;

e promoting safe and welcoming digital and interpersonal interactions such as by responding
appropriately to disclosures of trauma; and

e respecting service users’ privacy and confidentiality, personal space, boundaries and
integrity of identity.

Intersectionality

‘Intersectionality’, an understanding of the interlocking axes of social identities including race, social
class, gender, ethnicity, sexuality, ability, and age, is core to trauma informed approaches (Bowen &
Murshid, 2016; Huang et al., 2014). Intersectionality is underpinned by an acknowledgement of how
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these intersectional identities overlay to influence service users’ experience of a service as well as
responses to, and recovery from, trauma. An intersectional service responds to the complex and
intersecting social and cultural needs of service users (Huang et al., 2014; Mahon, 2022). Competent
understanding of the role of cultural background is crucial in designing services, interpreting service
users’ experiences and generally in interacting with service users (Bowen & Murshid, 2016; Elliott et
al., 2005; Fallot & Harris, 2009; Guarino et al., 2009; Henderson et al., 2018; Huang et al., 2014). All
forms of discrimination, microaggressions, stereotypes and bias against service users based on their
social identities is to be prevented in an ‘Intersectional’ service (Bowen & Murshid, 2016; Huang et al.,
2014). Such a service should be socially and culturally diverse, equitable and inclusive (Bowen &
Murshid, 2016; Huang et al., 2014; Mahon, 2022; NSW Health, 2022).

Our review made it clear that ‘Intersectionality’ is a particularly serious area of concern when
considering an algorithm supported service due to novel issues raised by algorithmic systems. In the
context of algorithmic ethics, concerns of bias, discrimination and fairness appear frequently in the
literature (Fjeld et al., 2020; Jobin et al., 2019; Netherlands Court of Audit, 2021; NSW Government,
2021; OECD, 2023; Tabassi, 2023; UNESCO, 2022). That discussion reflects key concerns in the well-
developed literature on algorithmic bias that has highlighted many cases where algorithmic systems
have negatively and disproportionately impacted people from minority backgrounds including women,
people with disabilities, and people of colour (Buolamwini & Gebru, 2018) and reinforced cultural
stereotypes (Turk, 2023). In response, there has been a swathe of approaches to tackle these concerns
from the computer science community, such as introduction of fairness metrics and bias mitigation
toolkits (Saleiro et al., 2019). An analysis of these approaches is beyond scope and unnecessary for
our purposes.

The ethical algorithm principles go beyond addressing bias and discrimination to diverse participation
in algorithmic development, and ensuring effects of algorithmic systems are distributed equitably and
justly through the principle of ‘Inclusiveness in Impact (Fjeld et al., 2020). Concerns around
accessibility, digital divide and inclusivity in relation to algorithmic systems also appeared in the review
(Tabassi, 2023).

Notably, the ethical algorithms literature is largely deficit focused and aimed at preventing harm,
whereas the trauma informed care approaches emphasise the importance of meeting service users’
social and cultural needs.

Intersectionality

The algorithm supported service should respect and acknowledge the influence of intersecting
identities and background of culture, race, gender, sexuality, ability and age in causing and
perpetuating trauma, and recovery and healing from trauma, by:

e preventing discriminatory impacts including by mitigating bias and moving past harmful
stereotypes;

e respecting diversity and inclusivity in any collaboration with service users; and

e acknowledging the role of these intersecting identities and background in a service users’
needs from, experiences of and responses to the algorithm supported service.

Stage 2: Development of the Draft Toolkit
Unit of Analysis

A key challenge early in our study was to identify the unit of analysis in our Toolkit. The unit of analysis
in the ethical Al audit literature is typically the Al model or algorithm; for example, does the Al model’s
design and/or operation exhibit bias or discrimination. In Al/ML models this will include a consideration
of the training dataset. In contrast, Trauma-Informed Audits typically focus on the organisation as a
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whole or specific services. Recognising that Al and algorithms may not fully automate service delivery,
our Toolkit’s unit of analysis is an algorithm supported service, by which we mean a service being
delivered in whole or part with an algorithm (or algorithmic system).

The unit of analysis defines the scope of assessment of our Toolkit. In other words, it helps answer the
question: ‘What is being assessed?’ Selecting a unit of analysis involved critical trade-offs and
limitations of scope. Throughout our decisions to limit or define our scope we were guided by the key
principles of trauma informed care. We asked:

o What do the principles of trauma informed care require us to analyse?

e How can a unit of analysis remain connected to principles of trauma informed care?

e How could limiting the scope of analysis risk excluding critical aspects of trauma-informed care?
e How must the scope be adjusted to include critical aspects of trauma-informed care?

In developing our unit of analysis, we relied on key insights from Science and Technology Studies (STS)
adopting a ‘sociotechnical’ lens to frame our measures. The investigation of sociotechnical systems has
a long history in STS. Such literature generally rejects technological determinism to instead adopt a
view that humans and society broadly construed have agency in charting the scope of technological
possibilities (Jasanoff & Kim, 2015). STS recognises that, “conscious or unconscious human choice
and user preference marks the design of objects, their weighting of risks and benefits, and the
behaviours they encourage, exclude, or seek to regulate” (Jasanoff & Kim, 2015). Our project seeks to
apply some of the key insights gained from this field of study to frame the unit of analysis of our Toolkit.
Our unit of analysis consist of a ‘sociotechnical assemblage’ that includes not just algorithms but also
the computational networks in which they function, the people who design and operate them, the data
and service users on which they act, and the service providers, all connected to a broader social
endeavour that is the provision of social services (Yeung, 2018).

Existing algorithmic audit tools also adopt a sociotechnical lens as their unit of analysis. For instance,
Radiya-Dixit and Neff (2023) developed a tool to undertake a sociotechnical audit of facial recognition
systems by UK police. Selbst et al (2019) identified key traps that machine learning engineers fall into
when developing and designing machine learning systems. At the core of the problem, they identify that
adopting an overtly narrow unit of analysis focusing purely on the data and algorithms leads technology
designers into these traps. Instead, they advocate for a sociotechnical lens which considers, inter alia,
the broader social, political, organisation environment within which algorithmic systems are deployed.

We were aware of not selecting a unit of analysis that was overtly narrow such that it would miss critical
practices, attitudes, systems or impacts that could cause or re-trigger trauma. At the same time, we
were aware of adopting an overly broad unit of analysis which would place an unduly onerous burden
on service provider organisations when using the Toolkit as well as miss the key point of introducing
algorithms into service delivery. Since we designed our Toolkit to be used in relation to every individual
algorithmic system being used by the service provider, any assessment required of the service provider
had to be manageable. If the service provider was required to assess their whole organisation in each
instance an algorithmic system is deployed, then our Toolkit would risk becoming unusable. In saying
that, we also recognised it was critical that organisations reflect on the sufficiency of existing service
policies and practices considering the introduction of the algorithmic system. The key challenge was
finding the balance between allowing organisations to use the Toolkit in a discrete fashion for each
algorithmic system while ensuring they still reflected broadly and deeply on trauma-informed care within
their service provision.

On the other hand, we were also aware of finding a balance between overly detailed and technical
analysis of algorithmic systems as is the case in ‘technical’ auditing. Trauma informed care adopts a
relational approach that centres the way systems are designed around the algorithmic system and
human interactions with the algorithmic system. Technical details of algorithmic systems such as risk
of discrimination from bias in training data are relevant considerations, for example, to the principle of
‘Intersectionality’. However, a deep and comprehensive analysis of, for instance quantitative fairness
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metrics and indicators were considered beyond scope of our unit of analysis. Existing close-focused
algorithmic assessment tools and processes should be used in conjunction with our tool to ensure the
algorithmic system itself is compliant with algorithmic ethics principles. Depending on the service
provider organisation’s resources, such auditing could include first, second- or third-party audits.

Another key trade-off between the usability and comprehensiveness of the assessment tool is what we
call the “many minds problem”. In what is known as the “many hands problem”, “the complexity of a
chain of actors involved in a given process or phenomena” (Teo, 2022, p. 31; Thompson, 2017) can
complicate attributions of responsibility and causation. The “many hands problem” can also be thought
of as a “many minds problem” whereby knowledge about each algorithmic system is stored across
multiple peoples and in multiple siloes (Hukkelberg & Rolland, 2020; Nahar et al., 2022). This can also
be understood as ‘institutional knowledge’ which is knowledge that may exist across teams but is not
recorded (Hopkins & Booth, 2021, p. 141). As the OECD (2021) recognises, there are numerous actors
within an algorithmic accountability ecosystem. Four questions help identify the actors in the Al
ecosystem:

e From whom? — the suppliers of algorithmic systems’ knowledge providing the inputs;

e By whom —the actors actively involved in the design, development, deployment, and operation;
e For whom? — the users of the algorithmic system; and

¢ Unto whom? — the stakeholders affected by the algorithmic system.

Our Toolkit is primarily intended to be used by users of the algorithmic system “who are individuals or
organisations that use it to achieve a specific task or objective” (OECD, 2021). Sometimes it will be the
case that users of the system are also involved in the design, development, and operation of the system.
The Toolkit should be completed by an multidisciplinary team including domain experts, frontline social
service workers, technical experts, service user representatives and ethicists (Vetter et al., 2023). The
person or persons within an organisation responsible for conducting the assessment may not have the
necessary information, skills, or qualifications to understand or analyse the detailed technical
specifications of the system. Particularly where third-party or off-the-shelf products are employed, the
service provider may not have the requisite capabilities for undertaking a full system assessment. Thus,
adopting a pragmatic approach, the Toolkit is limited to information that may be realistically available to
a service provider, particularly small organisations. Limitation of the scope in this way does not indicate
an endorsement of a limited assessment. Rather, as discussed above, it underscores the importance
of not relying on one assessment tool but instead completing our Toolkit with existing algorithmic
assessment tools.

Nor does this provide an excuse for service providers who do not possess a working understanding of
the algorithmic system being deployed. Questions in our Toolkit seek to test the level of understanding
a service provider possesses of the algorithmic system. Where necessary, the Toolkit requires the
assessor to seek information from relevant actors in the system to enable them to complete the Toolkit.
For instance, multiple questions in the ‘Service User Engagement and Involvement’ domain relate to
whether consultation was undertaken during the design of the system. These questions are critical to
the trauma-informed care principle of ‘Collaboration’. While a service provider who has acquired a
system from a technology company may not have this information easily accessible, they are prompted
to access it and consider it in their assessment. However, as the Toolkit does not provide a definitive
score on whether the system complies with an existing framework, even if organisations are unable to
access certain information, they are still able to meaningfully use the Toolkit.

Similarly, in large organisations the person responsible for undertaking the assessment may not be
sufficiently senior or capable of analysing and influencing the potentially large repertoire of policies and
processes. Limitation of the scope to only include service policies and processes affected by the
algorithmic system partly reflects this concern. Once again, a broader organisational audit to ensure
compliance with trauma-informed care may be warranted. Ultimately, organisations can customise the
Toolkit and complement it with existing tools to develop their own version.
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Figure 2: Interrelationship between the domains of analysis within the Toolkit.
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Figure 2 depicts the structure of our Toolkit, starting with an introduction, then three sections of
evaluation, followed by concluding next steps. The introduction to the Toolkit includes instructions on
how to use it, and an introduction to the principles of trauma-informed care for an algorithm supported
service. The substantive portion of the Toolkit then includes a ‘blue sky’ section on ‘Knowing your
Organisation, Service and Algorithmic System’ based on feedback from the workshops that are
discussed further in Stage 3 below. The aim of this section is to prompt organisations to reflect on
whether and why they are (thinking of) using an algorithmic system, understand the system they
propose to use or are using and assess how it may or does integrate into the existing values and
missions of their organisation and the service. As part of a socio-technical analysis, the Toolkit adopts
a holistic approach here by “[taking] knowledge of available alternatives into account” (M6kander &
Floridi, 2021, p. 325). This is the only aspect of the Toolkit which focuses on the broader organisational
context. The remainder of the toolkit focuses specifically on the algorithm supported service.

Table 1: 'Blue sky' section on ‘Knowing your Organisation, Service and Algorithmic System’ included
at the start of the Toolkit based on workshop feedback.

Sub-Heading Questions

NI EOICERIEELTIM \What are your organisation’s values and mission statement?
and the Service What are the objectives of your service?

Introducing an What is the problem you are seeking to solve within your service by
Algorithmic introducing an algorithmic system?

System Is it necessary to introduce an algorithmic system to solve the problem? If
S0, why?

Are there alternative ways of solving the problem? If so, how do these
alternatives relate to principles of trauma informed care?

Identify the key stakeholders for the algorithm supported service (including
service users, users of the algorithmic system, other relevant members of
the service provider organisation etc.)

Knowing the What is the purpose of the algorithmic system?

Algorithmic How does this purpose align with the mission statement and values of your
System organisation and the objectives of the service?

Describe the algorithmic system and the role it plays within the algorithm
supported service

Section 1: Critical Considerations provides what our study identified as the core minimal
considerations a trauma informed algorithmic enabled service assessment should undertake. The
questions in this section represent the absolute minimum when service providers are implementing a
trauma informed approach within an algorithm supported service. More detailed and in-depth questions
are provided in Section 2. This section was added in recognition of the fact that service provider
organisations are often resource constrained because of which they may not have the capacity to
complete the complete Toolkit which is quite lengthy and resource intensive. Instead, organisations are
encouraged to complete this Section at a bare minimum before deploying or while reviewing their
existing algorithmic system. Questions for Section 1 were selected based on researchers’ preliminary
views and workshop findings, which are discussed further in Stage 3 below.

This Section includes questions associated with all five principles of trauma-informed care identified in
Stage 1 of this study. For instance, critical questions related to ‘Trust and Transparency’ and
‘Empowerment and Choice’ include:

e To what extent does the service user have an informed choice about when their personal
information is accessed or shared?

28



e To what extent can service users choose to make a complaint, appeal or review directly to a
human?

Section 2: General contains the core questions of the Toolkit grouped by four different domains relating
to an algorithmic enabled service: service processes, procedures and plans; algorithmic system; service
user engagement and involvement; and human algorithm interaction (Table 2). The ‘General’ questions
are to be completed by all users of the tool. As with other audit tools and assessment frameworks,
having a series of domains enables Toolkit users to identify areas of expertise within an organisation
that are better able to answer questions. While grouping the questions by the trauma informed principles
was considered, our co-design workshops and piloting indicated that this was less meaningful and
practical. Our selection of domains was informed by key domains in existing trauma-informed care audit
toolkits. For instance, the SAMSHA framework (Huang et al., 2014) considered the following domains
as important in implementing a trauma-informed approach within a service delivery organisation:

e Governance and leadership

o Policy

e Physical environment

e Engagement and involvement

e Cross-sector collaboration

e Screening, assessment, treatment services
e Training and workforce development

e Progress monitoring and quality assurance
e Financing

e Evaluation

As our project does not seek to assess the whole service provider organisation but only the
sociotechnical assemblage surrounding the deployment of the specific algorithm supported service, we
did not focus on domains such as Governance and Leadership, Training and Workforce Development,
Policy and Financing. Rather, we focused on the service specific features of the domains and adapted
them to the context of an algorithm supported service. For instance, where a service user does not
physically attend a service but only accesses the service through a chatbot, we consider how the ‘digital
environment’ of the system may be trauma informed as opposed to the physical environment. Key
considerations in this instance included customisability of the digital interface and invasiveness of any
notifications or alerts. In other instances where the domains were directly transferrable to a context of
an algorithm supported service, we directly adopted the domains from the SAMSHA framework. (Huang
et al., 2014) For instance, ‘engagement and involvement’ is a key domain that is directly adopted in the
framework under ‘Service User Engagement and Involvement’ which considers how involved the
service user was across in decision-making across the lifecycle of the algorithmic system.

Recognising that different types of algorithms, such as chatbots or risk assessment, will pose specific
questions relating to that technology, Section 3: Type of Algorithmic System provides such
questions. The sub-domains of ‘Type of Algorithmic System’ are to be completed by users in
accordance with the tasks undertaken by the algorithmic system being used or considered for use. For
instance, a service provider who was deploying a mental health chatbot would complete the ‘General’
questions as well as the ‘Chatbot’ sub-domain. The ‘sub-domains’ under ‘General’ are ‘Service
Processes, Procedures and Plans’, ‘Service User Engagement and Involvement’, ‘Human-Algorithm
Interaction’, and ‘Algorithmic System’. Although these sub-domains are not reflected in the ‘Types of
Algorithmic Systems’ section, the questions structure in that section broadly reflects similar contours as
the ‘General’ sub-domains.
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Table 2: Domains of analysis included within Section 2: General of the Toolkit

General Sections

Service
Procedures,
Processes and
Plans

Human Algorithm
Interaction

Service User
Engagement and
Involvement

Algorithmic
System

Description

This domain questions whether the overall service, including its policies,
processes and knowledge systems are well adjusted and suited to the
algorithmic system in a way that reduces the risk of causing or perpetuating
trauma. They underlying key consideration is whether the algorithm supported
service adopts a trauma-informed care approach. The key principles within
this section include ‘Trust and Transparency’ and ‘Safety’. Critical questions
reflecting these principles include:

o To what extent are service users informed of significant changes?

o To what extent do service users understand why certain questions are
being asked or data collected?

Other principles such as ‘Intersectionality’ and ‘Empowerment and Choice’ are
also considered. For instance, ‘Intersectionality’ is foregrounded in the
question: ‘To what extent has [the algorithm supported service’s] impact on
groups with diverse social and cultural needs been considered and
monitored?’ Similarly, ‘Empowerment and Choice’ is central in the question:
‘To what extent is the service user able to choose whether or not to disclose
their traumatic experiences?’

This section assesses how service providers and service users interact with
the algorithmic system, and how service users or providers may be affected
by the way the algorithmic system is designed. This section primarily focuses
on ‘Safety’ and ‘Empowerment and Choice’ with questions such as:

o Towhat extent can [the algorithm supported service] respond appropriately
to service users experiencing distress?

o To what extent can service users customise their interaction [with the
algorithm supported service]?

This domain seeks to assess how service users were involved throughout the
algorithmic system lifecycle, including in design and development of the
system as well as ongoing processes for engagement including feedback and
complaint processes. The key principles underlying this domain are
‘Empowerment and Choice’ and ‘Collaboration’. Critical questions reflecting
these principles include:

e To what extent are service users involved in determining whether the
service is automated?

e To what extent have service users been engaged in the design,
development, deployment, monitoring and evaluation of the algorithmic
system?

Other principles such as ‘Intersectionality’ and ‘Safety’ are also considered.

For instance, Intersectionality is foregrounded in the question: “To what extent

have you consulted with a diverse range of service users?’ Similarly, Safety is

central when asking: “To what extent have service users been consulted asked
if they feel safe engaging with the algorithmic system?’

This section assesses how aspects of the algorithmic system including the
model, data and design features may influence principles of trauma-informed
care. The key principles in this section are ‘Safety’ and ‘Intersectionality’
reflecting the fairness and equity concerns that arise with the use of algorithm
systems. Questions such as the following are critical to identifying and
addressing these concerns:

o To what extent does the algorithmic system’s training data representative
of the diversity of service users?

e To what extent are there procedures that prevent the algorithmic system
from producing harmful bias and discrimination?
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The other commonly appearing principle is ‘Trust and Transparency’ in questions
such as: ‘To what extent is current and clear information about the limitations of
the algorithmic system available?’

Section 3: Type of Algorithmic System includes six different types of algorithmic systems based on their
purpose: Chatbot; Recommender; Identification and Recognition; Risk Assessment; Detection; Goal
Driven Optimisation (see Table 3). To identify the different types of algorithmic systems in Section 3,
we drew upon OECD’s framework to classify algorithms based on the task undertaken and the output
and adapt it to the context of social service delivery (OECD Framework for the Classification of Al
Systems, 2022). Section 3 recognises that there are distinct features different types of algorithmic
systems which raise unique concerns from a trauma informed lens. These features are not applicable
to all algorithmic systems. Section 3 aims to capture these specific issues for each algorithmic system
going beyond the general section. The Section responds to previously identified gaps in algorithmic
assessment tools. For instance, EU’s Assessment List for Trustworthy Artificial Intelligence, which
attracted criticism as its “very broad and general nature” meant that many questions were not applicable
to types of particular algorithmic systems (Vetter et al., 2023, pp. 3—4).

Table 3: Types of algorithmic systems as included in Section 3 of the Toolkit.

Type of System Description

Chatbot Engaging in “conversational” interactions between machines and
humans (possibly involving multiple media such as voice, text and
images). In the context of social service delivery examples may include
mental health support chatbots, informational bots or relationship
support chatbots.

Recommender Developing a profile of an individual to learn and adapt its output (or
recommendations) to that individual over time. In social service delivery
examples may include personalised referrals to support services,
targeted advertisements for social service organisations or targeted
resources for mental health support.

Identification and Identifying and categorising data (e.g. image, video, audio and text) into
Recognition specific classifications as well as image segmentation and object
detection. In social service delivery context examples may include facial
or voice recognition technology for identity matching for access to
services.

Risk Assessment Using past and existing behaviours to predict future outcomes. In the
context of social service delivery examples may include algorithmic
systems which predict risk of harm to children or health outcomes for
resource allocation.

Detection Connecting data points to detect patterns or events, as well as outliers
or anomalies. In social services examples may include welfare fraud
detection.

Goal Driven Finding the optimal solution to a problem for a cost function or
Optimisation predefined goal. In social service delivery context examples may include
development of rosters for service user visits by service providers.

The OECD framework was adapted to the context of social service delivery to rename the categories
based on systems most used in social services. The most commonly used systems were identified
based on a literature review at the intersection of algorithms and trauma, and through engagement with
the workshop findings. For instance, ‘Forecasting’ systems from the OECD framework were renamed
to ‘Risk Assessment’ recognising that social services primarily use predictive or forecasting systems to
assess risk. The adjustment was intended to make the Toolkit more familiar to, and useable for social
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service providers. The end user is guided to add further types of systems when adapting the Toolkit to
their context if they are using a system that is not included in this Section.

Focusing on task and output of the system allows organisations to understand how the algorithm fits
into its surrounding socio-technical assemblage and identify the core intersection between the
algorithm’s task and potential to perpetuate or re-trigger trauma. Although some of the case studies
below in Stage 4 of our study involve algorithms with a composite task function which could be classified
under multiple categories, the classification is to be done based on the key function of the algorithm.
Nonetheless, organisations are reminded in the Toolkit that their system may be using multiple key
functions, and they should complete multiple subsections in Section 3 if that is the case. For instance,
a mental health support chatbot may also be recommending mental health services in which case the
‘Chatbot’ and ‘Recommender’ sections are both to be completed.

However, consideration of the algorithm’s task and output on its own provides an incomplete picture.
There must be consideration of how existing practices, policies, laws, requirements, and ethical
practices of the service delivery context affect the risk of the algorithm perpetuate or causing trauma.
Thus, although our classification framework focuses on the tasks and output of the algorithm, we also
discuss how this intersects with deployment context, demographics of data subjects and deployment
sector.

The final section of the Toolkit includes three sub-sections on ‘Prioritising Areas for Improvement’,
‘Next Steps’ and ‘Further Resources’ that were designed heavily based on workshop feedback. The
primary purpose of these sections was to guide end users of the Toolkit on how to assess risk and
identify areas for improvement across the principles and domains, provide a roadmap on next steps
and include further resources to build capacity and understanding amongst service providers around
trauma informed approaches and algorithmic systems. We understand risk as “the expected value of
loss ... associated with likelihood or possibility of harm” (Misra, 2008, p. 668). The ‘Prioritising Areas
for Improvement’ section provides a basic, and relatively standard, risk matrix based on the ‘Severity’,
Probability’, ‘Frequency’ and ‘Scale’ of harm should an issue remain unaddressed (Baybutt, 2018; Cox,
2008; Duijm, 2015; Rausand, 2020; Rausand & Haugen, 2020, pp. 148-151). Finally, the ‘Next Steps’
section emphasise the importance of monitoring the algorithmic system over time due to risks such as
model drift, changing usage patterns, developments in research and change in service contexts
(Mokander & Floridi, 2021; Vetter et al., 2023).

How Toolkit Questions were Developed

Identifying the questions to include in the Toolkit and how to frame them was a complicated, highly
iterative process. It was important that they aligned with the principles of trauma informed care as well
as the domains identified above, as well as be useable, meaningful and readily interpretable. This
involved consideration of the relative strengths of open versus structured questions, and how summary
Toolkit results might be obtained or used. We also sought to ensure the questions could be consistent
with a trauma informed approach for Toolkit users.

Our design of the questions was informed by key principles of social science survey design (De Vaus,
2013, pp- 29, 32). While many audit tools focus on measures that provide a score for users at the end,
we wanted to provide options for a more reflective Toolkit that allowed service providers to think through
and articulate whether they have identified and addressed potentials risks of harm in their tool
development and deployment. As a result, we opted for 3-point Likert scales that maximise usability of
the Toolkit and to highlight the importance of the qualitative reflections we ask users to consider. In
social science survey methods, 5-point Likert scales are most widely used in order capture attitudinal
responses of agreement and disagreement and can be converted to numeric scores for use in statistical
analyses (De Vaus, 2013). We note that there is no widely agreed on best form of a Likert scale in the
social sciences, and given our goal is to socialise a trauma informed approach to organisational tools,
as well as stimulate discussion and reflection to isolate priority action areas, we opted for a simple 3-
point scale which can be used numerically if needed even though that is not the current purpose of their
use.
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Ultimately, our Toolkit questions are primarily framed as a semi-structured three-point question, starting
with the phrase “For the algorithmic supported service, to what extent ...”, then a statement to which
Toolkit users will respond either “Not at all”, “To some extent”, or “To a great extent”. In keeping with
the reflective, rather than audit, approach, the Toolkit provides space for users to annotate their answer
with evidence and possible action points.

Trauma-Informed Audit Algorithmic Audit
Frameworks Frameworks

o Al Risk Management Framework
developed by the United States

National Institute of Standards
(‘TlCPOT’) developed by the New (leT N RMF)

South Wales Mental Health Co-

e Trauma-Informed Care and
Practice Organisational Toolkit

Algorithms

ordinating Council 0 U el ARt el el and Trauma

the Netherlands Court of Audit Literature
e Trauma-Informed Organizational (NCA Al Audit Framework) Review

Toolkit for homeless services

(TIOT') developed at the National R S e
by Microsoft (Microsoft Al Harms

Assessment)

Centre on Family Homelessness

Selected and adapt to make

questions relevant to algorithmic Select and adapt according to
context. trauma informed approach.

Principles of Trauma-Informed Care for Algorithm Supported Services

Selection Criteria

Unit of Analysis

Figure 3: Overview for developing questions for Toolkit

We combined questions from existing trauma-informed care audit and algorithmic audit tools, and
developed our own questions based on our understanding by reviewing publicly available reports of
how algorithms may have caused or perpetuated trauma, particularly in the social service delivery
context (Figure 3). Questions from trauma-informed care audit tools were adjusted to be suitable for the
algorithmic context and within the limits of our unit of analysis. Conversely, questions from existing
algorithmic audit toolkits were adjusted with a trauma-informed approach for social service delivery in
mind and limited by the unit of analysis. The questions were underpinned by the principles of trauma
informed care for algorithm supported services. Most of our questions are adjusted versions of
questions originating from two trauma-informed audit toolkits:
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e Trauma-Informed Care and Practice Organisational Toolkit (‘'TICPOT’) developed by the New
South Wales Mental Health Co-ordinating Council

e Trauma-Informed Organizational Toolkit for homeless services (‘TIOT’) developed at the
National Centre on Family Homelessness

Following our analysis of the trauma-informed audit frameworks, we recognised that the algorithmic
context may give rise to new challenges that may not have been anticipated by frameworks designed
for human based service delivery. We identified three existing tools for their credibility, relevance,
comprehensiveness and useability:

e Al Risk Management Framework developed by the United States National Institute of
Standards (NIST Al RMF)

o Al Audit Framework developed by the Netherlands Court of Audit (NCA Al Audit Framework)

e Assessing Al Harms developed by Microsoft (Microsoft Al Harms Assessment)

Trauma-Informed Care and Practice Organisational Toolkit (‘TICPOT’)

As outlined earlier, the TICPOT is “targeted at a broad range of services both in the public and
community-based contexts across the mental health and human service systems and sectors”
(Henderson et al., 2018). It is a “resource designed to assist services and their workforce in quality
improvement initiatives and organisational change processes” (Henderson et al., 2018)". The broad
target of TICPOT was useful for our project as our Toolkit is also targeted at a broad range of social
service providers across the public, private and community contexts. The broad intended audience
meant the TICPOT covered a breadth of questions that are applicable to any social service organisation.

The unit of analysis of the TICPOT is quite broad to cater to its aim of bringing about a “trauma-informed
organisational change process”. Since our unit of analysis did not include the whole organisation, we
excluded questions from the TICPOT which were aimed at broader organisational policies as opposed
to the provision of specific services within the organisation. Questions of this nature were primarily
under the domain ‘Governance, Management and Leadership’. For instance, this question related to
broader organisational leadership was excluded as being out of scope: “There are identified leadership
and governance roles at all levels for consumers and carers (e.g. Director or CEO of the service is a
person with lived experience; the Board of the organisation includes lived experience) to ensure
representation and contribution”. Similarly, questions under the domain ‘Healthy and Effective
Workforce’ were not included as our unit of analysis did not include considering the impact of trauma
on service providers themselves, or the training of service providers. For instance, the following
question was excluded: “The staff selection process is transparent and accountable”. This domain
sought to address “staff selection and retention, orientation, workforce development and training,
wellbeing and supervision”. In contrast, the focus of our Toolkit was on the impact of trauma on service
users.

From the remainder, certain questions were not included as not being relevant to the algorithmic
context. For instance, the following measure was not included on this basis: “For residential settings, if
a ‘no sex’ policy applies all staff are aware of this policy”. Otherwise, the questions were selected and
adjusted to be relevant to the algorithm supported service delivery context. For instance, the originally
worded question “Where possible, Consumers are given choices regarding who provides the service”
was modified in our Toolkit by replacing “consumers” with “service user” to reflect our terminological
choice (McLaughlin, 2009). We further removed the assumption in the question that the “who provides
the service” must refer to a human. Instead, we considered the algorithmic context to end up at the
following version: “To what can the service user choose to interact with a human [in the algorithm
supported service]?”
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Trauma-Informed Organizational Toolkit for homeless services (‘TIOT’)

The TIOT was selected due to the credibility of its developer, namely, the US Department of Health and
Human Services and its funders, SAMSHA. The intended audience of TIOT is narrower than our project,
as TIOT aims to assist “homeless service providers with concrete guidelines for how to modify their
practices and policies to ensure that they are responding appropriately to the needs of families who
have experienced traumatic stress” (Guarino et al., 2009).

In selecting questions from TIOT a similar process was undertaken whereby domains that focused on
broader governance and organisational policies, or which focused on health and training of the service
provider employees (e.g. ‘Supporting Staff Development’) were not included in our Toolkit. A similar
process was once again followed to adjust questions from the TIOT to the algorithmic context to inform
our Toolkit.

For instance, the question “The program informs consumers about what will be shared with others and
why” was adjusted to “To what extent does the program inform service users about what information
will be shared with other algorithmic systems or institutions under data sharing arrangements?” and “To
what extent does the service user have a choice regarding what personal or sensitive information is
shared publicly or with other service users?”. Relying on the underlying principles of ‘Trust and
Transparency’ and ‘Empowerment and Choice’ we identified that this question was critical as it also
related to a key concern in algorithmic ethics of data protection and privacy. For example, Brown et al
(2021) discuss how non-consensual data sharing about an individual’s credit rating led them to having
suicidal thoughts.

Similarly, the question “Consumers are informed about how the program responds to personal crises
(e.g., suicidal statements, violent behaviour)” was adjusted in the context of Chatbots to read “To what
extent has the service user been informed about how the algorithmic system will respond to personal
crises (e.g. suicidal statements, violent behaviour) and/or disclosure of risks of harm and/or disclosure
of prior trauma?” As discussed, experiences of trauma can lead to a loss of control for service users
and a lack of trust in systems and processes, including service delivery organisations. ‘Trust and
Transparency’ and ‘Empowerment and Choice’ are key principles in this respect. If a service user’s
experience of trauma is responded to in a manner which was unknown to them, is unexpected or
surprising this could reinforce a loss of control and further erode trust in the service provider. This may
cause the service user to refrain from using such services in the future, or even worse, not reporting
future instances of harm and seeking help from service providers when in genuine need of help. An
example in the context of domestic violence, is the Queensland Police Service’s use of predictive
policing, which involves police relying on prior reports of DV to proactively attend homes of perpetrators.
Concern has been noted that this kind of uninvited and intrusive response to reports may discourage
future reports due to fears of child protection authorities being involved, or an increase of risk of DV due
to police presence agitating perpetrators (Douglas & Fitzgerald, 2021). These very real concerns place
a heavy burden on any algorithmic support services to ensure they respect the principles of
‘Empowerment and Choice’ and ‘Trust and Transparency’ in responding to reports of crises.

NIST Al Risk Management Framework (NIST Al RMF)

The NIST Al RMF was developed by the US National Institute of Standards (NIST), the United States’
peak standards body. The NIST Al RMF intends “to improve the ability [of organisations and individuals]
to incorporate trustworthiness considerations into the design, development, use, and evaluation of Al
products, services, and systems” (Tabassi, 2023). The NIST Al RMF is designed to be “operationalized
by organizations in varying degrees and capacities” and adaptable to context of each organisation
(Tabassi, 2023). It was developed through a comprehensive consultation with the Al community and
broader public. The NIST Al RMF provides “approaches to minimize anticipated negative impacts of Al
systems and identify opportunities to maximize positive impacts” (Tabassi, 2023). The breadth and
depth of the NIST Al RMF provided a comprehensive foundation to consider issues that may arise in
the algorithmic context. Across four core areas, namely, Govern, Map, Measure and Manage, the NIST
Al RMF considers how a culture of risk management is cultivated and present, assists in mapping risks
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based on context, and measuring risks and managing risks (Tabassi, 2023). The NIST Al RMF adopts
a sociotechnical approach as their unit of analysis akin to this project.

For our Toolkit, questions related to algorithmic bias and transparency were selected, as they related
to the principles of ‘Intersectionality’ and ‘Safety’, and ‘Trust and Transparency’ respectively. In the
context of algorithmic systems, the potential for bias is well recognised as well as issues with
transparency due to the ‘black box’ nature of algorithms. Since the focus of our Toolkit is not a technical
audit of the algorithmic system, many of the purely technical questions were omitted. For instance, the
following question was selected in the context of algorithmic bias: “To what extent are the established
procedures effective in mitigating bias, inequity, and other concerns resulting from the system?”.
Recognising that not all bias is harmful, and that assessing effectiveness may be a vague standard for
social service organisations to meet, the question was reframed as “To what extent are there
procedures that prevent the algorithmic system from producing harmful bias and discrimination?”.

The NIST Al RMF framework also had a strong focus on service user involvement and engagement in
the design, development, and deployment of the algorithmic system. Even though there was a lacuna
in the ethical algorithmic principles in relation to ‘Collaboration’ as a principle, the practical
implementation of the principles through this framework had a strong focus on the idea of participatory
design. There was a focus on comprehensive, ongoing, and meaningful consultation with those affected
by the outcomes of the algorithmic system. We were able to obtain many useful questions for the
domain of ‘Service User Engagement and Involvement’. For instance, the idea that meaningful
consultation requires actual evidence of integration of feedback was reflected in the question: “To what
extent has the entity addressed stakeholder perspectives on the potential negative impacts of the Al
system on end users and impacted populations?” Adapting the question for clarity and the context of
social service delivery, we reframed it as “To what extent have perspectives of service users been
integrated [in the algorithm supported service]?”.

Netherlands Court of Audit Al Audit Framework (NCA Al Audit Framework)

The NCA Al Audit Framework “is a practical tool that government and private-sector organisations can
use to assess whether their algorithms meet specified quality criteria, and whether or not the attendant
risks have been properly identified and/or mitigated” (Netherlands Court of Audit, 2021). We selected
the NCA Al Audit Framework due to its broad international acclaim across governments and private
sector organisations (Meijer-van Leijsen, 2021). The public sector focus aligned well with the social
service focus of our Toolkit. The audit framework relies on “five perspectives for investigating
algorithms”: (1) governance and accountability; (2) model and data; (3) privacy; (4) IT general controls;
and (5) ethics (Netherlands Court of Audit, 2021). Akin to the role played by the trauma-informed
principals in our Toolkit, the ethics perspective engaged with the ethical algorithmic principles and
underpinned the other four perspectives. The ‘ethics’ perspective did not have specific questions.

The ‘governance and accountability’ perspective was based on standards drawn from a set of standards
known as the ‘Control Objectives for information and related Technology’ which is “an IT governance
control standard designed to meet the need for assessing information-related and IT risks” (Netherlands
Court of Audit, 2021, p. 63). From this section we obtained one of our core questions underpinning our
‘Knowing the Algorithmic System’ section: “Does the algorithm system have a clearly defined purpose?”
As the framework recognises, “[t]here can be no management or accountability without clarity about the
purpose of an algorithm” (Netherlands Court of Audit, 2021). The importance of identifying and
assessing the intended purpose of an algorithmic system was reflected across many of the algorithmic
audit toolkits. We closely adapted the wording from this particular question due to its clarity. In our
Toolkit, the question was divided into two separate questions to prompt end users to actively reflect on
their use of the algorithmic system within the context of their own organisation and service: “What is the
purpose of the algorithmic system?” and “How does this purpose align with the mission statement and
values of your organisation and the objectives of the service?”

The ‘model and data’ perspective focused mainly on the ‘development of the model’ and only covered
‘operation, use and maintenance’ as secondary considerations (Netherlands Court of Audit, 2021, p.
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24). While our Toolkit did consider the development of an algorithmic system, the focus was on the
actual operational aspects of the model due to its non-technical focus. Nonetheless, the majority of the
questions in this section already appeared in the NIST Al RMF. The questions provided variable wording
but not new content.

The ‘privacy’ perspective was most useful for our Toolkit due to its concrete focus on the EU General
Data Protection Regulation (GDPR), which is accepted as one of the strongest privacy frameworks
across the globe (Li et al., 2019; P. M. Schwartz, 2019). The rights-based understanding of privacy in
the EU GDPR has been globally pioneering with over 120 countries now having enacted EU style data
privacy laws (P. M. Schwartz, 2019). Due to the critical role played by privacy within the principle of
‘Safety’, it was essential to have such a robust basis from which to engage with the privacy aspects of
our Toolkit.

For instance, the question “Can those involved opt out of automated decision-making (if applicable)?”
reflects the requirement in article 22 paragraph 1 of the EU Regulation on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data
(Regulation 679/2016):

The data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning him or
her or similarly significantly affects him or her.

For our Toolkit, we adapted to the questions to “To what extent can service users opt-out of being
subject to the algorithmic system without compromising service quality?” The aspect about “not
compromising service quality” links to the requirement for meaningful choice under the principle
‘Empowerment and Choice’. For there to be meaningful choice there must be no negative arbitrary
consequences and sufficient available alternatives (Elliott et al., 2005; Fallot & Harris, 2009). Thus, if
service quality was compromised when a service user opts out then the principle of ‘Empowerment and
Choice’ as well as ‘Safety’ would be undermined.

We in fact extended the safeguards available within the NCA Al Audit Framework to include further
aspects of the EU GDPR such as ‘right to be forgotten’ in article 17 of the EU Regulation on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data (Regulation 679/2016). The ‘right to be forgotten’ enables the data subject to have their
personal information deleted in several circumstances including where it is no longer necessary in
relation to the purposes for which they were collected or when consent is withdrawn. Reflecting this, we
included the question “To what extent can service users choose to have their personal information
erased?” Critical to ideas of ‘Safety’ and ‘Empowerment and Choice’, the question once again relates
both to privacy and meaningful choice.

Finally, from the ‘IT & General Controls’ perspective we did not select many questions as these were
focused questions about organisational processes in the government context. This was beyond the
scope of our Toolkit. However, a question related to password protection (“Are passwords managed
interactively and are they of adequate quality?”) informed our analysis of risks for victim/survivors of
domestic and family violence. Our concerns related to principles of ‘Safety’ and ‘Trust and
Transparency’. As the NCA Al Audit Framework recognised, “the database is open to manipulation if
holders of user accounts have (due to bad password management) access to underlying components”
(Netherlands Court of Audit, 2021). If a perpetrator of domestic and family violence had access to an
algorithmic system, then they could potentially use it to manipulate and harm victim/survivors (C. Brown
et al., 2021). Reflecting this concern, we included the question: “To what extent could the algorithmic
system be used by perpetrators of domestic and family violence to harm victim/survivors?”

Assessing Al Harms developed by Microsoft (Microsoft Al Harms Assessment)

The Microsoft Al Harms Assessment is aimed at assisting technology builders in anticipating harms and
risks when building and designing algorithmic technologies (Microsoft, 2023). The framework is
underpinned by a human rights approach to assessing harms (Microsoft, 2023). Microsoft Al Harms
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Assessment also includes a separate framework for Modelling Harms that provides guidance on
undertaking a risk assessment based on identified sources of harm (Microsoft, 2022). We broadly adopt
the Assessment framework’s structure in our Toolkit: (1) identifying key stakeholders; (2) identifying
possible sources of harm; (3) assessing the sources of harm; and (4) next steps.

The Microsoft Al Harms Assessment identifies key stakeholders including project sponsors, tech
builders, direct actors (i.e. people who will be directly interacting with the system), indirect actors (i.e.
people who will be impacted by system outputs or be subject of the system), and marginalized or
vulnerable populations (i.e. people who the system may not adequately support or who may be
disproportionately impacted due to their specific attributes, experiences or circumstances) (Microsoft,
2023). The identification of the possible range of stakeholders influenced our Toolkit in three ways.
First, in the ‘Knowing the Algorithmic System’ section of our Toolkit we included the prompt: “Identify
the key stakeholders for the algorithm supported service (including service users, users of the
algorithmic system, other relevant members of the service provider organisation etc.)”. Second, we
provided guidance on which stakeholders needed to be involved in completing the Toolkit in the ‘How
to Use the Toolkit' section. Finally, we were able to use it to guide on Toolkit users on possible
stakeholders who may inform responses to Toolkit questions. For instance, the importance of
foregrounding people who have experienced vulnerability is a constant theme through the Toolkit.

Subsequently, the Microsoft Al Harms Assessment identifies ‘Types of Harm’ that may eventuate across
the following areas: Risk of Injury (Physical or Emotional); Denial of Consequential Services
(Opportunity or Economic Loss); Infringement on Human Rights (Dignity, Liberty or Privacy Loss, and
Environmental Impact); and Erosion of Social and Democratic Structures (Manipulation or Social
Detriment). The focus on harms on a human level was aligned with our own approach as trauma-
informed care approach is underpinned by the minimisation of harm.

We selected questions from every section, but with a particular focus on ‘Risk of Injury’ and
‘Infringement of Human Rights’. For instance, relevant to the principle of ‘Safety’ was the question, “Is
sole dependence on an artificial agent possible?”, which we adapted to “... could the [chatbot] foster
unhealthy dependence?” The term “artificial agent” was removed to make the language more accessible
to a wider group, and because the question was included in the ‘Chatbot’ sub-domain in Section 3.
Whereas “sole” dependence may be an issue in certain contexts, we recognised that from a trauma-
informed lens “sole” dependence was not necessarily inherently harmful. Chatbots may have beneficial
effects for mental and emotional wellbeing even if a service user was solely dependent on it in absence
of other relationships in their lives. A bigger concern was ‘unhealthy’ dependence. For example, the
chatbot ‘Replika’ has been criticised for fostering unhealthy emotional dependence as would be seen
in a human-human relationship causing emotional harm to users: “Users portrayed Replika as highly
demanding, referring to it as ‘clingy,” ‘dependent,” ‘toxic,” and ‘reliant,” and saying it resembled an
abusive partner” (Laestadius et al., 2022, p. 10). Replika was designed to mimic humans and behave
as a sentient entity with emotions, needs and desires (Laestadius et al., 2022, p. 14). As a result, even
if there was a software update that changed Replika, users would experience heightened distress as
they felt the changes had caused harm to them or Replika, or that Replika had started to ‘hate them’
(Laestadius et al., 2022, pp. 11-12). If such chatbots are used in social services, such as providing
mental health support then there is considerable risk that it may cause or re-trigger trauma.

This section of the Microsoft Al Assessment is designed as a question accompanied by a short scenario
to give an example how the risk may eventuate (and sometimes an image) (Figure 4). Future extensions
of our Toolkit, particularly an interactive online version, may adopt this design to improve useability and
build further capacity within service providers around the intersection of algorithms and trauma.

38



DISTORTION OF REALITY OR GASLIGHTING OVERRELIANCE ON AUTOMATION

If a product cultivates a false sense of security, users may trust
When intentionally misused, technology might undermine the reliability of a digital agent over that of a human.

trust and warp someone’s sense of reality.

Could this How might this Is sole dependence

technology technology on an artificial

In what ways could this technology be used to modify digital media reduce direct interface with agent possible?

or physical environments in an effort to deceive? interpersonal trusted sources of How could that

feedback? How? information? impact people?

An loT device might enable monitoring and controlling A chat bot may be relied upon for relationship advice
of an intimate partner from afar. or mental health counseling instead of a trained

professional.

Figure 4: Two example questions from the Microsoft Al Harms Assessment (Microsoft, 2023, p. 13)

Finally, the ‘Assessing Harms’ section in the Microsoft Al Harms Assessment is based on prioritising
harms based on their ‘Severity’, ‘Frequency’, ‘Probability’ and ‘Scale’. We adopted this assessment
framework in ‘Prioritising Areas of Improvement’ of our Toolkit. The ‘Next Steps’ section was particularly
useful as it included clear next steps based on the evaluation that technology designers could complete.
We relied on this section as a guide to designing our own ‘Next Steps’ section at the end of our Toolkit
by adopting key steps such as “Integrate the insights into your decisions throughout the technology
development process” (Microsoft, 2023).

Stage 3: Workshops
Methods

Workshop Objectives and Design

The workshops were aimed at co-designing the toolkit with end users, namely social service
professionals working in organisations providing services to people who have experienced trauma. It
was essential that the assessment Toolkit was developed through a co-design process over two
sequential workshops. As Madaio et al (2020) observe, when assessment or audit checklists in fields
such aviation or medicine have been designed and implemented without involving practitioners they
have often been misused or ignored. Socio-cultural factors within organisations affect effectiveness of
assessment toolkits and involvement from practitioners is essential to understanding these
organisational factors (Madaio et al., 2020). Through the first two stages of the study, we designed an
initial draft Toolkit which was provided to participants to assist with the co-design process. This method
was consistent with other co-design processes (Madaio et al., 2020).

We adopted Steen’s conception of co-design as a process of abduction:

In abduction, one can start with experiencing a specific current situation as problematic (p),
and then simultaneously and iteratively imagine both ways to approach and frame the
situation (p — q) and possible solutions for the problem (q) (Steen, 2013, p. 17)

Accordingly, we engaged our research participants in framing the problem of algorithms and trauma
through case studies while iteratively and concurrently facilitating discussions around possible solutions
through our Toolkit. We were limited by resources and time which limited the ability for participants to
design their own approach to creating the Toolkit and comprehensively test the Toolkit within their
organisations. Future extensions of the project should consider incorporating these stages into the co-
design process.

The key benefit of workshops was that participants’ responses can build on and react to each other’s
in a dynamic interaction (Blandford et al., 2016). Workshops “reveal aspects of experiences and

39



perspectives that would not be accessible without group interaction” (Morgan, 1997). We wanted to use
the positive effects of group dynamics to have views on how a cross-sector of social service providers
understood the intersection of algorithms and trauma, and their perspectives on our Toolkit.

We began the workshops by setting ground rules and introducing participants to each other to ensure
we could maximise the benefits of open discussion and group dynamics (Blandford et al., 2016).
However, we were aware that validity of their views may have been affected by group dynamics
(Guthrie, 2010). The risk existed that a dominant person with a strong personality could be a disruptive
influence limiting speaking time for others (Guthrie, 2010). As facilitators, we were careful to moderate
the discussion to manage these risks and probe with open-ended questions to further facilitate
discussion wherever possible.

Participants

In total, there were 18 individuals who participated in the workshops. There were nine participants who
attended both workshops, and nine who attended one workshop. Participants were social service
providers in Queensland, Australia. There was no requirement for participants to have engaged
previously with algorithms in their service provision or have any familiarity with how algorithms may
have been used in social services. Participants were selected due to their expertise as professionals
with experience working with service users with a history of trauma. Participants were initially recruited
from existing networks of the research team followed by snowball sampling.

Table 4: Workshop participants, profession/role and service area with pseudonyms

Pseudonym Profession/Role Service area

Claire Social Worker Child and family

Max Lawyer Social security

Jordan Psychologist Youth mental health

Jodie Researcher Youth homelessness
Patricia Lawyer Social security

Leonie Advocate Disability and employment
Lin Researcher Domestic and family violence
Xiao Business Analyst Various social services

Amy Social Worker Domestic and family violence
Craig Social Worker Child safety, youth and women
Lisa Researcher Domestic and family violence
Luis Business Manager Refugee resettlement
Sharon Psychologist and criminologist Child protection

Paula Social Worker Family and disability

Ellen Systems Specialist Children, youth and families
Sebastian Researcher Social security

Natasha Data Governance Social security

Theresa Social Worker Various social services

As our Toolkit is not intended to be used by only one sector, we wanted to access perspectives across
sectors to identify commonalities in concerns and differences. We hoped the differences could help
provide guidance to users of the Toolkit on how they could customise the Toolkit for their own service
context. Accordingly, participants were selected from a cross-section of social services including social
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welfare/income support, child and family services, homelessness, refugee resettlement and mental
health. Participants were from various professional backgrounds including social workers, law,
psychology, and research (see Table 4).

Workshop Activities

The workshop design was of two 120-minute workshops. We held multiple workshops for each stage
to maximise participant availability. Prior to Workshop 1, participants were given the principles of
trauma-informed care developed by the research team in Stage 1 of the study and three cases studies
of algorithmic systems in social services, namely Robodebt, Allegheny County Family Screening Tool
and ‘Tessa’. The selection of case studies reflected diversity in region, social service sector and type
of algorithmic system. Robodebt is an Australian case study in the social security/income support
context involving a relatively basic pre-programmed algorithm. The Allegheny County Family Screening
Tool is a risk assessment system used to in a US child protection call screening centre. Tessa is a
chatbot deployed by the UK National Eating Disorders Association that included both pre-programmed
and Al elements.

During the workshop, participants were asked the following questions:

e How do you see these algorithmic systems in the case studies breaching trauma informed
principles?

o What types of questions would you ask of developers or managers making decisions to deploy
these tools to ensure they do not breach trauma informed principles?

Participants responded to these questions on post-it notes as well as within a broader group discussion
(Figure 5). The primary purpose of this activity was to familiarise participants with the issues that arise
in the context of algorithms and trauma. Since participants were not assumed to have any familiar or
background with the issues, this activity was essential to creating a base level of knowledge across
participants. The activity helped concretise the issues at hand and grounded discussions with specific
examples (Blandford et al., 2016). The participants’ responses were used identify the key problems that
may need to be addressed when considering how algorithms may cause or re-trigger trauma. In re-
drafting the Toolkit, these identified problems we re-framed as questions.

G ko Case

How do you see the AFST breaching trauma informed principles? Study 2

- - L.
Empowerment and Choice Collaboration Trust and Transparency

Figure 5: Participant responses to the Allegheny County Family Screening Tool case study with
reference to the principles of trauma informed care in our online workshop

At the end of the workshop, participants were given a high-level introduction to the draft toolkit that had
been developed by the research team that would form the basis for the co-design process. At this stage,
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participants were presented with, and asked to reflect on, the overall structure of the Toolkit, its unit of
analysis, and instructions for completing the Toolkit.

Following the first workshop, basic changes were made to the Toolkit based on participants’ initial
feedback. The participants were then sent this revised Toolkit to review prior to the second workshop
and invited to apply it to a real or speculative algorithmic system that is being used or may be used by
their organisation in the future. In the version provided to the participants, there were 20 core questions
identified. If participants were unable to apply or read the whole Toolkit, there were asked to focus on
these identified priority questions. However, there was no expectation that the participants had reviewed
or applied the Toolkit. There was time allocated at the start of the second workshop for participants to
properly review the Toolkit.

At the second workshop, participants were asked to share their reflections on the following questions:
e Did you apply or review the draft Toolkit? If you did not, then why not?
e How was your experience of applying the Toolkit?
e What do you think of the structure/logical flow in the Toolkit?
¢ Do you think the Toolkit is trauma informed enough? (Why, why not?)
o What are key things missing in the Toolkit?
o Are there specific questions that you think are clear/unclear or problematic?
This activity was really the core of the co-design process.

The participants were also given a list of 20 core questions identified by the research team and asked
to vote on their top 10 questions. The purpose of this activity was to generate a list of core questions to
be included at the start of the Toolkit to be completed by all users of the Toolkit and highlighted as
critical considerations for any algorithm supported service.

Finally, the participants were asked the following questions:
e Who in your organisation would be responsible for completing the Toolkit?
e How do you think a summary of responses to the Toolkit should be presented, if at all?

¢ What would you like to see be recommended as next steps once the Toolkit has been
completed by your organisation?

The workshops were recorded using a digital recorder and later transcribed using an automated
transcription system. The transcripts were reviewed by a member of the research team for accuracy.

Findings

Below we outline five key themes we identified through our workshops, and within each theme we
discuss how we incorporated suggestions into our Toolkit and identified directions for future research.

Understanding service users’ lived experience of trauma

We had to develop an understanding of how service users’ lived experiences of trauma could be
incorporated in our Toolkit. As social workers, Paula and Craig described how service users who have
experienced trauma may respond in unexpected ways when interacting with service providers. For
instance, they may not open or read a letter from a service provider with whom they have had a negative
experience. While they may find comfort in the anonymity of a phone call, if they hear background noise,
they may feel unsafe thinking another person is in the room or if they hear a recorded message,
disengage due to lack of interpersonal engagement. Paula was concerned that pattern detection
algorithms may cause harm to service users if they are unable to recognise or appropriately respond
when service users display unpredictable behaviours:
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... algorithms are patterns ... the people that we work with, there is no necessary pattern,
because if there was, I'd be able to predict that they're about to steal the car for the fifth
time and go off and do something that | really don't want them to do. But | can't predict that
because, you know, that moment, those hours preceding things were going really well. But
something triggered their response. And their response was to, to act in a particular way.
And then our response is to understand that and support them through that, that behaviour.
But if you've got an Al that's predicting based on patterning, then you are always going to
find that people who experience interpersonal trauma or systemic trauma will fall through
the gap. They will fall through the gap without another person to help touch and engage
them (Paula, social worker, family, and disability services).

In recognition of the real risk of harm due to the predictive nature of algorithms and to incorporate these
concerns into our Toolkit, we included the following questions related primarily to the ‘Safety’ principle:

e ... are there supportive processes for responding to harm or distress caused by the algorithmic
system?

e ...has the psychological, emotion and cultural safety of service users been considered?

e ...are safety concerns promptly responded to?

e ...can it respond appropriately to service users experiencing distress?

Paula also recognised the importance of human relationships with service providers and professional
discretion. She was concerned that “if professionals stopped making judgments and just went through
the motions of completing the requirement [of the algorithmic system] ... they would also disengage
with their clients”. She suggested that helpline providers should be aware that service users’ “histories
and experiences are very different” meaning there should be the support “needs to come from
somebody who can connect, who can give a person back the choices”. We had already incorporated
questions on professional discretion and human relationships which were adjusted further based on
this feedback:

e ... could it harm relationships between service providers and users?
e ...could the algorithmic system displace or limit human judgement and discretion in service
provision?

Patricia was concerned about the risk that ‘Empowerment and Choice’ would be undermined by
inherent issues about the way surveillance and risk profiling technologies operate:

... this kind of data based surveillance and profiling is just inherently disempowering. It's
taking sort of disembodied bits of data about service users, that do not add up to like who
they are as an individual, and putting it through a ... predetermined algorithm, and deciding
things about them based on that, without any real assessment of their actual personal
circumstances that might be completely separate from some sort of idea of what their risk
profile might be ...I don't think the system could be made trauma informed, because it's
just based on kind of this inherently reductive view of people and their trajectories (Patricia,
lawyer, social security).

We added questions in our Toolkit reflecting this feedback around surveillance in the sections on
‘I[dentification and Recognition’ and ‘Detection’ systems. While adjusting the Toolkit questions to
address these concerns can minimise harm, Paula and Patricia’s respective concerns about predictive
and profiling systems reveal that there may be inherent, unavoidable issues that arise at the intersection
of trauma and algorithms. We recognise that these also give rise to inherent limitations to what our
Toolkit can achieve. If there are fundamental discrepancies with the lived experience of trauma and the
way algorithmic systems operate, then there may be contexts when it is not appropriate to use an
algorithmic system at all. It was critical that we recognised this for our Toolkit to be trauma-informed in
a meaningful sense. We adjusted our Toolkit to emphasise the importance of this in the instructions.
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Strengths-based framing

Participants felt that the language used in the Toolkit should be strengths-based and trauma-informed.
Adopting deficit language to describe service users may undermine the trauma-informed purpose of the
Toolkit. Terms such as ‘vulnerable’ and ‘addict’ when identifying groups of service users assume
inherent deficit within service users. For several reasons, participants believed these terms should not
be used. Such language was inconsistent with the principle of ‘Empowerment and Choice’ which
emphasises that service users should be defined by their strengths, rather than inherent deficits.
Further, the Toolkit was designed based on the key tenet of trauma informed care which assumes that
any service user may have experienced trauma, not just ‘vulnerable’ or ‘minority’ service users. Use of
deficit language such as ‘vulnerable’ was thus extraneous as a trauma informed approach applies to all
service users. There was also a concern that assessments of ‘vulnerability’ and such are done on a
statistical level, and may lead to inappropriate outcomes and assessments when considered on an
individual level:

Because you could have a First Nations person ... statistically, they, you know, are more
vulnerable, but when we're talking about individual people, we can't apply all of that to that
person. We might say, yeah, the target group of our services is the sector of the community
that are most vulnerable, you know, you can kind of justify that. But when you're talking
about an individual person engaging in this service, we can't. That's what I'm really worried
about is the assumptions that that makes [of who is vulnerable and who is not]. Are we
saying a First Nations client is weighted more in terms of vulnerability? (Amy, social
worker, domestic and family violence services)

Questions were adjusted to reflect this feedback. For instance, the word vulnerable was replaced with
‘different’ in the question “... could [the algorithm supported service] unfairly disadvantage different
service user groups?”

Participants also stated that a strengths-based approach should be adopted to use of the Toolkit itself.
Beyond minimising harm, the Toolkit should play a role in how service providers can use algorithmic
systems to enhance and improve the provision of care. For instance, Paula suggested that algorithms
could be used to reduce human bias in selecting members of a lived experience team. They could also
be used to effectively respond to trauma in a timely manner:

We have a principle in out of home care that no young person or person in domestic
violence or in homelessness ... should ever have to look at the hole in the wall that that
they may have created 5 minutes ago in a moment of, of expressing their real rage or
anger, or their trauma ... But the reality is that, for example, you know, we ... have hundreds
of [properties in our organisation], they all have damage ... But what if bots are used to
enact the process of responding to trauma. So, it's a simple example of ... algorithms being
used. Of these [hundreds of] addresses, always, you know, send a maintenance person
within three hours, and that becomes the automated response to trauma, as opposed to
the work that happens with that individual young person in that home (Paula, social
worker, family and disability services).

The Toolkit should recognise the positive potential for using algorithmic systems, not just risks of harm.
Participants felt that the language used in the Toolkit should take a strengths-based approach to the
potential for algorithmic systems to positively impact service provision. Language and framing of
questions were adapted to be strengths-based. For instance, the question “... does the chatbot use
language that does not discriminate?” was reframed as “... is inclusive language used?”. The reframing
shifts the focus from whether the language in the chatbot minimises the harm of discrimination to
whether it can positively contribute to fostering inclusivity. The potential strength in chatbots to generate
positive outcomes is recognised.

44



Capacity building around algorithmic systems and trauma informed principles

A key finding from the workshops was that the Toolkit was necessary to build capacity within service
provider organisations and service users. The Toolkit should thus have an educational purpose. It was
clear that many organisations are considering various application of algorithmic systems in their service
provision over the next few years. But there was concern that organisations were planning to deploy
algorithmic systems without sufficient familiarity with principles of trauma-informed care and the benefits
and risks of using algorithmic systems. For instance, an organisation had considered the possibility of
using an algorithmic system as part of their mental health helpline to detect nuances in service users’
tones and identify trigger words. The purpose was to assist the practitioner on the phone in real time
such that they could identify their own blind spots, think about a different way of questioning, or explore
different avenues to understand the service users’ experience. However, a member of that organisation
was concerned about the capacity of social service providers in relation to algorithmic systems:

Okay, half the people that are making decisions don’t understand the technology and the
implications of the technology ... there does need to be some education in the human
services sector about what are the different forms of technology, how could they potentially
be used ... and what are the potential bias issues or the potential pitfalls of using any of
these forms of technology. So first and foremost, there's got to be a level of understanding
(Paula, social worker, family and disability services).

Participants generally expressed that it was important that individual human service providers
interacting with the algorithm system be aware of its limitations as otherwise they may be unduly
influenced by system outputs, especially newly qualified workers. This also relates at the organisational
level whereby systems developers and companies often pitch technological solutions to managers that
are overly rosy or lacking detail of its possible effects and impacts. Paula was also concerned that
service users who would be impacted by the systems should also have sufficient understanding:

Our service users also must have the same level of understanding because | don't think
we can make those choices without some understanding collectively with the people who
use our service around what they think would be beneficial. Because if we are working from
a trauma informed lens, we're also co-designing you know, at all moments in time. And so
that kind co-design work requires a bit of education and knowledge (Paula, social worker,
family and disability services).

The Toolkit also needs to play a role in educating technology experts or IT professionals within
organisations about principles of trauma informed care. Some participants observed that usually in large
organisations only frontline social service are aware of the trauma informed care principles. Thus, it
was necessary that the Toolkit socialise the principles amongst other stakeholders of the algorithm
supported service including IT professionals and managers. Jodie suggested that users of the Toolkit
could be directed to further resources on trauma informed care either throughout or at the end of the
Toolkit.

Some participants suggested that the capacity building purpose of the Toolkit would be well served by
including guidance on key concepts which appear in the toolkit such as ‘meaningful consultation’,
‘informed choice’ and ‘discretion’ in the context of algorithmic systems. This guidance would assist end
users in completing the Toolkit correctly but also educate them on these key areas of trauma informed
care in an algorithm supported service. Due to the lack of existing capacity within organisations, a
participant was concerned that these concepts may otherwise be misinterpreted, or difficult to interpret
and apply. Participants felt that providing accompanying examples of when algorithmic systems have
been helpful and harmful in social service provisions may assist service providers in completing the
Toolkit and further build understanding.

Based on these observations, we revised the Toolkit to include further resources for end users to learn
about trauma-informed care and algorithmic systems and a glossary with definitions of key concepts in
clear language. Future extensions of this project will evolve the Toolkit to provide further guidance on
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key concepts embedded throughout the Toolkit, educational resources, and recommendations for
actions that can be taken by end users specific to each of the questions.

Summarising responses

The participants were asked how a summary or outcome of the Toolkit should be framed. The research
team had considered a range of approaches including, summative measures by trauma informed
principles or domains, scores, traffic light indicators or nothing.

Recognising that trauma informed care is a complex and nuanced concept, it was essential to pay close
attention to the assessment of whether the algorithm supported service was trauma informed. Although
the researchers had wanted to avoid creating a risk assessment Toolkit, the participant consensus was
that the Toolkit will inevitably be used in this way by service providers due to the investment and
resources required to complete it:

What do you do when things go wrong? There’s a chain of accountability, back to right who
made this decision, and this will become a key artefact as part of that. And there'll be
looking around “ok right, who were the decision makers; who were the people involved?”
...But if something does go wrong, it'll be absolutely used, as part of the review of things.
And | don't think there's any wording you can put at the front of it, that would stop an
organisation doing that. And it would be viewed as an organisational investment (Xiao,
business analyst, various social services).

As a result, there is a real risk that any summary of user responses to the Toolkit may become
determinative of outcomes in any future investigation or review of decision-making following incidents
of harm. Since the Toolkit is not designed to be a comprehensive and validated risk assessment Toolkit,
participants recognised that any summary should not give the impression that it was designed to ‘green
light’ projects. Nonetheless, several participants felt a summary was critical to ensure end users had
clear direction on focus areas. Otherwise, there would be a risk that after completing the lengthy Toolkit
they could be left overwhelmed by the amount of qualitative information and unable to determine a co-
ordinated plan of action. This may reduce engagement and utility of the Toolkit. Participants firmly
believed that any summary should not compromise the reflective purpose of the Toolkit and should
prompt and guide action.

Some participants wanted a final score based on Likert scale responses divided across the four
organisational domains. However, several participants felt that a final pass or fail scoring system based
on end users’ responses to the Likert scale would be meaningless and unhelpful. Tallying up scores
with a cut-off could potentially be harmful as it may inappropriately ‘green light' a project without
adequate reflection. Even if a score was included based on user responses to the Likert scale (‘To what
extent...’), the issue would remain that a ‘Not at all’ response to one question in a particular context may
be insignificant but may be critical in another. The participants’ concerns reflect observations made by
Brown et al (2021) in relation to ethical assessments as opposed to risk management tools: “performing
poorly on almost any metric that is important for the interests the user of [the assessment Toolkit] finds
relevant [may] ... be reason to reject or protest the use of such an algorithm”. As Natasha observed,
adding up on overall score risked overriding this nuanced analysis.

Participants recognised that ultimately the end user was best placed to determine which issues were
most salient in their context. They felt the Likert scale was helpful in so far as it gave end users a sense
of their priority areas and give them a sense of where they need to focus their attention. Toolkit users
would be more interested in what areas they need to focus on improving meaning a framework for
identifying areas of improvement would be more useful:

| would say, each area is of importance ... that total score is no good at all, doesn't give
you anything ... | wouldn't even give a score for them. | would have areas for development
at the end of ... each one. Because this is something that you take seriously, or you don't
take seriously. There's no kind of like, semi-trauma informed... a score of 57 out of 100 [for
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example], doesn't help people, does it? (Craig, social worker, child safety, youth and
women services)

As Craig recognised, this would be consistent with the purpose of the Toolkit being “a call to action”.
Sebastian, a social security researcher, agreed that “you don”t want people to just be passing, you want
them to be proactive”. Ultimately, participants felt that returning to the trauma informed principles in the
summary would provide a useful framework to structure an analysis identifying areas of improvement,
in keeping with the trauma informed approach of the Toolkit.

We adopted these suggestions by including an extra column in the questionnaire portion of the Toolkit
to allow participants to identify their own priorities as they progressed through the Toolkit. Instead of
providing an overall score based on the Likert scale, we designed the Toolkit such that end users would
be able to tally up their priority areas in a matrix of socio-technical domains and trauma informed
principles to give them a sense of where they needed to focus their attention. As some participants
suggested, future extensions of the Toolkit could benefit from an auto-generated colour wheel based
representation of the priority areas across each trauma informed principle and organisational domain.

As a result, it was important to develop a framework within the Toolkit to guide service providers in
assessing the risk of harm based on their responses. Several participants suggested using a ‘colour
coding’ or ‘traffic light’ approach to set the risk level in questions. However, other participants were
concerned with pre-allocating risk levels for the same reasons that an overall score may be
meaningless, that is, it overlooked the fact that what was risky in one context may not be so in another.
Several participants suggested that a traditional risk assessment system was required to assist end
users in triaging their responses and identifying their priorities. Consistent with this suggestion, we
added guidance on undertaking a traditional risk analysis based on harms that may occur if an issue
remains unaddressed by reference to the severity, scale, frequency, and likelihood of that harm.

Although participants understood this was not a risk management Toolkit in the traditional sense in that
it suggests specific actions to mitigate risk, some participants still felt some guidance on next steps
would be beneficial. Craig suggested including “a chart for a course of action”. Particularly, some
participants felt that there was a need to emphasise the importance of returning to this Toolkit as a live
document throughout the development and use lifecycle of the algorithm supported service.
Accordingly, a chart was added at the end of the toolkit under the heading ‘Next Steps’ providing general
guidance to end users.

Improving Toolkit useability and engagement

The participants recognised usability as a key area which could hamper effective use of the Toolkit, but
if considered carefully, could vastly improve the quality, engagement, and adoption of the Toolkit. Craig
recognised the importance of useability to engagement:

It's about the engagement that determines everything. And so, if people are not engaged
then you have nothing. So, I think that's about the how can you make that engaging, useful,
valuable such that people see the benefit and want to engage with the tool. How good it is,
in the sense of it's evidenced by the quality of the engagement, will determine its use. So
easy and user friendly is what will benefit and provide all those things (Craig, social
worker, child safety, youth and women services).

One of the key useability features identified was the trade-off between length and comprehensiveness
of the Toolkit. The challenge was to ensure the Toolkit was broad enough so that it is applicable across
diverse organisations contexts and covers salient issues, but not so broad that it becomes unusable.
Paula felt that length was not necessarily an issue as larger organisations are used to being audited,
but a bigger issue was repetition as that would reduce engagement. Some participants saw the value
of a detailed and comprehensive Toolkit despite the time and resource constrains of the social service
sector, especially for smaller organisations. They felt that due to the importance of the Toolkit, it should
require dedicated time to be completed and the comprehensiveness of the Toolkit would be a signal to
the end user that it should be taken seriously. To mitigate the risk of end users being overwhelmed by
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the length of the Toolkit, we adopted a participant’s suggestion to add clear instructions that the toolkit
should be considered within the resourcing constraints of each organisation.

Max was concerned that attempting to be exhaustive in anticipating all possible issues may arise means
the end user will not consider any issues that do not appear on the face of the Toolkit. The participant
felt that this may discourage the end user from engaging in their own reflective process beyond what
appears on the Toolkit.

A key suggestion to make the Toolkit more useable to smaller, resource constrained organisations was
to highlight a shortlist of critical questions intended to cover fundamental issues. The suggestion was
that even if users were unable to complete the whole Toolkit, addressing these key issues would provide
some basic guidance to reduce the risk of harm. To this end, we created ‘Section 1: Critical
Considerations’ in the Toolkit to include crucial questions to consider should organisations not be able
to complete the full raft of questions.

Patricia suggested presenting the Toolkit visually to make it more user-friendly including creating a
video introduction and online version of the Toolkit so that multiple people could contribute
simultaneously. While beyond the scope of this project, it is anticipated that this can form a focus for
future development of the Toolkit.

Adopting suggestions by several participants, we re-framed the Toolkit to make it clear that it can (and
where possible, should) be completed by multi-professional teams and various stakeholders, including
subject matter experts, service users and technology experts. For small community organisations where
the technology is often procured from external third parties, it was important that the third party be
involved in completing the Toolkit.

A key feature of ensuring useability to a multi-professional team would be the use of language. The
questions were to be framed in direct, clear, non-academic, and non-technical language that could be
understood by users from diverse backgrounds. Based on these observations, the Toolkit was
substantially revised to adjust questions for clarity and readability. Sebastian suggested assigning
which member of the team would be responsible for completing each question. However, considering
that the Toolkit is intended to be used by organisations and teams of various compositions and sizes,
it was decided that this suggestion would not be adopted. Organisations will be able to allocate
questions within the team depending on their expertise when adapting the tool to fit their context.

Participants were supportive of how Section 2 was divided into domains based on four aspects of the
algorithm supported service. They believed that the combination of the four domains along with the
trauma informed principles adjacent to the questions provided an effective structure. They did not feel
there was a need to group questions by the principles. Recognising that there is considerable overlap
within the principles and that each question may relate to multiple principles, participants believed
grouping the questions by principles may be artificial and inaccurate. Xiao felt combining questions
related to different principles in each sub-domain may prompt deeper reflection by requiring end users
to think dynamically.

Some participants felt that dividing the Toolkit by types of algorithms systems in Section 3 may lead to
an extra layer of complexity, particularly where an algorithmic system may not be clearly categorizable
if it includes components of multiple systems. Part of the concern was that organisations may be
completing the Toolkit before they have decided what algorithmic system to use. As a solution, Leonie
suggested adding a ‘blue sky’ section at the start of the toolkit whereby organisations could frame the
problem they are trying to solve by introducing the algorithmic system and reflect on whether they need
to use such a system at all. Relatedly, there was general agreement amongst participants that it was
critical that the toolkit include a section at the start prompting reflection on whether an algorithmic
system was necessary at all. We added a ‘blue sky’ section in the Introduction of the toolkit to enable
end users’ to reflect on why, how and whether they should use an algorithmic system at all in the context
of their own organisation and service.
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Stage 4: Case Studies

Following revisions of the Toolkit arising from the co-design workshops, we piloted the Toolkit on three
case studies. We also relied on these three case studies of algorithm supported services in our
workshops, to illustrate how to apply the Toolkit and to test the useability and coherence of the Toolkit.
The three case studies selected were Robodebt, Allegheny County Family Screening Tool and Tessa.
We selected these case studies based on distinct criteria: regional diversity (UK, US and Australia);
type of algorithmic system (risk assessment, rule-based system and chatbot); and sector of deployment
(welfare, child protection and mental health). All case studies had been criticised widely for causing
harm to service users but for distinct underlying reasons. The areas of service selected are all where
the use of algorithmic systems in service delivery is particularly prevalent. All three case studies had
been subject to media reporting and academic discussions meaning adequate information was
accessible to apply our Toolkit. The case studies were applied based solely on publicly available
information as we did not have access to any internal or proprietary documents due to project
constraints, and confidentiality and intellectual property protections.

Based on our application of the case studies we made the following alterations to the Toolkit:

¢ In the ‘Knowing Your Organisation, Service and the Algorithmic System’, we omitted the
question “How do the objectives of your service reflect your organisation’s values and mission
statement?”. In completing the Toolkit, we realised that the focus of the assessment was not
on whether the service itself was aligned to the broader organisational values. Rather, it was
whether introducing the algorithmic system into the service would influence how aligned the
‘algorithm supported service’ was to the organisation’s values. The self-reflection process was
focused on the impacts of the algorithmic system. The question was repetitive and redundant,
and consistent with Workshop findings it was removed to improve useability and engagement.

e The Toolkit was difficult to apply without detailed insider knowledge and insights into the
operations of the algorithmic system and the algorithm supported service. While this
observation may appear axiomatic, it was very relevant as it implies that our application of the
case studies was necessarily limited as we were solely able to reference publicly available
documents. It also meant that we had to include guidance in the Next Steps section to account
for this such that engagement would not be limited for a lack of sufficient knowledge or
information about the algorithm supported service: “Ildentify any gaps in your knowledge and
obtain any further information you may require to complete your evaluation”. This observation
further re-enforced the importance of multi-professional teams being involved in completing the
Toolkit which was a clear finding within the literature (Vetter et al., 2023) as well as our
Workshops.

e Applying the toolkit to the case studies, it became clear that for some questions, the preferred
response depended on the context. For example, the question “are outputs consistent given
similar inputs” was designed to test constancy and predictability, which is important for a trauma
informed approach. However, in the context of Robodebt, where the algorithm made systematic
and consistent errors due to incorrect assumptions about individuals’ yearly incomes, it was
clear that answering affirmative to this question was not preferred. In response, at the end of
the tool, rather than provide a score calculated by the sum of positive or negative responses,
Toolkit users are asked to select areas of greatest priority. The areas identified as the greatest
priority are then collated and used to guide Toolkit users’ next steps.
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Robodebt

In 2015, the Australia government Department of Human Services (DHS) adopted a fully automated system for recovering debts from recipients of social welfare as part
of a scheme commonly known as ‘Robodebt’. The scheme implemented to follow up welfare recipients who had inaccurately reported their income whilst on welfare. In
doing so, such recipients had supposedly received welfare payments to which they were not entitled. Robodebt was a catastrophic failure and led to widespread emotional

trauma amongst service users. The recently concluded Royal Commission into Robodebt documents some of the harms that arose from this scheme. Access media reporting
of Robodebt here and here.

Prior to commencing the assessment, please complete the following table which prompts reflection on how and why an algorithmic system

could help improve your service.

What is the problem you are
seeking to solve within your
service by introducing an
algorithmic system?

Launched as part of the WPIT
to raise and recover debts
resulting from overpayment of
social security benefits: It was
part of an “integrated package
of compliance and process
improvement initiative including
improved automation and

targeted strategies for fraud

prevention in areas of high risk”

in an attempt to make the

social security system more

fiscally sustainable and repair the

budget-’

accessible-full-report.PDF>.

Is it necessary to introduce an
algorithmic system to solve the
problem? If so, why?

Ne, it is not necessary-

Are there alternative ways of
solving the problem? If so, how
do these alternatives relate to
principles of trauma informed
care?

Ves

Identify the key stakeholders
for the algorithm supported
service (inc. service users,
users of the algorithmic
system, other relevant
members of the service
provider organisation etc.)
Australian public, service users
and their families, Centrelink
workers, Australian public
servants working in the

department-

50


https://theconversation.com/government-to-repay-470-000-unlawful-robodebts-in-what-might-be-australias-biggest-ever-financial-backdown-139668
https://www.theguardian.com/australia-news/2023/jul/07/robodebt-royal-commission-final-report-what-did-it-find-and-what-will-happen-next

Prior to commencing the assessment, please complete the following table based on the above taxonomy with information about the
algorithmic system which you intend to use or are currently using as part of the algorithm supported service. The algorithmic system may have
more than one function or may not fit into any of the given ‘types’. If none of the ‘types’ given apply to your algorithmic system then you are
only required to complete the general section. Otherwise, please complete all the sections corresponding to the type of system being used.

Type

O Chatbot
1 Recommender

O Identification
and Recognition

O Risk
Assessment

X Detection

O Goal driven
optimisation

O Other

What is the purpose of the algorithmic
system?

To detect overpayments of social security
benefit and fraud- To regain money owed

to the government:

Previously social security benefit compliance
reviews were a “staff intensive verification
process involving obtaining information from
customers and third parties-"4"-?
Robodebt (Online Compliance Intervention
program) aimed to simplify the process in
a way that would prevent “wasteful

expenditure” ¥ and “would more than

2 Ibid 57.
? Ibid 61.

How does this purpose align with the
mission statement and values of your
organisation and the objectives of the

service?

It is a foundational requirement that

government policies follow Australian

law- Robodebt has been shown to not
comply with Australian law: The debt
collection mechanism was the subject of
a class action that was settled out of

court, and the Royal commission into

Robodebt revealed that key public

servants in D55 were aware that the

calculation method did not comply with

Australian social security law and

communicated this to the Minster:

D55 Public Law Branch had

confirmed that the smoothing

Describe the algorithmic system
and the role it plays within the
algorithm supported service

PAYG clean-up (early Robodept
proposal) aimed to:

“a) ... introduce a digital approach
to interventions with customers
when historical information from
the ATO indicates the customer
may have incorrectly declared
income from employment-

b) Interventions will be undertaken
in a digital environment using the
myGov portal- The customer will
be presented, via their online
account, with the information

obtained from the ATO and an
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offset the cost" * of implementing the
system-

*lbid 57.

method proposed did “not
accord with social security
legislation,” which specified that
employment income was
assessed fortnightly: It followed
that the debt amount
calculated would not be

supported by law-

Additional issues that do not align with
the expectations of Australian public
law were also revealed in the Royal

Commission, including:

the dubious ability of an
algorithm to accurately identify
incorrectly declared income,
“problematic” review rights, a
lack of clarity on how much
detail would be provided to
recipients as to how any
purported debt had been
calculated, and an effective
“reversal of onus" onto a

recipient to provide infermation

assessment of their correct welfare
entitlement based on this
infoermation The assessment will
use an income smoothing
methodology to apportion the
customer’s income over the time
of employment (‘rather than the
current cumbersome process
whereby the department has to
determine and apply income on a
fortnightly basis). The customer
will have an opportunity to update
the information prior to it being
applied to their Centrelink record-
¢) The proposal removes the need
for the department to be
dependent on customer and
business information as the default
and instead relies on the use of
data already collected by the ATO
as the default unless customers
want to, and are able to, provide
infermation that varies the
outcome: The digital process will
enable the department to
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to enable accurate calculation of
a debt-”

undertake a much greater number
of compliance reviews:

d) The proposal will provide for a
four year measure to undertake
866,857 interventions for
customers at risk of undeclared or
under declared income from
employment- It js anticipated that
this would result in an estimated
£7-2 billion gross savings and debt

due to returned outlays”- ©

% Ibid 61.
& Ibid.
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2.2 Human Algorithm Interaction

the service user believe the

should not be the

# For the algorithm supported Not To Toa Evidence Action/Plan Priority Principle
service, to what extent ... atall | some | great
extent | extent
21.| can it respond appropriately X O O There was mo apportusity FProvide supports to XO Safety
to service users experiencing for service users to easily service users who Empowerment and
distress? ) . Choice
appeal or guestion the receive
decision, let alorme ask for ROtfcations,
additional support i¥ the ireluding referral
notice caused distress: pathways for
gepeal, assistamce
with appeal, and
also distress or
bardskip caused by
bhe robification:
22.| are outputs consistent given & O O | While the calculation was Cease averaging XO Safety
similar inputs? consistent, the averaging of | annual income to
yearly income to calculate estimate
fortnightly income was fortnightly income:-
unreliable due to the
erratic work hours of many
casual and part time
workers:
23.| does it respond consistently O O P4 The automatic requesting of | Cease reversal of xg Safety
to outputs of the algorithmic additional documents should | onus of proof! It Trust and
system? [Within a defined Transparency
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framework rather than in an
ad-hoc and arbitrary manner]

calculation was inaccurate
was a consistent outcome,

but not appropriate:

service users
responsibility to
prove that they do
not owe a debt-

24.| can the service user choose Empowerment and
how the algorithmic system Choice
responds to their reports of
distress?

25.| could the algorithmic system Trust and
displace or limit human Transparency
judgement and discretion in
service provision?

26.| can service users customise Empowerment and

their interaction?

Choice
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Allegheny County Family Screening Tool

In August 2016, the Allegheny County Department of Human Services (DHS) in Pennsylvania, US, implemented the Allegheny Family Screening Tool (AFST), a
predictive risk modelling tool designed to improve child welfare call screening decisions. It was developed to give more standardized information to call screening case
workers to assist in determining whether a call should be investigated or not. In her seminal text Automating Inequality author Virginia Eubanks has famously criticised
the AFST for disproportionately targeting families experiencing poverty.

Prior to commencing the assessment, please complete the following table which prompts reflection on how and why an algorithmic system
could help improve your service.

What is the problem you are Is it necessary to introduce an Are there alternative ways of Identify the key stakeholders

seeking to solve within your algorithmic system to solve the solving the problem? If so, how for the algorithm supported

service by introducing an problem? If so, why? do these alternatives relate to service (ine. service users,

algorithmic system? principles of trauma informed users of the algorithmic
care? system, other relevant

members of the service
provider organisation etc.)

The Aleghemny Farmnily The Cournty already has @ farge Allegheny Cotmrty
Screeming Tool (HFST) was dataset that Screerers typrically Dapariement of Human
developed to imtrodice @ gecasse Laving an algorthm to Sarvicas (DAHS)

mare daka-driven decion ProVide J SummEry rsk scors, s admistrators, call comtre
GRIIG 177 Ehe SCrecsing AOt meressary, but can embance sEreaning stafy Lher
Process 7 order o meredse sereaners’ trime and supervisors, ard policy
FELUPGCY it COmSITtency w7 underséanding of Ehe data- officers and professional
decisions to dvestigate’ stafF i the Offce of

Chilidram, Vouth and
Famlras- External
stakeholders irclude service
USEFS, CONTITIEGTEY SarEe
providers, advocacy groups,
Foumdations, flegal profession
AESAig judges:

1 https:/fwww.alleghenyoounty. us /Human-Services /News-Events/Accomplishments /Al legheny-Family-Screening-
Tool.aspx#:~text=Predictive? 20Risk%20Modeling%20in%20Child goal%200f%20improving¥20child%20safety
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only reguired to complete the general section. Otherwise, please complete all the sections corresponding to the type of system being used.

Type

O Chatbot
O Recommendear

O Identification
and Recognition

E Risk
Assessment

O Detection

O Geal driven
optimisation

O Other

What is the purpose of the algorithmic
system?

AFFEar receniing @ Rotification of @

Passie cave of okl abusesmeglect, dhe
AEST calculates the risk of @ motified

child berimg:

ramavad from home within 2
Yagrs of the referral or
v re-referred withir 2 momtie s

How does this purpose align with the
mission statement and values of your
organisation and the objectives of the
service?

fHembifiying chilfres ot WEE oF hare
i 7 Aey priovéy of &he Agemcy

[TE 7 motad that thers gre some
Crticrams From scresmers that the
madel predicts somethivg Sl i
FoE givys bhe irswe — v EhSE
TIETY chidrer go frto faster oo
Becguse of poverty or Jor-working
paremt-child relatiomshios 7

Describe the algorithmic system
and the role it plays within the
algorithm supported service

The AEET cam be wsed by
Sersanars gfter they recaive g
AOtFEaEion of possible sk of)
child abuses farmr

“The survey administered to call
screeners two months following
implementation of the ool
found that over 40% of the call
screeners use the tool to inform
their recommendation on a
consistent basis, although a little
less than a third [31%) reported
they rarely use it, if at all.”*

*Waithianathan, R., Putnam-Homstein, E., Jiang, M., Nand, P, & Maloney, T. (2017). Developing prediciive models to support child malireatment hofline screening decisions:

Allegheny County methodology and implementation. Cepise for Social data Analytics.
1 Cheng, H. F., Stapleton, L., Kawakami, A., Sivaraman, V., Cheng, ., Qing, D., ... & Zhu, H. (2022, April). How child welfare workers reduce racial disparities in algorithmic
decisions. In Procesdings of the 2022 CHI Conference on Human Factors in Compuiing Sysfems (pp. 1-22).

* Hornby Zeller Associates, Inc (2018) Allegheny County Predicsive Risk Madeling Tool Implementation: Process Evaluation, page 17
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1. CRITICAL CONSIDERATIONS
The following section prompts you to reflect on critical considerations that are applicable to all algorithm supported services. You should
ensure that you have thoroughly reflected and engaged with the below considerations. They represent the absolute minimum when

considering trauma informed practice within an algorithm supported service.

# | For the algorithm Not at To Toa | Evidence Action/Plan Priority | Principle
supported service, to all some | great
what extent... extent | extent

1. | are service users aware O O O The evaluation of AFST O Trust and
that an algorithmic invelved consultation with Transparency
system is being used? “Representatives from

community service
providers, adveocacy
groups, foundations, and
a family court judge™

2. | have designers = O O The design focus has been 4 Safety
considered if it could on creating an accurate
cause or trigger trauma? predictive tool using the

most sophisticated data
analytical approaches to
support human decision
makers-

3. | has the psychological, O O O O Safety
emotion and cultural . .
safety of service users Intetsectianalky
been considered?

4. | does the service user = | O AFST automatically draws = Trust and
have an informed choice case information from the Transparency
about when their organizational and County Empowerment

database that have been and Choice

3 Hornby Zeller Associates, Inc (2018), page 3
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personal information is
accessed or shared?

collected through other
avenues®

caused by the algorithmic
ystem?

5. | can the service user AFST is used internally Empowerment
choose to interact with a only by Hotline officers and Choice
human? to support risk child harm Collaboration

assessment before
investigation and action

6. | can service users Collaboration
regularly provide Choice
feedback?

7. | can service users choose Trust and
to make a complaint, Transparency
appeal ar review directly Empowerment
to a human? and Choice

B. | could it unfairky Intersectionality
disadvantage different Safety
SErvice user groups?

9. | could the algorithmic Intersectionality
system harmfully Safety
discriminate against any
service user?

10.| are there supportive Safety
processes for responding Trust and
to harm or distress Transparency

S\zithianathan, Bt al (2017, p 31.
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3.4 Risk Assessment
Using past and existing behaviours to predict future outcomes (e.g. predictive risk algorithms).

harmful bias or discrimination?

repeatedly assessed for
racial bias and on
outcomes by race: The
tool's algorithm showed
no discernible difference
when trained with or
without racial status:
Since AFST deployment

# For the risk assessment system, | Notat To Toa Evidence Action/Plan Priority Principle
to what extent ... all some | great
extent extent
81. | doservice providers understand O & O G’-"’n‘;’t"‘;‘:’# liare % Trust and
: krai in new
how an assessment is made? tool, though it is Transparency
unclear what they
learnt about how the
tool worked, the
assumptions it made,
ete”

82. | are clear explanations given to = O O MNo- The tool provides a = Trust and
service users for why a decision e M:H"’”t Lot Transparency
was made? Gl

83. | could the communication of a O & O Yes: A parent being % Safety
decision cause or trigger trauma? ""‘m"d ﬂ*"f their child Trust and

is of high risk of 1
abuse/neglect by a ransparency
computer may feel
they have no ability to
challenge the
assesstment-

84. | has it been assessed for potential O ] O AFST has been O Intersectionality

Safety

7 Hornby Zeller Associates, Inc (2018)
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racial disparities in
service responses have
decreased, though this
appears to be due to
human invelvement: No
other forms of
discrimination or bias
are know to have been

assessed-®
85. | are there accessible and effective | O O O Trust and
appeal processes? Transparency
Empowerment and
Choice
86. | could service users who have O O 0 O Safety
experienced trauma be
disadvantaged or harmed by the
risk assessment process?
87. | has the service provider O O = The APST has O Safety
considered the impact of errors? una{'argm e [REar Trust and
reviewed research and
Transparency

testing, including
ethical evaluation than
comparative Al/ADM-®
88. | has the service organisation O O O O Safety
considered the appropriateness
of making decisions based on
risk?

8 Vaithianathan, R.et al. (2017). Gerchick, M., Jegede, T., Shah, T, Gutierrez, A., Beiers, 5., Shemtov, N., .. & Horowitz, A. (2023, June). The Devil is in the Details: Interrogating Values Embedded
in the Allegheny Family Screening Tool. In Proceedings of the 2023 ACM Conference on Fairmess, Accountability, and Transparency (pp. 1292-1310). Cheng, H. F., Stapleton, L., Kawakami, A.,
Sivaraman, V., Cheng, Y., Qing, D., ... & Zhu, H. (2022, April). How child welfare workers reduce racial disparities in algorithmic decisions. In Proceedings of the 2022 CHI Conference on Human
Factors in Compuling Systems (pp. 1-22).

9 Dare, T., & Gambrill, E. (2017). Ethical analysis: Predictive risk models at call screening for Allegheny County. Alleghany County Analytics. Oh, S. (2020). An Ethical Evaluation of the Use of
Predictive Risk Models in Health and Human Services: A Case Study of the Allegheny Family Screening Tool. Journal of Pelitics & Society, 31(1).



Tessa

In 2022, the UK National Eating Disorders Association (NEDA) released a chatbot named ‘Tessa’ which was available 24/7 to help service users build resilience and
self-awareness by introducing coping skills. NEDA decided to shut down their human staffed helpline to let the chatbot function on its own. Tessa was widely criticised
by eating disorder experts as providing problematic advice that further promoted the eating disorder. Tessa was ultimately taken down by NEDA. Access links to media
reports about Tessa here and here.

Prior to commencing the assessment, please complete this section about your organisation.

What are your organisation’s values and mission statement? What are the objectives of your service?

National Eating Disorders organisation supports individuals and NEDA's programs and services are designed to help you find the help

families affected by eating disorders, and serves as a catalyst for and support to people affected by an eating disorder and their families.?

prevention, cures and access to quality care. NEDA envisions a

world without eating disorders.!

L'Our Work’, National Eating Disorders Association (23 November 2016) <https://www.nationaleatingdisorders.org/about-us/our-work>.
2 |bid.
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https://www.nytimes.com/2023/06/08/us/ai-chatbot-tessa-eating-disorders-association.html
https://www.wired.com/story/tessa-chatbot-suspended/

Prior to commencing the assessment, please complete the following table which prompts reflection on how and why an algorithmic system

could help improve your service.

What is the problem you are
seeking to solve within your service
by introducing an algorithmic
system?

Prevention of EDs is of the utmost
importance given the wide treatment
gap that exists once individuals
develop eating disorders. A chatbot is
needed to help people with eating
disorders who do not receive
treatment, particularly 18- to 30-year-
old female identifying individuals.

Is it necessary to introduce an
algorithmic system to solve the
problem? If so, why?

While not necessary, one possible solution
to reducing delivery costs of eating
disorder programs is to program a
chatbot. Chatbots hold promise for both
eating disorder prevention and mental
health in general compared with other
digital mental health interventions given
the interactivity provided by chatbots that
mimics therapeutic conversations.
Findings of research study with 700
women of 18-30 years with eating
disorders provide support for the use of a
fully automated, highly disseminable
chatbot-based EDs prevention program in
reducing weight/shape concerns, one of
the most robust risk factors for onset for
an ED, through 6-month follow-up, as well
as in reducing overall ED psycho-
pathology, at least in the shorter term.?

Are there alternative ways of solving
the problem? If so, how do these
alternatives relate to principles of
trauma informed care?

Eg Human moderated delivery: Some
guidance from a real-life, human
supporter or moderator improves
outcomes, which is a consistent finding in
the literature for digital interventions.
However, costs to provide the program
and associated human moderation to the
large number of people at risk for an
eating disorder who might benefit make it
unlikely that a human-moderated version
can be disseminated widely. This option
may improve collaboration and trust and
transparency as there would be a human
involved who could form relationships
with service users. On the other hand,
trust and transparency may be
undermined as research has shown that
chatbots encourage honest disclosure. If
any safety issues arise, the human
moderator can correct them.*

Identify the key stakeholders for
the algorithm supported service
(inc. service users, users of the
algorithmic system, other relevant
members of the service provider
organisation etc.)
s Service users — 18-30 year old
females at risk of developing
eating disorders

s Service provider — NEDA

e  Human helpline workers at
NEDA who will be laid off

e (Cass— external private company
who will create chatbot

e  Subject matter experts — eating
disorder professionals/medical
experts

e Participant service users in co-
design process

* Ellen E Fitzsimmons-Craft et al, ‘Effectiveness of a Chatbot for Eating Disorders Prevention: A Randomized Clinical Trial’ (2022) 55(3) International Journal of Eating
Disorders 343 (‘Effectiveness of a Chatbot for Eating Disorders Prevention’).

* Ibid.
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Prior to commencing the assessment, please complete the following table based on the above taxonomy with information about the
algorithmic system which you intend to use or are currently using as part of the algorithm supported service. The algorithmic system may have
more than one function or may not fit into any of the given ‘types’. If none of the ‘types’ given apply to your algorithmic system then you are
only required to complete the general section. Otherwise, please complete all the sections corresponding to the type of system being used.

Type

K Chatbot

] Recommender

[0 Identification
and Recognition

O Risk
Assessment

[ Detection

O Goal driven
optimisation

O Other

What is the purpose of the algorithmic
system?

Purpose of introducing a chatbot is to reduce

the costs of providing eating disorder services to
an underserviced group, namely 18 to 30 year

old females with eating disorders.

How does this purpose align with the
mission statement and values of your
organisation and the objectives of the
service?

The chatbot improves NEDA's ability to
provide access to care and support to
individuals suffering from eating disorders
as it allows them to delivery an evidence
based and effective program to a wide
group of service users than they would
otherwise be able to.

However, it may undermine NEDA’s mission
of providing “quality” care if the chatbot
does not provide appropriate advice oris
not appropriately designed. Not having a
human practitioner may also reduce the
quality of care.

Describe the algorithmic system
and the role it plays within the
algorithm supported service

Chatbots are computer programs that
can provide information and simulate
human conversations. One widely
studied targeted prevention program,
StudentBodies, an Internet-based
program based on cognitive-behavioural
therapy delivered over 8 weeks,
significantly reduces weight/shape
concerns among women at high risk for
the onset of an eating disorders, and in
the highest risk groups, has been shown
to reduce eating disorder onset. Tessa is
designed to guide service users through
the Student Bodies Program.
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2.1 Service Processes, Procedures and Plans

may be some benefits to
anonymity and interaction with
an algorithmic system, such as
making users’ feel more
comfortable speaking openly and
disclosing sensitive information.
However, there are risks to
remaving human support for
pecple experiencing disordered
eating. Human service providers
can provide interpersanal
engagement, empathy, and
connection. They may understand
nuances in experiences and tones
in communications. When
disclosures are made honestly
thiere may be concerns about
whether human support would
be required at that point.

into how the benefit of
human relationships can be
maintained while achieving
the cost and efficiency gains
of using Tesza. Engage with
external experts and service
ugers in undertaking this
research.

Pending resolution of
resgarch create capacity for
human involvement with
service users in Tessa's

design and operations.

B For the algorithm | Not To Toa Evidence Action/Plan Priority Principle
supported atall | some | great
service, to what extent | extent
extent ...

11. | could it harm O O = Tessa was used as a replacement | Test the viability and = Collaboration
relationships for a human staffed helpline by feasibility of a human
between service MEDA and the human staff were moderated chatbot. Tm-;;:g::ncf
providers and laid off. In this way, there is harm
users? to human relationships. There Lindertake further research Safety
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# For the algorithm | Not To
supported atall | some
service, to what extent
extent ..

13. | are service users | O
informed of
significant
changes?

Toa
great
extent

O

Evidence

Tessa was created by an external
private company, Cass, and bought
off the shelf by NEDA. NEDA was not
aware that Tessa, which was
originally built as a rule based, pre-
programmed chatbot had been
upgraded to a generative Al chatbot

by Cass as part of a systems upgrade.

Service users were not aware of this
update. They were unaware that
Tessa was now generating its own
responses.®

Action/Plan Priority

Eg Provide correspondence to &
service users apologising for

oversight and informing them of

this update.

Take Tessa offline and provide
appropriate alternative
services.

Review decision making
processes to identify source of
error and implement
accountability mechanisms.

Principle

Safety

Trust and
Transparency

5 Kate Wells, ‘An Eating Disorders Chatbot Offered Dieting Advice, Raising Fears about Al in Health’, NPR (online, 9 June 2023) <https://www.npr.org/sections/health-
shots/2023/06/08/1180838096/an-eating-disorders-chatbot-offered-dieting-advice-raising-fears-about-ai-in-hea>.
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Interpreting and creating content to power conversational and other interactions between machines and humans (possibly involving multiple media such as

voice, text and images).

# For the
chatbot, to
what extent ...

50. | has it been
trained in
appropriate
communication
methods?

Not
at all

D¢

To
some
extent

O

Toa
great
extent

O

Evidence

Tessa gave advice on how to lose weight healthily
and sustainably to someone who told the bot
they had an eating disorder and had gained
weight. Experts said that any focus on intentional
weight loss or diet culture would exacerbate the
eating disorder.

Positive responses could reinforce harmful
behaviours. For example, the chatbot prompted,
“Please share with me a few things that make you
feel good about yourself. For example, your
humour, grace, personality, family, friends,
achievements and more!” The user replied, “I
hate my appearance, my personality sucks, my
family does not like me, and | don’t have any
friends or achievements” The chatbot
responded, “Keep on recognizing your great
qualities!”*

The 160-character limit and use of infographics to
reduce text may limit expression required at a
vulnerable time for service users experiencing
eating disorders.

Action/Plan Priority Principle
Consult independent eating X Safety
disorder experts around Trust and
appropriate communication Transparency

methods.

Test feasibility of implementing
methods with machine
learning/technical experts.

Pilot the chatbot to test whether
methods are effective including
with participants in a controlled
study.

* William W Chan et al, ‘The Challenges in Designing a Prevention Chatbot for Eating Disorders: Observational Study’ (2022) 6(1) JMIR Formative Research e28003 (‘The
Challenges in Designing a Prevention Chatbot for Eating Disorders’).
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Future Directions

Where this project has built a co-designed Toolkit to assist organisations to think through, document,
and review algorithm supported services, future research will require considerable pilot testing of the
Toolkit to ensure that it is user friendly, has adopted appropriate language, and can be flexibly applied
across a range of social service contexts. Our future directions aim to involve working with specific
partner organisations to apply the Toolkit in real live case studies, and translate our internationally
innovative draft Toolkit into an online, dynamic, and accessible resource for all organisations who are
involved in the delivery of social services.

A key priority is to pilot our Toolkit within organisations on live cases — in use and in development.
The Toolkit needs piloting in a diversity of service domains involving a diversity of service users and
types of services. This will ensure that the Toolkit be meaningful, useable and robust for various settings
and contexts.

Creating an online, dynamic Toolkit offers a step-change in its useability. In contrast to a static
document, hosting the Toolkit online enables it to be dynamic to enable:

e users to click on key concepts and terms whilst completing the Toolkit to enhance
understanding and capacity building;

e automatic filtering of the Toolkit's questions based on responses on stage of deployment so
only applicable questions are presented to the Toolkit’s users;

e a summary of responses to be automatically produced and tabulated against domains and
principles; and

e suggestions for further development and resources to be curated based on the overall
responses to the Toolkit.

Identifying, curating and, developing a suite of educational resources for organisations in helping to
better understand the intersection of trauma and Al and automation is a high priority. While some
professionals and organisations are well versed in trauma informed practice, they are less well versed
in how Al and automation might impact on trauma informed practice. Similarly, many professionals and
organisations will have a good understanding of new digital technologies, but less versed in how they
may be poorly designed for people who have experienced or experiencing trauma, or how to ensure
that the technologies that they develop or deploy will not cause or retrigger trauma.

In addition to educational resources, the Toolkit would benefit from developing Training and User
Support. This can include a series of online videos including ‘how to use’ and ‘reflecting on your results’.
There is also benefit in exploring Train-the-Trainer and training programmes, such as offered by
ForHumanity University (https://forhumanity.center/) or how it might link with emerging Al auditing
regulations, practices and professions.

Consideration is needed to whether there is a need to develop specific Toolkits for particular service
domains or service user groups, or whether a dynamic, generic Toolkit works well across that diversity.
This can be explored through the piloting of the dynamic Toolkit in live cases.

Throughout all the next steps, a co-design approach working closely with diverse stakeholders and
professionals is essential.

Conclusion

This project is based on recognising that Artificial Intelligence (Al), automated decision making (ADM)
and algorithmic systems have the potential to enhance the quality of social service delivery. At the same
time, they can cause harm at scale. For example, we have used the example of Robodebt, an
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internationally infamous example of ADM that systemically generated trauma, including the loss of life,
amongst some of Australia’s most vulnerable peoples (Commonwealth of Australia, 2023; Whiteford,
2021). Instead of simply denouncing new technologies, what is needed are practical processes to
design, deliver and govern Al-enabled social services that are consistent with trauma-informed social
service practices. It is critical that Al is designed and operates in a way that appropriately takes account
of the possibility of clients’ prior experience of trauma, but also does not generate trauma.

By innovatively drawing together two fields of research and practice — trauma informed approaches and
ethical and accountable Al/algorithms — we drafted, co-designed and revised an internationally novel
Trauma Informed Algorithmic Assessment Toolkit. Through the four-stage research project, key
innovations in our project include:

e moving beyond a focus on digital (or data) harms with its attendant risk assessment
methodology, to one that positively framed in being trauma aware;

e mapping key concepts and principles in trauma informed practice to ethical and accountable Al
principles;

e providing a practical implementation of ethical Al and trauma informed principles within a digital
infused service delivery environment; and

e undertaking a genuine co-design process involving professionals with practical expertise
delivering services to people who have experienced trauma.

Reassured by the enthusiasm of our research participants employed in organisations working with
people who have experienced trauma, we hold that our Toolkit is a much-needed resource to help
identify the manifold strengths and challenges in developing and deploying Al and algorithmic systems
to enhance human wellbeing. While much has been discussed and researched about ethical and
accountable Al, the work of creating practical processes, procedures and policies to translating
principles into practice remains nascent.

In reversing Isaac Asimov’s proscriptive framing of the First Laws of Robotics, “a robot may not injure
a human being or, through inaction, allow a human being to come to harm” (Asimov, 1950), into a
positive framing of what can and should be done by and with Al, our Toolkit contributes to the important
and urgent work of building human wellbeing in a world with Al.
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Term
Social services

Algorithmic
system
Discretion

Diverse social and
cultural needs

Informed choice

Meaningful
engagement

Algorithm
supported service
Trauma

Service user
Service provider
Trauma-informed
approach

Definition

Services provided by public and/or private actors to vulnerable social groups including but not limited to housing support, child and
family support, mental health support and welfare services.

A machine-based system which gives an output such as generated text, a risk assessment score or any other predefined output based
on a defined set of objectives and input data based on either a pre-programmed or machine learning algorithm.

Professional judgement employed by professionals and service deliverers to address service users’ needs.

Unigue needs that exist due to membership of certain demographic groups including people with disabilities, LGBTQIA+ people, people
from multicultural backgrounds, Indigenous peoples, elderly people, children and young people.

service users understand enough about the algorithmic system to allow them to make meaningful choices about their engagement
with it whilst feeling assured that any decision they make will not affect service quality.

An ethical concept which recognises the expertise in lived experience of service users to foster collaboration between service
providers and users in designing and implementing policies. Depending on the stage of the project, meaningful engagement can
involve a combination of outreach, consultation, collaboration and shared leadership. Meaningful engagement requires treating
participants with integrity and respect, building processes that are responsive to feedback and communicating openly about power
dynamics and decision-making processes

A social service which uses an algorithmic system in any capacity to inform, support, enable, execute, or improve service delivery.

An event, series of events, or a set of circumstances an individual experiences as physically or emotionally harmful or threatening,
which may have lasting adverse effects on the individual’s functioning and mental, physical, social, emotional, or spiritual well-being.
Trauma may be experienced by an individual, a generation, or an entire community or culture.

An individual or group of individuals who are in receipt of social services.

An individual or organisation which provides social services.

A program, organization, or system that is trauma-informed realizes the widespread impact of trauma and understands potential paths
for recovery; recognizes the signs and symptoms of trauma in clients, families, staff, and others involved with the system; and responds
by fully integrating knowledge about trauma into policies, procedures, and practices, and seeks to actively resist re-traumatization



Algorithmic systems, including automated decision-making systems (ADM) and Artificial Intelligence (Al) are being increasingly used in the
delivery of social services. Offering opportunities for more efficient, effective and personalised service delivery, automation can also generate
greater problems, reinforcing disadvantage, generating trauma or re-traumatising service users. As the recent Royal Commission into the
Robodebt Scheme in Australia has highlighted, they can cause considerable harm to service users if left unchecked.

Conducted by a multi-disciplinary research team with extensive expertise in the intersection of social services and digital technology, this
project has co-designed a trauma-informed audit toolkit to aid a reflective process on how an algorithmic system may generate new trauma or
re-traumatise. It was road-tested using multiple case studies of Al use and workshops with professionals working in child/family services, DFV
services, health services, and social security/welfare payments.

The use of algorithmic systems does not detract from the inherent responsibility of service providers to ensure they are able to deliver trauma
informed care for service users. However, the use of these systems raise novel and unique concerns which service providers may be unfamiliar
with or unable to anticipate. It is hoped that this toolkit will provide service providers with the capacity to be intentional and reflective in their
deployment of algorithmic systems in social services.



This toolkit has been designed to be used by social service delivery providers to reflect on how their use of algorithmic systems in social service
delivery may cause or perpetuate trauma for service users. The toolkit is not designed for use in medical contexts by health professionals and
does not provide a manual to diagnose or assess trauma.

We recommend completing the toolkit in a small group including various stakeholders who are knowledgeable about the delivery of the
service, knowledgeable about the algorithmic system being deployed, and service user(s). However, if this is not possible, the toolkit can be
completed by a single person who can obtain the relevant information as required. You should adapt and complete the toolkit within the
resourcing constraints of your respective organisation. It aims to support services to use algorithmic systems in a way that enhances the trauma
informed quality of service delivery in both circumstances.

We built the toolkit on the premise that the needs of service users must be centred in any service which uses algorithms. The goal of this
toolkit is to guide and inform the reflective process that is so critical to all trauma informed care. The toolkit is not designed to ‘green light’ any
projects or proposals, or to be used as a checkbox to say whether the use of an algorithmic system is or is not trauma informed.

The toolkit is also not a risk management toolkit. The goal of the toolkit is not to provide guidance in mitigating or managing risk of causing or
perpetuating trauma. Rather, consistent with the goals of trauma informed practice the toolkit seeks to provide procedural prompts and
interventions that can make the delivery of the algorithm supported service more trauma informed.

The service provider should treat this toolkit and the issues which emerge because of its completion as a prompt for further investigation,
reflection, and action. The toolkit is not the end point in the process of a service providers engaging with how and why they are deploying the
algorithmic system. Rather, it is designed to spark critical conversation and aid in deliberations within the service provider organisation on how
they can design and/or modify their systems, processes, and decisions to ensure their deployment of the algorithmic system is trauma
informed. You should use it to identify priority areas for improvement in the context of your own algorithm supported service.

The assessment can be completed each time a new algorithmic system is deployed or proposed to be deployed as part of a social service.
Where an algorithmic system has already been deployed, the toolkit will be useful in assessing and monitoring its current and continued use.



The toolkit is underpinned by principles of trauma informed care. We consider a ‘trauma-informed approach’ to service delivery and care to be
a strengths-based way of working with individuals across the lifespan, rooted in a foundational understanding of trauma and the impact that
experiencing trauma can have in people's lives. A trauma informed approach requires a realisation of how trauma can affect individuals,
recognition of signs of trauma and resisting re-traumatisation.

One way to implement a trauma informed approach is through applying the principles of trauma informed care. While we believe the principles
are beneficial in framing the assessment, we do not advocate for a formulaic application of the principles to the algorithm supported service.
The principles invite deliberate engagement and deep reflection on behalf of the service provider. The service provider is encouraged to ask
themselves whether in all the circumstances their deployment of the algorithmic system is trauma informed. The key principles used in this
tool are empowerment and choice, collaboration, trust and transparency, safety, and intersectionality. We have adapted these principles based
on principles of ethical algorithms to fit the context of an algorithm supported service.



Principle
Empowerment
and Choice

Collaboration

Trust and
Transparency

Safety

Intersectionality

Description
The algorithm supported service should seek to utilise service users’ existing strengths and abilities, and empower service users by:
e facilitating power sharing and returning control to service users through shared decision making;
¢ enabling meaningful choice for service users regarding how, when and from whom services are received;
e enabling meaningful choice for service users regarding how and when their personal data is used, processed and stored; and
e ensuring any algorithmic systems respect service users’ autonomy and augments service users’ strengths.

The algorithm supported service should enable collaboration between service providers and service users by:
e engaging with service users in planning, design, delivery and evaluation of the algorithm supported service including the
design, development and deployment of the algorithmic system;
e centring the importance of mutual and collaborative human relationships in healing and recovering from trauma; and
e recognising service users’ expertise in their own experiences of previous social services or algorithmic systems.

The algorithm supported service should aim to build and maintain trust with service users by:
e providing meaningful transparency about how, why and when an algorithmic system is used, the design of the algorithmic
system, and how, why and by whom decisions are made;
e delivering accurate, reliable, robust and consistent or predictable outcomes including in unfamiliar conditions; and
e being resilient and secure against unauthorised or malicious actors and attacks.

The algorithm supported service should ensure service users’ physical, emotional and psychological safety by:
e reducing the potential for re-traumatisation such as by reducing the need for disclosures of trauma;
e creating a safe physical and digital environment;
e promoting safe and welcoming digital and interpersonal interactions such as by responding appropriately to disclosures of
trauma; and
e respecting service users’ privacy and confidentiality, personal space, boundaries and integrity of identity.

The algorithm supported service should respect and acknowledge the influence of intersecting identities and background of culture,
race, gender, sexuality, ability and age in causing and perpetuating trauma, and recovery and healing from trauma, by:
e preventing discriminatory impacts including by mitigating bias and moving past harmful stereotypes;
e respecting diversity and inclusivity in any collaboration with service users; and
e acknowledging the role of these intersecting identities and background in a service users’ needs from, experiences of and
responses to the algorithm supported service.



The toolkit facilitates an analysis of a whole algorithm supported service. By the phrase “algorithm supported service”, we include not only the
algorithmic system but also surrounding processes, including the role of the service user and the interaction between the human and the
algorithm. The toolkit does not consider broader organisational policies or procedures which are not connected to the specific algorithm
supported service.

The toolkit is structured around a series of statements, to which toolkit users are asked to make an assessment on a 3-point scale. The
statements have been designed to prompt users to reflect on the extent to which each element has been considered or addressed, and how
your service might implement or enhance trauma-informed algorithmic enabled service.

The toolkit is action-oriented in the sense that it serves as a springboard for actions consistent with trauma informed care. It does not however
prescribe or suggest actions recognising the importance of contextual factors which may impact the appropriate action or plan, including the
service user group, algorithmic system, social service, social service users and algorithmic system.

At a high level the toolkit is divided into ‘Section 1 - General’ and ‘Section 2 - Types of system’. The toolkit is designed such that Section 1 is
applicable to all types of algorithmic systems being assessed. Whereas, Section 2 consists of several sub-sections, one each for a different type
of algorithmic system. For example, a service provider deploying a chatbot would complete all of Section 1 and only Section 2.1 which relates
to chatbots.

Not all questions in the toolkit will be relevant to your circumstances. For example, if the toolkit is used before an algorithmic system has been
deployed then questions about whether ongoing consultation with service users may not be as relevant. Service providers are encouraged to
exercise their discretion and engage with why or why not a question may not apply to their situation. The process of completing the toolkit is
designed to improve an understanding of the algorithmic enabled service to provide insights into its strengths and limitations.



Section 1 is divided into four sub sections that highlight four aspects of algorithm supported service.

General Sections

Service Procedures,
Processes and Plans
Human Algorithm
Interaction

Service User
Engagement and
Involvement
Algorithmic System

Description

This section assesses whether the overall service, including its policies, processes and knowledge systems are well
adjusted and suited to the algorithmic system in a way that reduces the risk of causing or perpetuating trauma.

This section assesses how service providers and service users interact with the algorithmic system, and how service
users or providers may be affected by the way the algorithmic system is designed.

This section assesses how service users were engaged throughout the algorithmic system lifecycle, including in design
and development of the system as well as ongoing processes for engagement including feedback and complaint
processes.

This section assesses how aspects of the algorithmic system including the model, data and design features may
influence principles of trauma-informed care.



Section 2 is structured by type of algorithmic system. Sometimes questions from Section 1 are repeated in Section 2 in the context of the
specific algorithmic system. When completing a repeated question service providers are encouraged to use the opportunity to reflect further
on why that specific type of algorithmic system may cause concerns in that area.

The below table classifies algorithmic systems included in Section 2. These cover the most common types of algorithmic systems used in social
service delivery. The list is not exhaustive, and if organisations are using systems not covered by this list they should adapt the toolkit

accordingly.
# Type of System
2.1 Chatbot
2.2 Recommender
2.3 Identification and

2.4

2.5

2.6

Recognition

Risk Assessment

Detection

Goal Driven
Optimisation

Description

Engaging in “conversational” interactions between machines and humans (possibly involving multiple
media such as voice, text and images). In the context of social service delivery examples may include
mental health support chatbots, informational bots or relationship support chatbots.

Developing a profile of an individual to learn and adapt its output (or recommendations) to that individual
over time. In social service delivery examples may include personalised referrals to support services,
targeted advertisements for social service organisations or targeted resources for mental health support.

Identifying and categorising data (e.g. image, video, audio and text) into specific classifications as well as
image segmentation and object detection. In social service delivery context examples may include facial or
voice recognition technology for identity matching for access to services.

Using past and existing behaviours to predict likelihood of relevant future outcomes. In the context of social
service delivery examples may include algorithmic systems which predict risk of harm to children or health
outcomes for resource allocation.

Connecting data points to detect patterns or events, as well as outliers or anomalies which may trigger
investigations. In social services examples may include welfare fraud detection.

Finding the optimal solution to a problem for a cost function or predefined goal. In social service delivery
context examples may include development of rosters for service user visits by service providers.



Your Organisation and the Service

Prior to commencing the assessment, please complete this section about your organisation.

What are your organisation’s values and mission statement? What are the objectives of your service?




Prior to commencing the assessment, please complete the following table which prompts reflection on if and how an algorithmic system could

help improve your service.

What is the problem you are
seeking to solve within your
service by introducing an
algorithmic system?

Is it necessary to introduce an
algorithmic system to solve the
problem? If so, why?

Are there alternative ways of
solving the problem? If so, how
do these alternatives relate to
principles of trauma informed
care?

Identify the key stakeholders
for the algorithm supported
service (inc. service users,
users of the algorithmic
system, other relevant
members of the service
provider organisation etc.)



Prior to commencing the assessment, please complete the following table based on the above taxonomy with information about the
algorithmic system which you intend to use or are currently using as part of the algorithm supported service. The algorithmic system may have
more than one function or may not fit into any of the given ‘types’. For instance, a mental health support chatbot may also be recommending
mental health services in which you should complete both the ‘Chatbot’ and ‘Recommender’ sub-sections. If none of the ‘types’ given apply to
your algorithmic system, then you are only required to complete Sections 1 and 2. You can also add in a section with questions applicable to
your own system. Otherwise, please complete all the sections corresponding to the type of system being used.

Type What is the purpose of the algorithmic How does this purpose align with Describe the algorithmic system
system? your organisational mission and the role it plays within the
statement/values and objectives of algorithm supported service

your service?
[ Chatbot

[0 Recommender

[ Identification
and Recognition

[ Risk
Assessment

[ Detection

[ Goal driven
optimisation

[ Other



The following section prompts you to reflect on critical considerations that are applicable to all algorithm supported services. You should
ensure that you have thoroughly reflected and engaged with the below considerations. The questions in this section represent the absolute
minimum when you are implementing a trauma informed approach within your algorithm supported service.

#

For the algorithm
supported service, to
what extent...

are service users aware
that an algorithmic
system is being used?

have designers
considered if it could
cause or trigger trauma?

has the psychological,
emotion and cultural
safety of service users
been considered?

does the service user
have an informed choice
about when their
personal information is
accessed or shared?

can the service user
choose to interact with a
human?

Not at To
all some
extent

O O

O O

O O

O O

O O

Toa
great
extent

d

Evidence Action/Plan Priority | Principle
O Trust and
Transparency
O Safety
O Safety

Intersectionality

O Trust and
Transparency
Empowerment
and Choice

O Empowerment
and Choice
Collaboration



6. | can service users Collaboration
regularly provide Choice
feedback?

7. | can service users choose Trust and
to make a complaint, Transparency
appeal or review directly Empowerment
to a human? and Choice

8. | could it unfairly Intersectionality
disadvantage different Safety
service user groups?

9. | could the algorithmic Intersectionality
system harmfully Safety
discriminate against any
service user?

10.| are there supportive Safety
processes for responding Trust and
to harm or distress Transparency

caused by the algorithmic
system?




The following section asks you to consider key aspects of trauma informed services. For each question, please consider to what extent it is true

in regards to the algorithmic system you are applying the toolkit to, and also what evidence you can provide for this. There is also space to

suggest actions or plans that are needed to improve the trauma informed quality of the algorithmically enhanced service.

11.

12.

13.

14,

For the algorithm supported
service, to what extent ...

could it harm relationships
between service providers and
users?

are safety concerns promptly
responded to?

are service users informed of
significant changes?

do these processes consider
the
of users?

Not
at all

To
some
extent

Toa
great
exten

t

d

Evidence

Action/Plan

Priority

Principle

Collaboration
Trust &
Transparency
Safety

Safety
Trust and
Transparency
Safety
Trust and
Transparency
Safety
Intersectionality



15.| do service users understand Trust and
why certain questions are Transparency
being asked or data collected?

16.| can service users choose how Trust and
their personal information Transparency

from external sources is used?

17.

have designers considered the
diverse social and cultural
needs of service users?

Intersectionality

18.

are there processes that
appropriately respond to
disclosures of traumatic

experiences?

Safety

19.| is the service user able to Empowerment and
choose whether or not to Choice
disclose their traumatic
experiences?

20.| has its impact on groups with Safety

diverse social and cultural
needs been considered and
monitored?

Intersectionality




2.2 Human Algorithm Interaction

their interaction?

# For the algorithm supported Not To Toa Evidence Action/Plan Priority Principle
service, to what extent ... atall | some | great
extent | extent

21.| can it respond appropriately O O O O Safety
to service users experiencing Empowerment and
distress? Choice

22.| are outputs consistent given O O O O Safety
similar inputs?

23.| does it respond consistently O O O O Safety
to outputs of the algorithmic Trust and
system? [Within a defined Transparency
framework rather than in an
ad-hoc and arbitrary manner]

24.  can the service user choose O O O O Empowerment and
how the algorithmic system Choice
responds to their reports of
distress?

25.| could the algorithmic system O O O O Trust and
displace or limit human Transparency
judgement and discretion in
service provision?

26.| can service users customise O O O O Empowerment and

Choice




2.3 Service User Engagement and Involvement

# For the algorithmic supported | Not To Toa Evidence Action/Plan Priority Principle
service, to what extent ... atall | some | great
extent | extent
27.| are service users involved in O O O O Collaboration

determining whether the
service is automated?

28.| can service users opt-out of O O O O Empowerment and
being subject to the Choice
algorithmic system without
compromising service quality?

29.| have service users been O O O O Collaboration
engaged in the design,
development, deployment,
monitoring and evaluation of
the algorithmic system?

30.| are service users consulted to O O O O Collaboration
ensure their personal
information is accurate?

31.| have service users been O O O O Safety
consulted asked if they feel Collaboration
safe engaging with the
algorithmic system?

32.| have you consulted with a O O O O Intersectionality
diverse range of service users? Collaboration




33.

have perspectives of service
users been integrated?

Collaboration

34.| can service users easily access Trust and
the complaints, appeals and Transparency
review processes? Empowerment and
Choice
35.| are strategies in place to Safety

ensure that consultation with
service users about the
algorithmic system does not
trigger or cause trauma?




36.

37.

38.

For the algorithmic supported
service, to what extent ...

are service users made aware
of the purpose the algorithmic
system?

does the algorithmic system’s
training data representative of
the diversity of service users?

is the algorithmic system
sensitive to the complexity of
intergenerational trauma of
service users?

[Depending on geopolitical
context in which this toolkit is
used, the relevant groups of
service users affected by
systemic intergenerational
trauma may differ. For
example, in Australia a
relevant group would be its
First Nations Peoples or in the
United States it may be people
from African-American
backgrounds.]

Not
at all

O

To
some
extent

O

Toa
great
extent

d

Evidence

Action/Plan

Priority

Principle

Trust and
Transparency

Intersectionality
Safety

Intersectionality



39.| are there procedures that Intersectionality
prevent the algorithmic Safety
system from producing
harmful bias and
discrimination?

40.| can service users choose to Safety
have their personal Empowerment and
information erased? Choice

41.| has the algorithmic system Intersectionality
considered cultural context of
trauma and healing in its
design and operation?

42.| is current and clear Trust and
information about the Transparency
limitations of the algorithmic
system available?

43.| is the algorithmic system Safety
vulnerable to cyber-attack? Trust and

Transparency

44.| could this algorithmic system Intersectionality
reinforce or amplify existing
stereotypes?

45.| could the algorithmic system Safety

be used to misuse information
or misrepresent service users?




46.| could the algorithmic system Safety
incorrectly generate Trust and
information about service Transparency
users? Intersectionality

47.| could this algorithmic system’s Safety
data limit or misrepresent the Intersectionality
identity of a service user?

48.| could the algorithmic system Empowerment and
take away decision-making Choice
control from service users? Safety

49.| could the algorithmic system Safety

be used by perpetrators of
domestic and family violence
to harm victim/survivors?




3. Types of Algorithmic Systems

3.1 Chatbots

Interpreting and creating content to power conversational and other interactions between machines and humans (possibly involving multiple media such as
voice, text and images).

# For the chatbot, to what Not at | To some Toa Evidence Action/Plan Priority Principle
extent ... all extent great
extent
50.| can the service user customise O O O O Empowerment and
the digital interface? Choice
51.| can it appropriately respond O O O O Safety

to service users who may be
emotionally heightened?

52.| does the service user have a O O O O Safety
choice in how their distress is Empowerment and
responded to? Choice

53.| are service users informed O O O O Trust and
about mandatory reporting Transparency

responsibilities if they or
someone else is at risk of

harm?
54.| does it provide information or O O O O Safety
avenues for further Empowerment and

specialised assistance? Choice




55.| does it respect service users’ O Collaboration
boundaries?
56.| could it foster unhealthy O Empowerment and
dependence? Choice
Safety
57.| are service users given a O Empowerment and
choice about how it addresses Choice
them? Intersectionality
58.| has it been trained in O Safety
appropriate communication Trust and
methods? Transparency
59.| does it use strength-based O Safety
language rather than pre-
conceived labels of service
users (e.g. describing a person
as ‘having difficulty getting her
needs met’ rather than
‘attention-seeking’)?
60.] is inclusive language used? O Safety
Intersectionality
61.| is safe language used? O Safety
62.| can service users interact with Intersectionality

it in the language of their
choice?




63.| does any interaction consider ] O Intersectionality
the cultural context of trauma
and healing?

64.| could it facilitate trauma O Safety
caused by other service users?

65.| could it be used to manipulate O Safety
a service user to reveal Empowerment and
personal information? Choice

66.| could it provide advice that O Safety

should only be provided by
trained professionals?




3.2 Recommender Systems
Developing a profile of an individual and learning and adapting its output to that individual over time.

personal interests amongst
service users (e.g. white
supremacy, disordered
eating)?

# For the recommender Notat | Tosome | Toa Evidence Action/Plan Priority Principle
system, to what extent ... all extent | great
extent

67. | could it generate triggering O O O O Safety
content?

68. | can a service user influence O O | | Empowerment and
the recommendations made Choice
to them?

69. | have appropriate and visible | O O Safety
content warnings been
included?

70. | do service users have O O O O Empowerment and
capacity to report Choice
inappropriate content? Safety

71. | are there prompt review and O O O O Trust and
takedown processes for Transparency
reported content? Safety

72. | could it lead to harmful O O O O Safety




73.

could recommendations
generate harmful
outcomes?

Safety




3.3 Identification and Recognition Systems

Identifying and categorising data (e.g. image, video, audio and text) into specific classifications as well as image segmentation and object detection.

# For the identification or Notat | Tosome | Toa Evidence Action/Plan Priority Principle
recognition system, to what all extent | great
extent ... extent

74. | isit required to access key social O O O O Safety
services?

75. | is it accessible to service users O O O O Empowerment and
with diverse social and cultural Choice
needs? Intersectionality

76. | does the service user know when O O O O Empowerment and
they are being surveilled? Choice

Safety

77. | can the service user meaningfully O O O O Empowerment and

avoid being surveilled? Choice
Safety

78. | could it inappropriately categorise | Empowerment and

service users? Choice
Intersectionality

79. | could it inaccurately identify the O Safety

service user? Trust and
Transparency

80. | could it be manipulated to O Safety

impersonate a service user? Trust and

Transparency




3.4 Risk Assessment Systems

Using past and existing behaviours to predict future outcomes (e.g. predictive risk algorithms).

# For the risk assessment system, Not at To Toa Evidence Action/Plan Priority Principle
to what extent ... all some | great
extent | extent

81. | are do service providers Il O O O Trust and
understand how an assessment is Transparency
made?

82. | are clear explanations given to O O O O Trust and
service users for why a decision Transparency
was made?

83. | could the communication of a O O O O Safety
decision cause or trigger trauma? Trust and

Transparency

84. | has it been assessed for potential O O | O Intersectionality
harmful bias or discrimination? Safety

85. | are there accessible and effective O | O | Trust and
appeal processes? Transparency

Empowerment and
Choice

86. | could service users who have O O O O Safety
experienced trauma be
disadvantaged or harmed by the
risk assessment process?

87. | hasthe service provider O O O O Safety
considered the impact of errors? Trust and

Transparency




88.

has the service organisation
considered the appropriateness
of making decisions based on
risk?

Safety

89.

Is the assessment based on
arbitrary factors?

Empowerment and
Choice, Trust and
Transparency,
Safety




3.5 Detection Systems

Connecting data points to detect patterns, as well as outliers or anomalies (e.g. fraud detection algorithms).

# For detection systems, to what Not at To Toa Evidence Action/Plan Priority Principle
extent ... all some | great
extent | extent

90. | are service users informed that O O O O Trust and
they are being surveilled? Transparency

91. | are service users informed when O O O O Trust and
and why they are being Transparency
investigated?

92. | could the communication of a O O O O Safety
decision cause or trigger Trust and
trauma? Transparency

93. | are service users given clear O O O O Trust and
explanations for decisions? Transparency

94. | has it been assessed for Ol O | O Intersectionality
potential harmful bias or Safety
discrimination?

95. | is there human oversight over O O | O Trust and
the decision? Transparency

Safety

96. | are there accessible and O | O | Trust and

effective appeal processes? Transparency

Empowerment and
Choice




3.6 Goal Driven Optimisation Systems

Finding the optimal solution to a problem for a cost function or predefined goal.

of its use been considered?

# For goal driven optimisation, Not at To Toa Evidence Action/Plan Priority Principle
to what extent ... all some | great
extent | extent

97. | does the system consider O O O O Safety
service users wellbeing?

98. | is there human oversight over O O O O Trust and
the outcome prior to a decision Transparency
being made? Safety

99. | does it include people with O O O O Intersectionality
diverse social and cultural
needs?

100. | have unintended consequences O O O O Safety

Intersectionality




Now that you have assessed your algorithm supported service with the toolkit, you are able to identify the key priorities for improvement that
may arise from your algorithm supported service. The purpose of this section is to structure this identification and assessment process based
on your responses and reflections in completing the toolkit. What constitutes key areas for improvement will be dependent on the unique
context of your algorithm supported service. We encourage you to reflect deeply about which issues you think may be salient in your context
from a trauma informed lens. The priority areas you have identified while you were completing the questionnaire should assist you with this
process.

For identified areas for improvement, reflect on the questions below to evaluate the potential risks if that issue remains unaddressed.

Assessment Metric If this issue remains unaddressed ...
Severity how acutely could the algorithm supported service cause harm to service users?
Scale how broadly could the harm from the algorithm supported service be experienced across service user

populations or groups?
Probability how likely is the algorithm supported service to cause harm?

Frequency how often would a service user or a group of service users experience harm?



Please count the number of priority areas you have marked in the toolkit and count how many you have in each of the boxes below. This will
assist you in identifying the key areas for improvement across the various domains and principles. Once you have identified your areas of focus,

please complete the table on the following page detailing your particular areas for improvement.

Domain

Empowerment and
Choice

Collaboration

Trust and
Transparency

Safety

Intersectionality

Service Procedures,
Processes and Plans

Human Algorithm
Interaction

Service User
Engagement and
Involvement

Algorithmic System

Your Algorithmic
System (e.g. Chatbot)




Areas for Improvement

What is the potential for harm if this issue remains unaddressed ...?

Action/Plan for Improvement

Areas for Improvement

What is the potential for harm if this issue remains unaddressed ...?

Action/Plan for Improvement




Areas for Improvement

What is the potential for harm if this issue remains unaddressed ...?

Action/Plan for Improvement

Areas for Improvement

What is the potential for harm if this issue remains unaddressed ...?

Action/Plan for Improvement




Areas for Improvement

What is the potential for harm if this issue remains unaddressed ...?

Action/Plan for Improvement




5. Next Steps

e any gaps in your knowledge and obtain any further information you may require to complete your evaluation.

Re-assess

e whether it is possible to use an algorithmic system in a trauma-informed manner.

* relevant stakeholders within your organisation and within service user groups.

e any changes to address identified priority issues.

e changes which are made to the algorithm supported service as a result of completing the toolkit.

v
:
v

Re-engage

e with the toolkit for ongoing monitoring and evaluation of the algorithm supported service at regular intervals.




Implementing a Trauma Informed Approach

Substance Abuse and Mental Health Services This practical guide developed by the US Substance Abuse and Mental Health
Administration: Practical Guide for Implementing a Services provides implementation strategies across multiple domains—from
Trauma-Informed Approach. SAMHSA Publication No. governance to staff training to evaluation—based on their original Concept of
PEP23-06-05-005. Rockville, MD: National Mental Health | Trauma publication. This resource is intended for anyone involved in organization-
and Substance Use Policy Laboratory. Substance Abuse level change, including practitioners, state and local officials and policymakers.

and Mental Health Services Administration, 2023.
Access here.

Guarino, K., Soares, P., Konnath, K., Clervil, R., and The Trauma-Informed Organizational Self-Assessment is a tool that organizations
Bassuk, E. (2009). Trauma-Informed Organizational can use to examine their current practices and take specific steps to become
Toolkit. Rockville, MD: Center for Mental Health trauma-informed.

Services, Substance Abuse and Mental Health Services
Administration, and the Daniels Fund, the National Child
Traumatic Stress Network, and the W.K. Kellogg
Foundation. Access here.

Mental Health Coordinating Council (MHCC) 2018, TICPOT is a resource designed to assist services and their workforce in quality
Trauma-Informed Care and Practice Organisational improvement initiatives and organisational change processes. It can be used to
Toolkit (TICPOT): An Organisational Change Process embed trauma informed care principles into every aspect of an organisation. It is
Resource, Stage 1 - Planning and Audit, Authors: targeted at a broad range of services both in the public and community-based
Henderson, C (MHCC), Everett, M. Isobel S (Sydney LHD). | contexts across the mental health and human service systems and sectors. It
Access here. provides an overview of the principles of trauma-informed care and practice and

guidelines for planning and conducting an organisational audit.

Maxine Harris and Roger D Fallot, ‘Envisioning a Trauma- | This paper introduced the concept of a trauma informed approach to service
informed Service System: A Vital Paradigm Shift’ (2001) | delivery and has been built on by subsequent publications.



https://store.samhsa.gov/sites/default/files/pep23-06-05-005.pdf
https://www.air.org/sites/default/files/downloads/report/Trauma-Informed_Organizational_Toolkit_0.pdf
http://www.mhcc.org.au/wp-content/uploads/2018/11/TICPOT-Stage-1.pdf

2001(89) New Directions for Mental Health Services 3.
Access here.

Assessing Algorithmic Systems

Access here.

OECD, Catalogue of Tools & Metrics for Trustworthy Al.

The catalogue developed by the OECD allows anyone to find tools and methods
from around the world for making Al trustworthy. Technical tools address Al-
related issues such as bias detection, transparency and explainability,
performance, robustness, safety and security against attacks. Procedural tools
provide operational and process-related guidance. Educational tools cover all
means for building awareness, such as preparing and upskilling stakeholders
involved in or affected by implementing an Al system.

Microsoft. Assessing Harm: A guide for Tech Builders.
Access here.

This booklet developed by Microsoft features questions technology builders can
ask as they build and refine their own technologies, and scenarios that imagine
potential risks or misuse.

National Institute of Standards and Technology, Al Risk
Management Framework Playbook. Access here.

The framework was designed by the US National Institute of Standards to equip
organizations and individuals with approaches that increase the trustworthiness
of Al systems, and to help foster the responsible design, development,
deployment, and use of Al systems over time.

Automated Decision-Making Better Practice Guide
(Commonwealth Ombudsman, 2019) Access here.

This guide developed by the Australian Commonwealth Ombudsman is intended
to be a practical tool for agencies and includes a checklist designed to assist
managers and project officers during the design and implementation of new
automated systems, and with ongoing assurance processes once a system is
operational.

Artificial Intelligence Assurance Framework (NSW
Government). Access here.

This framework developed by the NSW government assists project teams using Al
to comprehensively analyse and document their projects' Al specific risks. It also



https://onlinelibrary.wiley.com/doi/epdf/10.1002/yd.23320018903
https://oecd.ai/en/catalogue/tools
https://learn.microsoft.com/en-us/azure/architecture/guide/responsible-innovation/harms-modeling/
https://airc.nist.gov/AI_RMF_Knowledge_Base/Playbook
https://www.ombudsman.gov.au/__data/assets/pdf_file/0029/288236/OMB1188-Automated-Decision-Making-Report_Final-A1898885.pdf.
https://www.digital.nsw.gov.au/sites/default/files/2022-09/nsw-government-assurance-framework.pdf

assists teams to implement risk mitigation strategies and establish clear
governance and accountability measures.

Central Digital and Data Office and Office for Artificial
Intelligence, A guide to using artificial intelligence in the
public sector (UK Government, 2019). Access here.

This collection of resources by the UK Government covers how to assess if using
Al will help meet user needs, the public sector can best use Al and how
to implement Al ethically, fairly and safely.

Understanding Algorithmic Systems

OECD Framework for the Classification of Al Systems
(OECD Digital Economy Papers, No 323, OECD, February
2022). Access here.

The OECD has developed this tool to evaluate Al systems from a policy
perspective to help policy makers, regulators, legislators and others characterise
Al systems deployed in specific contexts.

Al Incident Database. Access here.

The Al Incident Database indexes the history of harms or near harms realized in
the real world by the deployment of artificial intelligence systems. The Database
includes a searchable catalogue of incidents where Al systems have caused harm
around the world.

AIAAIC Repository. Access here.

The AIAAIC Repository (standing for Al, Algorithmic, and Automation Incidents
and Controversies) is an open resource database that details incidents and
controversies driven by and relating to artificial intelligence, algorithms, and
automation. The Repository enables users to identify, examine, and understand
the nature, risks, and impacts of Al, algorithms, and automation.



https://www.gov.uk/government/collections/a-guide-to-using-artificial-intelligence-in-the-public-sector
https://www.oecd-ilibrary.org/docserver/cb6d9eca-en.pdf?expires=1700715307&id=id&accname=ocid177546&checksum=86797CE217447EFEBDFB7800469A912D
https://incidentdatabase.ai/
https://docs.google.com/spreadsheets/d/1Bn55B4xz21-_Rgdr8BBb2lt0n_4rzLGxFADMlVW0PYI/edit?pli=1#gid=1051812323

Appendix B Review of Principles of Trauma
Informed Care

Source 1. Menschner, C., & Maul, A. (2016). Key Ingredients for Successful Trauma-Informed Care Implementation. Center for Health Care

Strategies.

Principles definition

empowerment “Using individuals’ strengths to empower them in the development of their treatment”
(Menschner and Maul, 2016, p. 3)

choice “Informing patients regarding treatment options so they can choose the options they prefer”
(Menschner and Maul, 2016, p. 3)

collaboration “Maximizing collaboration among health care staff, patients, and their families in
organizational and treatment planning” (Menschner and Maul, 2016, p. 3)

safety “Developing health care settings and activities that ensure patients’ physical and emotional
safety” (Menschner and Maul, 2016, p. 3)

trustworthiness “Creating clear expectations with patients about what proposed treatments entail, who will
provide services, and how care will be provided.” (Menschner and Maul, 2016, p. 3)

Source 2. Mahon, D. (2022). Trauma-Responsive Organisations: The Trauma Ecology Model. Emerald Publishing Limited.

empowerment and choice “Trauma-informed practices use strengths-based approaches that are empowering and
support individuals to take control of their lives and service use. Such approaches are vital
because many trauma survivors will have experienced an absolute lack of power and control.
Choice is provided around the type of interventions and services provided Including, where
possible the characteristics of the practitioner providing services.

empowerment and choice “Trauma-informed practices use strengths-based approaches that are empowering and
support individuals to take control of their lives and service use. Such approaches are vital
because many trauma survivors will have experienced an absolute lack of power and control.




Choice is provided around the type of interventions and services provided Including, where
possible the characteristics of the practitioner providing services.

Collaboration

“Trauma-informed practices understand that there is a unilateral aspect to relationships in
mental health care, with one person acting as helper to another. These roles can replicate
power imbalances and reinforce a sense of disability and helplessness in those being
supported Therefore, collaboration in relationships and interventions is sought out.
Collaboration is conducted at the individual service user, family members and employees level
and partnerships with other professionals and communities.”

Peer-support

“Peer-support and mutual self-help are key vehicles for establishing safety and hope, building
trust, enhancing collaboration, peers can promote recovery by sharing their lived experienced
and the road to be travelled.”

Safety

“Central to trauma experiences are threats to the person’s safety and often to the integrity of
their identity. Consequently, trauma-informed practices ensure that employees and service
users are safe from physical, emotional, and psychological distress, including from corrosive
leadership practice” (ch 2, Table 2)

Trust and transparency

“Developing clear expectations regarding the types of treatments and services offered, who
will be delivering them, and how they will occur. Many service users may have experienced
coerced treatments by providers and organisations, with no input and against their will , thus,
providing choice and preference is essential during engagement with services.”

Cultural, historical and gender issues

“Leverage the healing value of traditional cultural connections; incorporates policies,
protocols, and processes that are responsive to the racial, ethnic and cultural needs of
individuals served and employees within the organisation and wider community.” (Ch 2, Table
2). Source: Adapted from SAMHSA (2014) and Menschner and Maul (2016).

Source 3. Huang, L. N., Flatow, R., Biggs, T., Afayee, S., Smith, K., Clark, T., & Blake, M. (2014). SAMHSA’s Concept of Trauma and Guidance
for a Trauma-Informed Approach (HHS Publication No. (SMA) 14-4884). Substance Abuse and Mental Health Services Administration

(SAMHSA). https://archive.hshsl.umaryland.edu/handle/10713/18559

Empowerment, voice and choice

“Throughput the organization and among the clients served, individuals’ strengths and
experiences are recognised and built upon. The organization fosters a belief in the primacy of
the people served, in resilience, and in the ability of individuals, organizations, and



https://archive.hshsl.umaryland.edu/handle/10713/18559

communities to heal and promote recovery from trauma. The organization understands that
the experience of trauma may be a unifying aspect in the lives of those who run the
organization, who provide the services, and/or who come to the organization for assistance
and support. As such, operations, workforce development and services are organized to foster
empowerment for staff and clients alike. Organizations understand the importance of power
differentials and ways in which clients, historically, have been diminished in voice and choice
and are often recipients of coercive treatment. Clients are supported in shared decision-
making, choice, and goal setting to determine the plan of action they need to heal and move
forward. They are supported in cultivating self-advocacy skills. Staff are facilitators of recovery
rather than controllers of recovery. Staff are empowered to do their work as well as possible
by adequate organizational support. This is a parallel process as staff need to feel safe, as
much as people receiving services.” (p. 11)

Empowerment, voice and choice

“Throughput the organization and among the clients served, individuals’ strengths and
experiences are recognised and built apon. The organization fosters a belief in the primacy of
the people served, in resilience, and in the ability of individuals, organizations, and
communities to heal and promote recovery from trauma. The organization understands that
the experience of trauma may be a unifying aspect in the lives of those who run the
organization, who provide the services, and/or who coe to the organization for assistance and
support. As such, operations, workforce development and services are organized to foster
empowerment for staff and clients alike. Organizations understand the importance of power
differentials and ways in which clients, historically, have been diminished in voice and choice
and are often recipients of coercive treatment. Clients are supported in shared decision-
making, choice, and goal setting to determine the plan of action they need to heal and move
forward. They are supported in cultivating self-advocacy skills. Staff are facilitators of recovery
rather than controllers of recovery. Staff are empowered to do their work as well as possible
by adequate organizational support. This is a parallel process as staff need to feel safe, as
much as people receiving services.” (p. 11)

Collaboration and mutuality

“Importance is placed on partnering and the levelling of power differences between staff and
clients and among organizational staff from clerical and housekeeping personnel, to
professional staff to administrators, demonstrating that healing happens in relationships and




in the meaningful sharing of power and decision-making. The organization recognizes that
everyone has a role to play in a trauma-informed approach. As one expert stated: “one does
not have to be a therapist to be therapeutic.” (p. 11)

Safety

“Throughout the organization, staff and the people they serve, whether children or adults, feel
physically and psychologically safe; the physical setting is safe and interpersonal interactions
promote a sense of safety. Understanding safety as defined by those who serve is a high
priority.” (p. 11)

Trustworthiness and transparency

“Organizational operations and decisions are conducted with transparency with the goal of
building and maintaining trust with clients and family member, among staff, and others
involved in the organization.” (p. 11)

Cultural historical and gender issues

“The organizational activity actively moves past cultural stereotypes and biases (e.g. based on
race, ethnicity, sexual orientation, age, religion, gender-identity, geography. Etc.); offers
access to gender responsive services; leverages the healing value of traditional cultural
connections; incorporates policies, protocols and processes that are responsive to racial,
ethnic and cultural needs of individuals served; and recognizes and addresses historical
trauma.” (p. 11)

Source 4. Bowen, E. A., & Murshid, N. S. (2016). Trauma-Informed Social Policy: A Conceptual Framework for Policy Analysis and Advocacy.
American Journal of Public Health, 106(2), 223-229. https: i. . AJPH.2015.302970

Empowerment

“The principle of empowerment may be reflected by the processes through which the policy is
created as well as the policy objectives. Policymaking processes can be broadly characterized
as reflecting both top-down and bottom-up elements, the latter referring to the active
involvement of stakeholders who are directly affected by the target problem or issue in
shaping the policy.16,48 Bottom-up policymaking is a compelling vehicle for empowerment ...
From a trauma-informed perspective, it is critical that empowerment in social policy reflect
not only a rhetoric of liberation but actual shared power in terms of extending decision-
making ability to the target populations of social policies. T” (p. 226)

Choice

“Promoting choice to the greatest extent possible has been recognized as a principle of
strengths-based social policy and is key to the trauma-informed policy perspective.” Eg food
security (p. 226)



https://doi.org/10.2105/AJPH.2015.302970

Collaboration and peer support

“Trauma-informed social policy can embody collaboration and peer support in the extent to
which the policy prioritizes the indigenous knowledge and experiences of the policy’s target
population, in addition to or instead of outside professional expertise” (p. 225)

Safety

“Trauma-informed social policy should make provisions for the basic safety of vulnerable
populations ... Often the question of “safety for whom?”must be asked in trauma-informed
policy analysis, because many policies may privilege the safety—in rhetoric if not in actual
outcome—of one group at the expense of the well-being of another. T” (p. 224)

Trustworthiness and transparency

“In social policy, trustworthiness is tied to the transparency of the policy’s intended goals or
outcomes and the procedures by which these goals will be attained ... Another factor limiting
transparency in social policy is the widespread trend toward devolution in many policy areas.
Devolution has allowed states more autonomy in policy design and implementation, including
theability to waive certain regulations for some federal policies.” (p. 225)

Intersectionality

For social policies to be trauma informed,they need to take into account what Collins
defines as intersectionality: “an analysis claiming that systems of race, social class,

gender, sexuality, ethnicity, nation, and age form mutually constructing features of social
organization.”64(p299) This intersectionality must allow an understanding of discrimination,
privilege, and human rights violations that occur as a consequence of the combination of the
identities to which an individual may subscribe. For example, an undocumented immigrant
from a lowincome family in the Middle East may be discriminated against on the basis of race,
ethnicity, social class, gender, and nationality. In addition to being a stressor with broad
mental health implications, research indicates that instances of “everyday” discrimination
and microaggressions related to multiple marginalized identities are significant predictors of
posttraumatic stress. Trauma-informed policies can address intersectionality by taking
measures to prevent overt discrimination ...” (p. 227)

Source 5. NSW Health. (2022, August 17). What is trauma-informed care? - Principles for effective support.
www.health.nsw.gov.au:443/mentalhealth ial/principles/Pages/trauma-informed.as

Based on an understanding of the impact
of trauma

“Trauma-informed care is based on the understanding that:
a significant number of people living with mental health conditions have experienced trauma
in their lives



https://www.health.nsw.gov.au/mentalhealth/psychosocial/principles/Pages/trauma-informed.aspx

trauma may be a factor for people in distress
the impact of trauma may be lifelong
trauma can impact the person, their emotions and relationships with others.”

Empowerment “is empowering people a key focus?”

Choice “do you provide opportunity for choice?”

Collaboration “do you communicate a sense of ‘doing with’ rather than ‘doing to’?”
Safety “emotional as well as physical e.g. is the environment welcoming?”
Trust “is the service sensitive to people’s needs?”

Respect for diversity

“do you respect diversity in all its forms?”

Source 6. Elliott, D. E., Bjelajac, P., Fallot, R. D., Markoff, L. S., & Reed, B. G. (2005). Trauma-informed or trauma-denied: Principles and

Principle 1. Trauma-Informed Services
Recognize the Impact

of Violence and Victimization on
Development

and Coping Strategies

“When a trauma-informed program recognizes the long-term and pervasive impact of
interpersonal violence and childhood abuse, the experiences of survivors are validated
and the difficulties they face in seeking services are recognized.” (p. 465)

Principle 2. Trauma-Informed Services
Identify Recovery From
Trauma as a Primary Goal

“Trauma-informed programs offer either specialized services that directly address recovery
from past trauma (trauma-specific services) or integrate a woman’s care with an
agency that does provide those services.” (p. 465)

Principle 3. Trauma informed services
employ an empowerment model

“Ideally, a primary goal of any service provision for survivors is to facilitate the client’s ability
to take charge of her life, specifically, to have conscious choice and control over her actions.
An empowerment model incorporates those elements of a helping relationship that can
increase the client’s power in personal, interpersonal, and political spheres (Gutierrez,
Parsons, & Cox, 1998). The empowerment model is essential to recovery from the
overwhelming fear and helplessness that is the legacy of victimization.” (p. 465)

Principle 4. Trauma-Informed Services
Strive to Maximize

“Despite the great need and vulnerability experienced by many survivors, the ultimate
goal is to work collaboratively with the survivor to increase her access to conscious
choice, more options, and a sense of control over important life decisions. It is only



https://doi.org/10.1002/jcop.20063

a Woman’s Choices and Control Over Her
Recovery

through this personal experience of choice and control that a woman reclaims her
right to direct her own life and pursue her personal goals and dreams.” (p. 466)

Principle 5. Trauma-Informed Services Are
Based in a Relational Collaboration

“Staff must be aware of the inherent power imbalance in the helper-helped relationship and
do their best to flatten the hierarchy. Interpersonal violence involves a

perpetrator and a victim. The trauma of this “power over” experience for the victim is best
healed in a very different type of relationship, one that is collaborative and

empowering (Miller & Stiver, 1997).” (p. 466)

Principle 6. Trauma-Informed Services
Create an Atmosphere That Is Respectful of
Survivors’ Need for Safety, Respect,

and Acceptance

“Human service agencies need to work with the women they serve to modify staff
approaches, programs, procedures, and, in some cases, the physical setting to create a place
perceived as safe and welcoming for survivors ... A feeling of safety is also enhanced when the
provider and all staff at the agency adhere to the confidentiality policy, give clear information,
are consistent and predictable, and give the woman as much control and choice over her
experience as

possible, including her right to set limits and modify the process. Clear boundaries

and well-defined roles are essential to providing a safe environment for survivors.” (p. 467)

Principle 7. Trauma-Informed Services
Emphasize Women'’s

Strengths, Highlighting Adaptations Over
Symptoms

and Resilience Over Pathology

“Too often, programs focus so intently on problems that they miss the many strengths
a person brings to the human service setting (Brown & Worth, 2000).” (p. 467)

Principle 8: The Goal of Trauma-Informed
Services Is

to Minimize the Possibilities of
Retraumatization

“This principle rests on the premise that service providers recognize and understand the
potential for retraumatization for women in treatment. When one understands the abuse of
power inherent in all victimization, it becomes clear that the power differential between the
person seeking help and the person offering it will be threatening to a woman who
experienced abuse at the hands of those whom she depended on in childhood. Once service
providers understand the potential for retraumatization and the survivor’s fear and
sometimes expectations! of it, then it is possible to work explicitly to protect against it.

Principle 9. Trauma-Informed Services
Strive to Be Culturally

“As mentioned under Principle 3, treatment providers must be able to understand a
woman’s cultural context. Cultural competency includes having the knowledge and




Competent and to Understand Each
Woman in the Context

of Her Life Experiences and Cultural
Background

skills to work within the client’s culture, understanding how one’s own cultural background
and the program influence transactions with the client (Fong & Furuto, 2001).
Understanding the influence of someone’s culture is essential to making an effective
therapeutic connection and being part of a woman’s recovery. The meaning one gives
violence and trauma can vary by culture. Healing takes place within a woman’s cultural
context and support network, and different cultural groups may have unique

resources that support healing. Cultural competence does not require that every service
provider have detailed knowledge of every culture, but rather that he or she

recognize the importance of cultural context. It is often helpful to ask questions, be
open to being educated, and try to understand the woman’s experience and responses
through the lens of her cultural context. “ (p. 468)

Principle 10. Trauma-Informed Agencies
Solicit Consumer

Input and Involve Consumers in Designing
and Evaluating Services

“Women should be involved in designing treatment services and be part of an ongoing
evaluation of those services (Prescott, 2001). They can be on an advisory board that

reviews program design, serve as paid consumer specialists, or participate in focus

groups and or in regular feedback forums about how to respond to program evaluations and
improve services” (p. 469)

Source 7. Henderson, C., Everett, M., & Isobel, S. (2018). Trauma-Informed Care and Practice Organisational Toolkit (TICPOT): An

Organisational Change Process Resource, Stage 1—Planning and Audit. Mental Health Coordinating Council (MHCC).

Understanding trauma and its impact

“A trauma-informed approach recognises the prevalence
of trauma and understands the impact of trauma on the emotional, psychological and social
wellbeing of individuals and communities.” (p.8)

Promoting safety

“A trauma-informed approach promotes safety - Establishing a safe

physical, psychological and emotional environment where basic needs are met, which
recognises

the social, interpersonal, personal and environmental dimensions of safety and where safety
measures are in place and provider responses are consistent, predictable, and respectful.”
(p.8)

Supporting consumer control, choice and
autonomy

“A trauma-informed approach values and respects the individual, their choices and
autonomy, their culture and their values.” (p. 8)




Ensuring cultural competence

“A trauma-informed approach understands how cultural
context influences perception of and response to traumatic events and the recovery process;
respecting diversity; and uses interventions respectful of and specific to cultural backgrounds”

(p. 8)

Safe and healing relationships

“A trauma-informed approach fosters healing relationships where disclosures of trauma are
possible and are responded to appropriately. It also promotes collaborative, strengths-based
practice that values the person’s expertise and judgement.” (p.8).

Sharing power and governance

“A trauma-informed approach recognises the impact of power and ensures that power is
shared.” (p. 8)

Recovery is possible

“A trauma-informed approach understands that recovery is possible for everyone regardless
of how vulnerable they may appear; instilling hope by providing opportunities for consumer
and former consumer involvement at all levels of the system; facilitating peer support;
focusing on strength and resiliency; and establishing future-oriented goals.” (p. 8)

Integrating care

“A trauma-informed approach maintains a holistic view of consumers and their recovery
process; and facilitating communication within and among service providers and systems.”

(p.8).

Source 8. Guarino, K., Soares, P., Konnath, K., Clervil, R., & Bassuk, E. (2009). Trauma-Informed Organizational Toolkit. Center for Mental
Health Services, Substance Abuse and Mental Health Services Administration, and the Daniels Fund, the National Child Traumatic Stress

Network, and the W.K. Kellogg Foundation. www.homeless.samhsa.gov and www.familyhomelessness.org.

Understanding trauma and its impact

“Understanding traumatic stress and how it impacts people and recognizing that many
behaviors and responses that may be seem ineffective and unhealthy in the present,
represent adaptive responses to past traumatic experiences.” (p. 17)

Ensuring Cultural Competence

“Understanding how cultural context influences one’s perception of and response to
traumatic events and the recovery process; respecting diversity within the program, providing
opportunities for consumers to engage in cultural rituals, and using interventions

respectful of and specific to cultural backgrounds” (p. 17)

Supporting Consumer control, Choice and
Autonomy

“Helping consumers regain a sense of control over their daily lives and build
competencies that will strengthen their sense of autonomy; keeping consumers well-
informed about all aspects of the system, outlining clear



https://doi.org/www.homeless.samhsa.gov%20and%20www.familyhomelessness.org.

expectations, providing opportunities for consumers to make daily decisions and
participate in the creation of personal goals, and maintaining awareness and respect for
basic human rights and freedoms.” (p. 17)

Sharing Power and Governance

“Promoting democracy and equalization of the power differentials across the program;
sharing power and decision-making across all levels of an

organization, whether related to daily decisions or in the review and creation of policies and
procedures.” (p. 17)

Integrating Care

“Maintaining a holistic view of consumers and their process of healing and
facilitating communication within and among service providers and systems.” (p. 17)

Healing Happens in Relationships

“Believing that establishing safe, authentic and positive
relationships can be corrective and restorative to survivors of trauma.” (p.17)

Recovery is Possible

“Understanding that recovery is possible for everyone regardless of how vulnerable they may
appear; instilling hope by providing opportunities for consumer

and former consumer involvement at all levels of the system, facilitating peer support,
focusing on strength and resiliency, and establishing future-oriented goals.” (p. 17)

Source 9. Sacred Heart Mission. (2023). Trauma-informed care. Sacred Heart Mission. https://www.sacredheartmission.or,
service-model-approach/trauma-informed-care

Trauma Awareness

“Staff and volunteers are all required to undertake one of three levels of trauma-informed
training appropriate to their position in order to recognise trauma symptoms and respond
appropriately.”

Promote Safety

“As trauma survivors often feel at risk of further trauma, a sense of both physical and
emotional safety are important to recovery.”

Rebuilding Control

“Trauma is disempowering, as is homelessness. Trauma-informed services offer a predictable
environment to allow people to rebuild a sense of efficacy and control over their lives.
Predictable and reliable relationships with workers also reinforce healthy boundaries and
help-seeking behaviour.”

Promote connection

“Social networks play a critical role in promoting resilience and recovery. Ideally, trauma
survivors will develop healthy connections with friends, family and significant others.”



https://www.sacredheartmission.org/about-us/our-service-model-approach/trauma-informed-care/
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Focus on strengths and resources

“We support people to identify their own strengths and develop or enhance their personal
coping skills. While we acknowledge the challenges people have experienced, we support
people to articulate and work toward their hopes for the future.”

Maintaining a belief in recovery

Government. https:

“This principle reminds us that people can and do recover from trauma. Conveying hope
emphatically requires us to understand the barriers to recovery including lack of financial
resources or living in unsafe or chaotic environments.”

Source 10. Homes, A., Grandison, G., The Rivers Centre, & NHS Lothian. (2021). Trauma-Informed Practice: A Toolkit for Scotland. Scottish

trauma-informed-practice-toolkit-scotland/documents

Safety

“Efforts are made throughout the organisation to ensure that staff and the people they serve
feel physically and psychologically safe. Staff and clients should experience the setting and the
interpersonal interactions taking place within the setting as safe, inviting, and not a risk to
their physical or psychological safety.”

Trustworthiness

“This principle refers to the degree to which organisational operations and decisions are
conducted with transparency, with the goal of building and maintaining trust among clients
and their family members, and among staff and others involved in the organisation.”

Choice

“Throughout the organisation, clients and staff are supported to make decisions and choices,
and to set their own goals. The organisation recognises that giving people choice can help
address power imbalances. Clients and staff therefore have meaningful choice and a voice in
the decision-making process of the organisation and its services.”

Collaboration

“The organisation recognises the value of staff and clients' experience in overcoming
challenges and improving the system as a whole. Attempts are made to level the power
differentials between different staff groups, and between staff and clients. This principle is
often implemented through the formal or informal use of peer support and mutual self-help.
There is recognition that healing takes place in the context of relationships and in the
meaningful sharing of power and decision-making .”

Empowerment

“Efforts are made by the organisation to share power and to give clients and staff a strong
voice in decision-making, at both individual and organisational levels. Each level of the
organisation, including management, operations, service delivery and staff training, is
designed to be empowering for both staff and service users. Staff are empowered by
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mechanisms of organisational support, and clients are empowered by services that are
person-centred, and based on belief in the resilience of individuals and their ability to heal
and recover from trauma.”

Source. 11. Wolf, M. R., Green, S. A., Nochajski, T. H., Mendel, W. E., & Kusmaul, N. S. (2014). ‘We’re Civil Servants’: The Status of Trauma-

Informed Care in the Community. Journal of Social Service Research, 40(1), 111-120. https: i. 10.1080/01488376.2013.845131

Physical and emotional safety of staff and
clients

“Safety can be physical or emotional and generally involves the protection of self or others. It
can include where services are offered; time of day that services are offered; security
personnel available, open doors or locked, and the affect that each has on consumers; and
the waiting room appearance” (p. 114)

Trustworthiness for staff and clients

“With respect to Trustworthiness, it can mean transparency and honesty, ensuring
consistency and appropriate boundaries, and clear task delivery. It includes providing clear
information about what will be done, by whom, when, why, and under what circumstances,
and respectful and professional boundaries.” (p. 115)

Choice and control for clients and staff

“Choice can mean the right to self-determination. It can include how much choice consumers
have over the ser-vices they receive (such as time of day, gender preferences for service
providers, etc.); are consumers provided a clear and appropriate message about their rights
and responsibilities?” (p. 116)

Collaboration between staff and clients, and
between staff and management

“COLLABORATION means working together toward a common goal. Collaboration can include
giving consumers a significant role in planning and evaluating services; possibly giving them
preferences in areas of service planning, goal setting, and developing treatment priorities;
cultivating an atmosphere of doing “with” rather than doing “to” or “for”; and conveying the
message that the consumer is the expert in their own life.” (p. 117)

Client and staff empowerment

“EMPOWERMENT is the development and enhancement of skill sets. This includes recognizing
consumer strengths and skills; building a realistic sense of hope for the client’s future; and
providing an atmosphere that allows consumers to feel validated and affirmed with every
contact at the agency.” (p. 117)

Source 12: Fallot, R., & Harris, M. (2009). Creating Cultures of Trauma-Informed Care (CCTIC): A Self-Assessment and Planning Protocol.

Community Connections. https://children.wi.

ov/Documents/CCTICSelf-AssessmentandPlanningProtocol0709.pdf
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Safety — ensuring physical and emotional
safety

“To what extent do the program’s activities and settings ensure the physical and emotional
safety of consumers and staff? How can services be modified to ensure this safety more
effectively and consistently?” (p.9) (NB. unpacks into nice clear subquestions).

Trustworthiness — maximizing
trustworthiness through task clarity,
consistency, and interpersonal boundaries

“To what extent do the program’s activities and settings maximize trustworthiness by making
the tasks involved in service delivery clear, by ensuring consistency in practice, and by
maintaining boundaries that are appropriate to the program? How can services be modified
to ensure that tasks and boundaries are established and maintained clearly and
appropriately?” (p. 10)

Choice — maximising consumer choice

“To what extent do the program’s activities and settings maximize consumer experiences of
choice and control? How can services be modified to ensure that consumer experiences of
choice and control are maximized?” (p. 11)

Collaboration — maximizing collaboration
and sharing power

“To what extent do the program’s activities and settings maximize collaboration and sharing
of power between staff and consumers? How can services be modified to ensure that
collaboration and power-sharing are maximized?” (p. 13)

Empowerment — prioritizing empowerment
and skill-building

“To what extent do the program’s activities and settings prioritize consumer empowerment
and skill-building? How can services be modified to ensure that experiences of empowerment
and the development or enhancement of consumer skills are maximized?” (p. 14)




Appendix C Review of Principles of Ethical
Algorithms

Table 5. Algorithmic-Auditing Principles

Source 1. Tabassi, E. (2023). Artificial Intelligence Risk Management Framework (Al RMF 1.0) (100-1; pp. 100-101). National Institute

of Standards and Technology (U.S.). https://doi.org/10.6028/NIST.Al.100-1

Safe Secure & Explainable & Privacy- Fair - With Harmful
Resilient Interpretable Enhanced Bias Managed Accountable

&
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Valid & Reliable

Fig. 4. Characteristics of trustworthy Al systems. Valid & Reliable is a necessary condition of
trustworthiness and is shown as the base for other trustworthiness characteristics. Accountable &
Transparent is shown as a vertical box because it relates to all other characteristics.

Valid & Reliable “"Validation is the “confirmation, through the provision of objective evidence, that the requirements for a
specific intended use or application have been fulfilled.” Deployment of Al systems which are inaccurate,
unreliable, or poorly generalized to data and settings beyond their training creates and increases negative Al
risks and reduces trustworthiness. — p. 13

“Reliability is defined in the same standard as the “ability of an item to perform as required, without failure,
for a given time interval, under given conditions” (Source: ISO/IEC TS 5723:2022). Reliability is a goal for
overall correctness of Al system operation under the conditions of expected use and over a given period of
time, including the entire lifetime of the system.” P. 13

“Accuracy and robustness contribute to the validity and trustworthiness of Al systems, and can be in tension
with one another in Al systems.” —p.14

“Accuracy is defined by ISO/IEC TS 5723:2022 as “closeness of results of observations, computations, or
estimates to the true values or the values accepted as being true.” Measures of accuracy should consider
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computational-centric measures (e.g., false positive and false negative rates), human-Al teaming, and
demonstrate external validity (generalizable beyond the training conditions). Accuracy measurements should
always be paired with clearly defined and realistic test sets — that are representative of conditions of
expected use — and details about test methodology; these should be included in associated documentation.
Accuracy measurements may include disaggregation of results for different data segments.” — p. 14

“Robustness or generalizability is defined as the “ability of a system to maintain its level of performance
under a variety of circumstances” (Source: ISO/IEC TS 5723:2022). Robustness is a goal for appropriate
system functionality in a broad set of conditions and circumstances, including uses of Al systems not initially
anticipated. Robustness requires not only that the system perform exactly as it does under expected uses,
but also that it should perform in ways that minimize potential harms to people if it is operating in an
unexpected setting.” — p.14

Safe

“Al systems should “not under defined conditions, lead to a state in which human life, health, property, or
the environment is endangered” (Source: ISO/IEC TS 5723:2022). Safe operation of Al systems is improved
through:

¢ responsible design, development, and deployment practices;

e clear information to deployers on responsible use of the system;

e responsible decision-making by deployers and end users; and

¢ explanations and documentation of risks based on empirical evidence of incidents.” — p.14

Secure & Resilient

“Al systems, as well as the ecosystems in which they are deployed, may be said to be resilient if they can
withstand unexpected adverse events or unexpected changes in their environment or use — or if they can
maintain their functions and structure in the face of internal and external change and degrade safely and
gracefully when this is necessary (Adapted from: ISO/IEC TS 5723:2022). Common security concerns relate to
adversarial examples, data poisoning, and the exfiltration of models, training data, or other intellectual
property through Al system endpoints. Al systems that can maintain confidentiality, integrity, and availability
through protection mechanisms that prevent unauthorized access and use may be said to be secure.
Guidelines in the NIST Cybersecurity Framework and Risk Management Framework are among those which
are applicable here.” — p.15




“Security and resilience are related but distinct characteristics. While resilience is the ability to return to
normal function after an unexpected adverse event, security includes resilience but also encompasses
protocols to avoid, protect against, respond to, or recover from attacks. Resilience relates to robustness and
goes beyond the provenance of the data to encompass unexpected or adversarial use (or abuse or misuse) of
the model or data.” — p.15

Accountable &
Transparent

“Trustworthy Al depends upon accountability. Accountability presupposes transparency. Transparency
reflects the extent to which information about an Al system and its outputs is available to individuals
interacting with such a system — regardless of whether they are even aware that they are doing so.
Meaningful transparency provides access to appropriate levels of information based on the stage of the Al
lifecycle and tailored to the role or knowledge of Al actors or individuals interacting with or using the Al
system. By promoting higher levels of understanding, transparency increases confidence in the Al system.” —
p.15

“This characteristic’s scope spans from design decisions and training data to model training, the structure of
the model, its intended use cases, and how and when deployment, post-deployment, or end user decisions
were made and by whom. Transparency is often necessary for actionable redress related to Al system
outputs that are incorrect or otherwise lead to negative impacts. Transparency should consider human-Al
interaction: for example, how a human operator or user is notified when a potential or actual adverse
outcome caused by an Al system is detected. A transparent system is not necessarily an accurate, privacy-
enhanced, secure, or fair system. However, it is difficult to determine whether an opaque system possesses
such characteristics, and to do so over time as complex systems evolve.” — p.15-16

Explainable &
Interpretable

“Explainability refers to a representation of the mechanisms underlying Al systems’ operation, whereas
interpretability refers to the meaning of Al systems’ output in the context of their designed functional
purposes. Together, explainability and interpretability assist those operating or overseeing an Al system, as
well as users of an Al system, to gain deeper insights into the functionality and trustworthiness of the system,
including its outputs. The underlying assumption is that perceptions of negative risk stem from a lack of
ability to make sense of, or contextualize, system output appropriately. Explainable and interpretable Al
systems offer information that will help end users understand the purposes and potential impact of an Al
system.” — p. 16




“Transparency, explainability, and interpretability are distinct characteristics that support each other.
Transparency can answer the question of “what happened” in the system. Explainability can answer the
guestion of “how” a decision was made in the system. Interpretability can answer the question of “why” a
decision was made by the system and its meaning or context to the user.” — p. 17

Privacy-Enhanced

“Privacy refers generally to the norms and practices that help to safeguard human autonomy, identity, and
dignity. These norms and practices typically address freedom from intrusion, limiting observation, or
individuals’ agency to consent to disclosure or control of facets of their identities (e.g., body, data,
reputation).” p.17

Fair — with Harmful
bias managed

“Fairness in Al includes concerns for equality and equity by addressing issues such as harmful bias and
discrimination. Standards of fairness can be complex and difficult to define because perceptions of fairness
differ among cultures and may shift depending on application. Organizations’ risk management efforts will be
enhanced by recognizing and considering these differences. Systems in which harmful biases are mitigated
are not necessarily fair. For example, systems in which predictions are somewhat balanced across
demographic groups may still be inaccessible to individuals with disabilities or affected by the digital divide or
may exacerbate existing disparities or systemic biases.” — p.17

“Bias is broader than demographic balance and data representativeness. NIST has identified three major
categories of Al bias to be considered and managed: systemic, computational and statistical, and human-
cognitive. Each of these can occur in the absence of prejudice, partiality, or discriminatory intent. Systemic
bias can be present in Al datasets, the organizational norms, practices, and processes across the Al lifecycle,
and the broader society that uses Al systems. Computational and statistical biases can be present in Al
datasets and algorithmic processes, and often stem from systematic errors due to non-representative
samples. Human-cognitive biases relate to how an individual or group perceives Al system information to
make a decision or fill in missing information, or how humans think about purposes and functions of an Al
system. Human-cognitive biases are omnipresent in decision-making processes across the Al lifecycle and
system use, including the design, implementation, operation, and maintenance of Al.” —p.17

Source 2. Netherlands Court of Audit. (2021). Understanding algorithms—2021.

Respect for human
autonomy

“The decisions made by the algorithm are open to human checks.” — p. 62 (1.1)




The prevention of
harm

“The algorithm is safe and always does what it is supposed to do.”-p.62 (2.1)

“Privacy is safeguarded and data protected.”-p.62 (2.2)

Fairness

“Fairness means that the algorithm takes account of population diversity and does not discriminate.” —
(3.1)

p. 62

“The algorithm’s impact on society and the environment was taken into account during its development.” —
p.62 (3.2)

Explainability and
transparency

Community Benefit

Source 3. NSW Government. (2021). Artificial intelligence assurance framework.
https://www.digital.nsw.gov.au/sites/default/files/2022-09/nsw-government-assurance-framework.pdf

“It is possible to explain which procedures have been followed.” — p.62 (4.1)
“It is possible to explain how the algorithm works.” — p.62 (4.2)

Al should deliver the best outcome for the citizen, and key insights into decisionmaking

Fairness

Use of Al will include safeguards to manage data bias or data quality risks, following best practice and
Australian Standards

Privacy and Security

Al will include the highest levels of assurance

Transparency

Review mechanisms will ensure citizens can question and challenge Al based outcomes

Accountability

Source 4. OECD. (2023).
Inclusive growth,
sustainable
development and
well-being

Decision-making remains the responsibility of organisations and

Responsible Officers.

Recommendation of the Council on Artificial Intelligence (OECD/LEGAL/0449).

This Principle highlights the potential for trustworthy Al to contribute to overall growth and prosperity for all
—individuals, society, and planet — and advance global development objectives.

Stakeholders should proactively engage in responsible stewardship of trustworthy Al in pursuit of beneficial
outcomes for people and the planet, such as augmenting human capabilities and enhancing creativity,
advancing inclusion of underrepresented populations, reducing economic, social, gender and other
inequalities, and protecting natural environments, thus invigorating inclusive growth, sustainable
development and well-being.

Human-centred
values and fairness

Al systems should be designed in a way that respects the rule of law, human rights, democratic values and
diversity, and should include appropriate safeguards to ensure a fair and just society.




Al actors should respect the rule of law, human rights and democratic values, throughout the Al system
lifecycle. These include freedom, dignity and autonomy, privacy and data protection, non-discrimination and
equality, diversity, fairness, social justice, and internationally recognised labour rights.

To this end, Al actors should implement mechanisms and safeguards, such as capacity for human
determination, that are appropriate to the context and consistent with the state of art.

Transparency and
explainability

This principle is about transparency and responsible disclosure around Al systems to ensure that people
understand when they are engaging with them and can challenge outcomes.

Al Actors should commit to transparency and responsible disclosure regarding Al systems. To this end, they
should provide meaningful information, appropriate to the context, and consistent with the state of art:

e to foster a general understanding of Al systems,

e to make stakeholders aware of their interactions with Al systems, including in the workplace,

e to enable those affected by an Al system to understand the outcome, and,

e to enable those adversely affected by an Al system to challenge its outcome based on plain and easy-
to-understand information on the factors, and the logic that served as the basis for the prediction,
recommendation or decision.

Robustness, security
and safety

Al systems must function in a robust, secure and safe way throughout their lifetimes, and potential risks
should be continually assessed and managed.

Al systems should be robust, secure and safe throughout their entire lifecycle so that, in conditions of normal
use, foreseeable use or misuse, or other adverse conditions, they function appropriately and do not pose
unreasonable safety risk.

To this end, Al actors should ensure traceability, including in relation to datasets, processes and decisions
made during the Al system lifecycle, to enable analysis of the Al system’s outcomes and responses to inquiry,
appropriate to the context and consistent with the state of art.




Al actors should, based on their roles, the context, and their ability to act, apply a systematic risk
management approach to each phase of the Al system lifecycle on a continuous basis to address risks related
to Al systems, including privacy, digital security, safety and bias.

Accountability

Organisations and individuals developing, deploying or operating Al systems should be held accountable for
their proper functioning in line with the OECD’s values-based principles for Al.

Al actors should be accountable for the proper functioning of Al systems and for the respect of the above
principles, based on their roles, the context, and consistent with the state of art.

Source 5. UNESCO. (2022). Recommendation on the Ethics of Artificial Intelligence (SHS/BIO/P1/2021/1; p. 43).

Proportionality and
Do No Harm

The use of Al systems must not go beyond what is necessary to achieve a legitimate aim. Risk assessment
should be used to prevent harms which may result from such uses.

Safety and Security

Unwanted harms (safety risks) as well as vulnerabilities to attack (security risks) should be avoided and
addressed by Al actors.

Right to Privacy and
Data Protection

Privacy must be protected and promoted throughout the Al lifecycle. Adequate data protection frameworks
should also be established.

Multi-stakeholder
and Adaptive
Governance &
Collaboration

International law & national sovereignty must be respected in the use of data. Additionally, participation of
diverse stakeholders is necessary for inclusive approaches to Al governance.

Responsibility and
Accountability

Al systems should be auditable and traceable. There should be oversight, impact assessment, audit and due
diligence mechanisms in place to avoid conflicts with human rights norms and threats to environmental
wellbeing

Transparency and
Explainability

The ethical deployment of Al systems depends on their transparency & explainability (T&E). The level of T&E
should be appropriate to the context, as there may be tensions between T&E and other principles such as
privacy, safety and security

Human Oversight and
Determination

Member States should ensure that Al systems do not displace ultimate human responsibility and
accountability.

Sustainability

Al technologies should be assessed against their impacts on ‘sustainability’, understood as a set of constantly
evolving goals including those set out in the UN’s Sustainable Development Goals.




Awareness & Literacy

Public understanding of Al and data should be promoted through open & accessible education, civic
engagement, digital skills & Al ethics training, media & information literacy.

Fairness and Non-
Discrimation

Al actors should promote social justice, fairness, and non-discrimination while taking an inclusive approach to
ensure Al’s benefits are accessible to all.

Source 6. Fjeld, J., Achten, N., Hilligoss, H., Nagy, A., & Srikumar, M. (2020). Principled Artificial Intelligence: Mapping Consensus in

Ethical and Rights-Based Approaches to Principles for Al (SSRN Scholarly Paper 3518482). https://doi.org/10.2139/ssrn.3518482

Privacy

Principles under this theme stand for the idea that Al systems should respect individuals’ privacy, both in the
use of data for the development of technological systems and by providing impacted people with agency
over their data and decisions made with it. Privacy principles are present in 97% of documents in the dataset.

Accountability

This theme includes principles concerning the importance of mechanisms to ensure that accountability for
the impacts of Al systems is appropriately distributed, and that adequate remedies are provided.
Accountability principles are present in 97% of documents in the dataset

Safety and Security

These principles express requirements that Al systems be safe, performing as intended, and also secure,
resistant to being compromised by unauthorized parties. Safety and Security principles are present in 81% of
documents in the dataset.

Transparency and
Explainability

Principles under this theme articulate requirements that Al systems be designed and implemented to allow
for oversight, including through translation of their operations into intelligible outputs and the provision of
information about where, when, and how they are being used. Transparency and Explainability principles are
present in 94% of documents in the dataset.

Fairness and non-
discrimination

With concerns about Al bias already impacting individuals globally, Fairness and Non-discrimination principles
call for Al systems to be designed and used to maximize fairness and promote inclusivity incuding in impact
and design of the systems. Fairness and Non-discrimination principles are present in 100% of documents in
the dataset.

Human control over
technology

The principles under this theme require that important decisions remain subject to human review. Human
Control of Technology principles are present in 69% of documents in the dataset.

Professional
responsibility

These principles recognize the vital role that individuals involved in the development and deployment of Al
systems play in the systems’ impacts, and call on their professionalism and integrity in ensuring that the
appropriate stakeholders are consulted and long-term effects are planned for. Professional Responsibility
principles are present in 78% of documents in the dataset.
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Promotion of human
values

Source 7: Jobin, A., lenc

Finally, Human Values principles state that the ends to which Al is devoted, and the means by which it is
implemented, should correspond with our core values and generally promote humanity’s well-being.
Promotion of Human Values principles are present in 69% of documents in the dataset

a, M., & Vayena, E. (2019). The global landscape of Al ethics guidelines. Nature Machine Intelligence, 1(9),

Article 9.
Justice, Fairness and
Equity

Justice is mainly expressed in terms of fairness, and of prevention, monitoring or mitigation of unwanted bias
and discrimination. Whereas some sources focus on justice as respect for diversity, inclusion and equality,
others call for a possibility to appeal or challenge decisions, or the right to redress and remedy.

Non-maleficence

References to non-maleficence occur significantly more often than references to beneficence and encompass
general calls for safety and security or state that Al should never cause foreseeable or unintentional harm.
More granular considerations entail the avoidance of specific risks or potential harms—for example,
intentional misuse via cyberwarfare and malicious hacking—and suggest risk-management strategies. Harm is
primarily interpreted as discrimination , violation of privacy or bodily harm. Less frequent characterizations
include loss of trust or skills; “radical individualism”; the risk that technological progress might outpace
regulatory measures; and negative impacts on long-term social well-being, infrastructure, or psychological,
emotional or economic aspects.

Responsibility and
Accountability

Nonetheless, specific recommendations include acting with “integrity” and clarifying the attribution of
responsibility and legal liability, if possible upfront, in contracts or, alternatively, by centring on remedy. In
contrast, other sources suggest focusing on the underlying reasons and processes that may lead to potential
harm. Yet others underline the responsibility of whistleblowing in case of potential harm, and aim at
promoting diversity or introducing ethics into science, technology, engineering and mathematics education.

Privacy

Ethical Al sees privacy both as a value to uphold and as a right to be protected. While often undefined,
privacy is frequently presented in relation to data protection and data security.

Beneficence

While promoting good (‘beneficence’ in ethical terms) is often mentioned, it is rarely defined, though notable
exceptions mention the augmentation of human senses, the promotion of human well-being and flourishing,
peace and happiness, the creation of socio-economic opportunities, and economic prosperity

Freedom and
Autonomy

Whereas some sources specifically refer to the freedom of expression or informational self-determination

and “privacy-protecting user controls”, others generally promote freedom, empowerment or autonomy.
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Some documents refer to autonomy as a positive freedom, specifically the freedom to flourish, to self-
determination through democratic means, the right to establish and develop relationships with other human
beings, the freedom to withdraw consent, or the freedom to use a preferred platform or technology. Other
documents focus on negative freedom—for example, freedom from technological experimentation,
manipulation or surveillance. Freedom and autonomy are believed to be promoted through transparency and
predictable Al, by not “reducing options for and knowledge of citizens”, by actively increasing people’s
knowledge about Al, giving notice and consent or, conversely, by actively refraining from collecting and
spreading data in absence of informed consent.

Trust

Suggestions for building or sustaining trust include education, reliability, accountability, processes to monitor
and evaluate the integrity of Al systems over time, and tools and techniques ensuring compliance with norms
and standards. Whereas some guidelines require Al to be transparent, understandable or explainable in
order to build trust, another one explicitly suggests that, instead of demanding understandability, it should
be ensured that Al fulfils public expectations. Other reported facilitators of trust include “a Certificate of
Fairness”, multi-stakeholder dialogue, awareness about the value of using personal data, and avoiding harm.

Sustainability

To the extent that is referenced, sustainability calls for development and deployment of Al to consider
protecting the environment, improving the planet’s ecosystem and biodiversity, contributing to fairer and
more equal societies and promoting peace.

Dignity

While dignity remains undefined in existing guidelines, save one specification that it is a prerogative of
humans but not robots, there is frequent reference to what it entails: dignity is intertwined with human
rights or otherwise means avoiding harm, forced acceptance, automated classification and unknown human—
Al interaction. It is argued that Al should not diminish or destroy, but respect, preserve or even increase
human dignity

Solidarity

Solidarity is mostly referenced in relation to the implications of Al for the labour market. Sources call for a
strong social safety net. They underline the need for redistributing the benefits of Al in order not to threaten
social cohesion and respecting potentially vulnerable persons and groups
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