Jdgel
-!!: &USTE.&LI.&:‘!}]
PARLIAMENT OF AUSTRALIA

Report 509: Inquiry into public
sector information technology
procurement and projects

Joint Commiittee of Public Accounts and Audit

February 2025

CANBERRA




© Commonwealth of Australia 2025

ISBN 978-1-76092-732-5 (Printed version)
ISBN 978-1-76092-733-2 (HTML version)

All material in this report is provided under a Creative Commons Attribution-NonCommercial-NoDerivs
4.0 Australia licence. The material may be shared, copied and redistributed provided that:

it is for non-commercial purposes

the committee named on the previous page is credited as the author
the committee is not represented as endorsing the use of the material
any changes are clearly identified

no additional legal or technical restrictions are applied to restrict use that complies with the
licence.

If the material is remixed, transformed or built upon, the modified material may not be distributed.

[@roisle

Full details of this licence are available on the Creative Commons website:
https://creativecommons.org/licenses/by-nc-nd/4.0/.


https://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/au/

%} Chair's foreword

The Committee’s findings and observations in this inquiry largely centred around the
capability, planning and management shortfalls in Commonwealth entities entering into
external IT contracts. These issues invariably led to poor results. The Committee also looked
at different IT project delivery models including in-house system development, fully
outsourced products, and a mixture of these two approaches. The central role of the
Commonwealth Procurement Rules (CPRs) is also reiterated in this report, as it has been in
other recent reports from this Committee. Demonstrating value for money on behalf of the
taxpayer, as required by the CPRs, must always be front of mind for any Federal agency
conducting a procurement activity.

The Committee makes three recommendations in this report that reflect both its principal
concerns for the future of IT procurements by the public sector and the fundamental need for
capability building to address them. The first of these requires that the Department of
Finance improves its guidance to other entities. This includes more effective information on
developing IT procurement plans, on estimating the resources required over the life of these
projects and planning for their sustainment, and on embedding the required capability to
undertake new IT projects. The Committee is also requiring refinements to gateway review
ratings as part of this recommendation.

The second recommendation is that the Department of Finance and the Digital
Transformation Agency continue to collaborate on providing guidance and policy documents
for IT procurements and projects, on the oversight of these activities and whether they are
effective, and on the conduct of gateway reviews. Finally, the Committee is recommending
progress updates from both agencies on improvements to IT procurement practices.

| thank the Deputy Chair, Senator the Hon Linda Reynolds, for her contributions to the
inquiry and to the Committee. | thank the other members of the Committee also for their
work during the inquiry. Finally, | acknowledge and thank the Secretariat for its diligence and
professionalism in supporting the work of the Committee.

Hon Linda Burney MP
Chair
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List of recommendations

Recommendation 1

3.26 The Committee recommends that in relation to information technology
projects, the Department of Finance improve guidance for Commonwealth
departments and agencies relating to:

e how departments should develop procurement plans

o estimating resources required over the project’s life

e planning for how the project will be funded and sustained
e how to embed capability into the organisation

e evaluate and select project management approaches

e the role of the Senior Responsible Officer

¢ refinements to gateway review ratings and their application.

Recommendation 2

3.27 The Committee recommends that the Department of Finance and the Digital
Transformation Agency continue to collaborate on:

e common definitions and matrices

e guidance and policy documents relating to information technology
procurement and projects

¢ responsibility for oversight and review of whether large information
technology projects are achieving expected milestones and outcomes

e the conduct of gateway reviews, including lessons learnt and trends arising
from these reviews.

Recommendation 3

3.28 The Committee recommends that the Department of Finance and the Digital
Transformation Agency report back to the Committee at 6 months and again at
12 months from the date of this report on the progress that has been made to
improve information technology procurement.
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Introduction

Conduct of the inquiry

1.1

1.2

1.3

On 30 November 2023 the Joint Committee of Public Accounts and Audit (JCPAA)
adopted an inquiry into Auditor-General Report No. 34 of 2022-23: Procurement of
the Permissions Capability. The objective of this inquiry was to examine a multi-stage
procurement commenced by the Department of Home Affairs in 2017 for a new
information technology system to manage Australian visa applications. The inquiry
would have particular regard to matters contained in the audit, the conduct of
persons involved or interested in that procurement and any other related matters.

On 29 February 2024, having considered initial responses and submissions received,
the Committee expanded the scope of the inquiry to consider other information
technology procurement processes across the public sector and amended the terms
of reference. More audit reports were added to the scope of the inquiry. The full
terms of reference can be found in Appendix C.

This inquiry received 23 submissions and 13 supplementary submissions. The
Committee held public hearings in Canberra and by videoconference on Friday,

19 April 2024, Wednesday, 24 April 2024 and Friday, 23 August 2024. A list of
submissions and supplementary submissions can be found in Appendix A. Details of
public hearings and witnesses can be found in Appendix B.

Audit reports examined during the inquiry and
lessons identified

1.4

1.5

1.6

The inquiry focused on four audit reports. These audits, at least in some respects,
related to Australian Government departments procuring information technology
systems or resources.

The following sections summarise the outcomes of the audits relating to this theme
and the lessons the Australian National Audit Office (ANAQO) identified.

The ANAO observed in its submission that out of the 36 key messages contained in
the reports examined during the inquiry, procurement related matters were recurring,
and included learnings on:

implementing appropriate training and guidance; considering the design and use
of panel arrangements; focussing on value for money and encouraging



competitive processes; taking care in engaging the market and consulting prior to
a procurement; and ensuring a level playing field during procurement. !

Report No. 34 of 2022-23: Procurement of the Permissions Capability

1.7

1.8

1.9

The Department of Home Affairs commenced a procurement process in 2017 to find
technology for visa processing that would more efficiently give foreigners authority (or
permission) to enter Australia. The procurement was titled ‘delivering visa services
for Australia — Global Digital Platform’.?

In March 2020, the Australian Government decided that more work processes among
government services could be digitalised or automated with technology (termed
variously as workflow processing, permissions capability or permissions services).
This policy change meant that the Global Digital Platform procurement was
terminated and, instead, effort redirected to achieving a solution with broader aims
than visa processing.?

A new procurement process began in October 2020, this time with the aim of creating
an information technology system that could perform permissions capability functions
across government such as granting permits, licences and registration.*

Following a procurement process, in September 2021 the Department of Home
Affairs contracted Accenture Australia to provide a permissions capability system
(described in the inquiry terms of reference as visa privatisation). The system was
envisaged to be shared with other government agencies and applied to their
workflow processing and permissions capability. The Department of Home Affairs
intended to use the system for managing international traveller arrivals as Australia’s
borders reopened after the COVID-19 pandemic.’

In August 2022, the Department of Home Affairs and Accenture Australia mutually
agreed to conclude the contract for performance reasons that included unmet
milestones and unresolved defects. The Australian Government then asked the
Department to terminate the procurement process for a permissions capability
system.®

While the ANAO found that the procurement process reduced the ability to determine
whether value for money could be achieved:

¢ two tenderers benefited from prior knowledge of the abandoned Global Digital
Platform, including Accenture’

S I OO ORI

ANAO, Submission 14, p. 4.

Department of Home Affairs, Submission 3, p. 3.

Department of Home Affairs, Submission 3, p. 5; Report 34, appendix 3.

Department of Home Affairs, Submission 3, p. 5; Report 34, p. 7.

ANAO, Auditor-General Report No. 34 of 2022—-23: Procurement of the Permissions Capability, p. 1;

Department of Home Affairs, Submission 3, p. 5.
6 Department of Home Affairs, Submission 3, p. 6.
7 ANAO, Auditor-General Report No. 34 of 2022-23: Procurement of the Permissions Capability, p.63.



some tenderers, including Accenture, submitted offers whereby third-party
systems would be individually contracted and integrated together to complete the
permissions capability system. This differed from the original plan for the
successful tenderer to be contractually responsible for a complete system

this made evaluating value for money challenging because legal liability, risks and
prices became harder to compare.? Clarification around price inclusions led to
variations higher than originally tendered.®

1.13 The audit found shortcomings in relation to probity (or integrity) during the
procurement process. For example:

two tenderers, including Accenture Australia, had existing knowledge due to their
involvement in the Global Digital Platform. The Department of Home Affairs did
not adequately address the potential competitive advantage this created

the Minister for Employment, Workplace, Skills, Small and Family Business met
with the preferred tenderer (Accenture Australia) before contract negotiations
started. The meeting was not recorded in the probity register

the Department of Home Affairs did not adequately identify, record or disclose
possible (or actual) conflicts of interest during the procurement process.™

1.14 Lessons identified during this audit included:

properly managing risks arising from conflicts of interest
competitive procurement processes generally achieve value for money
terminating procurement processes can undermine public confidence

if a potential supplier has a competitive advantage, leveling the playing field can
enhance competition."

Report No. 12 of 2023-24: Administration of the Parliamentary Expense
Management System

1.15 Senators and Members of the House of Representatives receive allowances and
claim reimbursement for expenses related to their official duties, such as office
facilities, travel and staff costs.

1.16 In January 2018, the Department of Finance commenced a project to replace a
manual or paper system for handling parliamentarian expenses and payroll with an
electronic system called the Parliamentary Expense Management System."

8 ANAO, Auditor-General Report No. 34 2022-23: Procurement of the Permissions Capability, p.8.

9 ANAO, Auditor-General Report No. 34 2022-23: Procurement of the Permissions Capability, p.37.

10 ANAO, Auditor-General Report No. 34 2022-23: Procurement of the Permissions Capability, pp. 9-10.

" ANAO, Auditor-General Report No. 34 2022-23: Procurement of the Permissions Capability, p. 15.

2. ANAO, Auditor-General report No. 12 of 2023-24: Administration of the Parliamentary Expenses
Management System, p. 7.



The Department of Finance contracted additional staff to complete the work during

the project. A procurement plan estimated the volume of work and how many
contractors would be needed.'® Nevertheless, delays occurred.

While the project reached completion, the system did not perform as expected. Users

reported reverting back to manual processes. This potentially undermined the
business case for investing in the new system.™

Lessons identified during this audit included:

e user requirements should be understood when designing and implementation
information technology systems

e knowing the project scope informs budget, timeframes, delivery approach and

risk.'s

Report No. 7 of 2023-24: Workforce Australia services panel

In September 2021, the Department of Employment and Workplace Relations began

a procurement process relating to creating new employment services, which help
unemployed Australians find new jobs. Broadly, these services are contracted to
private entities who receive payment from the Australian Government depending on

The procurement process aimed to shortlist a panel (or group) of entities who could

be licensed as Workforce Australia service providers. An information technology tool
called the Procurement and Licensing Management System was created to evaluate
who could be a suitable service provider. This helped calculate rankings among

1.20

how many people they assist or place in a job.
1.21

interested service providers."”
1.22

While some information technology delays and shortcomings were identified,' the

audit found that the evaluation process had appropriately informed the selection of
service providers for panel membership." However, most providers appointed to the
panel had scored lowly (less than 50% against at least one criteria) when evaluated.

ANAO, Auditor-General Report No.

Management System, pp. 24-25.

ANAO, Auditor-General Report No.

Management System, p. 47.

ANAO, Auditor-General Report No.

Management System, p. 10.

ANAO, Auditor General Report No.

p.7.

ANAO, Auditor General Report No.

p. 40.

ANAO, Auditor General Report No.

pp. 56-57

ANAO, Auditor General Report No.

p. 8.

12 of 2023-24: Administration of the Parliamentary Expenses
12 of 2023-24: Administration of the Parliamentary Expenses
12 of 2023-24: Administration of the Parliamentary Expenses
7 of 2023-24: Establishment of the Workforce Australia Services Panel,
7 of 2023-24: Establishment of the Workforce Australia Services Panel,
7 of 2023-24: Establishment of the Workforce Australia Services Panel,

7 of 2023—-24: Establishment of the Workforce Australia Services Panel,



The audit found that the panel’s establishment ‘was not informed by an appropriate
value for money assessment’.?

1.23  Additionally, the audit found some probity issues, which included incomplete or
inaccurate records and registers. Not all conflicts of interest were properly declared.?
The audit found that an external probity advisor, Ashurst, had been giving advice on
the procurement and had often been asked for legal services. The audit questioned
whether these overlapping roles could have ‘effects... on the probity of the
procurement process’.?

1.24 Lessons identified during this audit included:

¢ Information technology systems being used for procurement should be fit for
purpose.

¢ The threshold for panel membership should be considered before the
procurement process begins.

e Tasks given to probity advisors should not threaten the independence and
objectivity of their advice.?

Report No. 20 of 2023-24: Australian Apprenticeships Incentive Scheme

1.25 The Australian Apprenticeships Incentive Scheme offers financial support to
apprentices and their employers. The support includes a wage subsidy, hiring
incentive and payments and allowances. Some incentives are dependent on the
apprentice being hired to train in a priority occupation.?*

1.26 The Department of Employment and Workplace Relations administers the Scheme,
which includes processing applications and making payments.?® Seven service
providers are contracted to provide free services to employers and apprentices, such
as matching employers with suitable apprentices.?

1.27 The Department developed an information technology solution called the
Apprenticeships Data Management System (ADMS), which created a central

2 ANAO, Auditor General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
p. 8.

21 ANAO, Auditor General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
p. 11.

2 ANAO, Auditor General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
p. 46.

% ANAO, Auditor General Report No. 7 of 2023-24: Establishment of the Workforce Australia Services Panel,
p. 10.

% ANAO, Auditor-General Report No. 20 of 2023-24: Design and Implementation of the Australian
Apprenticeships Incentive Program, p. 12.

% ANAO, Auditor-General Report No. 20 of 2023-24: Design and Implementation of the Australian
Apprenticeships Incentive Program, p. 12.

% ANAO, Auditor-General Report No. 20 of 2023-24: Design and Implementation of the Australian
Apprenticeships Incentive Program, p. 13.



interface for around 223,820 scheme administrators, service provider staff,
employers and apprentices to exchange information.?’

1.28 The audit found that the system has appropriate controls for the ‘correct processing
of applications and claim payments’ and that the system controls ‘maximise the
completion of key processes and minimise manual interventions’.?

1.29 Lessons learnt during the audit included:

e measuring performance needs meaningful data and targets that are linked to
program objectives

e achieving objectives can justify ongoing program expenditure

¢ systems should have controls to accurately make determinations (for
example, eligibility and payments) so programs are properly administered

¢ the development and implementation of the ADMS helped the program achieve its
objectives.?

2 ANAO, Auditor-General Report No. 20 of 2023-24: Design and Implementation of the Australian

Apprenticeships Incentive Program, p. 37.
28 ANAO, Auditor-General Report No. 20 of 2023-24: Design and Implementation of the Australian

Apprenticeships Incentive Program, p. 8.
2% ANAO, Auditor-General Report No. 20 of 2023-24: Design and Implementation of the Australian

Apprenticeships Incentive Program, p. 10.
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Evidence received

Overview

2.1

2.2

This chapter summarises the themes and issues discussed in the evidence in
relation to audits examined and procuring information technology. This includes:

¢ developing information technology capability within the Australian Public Service
e oversight of large information technology projects and procurement processes

e project delivery models

e project and procurement planning

¢ project funds, management and leadership

e project review and assurance, including gateway reviews

e advice and updates on project progress and completion.

The Committee’s views and recommendations can be found in the next chapter.

Developing information technology capability

23

24

25

Evidence received during the inquiry indicated that Australian Government
departments supplement existing skills among their staff with external contractors
due to capability gaps.

For example, the Australian Public Service Audit of Employment (the Employment
Audit), released in May 2023, found that the Australian Government had spent

$20.8 billion on an external labour workforce in the 2021-22 financial year (of which
43 per cent or $1.9 billion was spent on ICT or digital delivery contracts).! At the time,
the Finance Minister observed that the findings of the audit revealed a ‘shadow
workforce’ within the public service.?

Data and digital transformation of public services continued to be a focus point for
successive governments. For example, the 2022-23 State of the Service Report
found that 76 per cent of agencies had identified ‘critical skills shortages’ in the area
of digital and information technology.?

1
2

3

Department of Finance, The Australian Government’s report on the Audit of Employment, p. 6.

‘Public service audit reveals $20.8b spent on external contractors and consultants in 2021-22’, ABC News,
6 May 2023.

APSC, State of the Service Report 2022-23, p. 209.



2.6 In December 2019, the Thodey Review found that the Australian Public Service
needed to use data to provide better advice to the government of the day and better
services to all Australians, but this required building capability in data and digital
expertise. The Review stated that 65 per cent of agencies cited skills and capability
as a barrier to using data, and 58 per cent of agencies thought they were under
skilled in the digital aspects of delivery.* The Review recommended that the
Australian Government build data and digital expertise across the service by applying
the professions model and creating Centres of Excellence. The Australian
Government agreed in part to establish separate digital and data professions to build
capability and support career paths in these critical areas.>

2.7 In November 2023, the Australian Government published the Thodey Progress
Report, acknowledging that while the operating context of the Australian Government
had shifted since the publication of the Thodey Review in 2019, the review remained
‘an important bedrock’. The Thodey Progress Report found that four out of the six
recommendations related to data and digital transformation ‘complete’, with two
‘underway’ as at that time.”

Digital Transformation Agency (DTA)

2.8 The Digital Transformation Agency’s role includes the following:

e provide strategic and policy leadership on whole-of-government and
shared ICT investments and digital service delivery

o develop, deliver and monitor whole-of-government strategies, policies and
standards for digital and ICT investments, including ICT procurement

e manage strategic coordination and oversight functions for digital and ICT
investments across the project life cycle, including providing advice on
whole-of-government reuse opportunities

e manage whole-of-government digital procurement to simplify processes
for government agencies, reduce costs and generate opportunities to
reuse platforms and capabilities

e provide advice to the minister on whole-of-government and shared digital
and ICT investment proposals

e undertake other relevant tasks as the minister may require.®

4 Department of the Prime Minister and Cabinet, Our Public Service, Our Future. Independent Review of the
Australian Public Service, p. 158.

5  Department of the Prime Minister and Cabinet, Our Public Service, Our Future. Independent Review of the
Australian Public Service, p. 158.

6 APSC, APS Reform: Thodey Review Progress Report as at November 2023, p. 1.

T APSC, APS Reform: Thodey Review Progress Report as at November 2023, pp. 12—16.

8  DTA Annual Report 2023-24,p. 7.
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The Digital Transformation Agency told the Committee that its role has since
expanded to include ‘a strong focus on doing assurance over the digital and ICT
investments of the Commonwealth to make sure that they realise their goals’.®

2.10 Recent work to enhance capability includes the Data and Digital Government

2.1

Strategy 2023. The Strategy has objectives that include:

e uplifting APS capability to ensure staff can effectively engage with data
and digital technologies to produce useful insights, advice and operate
more productively

e increasing the gender diversity of those working in digital and ICT roles in
the APS

o developing a whole-of-APS Digital Workforce Plan
e improving pathways for entities to share technical expertise

e engaging with industry and global experts to stay informed of the latest
tools, technologies and methodologies in data and digital capability
development

e ensuring further development of data and digital skills."

1 The Digital Transformation Agency submitted:

Through the Data and Digital Government Strategy, released jointly by DTA and
the Department of Finance in late 2023, the Government recognises the need for
a variety of skills and capabilities to support the implementation of data and
digital technologies across the APS and has committed to the development of a
Whole-of-APS Digital Workforce Plan.

The plan will represent an enterprise-wide view on how to equip the APS
workforce to tackle immediate and emerging skills required for digital
technologies. It will identify a suite of actions under key principles to guide
Australian Government agencies to empower and skill their workforce with the
capabilities needed to thrive in the digital space.

2.12 The DTA told the Committee:

In partnership with Digital Victoria, the DTA trialled a senior responsible officer
education program in 2023 with participants drawn from across 15 agencies.
Work is underway to consider how this program might be rolled out more broadly
as well as uplifted to best meet the needs of digital project leaders in the
Australian Government.'?

Mr Chris Fechner, Chief Executive Officer, Digital Transformation Agency (DTA), Committee Hansard, 24
April 2024, page 21.

DTA, Data and Digital Government Strategy: The data and digital vision for a world-class APS to 2030, p. 28.
DTA , Supplementary Submission 2.1, p. 5.

DTA, Supplementary Submission 2.3, p. 2.



Australian Public Service (APS) Digital Profession

213

214

2.15

The Digital Profession was established along with the APS Digital Professional
Stream Strategy in April 2020. The Strategy aims to ‘lift the digital expertise of the
APS workforce, addressing the long-term capability needs to transform government
services and progress the digitally-focused elements of the APS Workforce Strategy
2025.13

The Digital Transformation Agency noted the following focus areas:

e collaborating across the APS on the development of a Data and Digital
Workforce Plan to identify additional initiatives required to develop the
future digital and data capability needs of the APS

e implementing new methods to build foundational skills in digital at all APS
levels to operate in an increasingly digitally enabled and data driven
environment

e collaborating with the DTA to build the skills and capability of APS leaders
delivering large digital projects through training in theory and practical
examples.'

The Committee asked how the Digital Profession sets measurable goals in relation to
improving Australian Public Service skills. The Digital Transformation Agency said:

The Australian Public Service Commission (APSC) has developed a
comprehensive framework to monitor the digital capability of the APS workforce.
The evaluation of learning programs (including those provided through the Digital
Professions) is only one of the four objectives that are tracked: the other three
are the attraction, retention, and deployment of digital talent. For each objective,
the framework monitors a number of indicators which are gathered from multiple
data sources. For the evaluation of learning programmes, for example, it
measures attendance, learning gain and application of the material to the work
context.'s

Australian Public Service Strategic Commissioning Framework

2.16

217

The APS Strategic Commissioning Framework provides agencies with mandatory
requirements and principles to follow to reduce reliance on contracted services at an
organisational level.

The Framework notes that agencies must ‘move away from outsourcing work that is
the core role of the APS or the agency.’ Further, agency heads are ‘accountable for
rebalancing their workforce to prioritise direct employment, strengthen capability, and

8 DTA, Supplementary Submission 2.1, p. 15.
" DTA, Supplementary Submission 2.1, p. 15.
5 DTA, Supplementary Submission 2.3, p. 2.

10



ensure any use of external expertise enhances the work and knowledge of the
APS’.16

218 The Framework intends that ‘over time — when supported by APS recruitment, skilling
and mobility — this approach will deepen system-wide capability and reduce the risks
to integrity, expertise and public trust posed by excessive outsourcing.’"’

2.19 The seven principles of the Framework are:

1 start with rigorous planning

2 APS employment is the default

3 use APS networks first

4  use external support in limited circumstances

5 maximise the benefits and minimise the risk of any external arrangements
6 apply merit when converting roles

7 monitoring and accountability.®

Oversight of Australian Government information
technology procurement and projects

2.20 The Department of Finance and the Digital Transformation Agency have oversight of
procurement, project management and assurance.
2.21 The Digital Transformation Agency’s role includes:

o the ICT Investment Approval Process
o the Investment Oversight Framework
o the Assurance Framework for Digital and ICT Investments

2.22 The Department of Finance’s role includes:
o the Gateway Review process

o Commonwealth Procurement Rules

Digital Transformation Agency oversight

2.23 The Digital Transformation Agency’s website states:

6 APSC, APS Strategic Commissioning Framework, p. 1.
7 APSC, APS Strategic Commissioning Framework, p. 1.
8 APSC, APS Strategic Commissioning Framework, pages 2—4.

11



2.24

2.25

2.26

2.27

The DTA has Whole-of-Government responsibility for managing strategic
coordination and oversight functions for digital and ICT investments, including
during the delivery phase. The DTA will separately provide advice and ongoing
oversight of assurance arrangements to ensure assurance is applied effectively
to maintain delivery confidence in implementation of the proposal.®

Agencies are required to consult the DTA when developing digital and ICT-enabled
proposals to seek advice on alignment with the government’s policies and must
commence consultation with the DTA at the earliest opportunity to allow the Agency
to provide advice on proposal development. The DTA will assess eligibility based on
pre-determined criteria.?

This includes:
¢ the information technology investment approval (IIAP) process

e the Investment Oversight Framework (I0F).

However, the DTA emphasised that accountability for delivering agreed outcomes
always remains with the lead agency.?' The IIAP process applies if a proposal:

e isdigital and ICT-enabled (the policy or service delivery outcomes are
highly dependent on the underpinning digital and ICT system)

¢ has a total whole-of-life cost estimated to be $30 million or more,
including total whole-of-life digital and ICT costs of $10 million or more.
Whole-of-life costs must include operational costs, capital costs, and
maintenance costs

e is assessed by the DTA as high risk through consideration of a Risk
Potential Assessment Tool (RPAT) assessment. This risk may relate to
factors such as significant change, cost, technical or business complexity,
workforce capacity, and schedule.??

The IIAP involves a staged approval process, whereby agencies develop a business
case to enable that Cabinet, and relevant government committees have sufficient
information about the proposal.?

9 Digital Transformation Agency (DTA), ICT Investment Approval Process, https://www.dta.gov.au/help-and-
advice/digital-and-ict-investments/ict-investment-approval-process, viewed 19 September 2024.

2 DTA, ‘ICT Investment Approval Process’, https://www.dta.gov.au/advice/digital-and-ict-investments/ict-
investment-approval-process, viewed 20 September 2024.

2 DTA, Supplementary Submission 2.1, p. 6.

2 Digital Transformation Agency (DTA), ICT Investment Approval Process, https://www.dta.gov.au/help-and-
advice/digital-and-ict-investments/ict-investment-approval-process, viewed 19 September 2024. The DTA’s
website states that Cabinet may still request that proposals undergo the process even if it does not meet the
criteria.

% Digital Transformation Agency (DTA), ICT Investment Approval Process, https://www.dta.gov.au/help-and-
advice/digital-and-ict-investments/ict-investment-approval-process, viewed 19 September 2024.
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Table 2.1 Digital Transformation Agency staged process for ICT Investments

Approval Purpose Includes
First pass approval To provide sufficient level of A clear strategic narrative to demonstrate alignment
information on the benefits,  of business needs to policy objectives, realistic ICT
costs, risks and range of options to deliver outcomes and manage risks, an
implementation options. indicative cost estimate, benefits and indicative
schedule.

Second pass approval  To provide and build further ~ Additional details on the delivery schedule, benefits
detail on the options agreed  realisation, risks, monitoring and reporting, cost
by Cabinet for further estimate based on rigorous planning of required
development. digital/ICT infrastructure, proofs of concept,
approaches to market, expert external advice,
overseas or domestic implementation, governance,
and agreed assurance activities such as those with

DTA or Finance
Combined pass Where there is urgentneed  The supporting business case for a combined pass
approval for investment or rapid approval must meet second pass business case

implementation needs, the requirements.
relevant Minister may seek

agreement to bring forward a

second pass business case

without first bringing forward

a separate first pass

business case.

Source: Digital Transformation Agency

2.28 The IOF comprises six states:

o strategic planning: the DTA defines and sets the direction and vision for digital
transformation within government to effectively deliver services and outcomes

e prioritisation: the DTA maintains visibility of the short, medium and longer term
pipeline of proposed digital investments, to improve planning and identify capacity
and capability gap, risks, opportunities for reuse, and ensuring alignment of
investments with the digital transformation vision

e contestability: the DTA works with agencies to ensure that proposals are robust
and are meeting whole-of-government digital policies and standards, prior to
government consideration

e assurance: throughout delivery the DTA provides ministers and key stakeholders
with confidence and assurance on whether projects are on track to achieve
objectives

e sourcing: the DTA provides strategic sourcing advice and value for money
arrangements to simplify digital procurement.

2.29 In addition, the Digital Transformation Agency has developed an assurance
framework, which is outlined below.
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Table 2.2 Digital Transformation Agency’s tiered model for assurance

Tiers Definition

Tier 1 - Flagship digital Represents the Government’s most complex and strategically significant

investments investments, responsible for transforming the experience of people and
business. For example, the Digital ID Program ($782 million).

Tier 2 - Strategically Usually complex and strategically significant but may not have the same

Significant digital whole-of-government emphasis or same critically, or these projects

investments have comparatively lower estimated costs. For example, the

Apprenticeships Data Management System (ADMS) ($86 million).

Tier 3 - Significant digital ~ Significant investments, likely focused on meeting the needs of one

investments agency or a smaller group of agencies. They generally represent lower
risk. For example, Ensuring Radiation and Nuclear Safety for all
Australians ($3 million).

Source: Digital Transformation Agency supplementary submission, page 7; Digital Transformation Agency Assurance
Framework, page 10.

Department of Finance oversight

2.30 The Department of Finance conducts assurance reviews, including oversight of
information technology projects. There are two kinds of assurance reviews:
implementation readiness assessments and Gateway Reviews.

2.31 A ‘gateway review’ is an assurance mechanism. Independent reviewers assess a
project’s progress and could identify potential corrective action. A colour system is
used to signify issues: red, amber and green.?*

2.32 The following projects are within the remit of Finance to recommend to Government
that the proposal should be subject to the Gateway Review process:

e projects with a total estimated cost of $30 million or more for procurement
or infrastructure

e projects with a total estimated cost of $30 million or more including an ICT
component of at least $10 million

e programs with a total estimated cost of over $50 million.

2 Department of Finance, ‘Gateway Review Process’, https://www.finance.gov.au/government/assurance-
reviews-and-risk-assessment/gateway-reviews-process, viewed 19 September 2024.

% Department of Finance, ‘Gateway Review Process’, https://www.finance.gov.au/government/assurance-
reviews-and-risk-assessment/gateway-reviews-process, viewed 19 September 2024.
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2.33

2.34

2.35

2.36

Project issues identified through the Gateway Review process were observed by the
ANAO in Auditor-General Report No. 12 of 2023—-24 Administration of the
Parliamentary Expenses Management System. The ANAO found that the internal
project status reporting displayed discrepancies with the Gateway Review ratings,?
and re-baselining impacted the overall efficacy of the gateway reviews process:

The definition of an overall red rating was met during the project, for example
there were ongoing issues with the scope of the project, the schedule (and
therefore benefits realisation) was re-baselined several times, and the budget
was supplemented by additional funding. However, Gateway Reviews are a point
in time assessment and the PEMS reviews occurred after the project was re-
baselined. The Reviews therefore looked at the overall likelihood of success for
the project based on the new parameters. This approach potentially reduced the
impact of the Gateway Reviews in being able to appropriately escalate issues for
action by the Senior Responsible Officer.?”

In Auditor-General Report No. 20 of 2023—-24 Design and Implementation of the
Australian Apprenticeships Incentive System the ANAO observed that the
Apprenticeships Data Management System (ADMS) had received overall Green or
Green/Amber ratings. The ANAO noted in their submission that this reflected the
success of this particular project.?

Departments procuring external services to deliver information technology projects
are required to adhere to the Commonwealth Procurement Rules (CPRs), like any
other public sector procurement process. The framework governing public sector
procurement is provided by the Public Governance, Performance and Accountability
Act 2013 (PGPA Act) and articulated in the CPRs. Achieving value for money is the
‘core rule’ of the CPRs, requiring a consideration of both financial and non-financial
costs and benefits associated with procurement.?® Officials must be satisfied,
following reasonable enquiries, that the procurement will achieve a value for money
outcome.®

Procurement approaches may vary. For example:

¢ Australian Government entities (or departments or agencies) can choose to
procure via open tender, limited tender or from standing offer panel arrangements

e atender process invites proposals from the private sector to carry out work. While
there are many steps and detailed rules, broadly, whichever proposal makes the
best offer is then selected and contracted to complete the work

% ANAO, Auditor-General report No. 12 of 2023—24: Administration of the Parliamentary Expenses
Management System, p. 35.

2 ANAO, Auditor-General report No. 12 of 2023—24: Administration of the Parliamentary Expenses
Management System, pp. 36-37.

% ANAO, Submission 14, p. 1.

2% Department of Finance, Commonwealth Procurement Rules, p. 9.

% Department of Finance, Commonwealth Procurement Rules, p. 11; ANAO, Submission 14, p. 14.
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¢ value for money is usually a key consideration in deciding whether to award
contracts.’’

Project delivery models

2.37

2.38

2.39

2.40

2.41

The Committee received evidence on delivery models for information technology
projects, including on:

¢ the use of outsourcing (contracting a third party to do the work)
e completing the work with internal staff and resources (in house)

¢ A mixture of outsourcing and in house options.

In the context of this inquiry, examples of delivery models varied:

e The Department of Home Affairs developed its visa processing system through a
fully outsourced mode.

e The Department of Employment and Workplace Relations’ (DEWR) delivery of the
Apprenticeships Data Management System (ADMS) was through a fully in-house
capability.

DEWR used a mixed model to deliver components of the Digital Employment
Services model for Workforce Australia. While DEWR retained overall responsibility
for the platform and most components were delivered by the department in-house,
the following two components were delivered through outsourcing:

e the Procurement and Licence Management System (PaLMS) for program tender
and contract management, built on Microsoft Dynamics 365 technology

¢ the Digital Services Contact Centre platform for DEWR’s contact centre
supporting digital job seekers, also using Microsoft Dynamics 365 technology.%

Another approach was used for of the Parliamentary Expenses Management
System. While this was reported by the ANAO as delivered in-house, the Department
of Finance relied on a ‘fully contracted’ workforce, with most of the project
expenditure on contractors, consultants, outsourcing and employees.®

The ANAO noted that the Australian Public Service Strategic Commissioning
Framework3* aims to reduce the reliance on contractors, which has led to a ‘brain
drain’ from agencies that had an embedded ‘reliance on contractors’.%

3 Department of Finance, Commonwealth Procurement Rules, pp. 21-22.

%2 Department of Employment and Workplace Relations (DEWR), Supplementary Submission 12.1, p. 11.

3% ANAO, Auditor-General report No. 12 of 2023—24: Administration of the Parliamentary Expenses
Management System, pp. 24-25.

% The APS Strategic Commissioning Framework was published by the APSC in October 2023. The objective of
the framework is ‘strengthening APS capability through reduced reliance on contractors and consultants’.

% Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard,19 April 2024, p. 22.
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242

2.43

2.44

Further, the ANAO observed that senior departmental staff needed to have a base
level of understanding of information technology issues. The Acting Auditor-General
said:

How do you get a board member, a Deputy Secretary or a Secretary to
understand this very technical stuff in the way that they understand risk so that
they, therefore, might put more capability to it? ... There is work in the academy
in the APS around the digital and IT profession, and | think it's worth having.3

Some information technology systems discussed during the inquiry have used a
‘systems integrator’ approach. For example, a system integrator model was
implemented (through procurement) by the Department of Defence in their delivery of
Tranche 1 of the Enterprise Resource Planning Program and by the Department of
Home Affairs in the procurement of the Permissions Capability.*

A systems integrator approach is where the contractor directly enters into an
agreement with the contracting agency. In this arrangement, the agency directly
contracts with any third-party service product providers (thus assuming all liability in
relation to these agreements) and provide these to the lead contractor as ‘buyer
furnished items’.%®

Systems integration and the Permissions Capability procurement

2.45

2.46

2.47

Where agencies seek to implement a particular model of delivery (such as a systems
integrator model), this can impact on other important procurement documentation
such as the Request for Tender (RFT), approach to market and draft deeds of
standing offer.

During the tender process for the Permissions Capability project, the Department of
Home Affairs had initially approached the market for a single contractor to design,
implement and support the Permissions Capability.*®* The department envisioned
entering into an agreement with the selected contractor where the contractor would:

e assume responsibility for the overall Permissions Capability
e enter into agreements with suppliers for third party products or services directly.®
While the Department of Home Affairs had not used the term ‘end-to-end’ in their

tender documents, the ANAQO’s analysis was ‘of the substance of what was being
sought through the RFT, and this was reflected in relevant records of the

% Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard,19 April 2024, p. 23.

8 ANAO, Auditor-General Report No. 1 of 2021-22: Defence’s Administration of Enabling Services —
Enterprise Resource Planning Program: Tranche 1; ANAQO, Auditor-General Report No. 34 of 2022-23:
Procurement of the Permissions Capability.

% ANAO, Auditor-General Report No. 34 of 2022-23: Procurement of the Permissions Capability, pp. 29-30
and pp. 96-97

% ANAO, Auditor-General Report No. 34 of 2022—-23: Procurement of the Permissions Capability, pp. 96-97.

4 ANAO, Auditor-General Report No. 34 of 2022—23: Procurement of the Permissions Capability, p. 96.
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2.48

2.49

2.50

2.51

2.52

2.53

procurement’, such as sign-offs by the department’s legal adviser or the tender
evaluation report.*!

During the tender submission stage, some tenderers proposed the ‘systems
integrator’ model. In this model, the Department would be entering into contracts with
both the selected tenderer, and with any third-party provider for additional services
directly. The selected Permissions Capability Contractor would assume no
contractual liability in respect of third-party providers.*

The ANAO found that the fact that several tenderers proposed a different model to
that included in the tender posed additional risk and impacted on the value for money
evaluation for the tender submissions.* The ANAO analysis found that the tender
documentation:

...did not clearly identify if tenders that proposed alternative commercial models
would be accepted for evaluation, and if they were accepted, how those tenders
would be addressed in the evaluation and ranking of competing tenders.

The ANAO recommended:

When undertaking procurements, the Department of Home Affairs clearly identify
in its request documentation whether responses that depart from its preferred
contracting approach will be accepted and, if so, identifying in its tender
evaluation plan how those departures will be addressed in the evaluation and
ranking of competing tenders.*

The Department of Home Affairs only partially agreed with the recommendation at
the time, stating that it did not agree that tenderers were confused as to whether
alternative commercial models would be considered in the procurement.*

The ANAO said:

The recommendation and audit findings on which it was based do not suggest
confusion on the part of tenderers or that tenderers be privy to the department’s
tender evaluation plan. Rather, by not addressing in tender evaluation planning
how it would evaluate and compare tenders prepared on the basis of different
commercial and contracting models to that proposed in the RFT, the department
was unable to undertake a ‘full, detailed forensic price normalisation’. This
adversely affected the comparative evaluation of tenders by the department.46

The Department of Home Affairs submitted that it had fully implemented the ANAO
recommendation by updating its approach to market documentation to ‘highlight to
procurers that, when planning to source complex requirements, they should consider

4 ANAO, Auditor-General Report No. 34 of 2022—23: Procurement of the Permissions Capability, p. 17.

42 ANAO, Auditor-General Report No. 34 of 2022—23: Procurement of the Permissions Capability, pp. 96-97.
4 ANAO, Auditor-General Report No. 34 of 2022—23: Procurement of the Permissions Capability, p. 30.

4“4 ANAO, Auditor-General Report No. 34 of 2022—23: Procurement of the Permissions Capability, p. 30.

4% ANAO, Auditor-General Report No. 34 of 2022—23: Procurement of the Permissions Capability, p. 30.

4% ANAO, Home Affairs Permissions Capability Procurement Report, p. 30.
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whether the Department would benefit from alternative solutions to that specified in
the Statement of Requirement’.*’

Procurement and project planning

2.54 The ANAO observed that a lack of sufficient planning may create situations where

departments eliminate or reduce the competition element between tenderers, by
going for limited tender or sole-source options. This may impact on a department’s
ability to evaluate proposals and conduct a fulsome value for money assessment by
reducing the element of competition.

2.55 For example, the Acting Auditor-General noted:

Another risk point that we see—and we talked about it in the hearing preceding
this—is time pressure. People are going direct source under the exemptions in
the CPRs because they haven't done sufficient long-term planning, and they
back their accountable authority into a corner and say, 'Now we have to go direct
source."8

2.56 The Acting Auditor-General added:

Planning and risk management drive the level of resourcing you put on things,
they drive the level of reporting you put on things, they drive the project planning,
they drive the contract management, if it's procured, and so people need to
actually invest in it.9

2.57 Further, the Acting Auditor-General said:

Agencies therefore are competing in a market against each other to try to get the
capability but also the best value within that capability. If everyone's going out for
a new IT system or a new database or a new this or a new that at the same time
and there's pressure, are they able to achieve value for money in a market that's
quite crowded? There are lots of players, but they are competing for lots of work.
So there's risk in that.®

2.58 The Acting Auditor-General said that consequently, time pressures ‘bring risk to the

accountable authority... risk to value for money and it potentially brings risk into the
quality of contract management’.’! In addition, where a direct source was chosen due
to planning issues or time pressures, departments may not be appropriately informed
of the multiple market offerings available.%

47
48
49
50
51
52

Department of Home Affairs, Submission 3, p. 9.

Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard,19 April 2024, p. 20.
Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard, 19 April 2024, p. 24.
Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard,19 April 2024, p. 20.
Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard,19 April 2024, p. 20.
Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard,19 April 2024, p. 20.
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2.59

2.60

2.61

2.62

2.63

The ANAO emphasised the importance of government departments being an
‘informed buyer’ and conducting timely market research and planning in advance of
approaching the market. In particular, the Acting Auditor-General noted there is a
strong case to conduct Request for Information (RFI) processes in advance of going
to market for tender submissions:

| think going out early and doing some research, some benchmarking and
sounding out of the market in a properly controlled way, with good probity around
it, with good fairness around it and no competitive advantages, enhances
business requirements.%

DEWR noted that while it has been focused on building its internal capability, there is
still a need to supplement those skills from the market from time to time. In these
cases, DEWR emphasised that it is striving to be ‘clear that there are some critical
roles that, wherever possible, need to be in-house’, including project management
and architecture which in DEWR’s view, ‘are critical to the success of the project’.*

DEWR officials noted:

... we do need to supplement capability. There are peaks and troughs. Projects
end. So we can't always have all of the capability that we need. The key thing |
have learned is about being very mindful in how you make the decisions about
what roles you go and get from the market. If you do that careful planning
upfront, you get better outcomes—that's been my experience.®

Further, DEWR observed that it was important to be ‘very mindful in how
[departments] make the decisions about what roles you go and get from the market.
If you do that careful planning upfront, you get better outcomes’.% Department of
Finance officials observed that departments should explore whether there is ‘a
strategy to uplift or increase [our] capability in the APS area for the long term’.%

The Department of Finance noted:

We can't have every specialist and everything inhouse. It is what is fit for
purpose. Some of the projects have a really short runway, and you need a
special skill set for those sorts of outcomes, so from that perspective we use it on
a case-by-case and value-for-money basis to get the right outcome for the
government. To summarise, it's not one size fits all.%

% Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard,19 April 2024, pages 19-20.

% Mr Adam Shain, Acting Chief Digital Officer, Digital Solutions Division, Department of Employment and
Workplace Relations (DEWR), Committee Hansard, 24 April 2024, p. 3.

% Mr Adam Shain, Acting Chief Digital Officer, Digital Solutions Division, Department of Employment and
Workplace Relations (DEWR), Committee Hansard, 24 April 2024, p. 5.

%  Mr Adam Shain, Acting Chief Digital Officer, Digital Solutions Division, DEWR, Committee Hansard, 24 April
2024, p. 5.

5 Mr Peter Qui, First Assistant Secretary and Chief Information Officer, ICT Division, Business Enabling
Services, Finance, Committee Hansard, 24 April 2024 p. 15.

% Mr Peter Qui, First Assistant Secretary and Chief Information Officer, ICT Division, Business Enabling
Services, Finance, Committee Hansard, 24 April 2024 p. 15.
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2.64

2.65

2.66

2.67

Services Australia submitted that any ‘deep systems knowledge and business
experience will come from the APS’, which ‘cannot be replicated by vendors and
should not be’. Services Australia said that agencies should be prioritising knowledge
transfer and enhancement of internal capabilities for internal staff, and agencies
needed to have mechanisms to equip internal teams with the skills to maintain the
product when the contract ceases.*® Services Australia added that departments
should understand ‘critical skill gaps within the agency and make sure those gaps are
being filled by the right people’.®

Services Australia submitted:

Before starting any ICT transformation, it is essential to have a deep
understanding of the intricacies of the business and technical landscape that you
operate within. The success of managing ICT systems relies heavily on well-
documented and meticulously maintained business and system process
documents. 5!

The Australian Computer Society submitted that effective oversight of projects
requires significant in-house capabilities in addition to project management
methodologies.? Instead:

... agency project leads should possess a solid understanding of the project's
high-level technical parameters and sound general and financial management
capabilities to ensure maximum value is being achieved from the use of public
monies. Skills critical for APS project leads include procurement experience, risk
management, stakeholder management and engagement, financial
management, and general management skills.5®

The Australian Computer Society also submitted that there are a variety of capability-
related issues that currently impact on project delivery, including:
¢ shortfalls in technological or digital capability at senior management levels

e obstacles caused by private sector providers not familiar with government or
public sector requirements

e issues with resourcing transparency in situations where skills requested by the
procuring agency are then subject to resource substitution by the contracted
supplier (such as systems integrator arrangements)

¢ outsourcing expertise to third-party providers to compensate for missing skills
within the procuring agency.®

%  Services Australia, Submission 9, pages 6—7.

80  Services Australia, Submission 9, page 7.

61 Services Australia, Submission 9, p. 5.

62 Australian Computer Society, Submission 10, p. 3.
8 Australian Computer Society, Submission 10, p. 3.
8  Australian Computer Society, Submission 10, p. 3
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2.68

2.69

The ANAO said that while outsourced information technology projects have been a
long-standing feature of the public sector, it is important to have embedded business
analysts who understand how departmental systems behave. There is a need to be
an ‘informed buyer’, and for that, departments require sufficient internal capability.®

The ANAO noted:

A lot of entities, even where their IT services are delivered in-house, rely on
contractors—there is in-house personnel and then contractors. We do see that,
where entities have less in-house staff with an IT capability, the less able they
are to articulate to their providers what their needs are, to assess whether things
are going wrong or not, to assess whether they're getting what they should be, to
make those judgements and to provide themselves with assurance that they're
getting the services they expect.t

Planning and the parliamentary expense management system (PEMS)

2.70

2.71

2.72

As reported by the ANAO, the Department of Finance used a ‘fully contracted’
workforce to build and deliver the PEMS system. Finance advised the ANAO that the
project workforce planning was covered under an initial procurement plan. The
ANAO made the following observations on the procurement plan and details
surrounding its contracted workforce:

This document is the approval to approach the market for resources for PEMS
and another project. It was not a discrete document that maps the resources or
capability required over the project and it did not specify what resources were
specifically for PEMS.67

During the project, additional resources were required, which the Department of
Finance managed through changes to the integrated project plan and schedule.

While the ANAO found that updates were made to the integrated schedule
throughout the project, the Department of Finance was unable to demonstrate how
changes to resource requirements were operationalised, such as updates to the
resource plan in response to delays, or updates to resourcing profiles to reduce
expenditure where there was budgetary overspend.®

8%  Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard, 19 April 2024, p. 22.

86 Ms Lesa Creswell, Acting Group Executive Director, Financial Statements Audit Services Group, ANAO,
Committee Hansard, 19 April 2024, p. 22.

6 ANAO, Auditor-General Report No. 12 of 2023-24: Administration of the Parliamentary Expenses
Management System, p. 24.

8  ANAO, Auditor-General Report No. 12 of 2023-24: Administration of the Parliamentary Expenses
Management System, p. 25.
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Project funds

2.73

2.74

2.75

2.76

2.77

2.78

Funding for Commonwealth information technology projects is approved during the
annual budget process. Projects valued over specific thresholds are subject to the
ICT Investment Approval Process (IIAP), which the Department of Finance
administers.

When asked about the delivery of the Digital Employment Services System, DEWR
stated:

... we had anticipated getting tranches 2 and 3 funding, but that didn't arise...

.... Where we can make enhancements we will, where funding is available, but
we had originally anticipated getting future tranches of funding that, for other
government priority reasons, we didn't get. That's why | think there are some
areas in the system where we probably could do further investment, but we do
need to have funding identified to do that. And that's a matter for government to
prioritise.5?

Mr Joshua Kennedy-White submitted that there was a systemic issue around the
New Policy Proposal process, noting that the process was ‘characterised by
overpromising to secure approval, leading to unrealistic expectations. This sets
projects up for failure as they are initiated with underestimated costs and timelines.””

The Boston Consulting Group recommended a pathway to shift investment proposal
approaches from project-based funding to ‘product-based’ funding, observing:

Digital technology platforms, products and services are rarely 'once-and-done'
investments. Delivering modern and high-quality digital services requires
continuing development of new features and enhancements. 7!

The submission also referred to the approach of the New South Wales Government’s
Digital Restart Fund (DRF).”? The NSW DREF is a Special Deposit Account,
established through the Digital Restart Fund Act 2020 (NSW).”® The DRF:

...funds iterative, multi-disciplinary approaches to planning, designing, and
developing digital products and services in NSW.7

Agencies providing evidence to the Committee emphasised the need for clarity and
planning in funding models for not only the initial implementation, but also
enhancements, upgrades and sustainment.” For example, DEWR drew attention to

8  Ms Melissa Ryan, First Assistant Secretary, Workforce Australia for Individuals Division, DEWR, Committee
Hansard, 24 April 2024, p. 8.

0 Joshua Kennedy-White, Submission 22, p. 2.

" Boston Consulting Group, Submission 6, p. 3.

2 DTA, Data and Digital Government Strategy: The data and digital vision for a world-class APS to 2030, p. 21.

8 Digital Restart Fund Act 2020 (NSW), s. 5.

™ Digital NSW, ‘About the Fund’, https://www.digital.nsw.gov.au/funding/digital-restart-fund/about-the-fund,
viewed 1 October 2024.

5 Services Australia, Submission 9, p. 8; DEWR, Submission 12, p. 4.
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2.79

the importance of budget allocations beyond just the development phase to cover
funding for ongoing sustainment and user-led improvements.’®

Lack of planning at the outset of a procurement or project can impact on available
funding through the delivery lifecycle. For example, Auditor-General Report No. 12 of
2023-24: Administration of the Parliamentary Expenses Management System found
that the government had agreed to the second pass business case for the project as
part of the 2017—-18 MYEFO process, including agreement for Finance to deliver the
project in-house by June 2020 and provided funding of $38.1 million.”” However, the
scope of the initial project brief and management plan was not clear, there was an
inconsistent approach to gathering and agreeing user requirements, leading to
milestones not being met and the project schedule being re-baselined a number of
times following delays. This impacted the budget, with total expenditure on 30 June
2023 being $74.3 million.™

Project management and leadership

2.80

2.81

2.82

During the inquiry, some evidence discussed project management approaches. One
project management approach, described as ‘agile’, is an iterative and incremental
approach. This contrasts with traditional modes of management, such as the
‘waterfall’ mode.™

DEWR supported the ‘agile’ project management approach, which was used in a
previous modernisation attempt for the apprenticeships system. Adam Shain, Acting
Chief Digital Officer at DEWR stated:

We use incremental delivery—or agile, for the enthusiasts—and we think that's
important because that lets us derisk the projects by delivering outcomes early
that we can test with users. We can get real feedback from users and use that to
respond and iterate as we go, and it also gives the senior responsible officer the
opportunity to course-correct if things are going off track. That helps with benefits
realisation.8

Similarly, the Acting Auditor-General observed:

% DEWR, Submission 12, p. 4.

7 ANAO, Auditor-General Report No. 12 of 2023-24: Administration of the Parliamentary Expenses
Management System, p. 23.

" ANAO, Auditor-General Report No. 12 of 2023-24: Administration of the Parliamentary Expenses
Management System, p. 24.

™ Australian Public Service Commission (APSC), ‘Effective project management’, 27 February 2024,
https://www.apsc.gov.au/initiatives-and-programs/aps-mobility-framework/taskforce-toolkit/project-
management/effective-project-management, viewed 19 September 2024.

8  Mr Adam Shain, Acting Chief Digital Officer, Digital Solutions Division, Department of Employment and
Workplace Relations (DEWR), Committee Hansard, 24 April 2024, p. 3.
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2.84

2.85

... | think the agile approach has its benefits in risk management. The funding
approach can determine how successful you are in all of that and at what points
you need to seek additional funding for additionality that emerges.®’

The Department of Finance advised the Committee that they had delivered the
PEMS system through a ‘combination of the agile and waterfall’ approaches.®

A submission from the Australian Computer Society said that projects may face
complexities such as budget overruns, delays or difficulties meeting stakeholder
expectations where there are shortfalls in technological or digital capability at senior
management levels.®

A submission from Mr Josh Kennedy-White submitted that the lack of IT strategy and
policy leadership contributes to ‘inadequate project planning and execution’, which
results in ‘strategic misalignment and mismanagement of projects’.® Further,

Mr Kennedy-White observed that there was a shortage of skilled project managers
internally in government, leading to a consequent ‘over-reliance on external
contractors, who may not always prioritise the Government'’s best interests’.8

Senior responsible officer

2.86

2.87

Some departments and agencies will appoint a Senior Responsible Officer (SRO) as
the key point of responsibility for a project. The Department of Finance describes the
SRO as being:

... the official within a sponsoring entity who is the single point of overall
accountability for the successful realisation of programme/project outcomes and
objectives. Typically, the SRO would be an officer at the Senior Executive
Service Band 2 or Band 3 level.

The SRO also has the authority to make decisions affecting the progress of the
programme or project. However, the SRO is not responsible for the day-to-day
management of a programme or project.8

The ANAO has commended the idea of an SRO as a ‘single point of accountability’,®”
noting that the model worked best where departments appropriately clarified the
SRO’s role and responsibilities:

8 Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard, 19 April 2024, p. 6.

8 Ms Kylie Bryant, First Assistant Secretary, Ministerial and Parliamentary Services Division, Business
Enabling Services, Department of Finance (Finance), Committee Hansard, 24 April 2024, p. 15.

8  Australian Computer Society, Submission 10, p. 3.

8  Josh Kennedy White, Submission 22, p. 2.

%  Joshua Kennedy-White, Submission 22, p. 2.

%  Finance, ‘Questions & Answers: For Senior Responsible Officials on the Assurance Reviews Process’,
https://www.finance.gov.au/government/assurance-reviews-and-risk-assessment/questions-answers-senior-
responsible-officials-assurance-reviews-process, viewed 19 September 2024.

8  Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard, 19 April 2024, p. 6.
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Clearly documenting the role and responsibility of an SRO is important because
departments, agencies and the public sector aren't simple and linear, and so
making sure that SROs are very clear about their roles and responsibilities, their
reporting lines and the responsibilities that they have, and the ones that they
need to bring together with others, | think is a good concept.8

2.88 The Digital Transformation Agency’s assurance framework contains a section on
SRO requirements. The framework recognises the central role of the SRO in
achieving the requisite tone at the top and the important role that is played by agency
SROs in the assurance system that supports the successful delivery of projects:

As the official with ultimate accountability for the investment’s delivery, SROs are
required to champion assurance that is fit-for-purpose and aligned to risk and
complexity.8®

2.89 DEWR submitted that the recent delivery of the ADMS was successful due to their
implementation of the SRO model. This model was supported by a dedicated
Change Management Office, Project Manager, and Product Manager and resulted in
‘increasingly successful releases, that included external stakeholders acknowledging
the benefits’.® During public hearing proceedings, DEWR expanded on their model in
this project. According to the ADMS project SRO, the starting point was to
‘professionalise’ the SRO role:

I'm sure the ANAO has seen in other areas that, where we appoint a SRO, part
of their job is managing a large build and they're doing their day-to-day work as
well, they've got a couple of people running a project management office with
some consultants and they've got a little bit of change management happening.
We've moved very far away from that. It's more professional, | would think, in the
APS. Not only do we have a project management office; I've got a change
management office that sits underneath my structure as well.%'

2.90 Secondly, DEWR noted the value of embedding policy delivery staff into information
technology teams to enable ‘ongoing discussions about where the policy is going’
and what the department is doing.®? DEWR said that staff with digital expertise were
co- located with the policy teams.

2.91 Inits submission, the Australian Taxation Office (ATO) noted that digital and ICT
projects have an inherently higher degree of uncertainty and complexity compared to
other types of Commonwealth Government investment. % It is therefore important to

8 Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard, 19 April 2024, p. 26.

8  DTA, Assurance Framework for Digital & ICT Investments Assurance Framework, p. 9.

% DEWR, Submission 12, p. 6.

9 Mr George Thiveos, First Assistant Secretary, Digital Projects and First Nations Division, DEWR, Committee
Hansard, 24 April 2024, p. 7.

% Mr George Thiveos, First Assistant Secretary, Digital Projects and First Nations Division, DEWR, Committee
Hansard, 24 April 2024, p. 7.

% ATO, Submission 19, p. 9.
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have an appropriate SRO model combined with technical and policy delivery staff.
The ATO submitted:

Digital and ICT transformations in government are often combined with other
initiatives, including policy reform, legislative changes, business process re-
engineering, and organisational realignment. The difficulty of effectively
implementing a digital and ICT transformation project increases exponentially
with each additional layer of complexity. External dependencies, competing
organisational priorities, and overlapping change initiatives all degrade the ability
of a project to optimally align and sequence efforts.

Project review and assurance

2.92 The Committee heard that conducting formalised reviews of projects after

implementation (within a reasonable timeframe) is important for recognising learnings
and lessons for future projects.

2.93 The Department of Finance said that they would usually do ‘a closure report on any

project, having regard to the size’.* The DTA’s Benefits Management Policy
considers that ‘benefits articulation and management requires ongoing refinement
throughout the life of an investment.’®

2.94 The ATO submitted:

Reflecting on performance and capturing what worked and what did not is best
practice for all projects regardless of size. The ATO continues to evolve and
mature, learning from both the successes and challenges presented by the
implementation of large, complex change.®

2.95 The ATO has implemented a requirement to complete end of program reports to

learn from each project:

All programs in the ATO are required to complete an End of Program Report to
confirm all benefits have been delivered, there is operational acceptance from
business and to ensure plans are in place to realise the Program's intended
value post-closure. Key lessons learned are also captured and documented in
the final report. There may be additional external agency assurance requirements
depending on the program scale and complexity.%

2.96 DEWR observed:

94
95

96
97
98

ATO, Submission 19, pages 8-9.

Mr Peter Qui, First Assistant Secretary and Chief Information Officer, ICT Division, Business Enabling
Services, Finance, Committee Hansard, 24 April 2024 p. 12.

DTA, Benefits Management Policy: For Digital & ICT-Enabled Investments, p. 8.

ATO, Submission 19, p. 8.

ATO, Submission 19, p. 8.
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...benefits realisation also allows us to provide a case back to government when
we want to build a new IT system, when we want to implement new initiatives as
well, and we can say, through the benefits realisation of these other projects,
‘This is how much money is being realised in terms of the benefit.' It starts to
build a case, if that makes sense, and steers you towards, hopefully, a positive
decision around further investment in IT.%

The Digital Transformation Agency established a Benefits Management Policy in
March 2023, noting that the policy is intended to address a ‘shortfall’ in the transition
from lessons identified to lessons that are ‘truly learned’ (and thus implemented in
future projects). The Policy is intended to allow the DTA to work together with the
Department of Finance to ensure that ‘learnings coming out of gateway reviews are
being systematically captured and applied to informing the future design of
projects.’

The 2020 Independent Review of the Australian Public Service emphasised the
central role of agency accountability to improve on the delivery of government
services. Recommendations included improving the delivery of integrated
government services and improving the funding, structure, and management of
digital function across the APS contained stipulations around accountability.
Implementation guidance for these recommendations recommended ‘retain[ing]
agency accountability for core systems and decision-making, with detailed
boundaries defined on a portfolio basis’, and ‘retain[ing] agency accountability for
their digital capability, systems and delivery, including when services are provided
through a single front door.”""!

Accountability was noted by the DTA with regards to their assurance framework. The
DTA’s principles for good assurance highlights that an appropriate assurance
planning process requires agencies to demonstrate, among other matters, that there
is ‘clear accountability within the agency for ensuring a robust and effective
assurance program is achieved and maintained’."? DTA submitted:

...the system does not dilute accountability for delivering agreed outcomes which
always remains with the agencies leading delivery. In fact, a key focus of the
assurance system is ensuring clear accountability exists.'%

In reflecting on lessons learnt from a previous modernisation attempt prior to
implementing the Apprenticeships Data Management System, DEWR noted that the
department ‘tried to outsource the whole delivery and didn't recognise that,

%  Mr George Thiveos, First Assistant Secretary, Digital Projects and First Nations Division, DEWR, Committee
Hansard, 24 April 2024, p. 7.

100 Mr Jamie Whitcombe, Branch Manager, Portfolio Assurance, DTA, Committee Hansard, 24 April 2024,
pages 21-22.

101 Department of the Prime Minister and Cabinet, Our Public Service, Our Future. Independent Review of the
Australian Public Service, pages 150, 167.

102 DTA, Supplementary Submission 2.1, p. 8.

103 DTA, Supplementary Submission 2.1, p. 6.
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ultimately, it's [their] risk and [their] project that [they] needed to have accountability
for."104

Services Australia submitted that a key lesson learnt was that agencies ‘cannot
outsource risk or accountability’ and regardless of what the vendor has committed to
through a commercial contract, ‘an agency will always be accountable for the
successful delivery and management of ICT systems’.'0

Project advice and updates

2.102

The Australian Public Service is expected to provide the Australian Government with
frank, honest, timely, and evidence-based advice.'%

Advice on the Parliamentary Expenses Management System

2103

2.104

2.105

In Auditor-General Report No. 12 of 2023—-24: Administration of the Parliamentary
Expenses Management System, the ANAO reported that the first Gateway Review of
PEMS was done in March 2018. This reporting was rated as ‘amber’ due to
scheduling pressures and low confidence around meeting user expectations. In July
2018, the gateway report was amber for the same reasons.'” The Department of
Finance’s Secretary was made aware of these project issues in September 2018,
November 2020 and June 2021.1%

Conversely, the Department of Finance’s briefings to the Finance Minister, the first
two of which were in March and June 2018, ‘noted’ project updates but did not make
mention of delays or matters arising from the gateway reviews.'® It was not until
November 2020 that the Department informed the Finance Minister that PEMS was
not on track due to:

...delays in user acceptance testing, [an] unanticipated need to acquire
specialised resources and complexity in [the] build due to unique parliamentary
process|es]. Mitigations to this are re-baselining the project release date for office
and travel expenses. '

The Department of Finance advised the ANAO that advice-related delays were due
to caretaker period (the time when a general election is taking place),'" the

COVID 19 pandemic and natural disasters. When asked about these findings on
advice to government during public hearing proceedings, the Department
acknowledged that it was a ‘long time between briefs’, but ‘did not necessarily

104 Mr Adam Shain, Acting Chief Digital Officer, Digital Solutions Division, DEWR, Committee Hansard, 24 April
2024, p. 3.

105 Services Australia, Submission 9, p. 6.

106 Pyplic Service Act 1999, s. 10(5).

07 ANAO, PEMS Report, p. 36.

18 ANAO, PEMS Report, pages 32-33.

109 ANAO, PEMS Report, p. 32.

0 ANAO, PEMS Report, p. 32.

" The federal election caretaker period took place from April to May 2019.
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indicate that the issues in PEMS weren’t known at a very senior level in the
department’.'2

The Department of Finance stated that there was no record of a direct briefing
provided to the Finance Minister. However, the Minister did receive regular Senate
Estimates briefings about the status of the PEMS project and its delivery timeframe.
Finance noted, ‘since March 2023, the PEMS governance arrangements have been
revised and the Special Minister of State is now briefed on a regular basis’.""

Advice on the Workforce Australia Services Panel and Digital Employment
Services Platform

2.107

2.108

2.109

In Auditor-General Report No. 7 of 2023-24: Establishment of the Workforce
Australia Services Panel the ANAO observed that the Department of Employment
and Workplace Relations had provided optimistic advice to government on
timeframes.'"* Although the Audit was not about the digital system, the procurement
tenders assessment system was used for the assessment process and delivered as
part of Tranche 1 (or the first portion) of the broader Digital Employment Services
Platform.'®

In October 2020, the Commonwealth Government had announced a $259 million
investment for Tranche 1 of the digital platform, which was a fundamental element of
delivering the replacement for Jobseeker, the New Employment Services Model
(later named Workforce Australia). Tranche 1 was to be delivered progressively
between January 2021 and June 2022, and was to include:

e base capabilities for digital service channels, including web and mobile
applications

o foundational digital service channels for users of the platform, including
tailored and targeted messaging and a Digital Services Contact Centre

¢ an end-to-end procurement and contract management solution to replace
the department’s current systems.!"6

Ministers were advised by DEWR in April 2021 that the procurement and contracting
system, the Procurement and Licence Management System, was to be delivered by
30 June 2021 to support the upcoming approach to market for the new employment
model."” In early June 2021 the envisioned tender management system was not

"2 Ms Kylie Bryant, First Assistant Secretary, Ministerial and Parliamentary Services Division, Business
Enabling Services, Finance, Committee Hansard, 24 April 2024, p. 10.

"3 Department of Finance, Supplementary Submission 13.2, p. 1.

"4 ANAO, Auditor-General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
p. 10.

"5 ANAO, Auditor-General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
p. 52.

"6 ANAO, Auditor-General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
pp. 55-56.

"7 ANAO, Auditor-General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
p. 57.
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2112

2113

included in the submission method as originally planned due to delays, and the
department used their preexisting tender submission system in the final version of
request for proposal documents.''®

Additional implementation risks with the broader digital platform project were
identified in November 2021 (concurrent with tender assessments), and assessment
staff raised functionality issues with the department. This caused material impacts on
the tender assessment timeframes and planned probity benefits.®

The ANAO reported that a ‘tiger team’ was established to ‘review and prioritise the
critical deliverables for achievement of the Minimum Acceptance Criteria’. Further, a
manual data transfer process put in place because the originally planned automated
data transfer feature was no longer planned for Tranche 1.'0 In February 2022,
during an annual progress update to the government on the Digital Platform Project,
the department reported that ‘the first key deliverable, the Tender Management
System release one, was delivered on 30 June 2021°.%?' This was despite the ANAO
reporting:

At the same time of this advice in February 2022, a manual data transfer process
was approved by the Project Sponsor. This was to enable new deeds with
providers to be populated with the data held in PaLMS. This step was necessary
because the automated data transfer feature was no longer planned for delivery
as part of Tranche 1 by June 2022.12

DEWR responded that the purpose of the progress update was ‘different’ to the
subject of the ANAO audit. The progress update was relevant to ‘the entire status of
delivery of the New Employment Service Model’ and ‘outlined a workaround to
address the known delays occurring in the build of the Tender Management System
to ensure a functioning tender submission process for the provider procurement
process’.'?®

The ANAO expanded on the inconsistency during the public hearing:

What we noticed in the audit were some inconsistencies between what was
happening internally and what was being reported in annual updates...

...a fully integrated workflow for the tender management system and delivery of
the contract licence management system was on track for completion by
30 June 2022. Around that same time, internally at the department, there was

"8 ANAO, Auditor-General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
p. 57,

9 ANAO, Auditor-General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
pp. 57-58.

20 ANAO, Auditor-General Report No. 7 of 2023—24: Establishment of the Workforce Australia Services Panel,
p. 58.

21 ANAO, Auditor-General Report No. 7 of 2023-24: Establishment of the Workforce Australia Services Panel,
p. 58.

2 ANAO, Auditor-General Report No. 7 of 2023-24: Establishment of the Workforce Australia Services Panel,
p. 58 (fn 106).

23 DEWR, Supplementary Submission 12.1, p. 9.
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advice relating to descoping elements and also manual data processes that were
needed because things hadn't been delivered. We also made an observation
that, at the end of that period, a post-procurement review of that system identified
that there were a number of issues with what had been delivered.'?

2.114 Ms Rona Mellor PSM, the Acting Auditor-General summarised the issue as follows:

It's a mismatch between what the department's telling itself internally and what
it's reporting externally—and not good practice, really. | think that, as we've seen
in this committee, accountability involves admission of delay, mistake or
whatever, because then things get fixed.'?

Advice on the global digital platform and permissions capability

2.115 The Department of Home Affairs’ delivery of the Global Digital Platform (GDP)
(predecessor to the Permissions Capability procurement, was the subject of an
ANAO audit in Auditor-General Report No. 34 of 2022—-23 Procurement of the
Permissions Capability) is an example of this. The Acting Auditor-General made the
following observation:

... where you have to do something fast, [that] you need to tailor your risk
management and planning to include pace. So, if you are asked by government
for good reason to do something very fast, you need to be honest about what the
risk is and you actually need to tailor your processes to build risk into the fact that
pace is driving you.'%

2.116 Once the Australian Government decided to adopt a new policy for the acquisition
and development of a reusable workflow processing capability, Home Affairs
terminated the late-stage GDP procurement process. At that time, the Department of
Home Affairs and Digital Transformation Agency staff provided the Minister for
Government Services with advice around possible procurement options, which the
ANAO reported as:

¢ alimited tender to the two previous GDP tenderers

e an ‘accelerated’ open market approach using modified GDP procurement
documents

e an open approach to market, not on accelerated timelines which would
require an additional twelve months

e reinstatement of the GDP procurement.'?

2.117 The Department of Home Affairs advised the Minister of Government Services that
the ‘accelerated’ approach ‘involved a risk that the process would be viewed as

24 Ms Amy Willmott, Executive Director, Performance Audit Services Group, ANAO, Committee Hansard, 19
April 2024, p. 25.

25 Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard, 19 April 2024, p. 25.

126 Ms Rona Mellor PSM, Acting Auditor-General, ANAO, Committee Hansard, 19 April 2024, pages 25-26.

27 ANAO, Auditor-General Report No. 34 of 2022-23: Procurement of the Permissions Capability, p. 24.
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‘tokenistic’ by other market providers given the ‘deep engagement” between the
department and the two selected tenderers for GDP, thus potentially dissuading other
tenderers from participating in the new procurement.'® This risk was realised when
the Permissions Capability procurement received eight tender submissions, in
contrast to the 14 received for the Request for Expressions of Interest for the GDP
procurement.'?

2.118 The Committee asked about discrepancies between Gateway Reviews and internal

reporting. The Department of Finance said that there should be consistency across
reporting:

...you would expect consistency in the information that's available to those
conducting reviews and looking at status, documentation and the like. Certainly,
when we send a Gateway Review team in to assist an SRO, a really important
part of that process is provision of relevant documents, which will include
business cases and the like and reports that go up into the agency's internal
assurance processes and the like. In general, you would expect the Gateway
Review team to have access to the same information that's available at that first
line within the agency itself.'®0

128
129

130

ANAO, Auditor-General Report No. 34 of 2022-23: Procurement of the Permissions Capability, p. 24.
Department of Home Affairs, Supplementary Submission 3.1, pages 4-5. The GDP was comprised of two
separate stages: a paper-based Request for Expression of Interest (REOI), and a Request for Tender (RFT)
phase limited to two final selected tenders from the REOI phase.

Mr Andrew Lalor, Assistant Secretary, Data Policy and Assurance, Digital ID and Data Policy Division,
Governance and Resource Management Group, Finance, Committee Hansard, 24 April 2024, p. 23.
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3. Committee views and

recommendations

Committee views

3.1

3.2

3.3

3.4

3.5

The audit reports examined during this inquiry made findings or observations around
several recurring themes:

e advice to government, including overly optimistic or delayed advice in:
o Permissions Capability procurement
o Workforce Australia
o Parliamentary Expenses Management System

¢ shortfalls related to planning in:
o Workforce Australia
o Parliamentary Expenses Management System

e shortfalls related to in-house staff capability, necessitating reliance on outsourcing

e approaches to procurement when outsourcing.

Other themes included:

¢ developing information technology capability within the Australian Public Service
e project delivery models

e project and procurement planning

¢ project funds, management and leadership

e project oversight, review and assurance, including gateway reviews.

A key question is whether Australian Government departments are adequately
equipped with the requisite capability to deliver information technology systems,
programs, projects and reforms.

Factors such as labour market competition impact on internal knowledge and skills.
This can lead to agencies having to supplement capability through outsourcing,
which has the unintended effect of perpetuating the capability loss and continuing the
trend towards reliance on external contractors.

The Committee considers that the Commonwealth Procurement Rules (CPRs) are an
important framework for achieving value for money in public sector procurement, and
like any other procurement, information technology procurements should adhere to
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3.6

3.7

3.8

3.9

3.10

3.1

3.12

3.13

3.14

these frameworks. The core role of the CPRs is achievement of value for money,
with enhancing competition being a key tool to achieving value for money.

A range of procurement and delivery models available should be considered before
projects are outsourced. Agencies should ensure that procurements align with
procurement requirements and frameworks and plan for longer-term capability
growth when seeking to fill capability gaps.

Sufficient internal departmental capability is needed. This includes capability relating
to project or contract management as well as understanding technical business
requirements. Without the requisite internal capability in key roles, it is difficult for
departments to manage technically complex projects and procurements. Potential
benefits of managing projects internally include a better understanding of user
requirements, more feedback gathering through real-time testing and being able to
address issues as they arise (rather than when the project is finished).

Departments should aim to enhance their internal knowledge and capability.
However, if outsourcing is required, departments should make sure that their own
expertise about project requirements is maintained.

Engagement should be planned appropriately with a longer-term view to enhancing
internal capability and outsourcing should not be seen as a permanent feature of
information technology delivery.

The Committee believes that Australian Government agencies should consider a
range of issues and factors when choosing to outsource any aspect of capability for
delivery of information technology projects (including but not limited to consultants,
staff, facilities, software and hardware, and operational expenses).

Departments should have strategic and longer-term approaches to supplementing
staff capabilities and embed this organisational thinking in governance documents
such as procurement plans. Strategic planning at the outset assists appropriate
longer-term project and organisational planning, which will contribute to departmental
capabilities in information technology delivery being enhanced over time.

The Committee is of the view that agencies should consider the different delivery or
commercial models available in the market. Such evaluation should occur at the
outset during project planning. This exercise will potentially assist departments to
appropriately evaluate the comparative value for money offered by the different
models and select the model that is most appropriate for the department’s needs.

Evidence received during the inquiry suggested that for large information technology
projects, the agile approach could represent best practice.

Subiject to lessons learnt from previous experiences, agencies should consider at the
outset whether the agile approach is likely to achieve successful outcomes their ICT
project. Evaluation should consider whether an agile approach was intended to occur
at the beginning of the project.
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3.16

3.17

3.18

3.19

3.20

3.21

3.22

3.23

3.24

Projects discussed during the inquiry suggest that budgetary process for information
technology investments could benefit from a long-term outlook. For example, the
Digital Employment Services Platform was impacted by lack of funding for additional
necessary work.

At a practical level, this Committee considers that the following considerations may
assist Government to adapt existing budgetary processes for information technology
projects:

¢ tying funding to smaller components or tranches of the overall project
e when procuring services, contracting for smaller bundles of work

¢ having appropriate consideration at the outset for funding needed for ongoing
system maintenance and enhancement.

The benefits of tying funding to ‘products’ or deliverables rather than the entire
project has benefits in relation to monitoring and reporting as well as ensuring that
the funding is used appropriately. While the Committee notes that there is always a
risk that a project may get cancelled while it is still in progress, this risk is likely
outweighed by the benefits around monitoring and the appropriate use of funds.

Given that large infrastructure or defence projects allow for sustainment and asset
management funding, information technology systems should be treated in a similar
way to allow for both ongoing sustainment and changes in response to new policy or
technology.

Evidence suggested, at least in relation to the audits examined, that the appointment
of a dedicated Senior Responsible Officer (SRO) contributed to successful project
outcomes. This model gave departments to have a clear line of accountability as to
who was responsible for the delivery of the project.

While not all information technology projects will require the appointment of a
dedicated SRO the Committee considers that it could be mandated for those projects
which are flagship digital transformations or critical infrastructure, or high-risk in some
other aspect.

Departments should have a continuous learning approach to information technology
projects, continuously reflecting on what could be done better in future projects.

Several submissions noted the importance of a post-implementation review or other
similar document. This should be standard practice. Doing so will assist departments
in not only learning lessons, but also understanding the gaps and shortfalls in their
planning with a view to improving on an ongoing basis.

The Committee notes that the audit reports examined during the inquiry found
irregularities relating to probity and potential conflicts of interest among departmental
staff and some ministers during procurement processes.

Further, the Committee notes that the Auditor-General’s reports found potential
issues where departments did not adequately advise or update the government of
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the day through briefings or other formalised methods when projects experienced
issues or delays.

3.25 Departments should continue to implement the ANAO’s recommendations in reports
No. 34 of 2022-23 and No. 7, 12 and 20 of 2023-24.
Recommendations

Recommendation 1

3.26

The Committee recommends that in relation to information technology
projects, the Department of Finance improve guidance for Commonwealth
departments and agencies relating to:

¢ how departments should develop procurement plans

o estimating resources required over the project’s life

¢ planning for how the project will be funded and sustained
e how to embed capability into the organisation

¢ evaluate and select project management approaches

¢ the role of the Senior Responsible Officer

refinements to gateway review ratings and their application.

Recommendation 2

3.27

The Committee recommends that the Department of Finance and the Digital
Transformation Agency continue to collaborate on:

¢ common definitions and matrices

¢ guidance and policy documents relating to information technology
procurement and projects

¢ responsibility for oversight and review of whether large information
technology projects are achieving expected milestones and outcomes

¢ the conduct of gateway reviews, including lessons learnt and trends arising
from these reviews.

Recommendation 3

3.28

The Committee recommends that the Department of Finance and the Digital
Transformation Agency report back to the Committee at 6 months and again at
12 months from the date of this report on the progress that has been made to
improve information technology procurement.

38



Hon Linda Burney MP
Chair
13 February 2025
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2 Digital Transformation Agency

2.1 Supplementary to submission 2

2.2 Supplementary to submission 2

2.3 Supplementary to submission 2

2.4 Supplementary to submission 2
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e 3.1 Supplementary to submission 3
e 3.2 Supplementary to submission 3
¢ 3.3 Supplementary to submission 3
e 3.4 Supplementary to submission 3
e 3.5 Supplementary to submission 3
e 3.6 Supplementary to submission 3

4 Community and Public Sector Union

e Attachment 1
e Attachment 2
5 Confidential

6 Boston Consulting Group

e 6.1 Supplementary to submission 6
7 Eccoi Pty Ltd

8 Accenture Australia Pty Ltd
9 Services Australia

10 Australian Computer Society
11 KPMG
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41



13

14

15

16

17

18

19

20

21

22

23

e 12.1 Supplementary to submission 12
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¢ 13.1 Supplementary to submission 13
e 13.2 Supplementary to submission 13

Australian National Audit Office

Department of Defence
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Department of Health and Aged Care
Australian Digital Health Agency

Australian Taxation Office

Infosys

Independent Parliamentary Expenses Authority
Joshua Kennedy-White

Confidential
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B. Public hearings

Friday 19 April 2024

Committee Room 2R1

Parliament House, Canberra

Australian National Audit Office

Ms Rona Mellor PSM, Acting Auditor-General
Ms Carla Jago, Acting Deputy Auditor-General

Ms Michelle Page, Acting Group Executive Director, Performance Audit Services
Group

Mr Brian Boyd, Executive Director, Performance Audit Services Group

Department of Home Affairs

Ms Charlotte Tressler, Chief Operating Officer
Mr Michael Willard, Group Manager, Immigration Operations

Mr Drew Layton, Acting First Assistant Secretary, Service Design and Delivery
Programs

Ms Lee-anne Monterosso, First Assistant Secretary, Procurement, Property and
Contracts Division

Ms Claire Roennfeldt, Acting First Assistant Secretary, Major Capability
Mr Matt Jones, Acting Chief Information Officer, ICT Division

Australian National Audit Office

Ms Rona Mellor PSM, Acting Auditor-General
Ms Carla Jago, Acting Deputy Auditor-General

Ms Michelle Page, Acting Group Executive Director, Performance Audit Services
Group

Ms Lesa Craswell, Acting Group Executive Director, Financial Statements Audit
Services Group

Ms Amy Willmott, Executive Director, Performance Audit Services Group

Ms Renina Boyd, Acting Executive Director, Performance Audit Services Group
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Wednesday 24 April 2024

Committee Room 251

Parliament House, Canberra

Australian National Audit Office

Ms Rona Mellor PSM, Acting Auditor-General
Ms Carla Jago, Acting Deputy Auditor-General

Ms Lesa Craswell, Acting Group Executive Director, Financial Statements Audit
Services Group

Ms Xiaoyan Lu, Acting Group Executive Director, Systems Assurance and Data
Analytics Group

Ms Amy Willmott, Executive Director, Performance Audit Services Group

Ms Renina Boyd, Acting Executive Director, Performance Audit Services Group

Department of Employment and Workplace Relations

Mr Adam Shain, Acting Chief Digital Officer, Digital Solutions Division

Ms Melissa Ryan, First Assistant Secretary, Workforce Australia for Individuals
Division

Mr George Thiveos, First Assistant Secretary, Digital Projects and First Nations
Division

Australian National Audit Office

Ms Rona Mellor PSM, Acting Auditor-General
Ms Carla Jago, Acting Deputy Auditor-General

Ms Lesa Craswell, Acting Group Executive Director, Financial Statements Audit
Services Group

Ms Xiaoyan Lu, Acting Group Executive Director, Systems Assurance and Data
Analytics Group

Ms Michelle Page, Acting Group Executive Director, Performance Audit Services
Group

Ms Renina Boyd, Acting Executive Director, Performance Audit Services Group

Department of Finance

Mr Peter Qui, First Assistant Secretary and Chief Information Officer, ICT Division,
Business Enabling Services

Ms Kylie Bryant, First Assistant Secretary, Ministerial and Parliamentary Services
Division, Business Enabling Services

Ms Michelle Black, Assistant Secretary, Client, Strategy and Engagement,
Business Enabling Services
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o Mr Alex McKellar, Assistant Secretary, COMCAR and Programs Branch,
Ministerial and Parliamentary Services Division, Business Enabling Services

¢ Mr Scott McWhirter, Acting Assistant Secretary, HR Frameworks Branch,
Ministerial and Parliamentary Services Division, Business Enabling Services

Independent Parliamentary Expenses Authority
e Mr Michael Frost, Acting Chief Executive Officer
e Ms Nicole Pearson, Branch Manager, Transparency, Assurance and Legal

Department of Finance

¢ Mr John Shepherd, First Assistant Secretary, Digital ID and Data Policy,
Governance and Resource Management

¢ Mr Andrew Lalor, Assistant Secretary, Data Policy and Assurance, Digital ID and
Data Policy Division, Governance and Resource Management Group

Digital Transformation Agency
e Mr Chris Fechner, Chief Executive Officer
o Mr Wayne Poels, General Manager, Digital Investment Advice and Sourcing

¢ Mr Simon Quarrell, Acting General Manager, GovERP Reuse Assessment
Taskforce

¢ Mr Jamie Whitcombe, Branch Manager, Portfolio Assurance
Friday 23 August 2024

Committee Room 1R2
Parliament House
Canberra

Digital Transformation Agency

e Mr Chris Fechner, Chief Executive Officer

e Mr Wayne Poels, General Manager, Digital Investment Advice and Sourcing

o Ms Lucy Poole, General Manager, Digital Strategy, Planning and Performance
¢ Mr Jamie Whitcombe, Branch Manager, Portfolio Assurance

Department of Finance

e Mr Andrew Lalor, Acting First Assistant Secretary, Digital ID and Data Policy,
Governance and Resource Management Group

e Mr Patrick Roberts, Acting First Assistant Secretary, ICT Division, Business
Enabling Services
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%} C. Terms of reference

The revised terms of reference were as follows:

lessons from the failed attempt to privatise the visa processing system covering
both stages:

o the abandoned first stage commenced by Home Affairs in 2017 for a new IT
workflow system including the conduct of entities or persons involved, or
interested, in that procurement process and any related matters

o the abandoned second stage including matters contained in or connected to
Auditor-General Report No. 34 of 2022-23 Procurement of the Permissions
Capability;

matters contained in or connected to recently tabled reports:

o Auditor-General Report No 12 of 2023-24 Administration of the Parliamentary
Expense Management System

o Auditor-General Report No 7 of 2023-24 Establishment of the Workforce
Australia Services Panel, specifically on the implementation of a digital
services platform for employment services

o Auditor-General Report No 20 of 2023-24 Design and Implementation of the
Australian Apprenticeships Incentive Scheme (forthcoming at the time the
terms of reference were published)

lessons arising (considered via desktop review) from earlier Auditor-General’s
reports relating to IT procurement including:

o Report No. 1 of 2021-22 Defence’s Administration of Enabling Services —
Enterprise Resource Planning Program: Tranche 1

o Report No. 10 of 2020-21 Systems Redevelopment — Managing risks While
Planning Transition

o Report No. 13 of 2019-20 Implementation of the My Health Record System

o Report No. 4 of 2019-20 OneSKY: Contractual Arrangements

o Report No. 24 of 2018—-19 The Australian Criminal Intelligence Commission’s
Administration of the Biometric Identification Services Project

the Assurance Framework for Digital and ICT Investments and the Digital and ICT
Investment Oversight Framework managed by the Digital Transformation Agency

the Gateway Review process administered by the Department of Finance
(Finance) for further assessing certain proposals that meet a high expenditure
threshold

the role of the Australian Public Service Digital Profession in building the digital
capability of public sector entities into the future
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¢ lessons learned (sought via submissions) from key agencies managing large IT
systems including Services Australia, the Australian Tax Office, the National

Disability Insurance Agency and the Department of Employment and Workplace
Relations

e any related matters.
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