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Abstract

Voice technologies are rapidly being integrated into generative Al-enabled systems and
applications. These developments are provoking new questions, and intensifying old ones, in a
wide range of everyday contexts. The next wave of Al-enabled voice technologies has the
potential to be helpful and useful in many communication, media, and customer service
settings, and to improve digital service provision. But these technologies also carry heightened
risks of deception in interpersonal communication, change how we interact with and value
information and culture, and amplify concerns around issues such as digital inequality and Al-
driven labor displacement in knowledge and creative work—all areas where ideas about and
struggles over ‘authenticity’ play a central role. This working paper surveys and historically
situates these developments, reviews the current literature in relevant fields, and outlines some
emerging responses to the challenges such technologies present to the issue of authenticity in
real-world settings.
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Background and introduction

Technically, the human voice is the sound made by the human body's vocal apparatus,
modulated and combined with ‘sub-vocal’ sounds like whispers, breaths, clicks, or sighs, in
order to speak, sing, laugh, cry, growl, scream, or shout. Socially, it is an embodied medium of
communication and expression, with strong connections to individual personhood, identity,
relationships, and meaning-making.

The human voice’ is culturally powerful and socially significant. It is a widely-held idea that each
person’s voice (which includes not only their speech patterns, but also sonic and affective
qualities like timbre and pitch) is closely tied to their identity and personality. Second, the
human voice is relational: it is a critical part of social interactions that involve spoken
conversation, and it almost always involves a two-way or multi-directional interaction among
social subjects (e.g. speaking and listening). In settings or for people where voiced and heard
speech are not possible or preferable, including but extending beyond disability, other
communication modalities like sign language, subtitles or text-to-speech operate independently
of or complement this model.

Voice synthesis is the use of computers and sound production technologies to generate audio
sequences that emulate human voices with varying degrees of perceived accuracy or
‘naturalness’. Since speaking (or singing) and listening are equally important parts of voice
communication, voice synthesis frequently relies on or is paired with voice analysis or speech
recognition technology. Attempts at emulating the human voice with technology date back to at
least the 1700s, but since the mid-20th century, successive developments in computational
linguistics, deep learning and audio processing—as well as improvements in computational
processing power overall—have enabled significant advances.

Through intense industry investment and promotion, advanced Al capabilities have not only
raised the profile of voice synthesis but also underpinned a drive to embed conversational and
agentic systems in everyday contexts. A crucial step that distinguishes voice Al from the
history of recorded voice and voice transmission (through phone, cinema, radio, television) is
the alternative set of functions that voice Al brings into play. Voice Al applications generate and
implement highly naturalistic synthetic voices, operate in real time and across languages, and
can produce entire vocal parts for music tracks from text prompts without the direct
involvement of either a composer or singer. These recent developments bring the synthetic
voice into direct contact with existing concerns, risks and struggles over the problem of
authenticity in the information and media environment. Voice Al helps us rethink authenticity

T While this paper focuses on the human voice, given that it is the locus of most development in
generative Al, we fully recognise that the concept, use and reception of voices is not unique to
humans.
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through its capacity to mimic, perform, and even create, offering new tools for human
expression and accessibility and opening up new forms of risk and vulnerability.

A list of contemporary voice technologies, along with some basic definitions and exemplar

applications, is detailed in Table 1 below.

Technology

What it Does

How It Works

Examples

Text-to-Speech
(TTS)

Converts written
text into natural-
sounding emulated
speech

Can either use a pipeline of
techniques (e.g. linguistic
analysis, prosody modelling,
waveform synthesis) or end-to-
end generative models to create
synthetic speech from text
input.

Voice assistants (Siri,
Alexa, Google Assistant),
Google Maps navigation,
audiobook narration,
screen readers and
assistive technologies for
the speech-impaired,
Duolingo

Speech-to-Text
(STT) / Speech
Recognition

Transcribes spoken
words into written
text

Combines audio analysis and
language models to decode
audio signals into text
sequences, potentially including
recognition and attribution of
unique speakers in a single
recording.

Voice assistants (Siri,
Alexa, Google Assistant),
voice dictation apps, live
captions, Zoom/Teams
meeting transcription,
Duolingo

Speech Analysis

Extracts linguistic,
prosodic, and
acoustic features
from spoken
language

Uses techniques such as forced
alignment, formant analysis,
pitch tracking, and phonetic
segmentation to analyse audio
and align it with transcripts.
Often involves detailed time-
aligned annotation and phonetic
labelling.

Linguistic research (e.g.
MAUS, Praat, ELAN),
speech therapy
diagnostics,
accent/dialect studies,
phonetic research,
language documentation

Background
Noise
Suppression

Removes distracting
background noise
from real-time
speech audio

Digital Signal Processing (DSP)
and/or deep learning models
trained to match common
background noise patterns

5G and 4G Mobile Voice
Call audio codecs, Zoom /
Teams / Google Meet
‘noise reduction’ filters

Voice Biometrics

Identifies or
authenticates
individuals based on
their unique vocal
characteristics

Analyses audio to extract
distinctive voice features of the
speaker and then compares
them against stored voice
profiles

Voice-based login
systems, fraud prevention
(e.g. banking)
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while maintaining
speech output in
close to real time

end-to-end model to reduce
latency
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Speech-to- Translates spoken Combines speech recognition, Meta SeamlessM4T,
Speech language from one machine translation, and text- Google Translate
Translation language to another | to-speech, typically in a single conversation mode

Voice Cloning

Creates synthetic
speech that mimics
a specific person's
voice

Learns speaker-specific vocal
characteristics from audio
samples and creates a model
that can generate new speech
(e.g. from written text) using
those learned voice patterns

ElevenLabs voice
synthesis, Respeecher for
media production,
generating new dialogue,
dubbing or audiobook
narration from actors’
voices, deepfake videos
and deceptive phone calls

Voice Conversion

Transforms one
voice into another
while maintaining the
linguistic content

Uses deep learning to map and
pair acoustic features from both
source and target speaker, and
generates new audio that
conveys the original message in
the new voice; sometimes
adding translation into another
language

Al dubbing, call centre
‘localisation’, voice
modification for gender
affirmation e.g. Voice.Al,
entertainment e.g. Capcut,
or deception (scam calls)

Real-Time Pitch

Corrects or modifies

Uses digital signal processing

AutoTune, Melodyne, live

lyrics and musical
notation

performances that follow
specified pitch, timing, and
phonetic information

Correction vocal pitch during (DSP) and machine learning to vocal processing
live musical detect pitch deviations and
performance or automatically adjust them to
recording musical scales
Singing Voice Generates artificial Uses neural models trained on VOCALOID, Music
Synthesis singing voices from singing data to produce vocal production tools and

plugins (too many to
name)

Al Harmonisation

Automatically
generates harmony
vocals and backing
parts for music

Analyses the lead vocals and
other elements of a piece of
music to create complementary
vocal parts following harmonic
rules in specific styles and
genres, using generative models
trained on recordings

Music production plugins
(too many to name)
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Al Music Creates complete Uses large language models and | Suno Al, Udio, MusicLM
Generation musical diffusion models trained on
compositions music datasets to generate full
including vocals songs with lyrics, melodies, and
from text instrumentation from natural
descriptions language input
Vocal Isolation / Processes a Uses neural networks and digital | Moises, Splitter.Al, GAudio
Al Music Splitting | combined recording | signal processing (DSP)
of a musical methods to attempt to separate
performance the audio components.

(‘mixdown’) to
extract the individual
instruments and/or
singers’ audio parts
(‘stems’)

Table 1: Current voice technologies and applications

This working paper is part of the ADM+S Centre’s Generative Authenticity project, which
critically examines the developments and debates around authenticity in generative Al
contexts, assesses the social, technical and legal challenges associated with them, and
explores novel technical responses that contribute to more responsible, ethical and inclusive
systems.

As the overall summary of the project? states: authenticity is a key problem for understanding
and managing the impacts of generative Al and synthetic media in society, and a central target
for automated decision-making systems in the information and media environment. From
trustworthy news reporting to identity verification for social services and the everyday risk of
scams, generative Al and synthetic media present significant real-world implications for
practitioners, institutions, and publics in Australia and elsewhere. A wide range of technical
solutions collectively understood as authenticity infrastructure promise to address these issues;
but, if adopted and embedded at scale, some of these solutions could have potentially
significant downstream effects on stakeholders and implications for society.

In this working paper, we investigate the difference generative Al makes to the question of
authenticity with specific reference to the rapidly developing technologies and applications of
voice automation and synthesis. As we discuss below, for example, recent developments in the
perceived realism or naturalness (i.e. authenticity) of voice cloning challenge existing
assumptions about how an ‘artificial’ voice might be detected or experienced. As well as greatly

2 https://www.admscentre.org.au/generative-authenticity/
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increasing the risks of deceptive applications used for the purposes of fraud or harassment,
such technologies raise new questions about whether the ‘disembodied voice’ can be
considered a ‘truthful’ representation of a person in a variety of more benign media and
interpersonal communication contexts.

In what follows, we survey both the history of voice synthesis and newer developments in the
context of generative Al, and discuss recent examples of the controversy and debate that
attaches to voice synthesis. We provide an overview of key social and cultural concepts and
issues relating to authenticity and the human voice, before turning to a discussion of technical
and design approaches to voice synthesis and verification with authenticity-related issues such
as trust and deception in mind. Finally, we assess the extent to which existing research and
industry practice is responding or is prepared to respond to the issues these developments
provoke or highlight, with a view to identifying critical issues for future investigation and
practical intervention.

1. A very short history of voice synthesis

1.1. The machine age: 1770-1970

The most well-known early attempts at mechanical voice synthesis date from the late 1700s
(for further detail, see Ohala, 2011; Ondrejovic, 1992; Brackhane, 2015). Most historians
highlight two inventions and their accompanying treatises: first, Kratzenstein’s ‘vowel organ’,
which demonstrated that the vowel sounds most familiar to speakers of European languages
could be reproduced using resonant tubes of different shapes; and, second, von Kempelen’s?®
mechanical speaking machine. Built with the idea of a prosthetic communicative device for non-
speaking people in mind, it used bellows to simulate lungs, a reed for the glottis, and a leather
resonance chamber that could be manipulated by hand to produce basic vowels and
consonants. Both Kratzenstein’s and von Kempelen’s approaches were focused on the physical
emulation of parts of the vocal tract, using air and vibrations to create voice-like sounds. In
doing so, they both explored and normalised the idea that human speech was a physical,
acoustic phenomenon that could be artificially reproduced through the control and manipulation
of combined airflow and resonance mechanisms. However, as Brackhane (2015) argues, it was
Kempelen the engineer, rather than Kratzenstein the physician, whose theories and approaches
most closely resembled those that would be adopted by modern speech synthesis.

The 19th century saw sustained scientific investigation into the acoustic properties of speech,
alongside well-known developments in sound technology like the gramophone and telephone.

3 A prolific and enigmatic inventor best known for his chess automaton, von Kempelen
reportedly also designed and built a printing press for the blind, a pendulum bridge, and
machines for pumping water from flooded salt mines in Hungary. For more, see Ondrejovic,
1992.
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Melville Bell's and his son Alexander Graham Bell's work on visible speech notation in the 1860s
and 1870s provided new analytical frameworks and methods to render speech sounds as
symbols, which was essential to later synthesis efforts. Hermann von Helmholtz's studies of
acoustic resonance, including his (1863) treatise On the Sensations of Tone, established the
scientific foundation for understanding how complex speech sounds (as well as music) could be
decomposed into simpler harmonic components—a principle that would become central to
subsequent speech synthesis and analysis technologies (Vogel, 1993). Voice synthesis also
benefited from advances in manufacturing, exemplified by Faber’s speaking automaton, the
Euphonia (Ramsay, 2019). The machine, which used pedal-operated bellows to produce an
approximation of a human voice, refined Von Kempelen's earlier design with more sophisticated
mechanical components capable of producing clearer vowels and basic phrases. The machine
“could be manipulated to produce an extensive range of vowel and consonant sounds and word
pairings through an expert's deft ‘playing’ of the automated voice on a keyboard.” (Martin,
2020). These speaking machines were never without their controversies, most of which
centred around the uncanny qualities of the disembodied voice. Martin (2020) describes how,
despite the technical advances represented by the Euphonia, “scientists, elocutionists, and
medical experts in London were united in their assessment that the Euphonia's vocal
production—its whispers, laughs, stutters, stammers, stumbles, blocks, and hesitations—
seemed to emanate from deep within a crypt.” (p.2).

The transition from mechanical to electronic systems began in the early twentieth century. The
Bell Telephone Laboratory's VODER (Voice Operating Demonstrator)—a simplified version of
the Vocoder—is recognised as the first significant attempt to electronically synthesise human
speech by breaking it down into its acoustic components, The VODER required skilled
operators who used a keyboard and foot pedals to control pitch, formants (specific resonant
frequencies matched to speech sounds), and amplitude (relative volume) in real time. It was
demonstrated at the 1939 New York World's Fair and the 1939 Golden Gate International
Exposition, where audiences marvelled at the machine's ability to speak, sing, and even laugh.*
These advances in speech synthesis technology benefited significantly from the contributions
of people with disabilities to the design of assistive technologies, as well as artists working in
collaboration with scientists. For example, Benjamin Lindquist (2024) describes how the
process of speech synthesis in the 1940s involved researchers and skilled visual artists
collaboratively painting sound spectrograms by hand, translating visual patterns into audible
speech.

4 https://www.historyofinformation.com/detail.php?entryid=738
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1.2. Digital speech synthesis from rule-based systems to
deep learning

Key developments in the shift to computational methods for speech synthesis in the 1950s and
1960s included George Rosen's DAVO (Dynamic Analog of the VOcal tract), introduced in 1958
(Story, 2019); the Linear Predictive Coding (LPC) method developed both in Japan and, in
parallel, in the US at Bell Labs in the late 1960s (Markel & Gray, 1976; Atal, 2006); followed by
DECtalk system developed by Digital Equipment Corporation in 1983 (Hallahan, 1995). Most of
these developments relied on direct formant synthesis (the use of computational rules to
model, generate, and sequence combinations of the distinctive resonant frequencies—
formants—produced in human speech).

The period from the 1980s to the early 2000s saw a departure from formant synthesis, instead
using data-driven approaches to select and join together (i.e. ‘concatenate’) pre-recorded
speech segments, with later work improving the ‘naturalness’ of the resultant speech by
integrating sound-to-sound transitions and then prosody through the use of DSP (digital signal
processing) techniques (Moulines & Charpentier, 1990; Black et al., 1998; Taylor et al., 1998).
These concatenative systems produced more natural-sounding speech by preserving the
acoustic properties of vocal recordings rather than approximating them with electronic
synthesis, though they produced audible glitches at the boundaries between speech segments.
Commercial applications also expanded rapidly during this period, in turn driving the further
development and adoption of both speech synthesis and speech recognition technologies. IBM
developed ViaVoice (first introduced in 1997). The system deployed continuous speech
recognition (CSR) which was claimed to enable more natural dictation workflows compared to
discrete word recognition systems.

The deep learning breakthroughs beginning in the 2000s and 2010s were applied to voice, with
Google DeepMind's WaveNet representing a distinctive shift.> Introduced in September 2016
(van den Oord, 2016), WaveNet used neural networks to generate speech that mimicked
specific human voices and was generally considered to sound more natural than existing Text-
to-Speech systems. As in other fields of Al, the excitement, research and industry investment
around this breakthrough fuelled the rapid development of models that pushed generative text-
to-speech synthesis quality to reportedly “near-human” levels (Wang et al., 2017).

1.3. Cultural and aesthetic developments

With the rise of computational composition and sound synthesis in music, there was a
competing move to foreground the machine-like qualities of synthesised sounds, including
human voices. Here, in many cases, the goal wasn’t so much to aim toward the imperceptible
emulation of the human voice as it was to experiment with new technology (especially in the

5> https://deepmind.google/discover/blog/wavenet-a-generative-model-for-raw-audio/

10
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case of avant-garde music culture), and to create new sounds that responded to, reflected or
commented on the increasingly industrialised, hypermediated environment of postwar society.
The most well-known example is the 'robot voice', which was relatively monotonal, with rough,
machine-like timbres paired to ‘robotic' (hyper-rational and emotionless) forms of linguistic
expression. This aesthetic found expression in electronic music genres via, for example,.
Kraftwerk's pioneering use of the Vocoder in the 1970s, and later in hip-hop and electronic
dance music where robotic vocal effects became signature elements.

Examples of synthetic voice in popular culture include the character of the Al-enabled
computer HAL 9000 (HAL) in Stanley Kubrick's 2001: A Space Odyssey (1968). Actor Douglas
Rain delivered HAL's lines in the deliberately calm, smooth, ‘emotionless’ style that became
archetypal for Al voices in popular culture and beyond. In other examples familiar in the
Anglosphere, the Speak & Spell toy by Texas Instruments (1978) introduced millions of children
to synthetic speech (and, perhaps, can be seen as an early prototype of educative voice
assistants and Al companions) through its distinctive electronic voice, while Stephen Hawking’s
text-to-speech voice both represented a remarkable set of advances in assistive technology
and gave the synthetic voice an aura of scientific authority.

In music technology, production tools like autotune (which shifts the pitches of sung notes to
conform to the notes of a given scale) became deployed to ‘idealise’, ‘tidy’ and ‘perfect’ voice
recordings. While the term ‘autotune’ is used generically today, the original “Auto-Tune” was a
specific tool introduced in 1997 by Antares Audio Technologies that was initially designed for
remedial pitch correction—a use case in which its presence would generally be concealed
rather than highlighted. But autotune was later reconfigured and revalued as a creative tool,
even an instrument, following its prominent use in pop powerhouse Cher's single “Believe”
(1998), its enthusiastic adoption by singer and rapper T-Pain, and its subsequent normalisation
in pop, hip-hop, and electronic music (e.g. for its use in trap, see Duinker, 2024). Alongside
‘vocoder’ effects from the earlier period, the audible use of autotune became a marker of ‘slick’,
commercial, dance-floor friendly digital recordings; in this way, synthetic aspects of voice
mediation became aesthetically valuable in themselves within the cultural norms of some
genres and scenes, while being abhorred in others. Counter-aesthetics meant to convey
‘authenticity' might deliberately eschew auto-tune and other obvious audio processing,
preferring a few slightly off notes as a way of signalling the absence of synthetic voice in their
recordings. Always controversial and contested, vocal synthesis technologies have long been
an essential part of the battleground between the aesthetics and politics of postmodern pop,
on the one hand, and the intense focus on a very specific logic of authenticity grounded in the
gendered and raced ideologies of rock music on the other (Provenzano, 2019).

The example of Yamaha's Vocaloid illustrates how the cultural meaning of synthetic voice,
including how well it is accepted as aligned to or authentic within a particular music scene or
culture, is highly contextual and depends on the practices and norms of fans and audiences.
Since its inception in 2003, this singing-voice software synthesiser has been part of the
democratisation of music production in Japan. By offering a range of human-recorded
voicebanks or singer libraries to use as raw material, the software affords its users to “program

[l
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it to sing or speak—down to the pitch, duration, and even timbre of each note” (Roseboro,
2019, p. 14). Kenmochi (2010) suggests that Vocaloid not only imitates but augments human
singing, in that users are able to program the system to go beyond the bounds of human vocal
proficiency. The developers personified each voicebank with a computer-generated image that
replicates the Japanese Idols of “otaku (‘nerd’) culture” (p. 39) (Anderson, 2021). The Vocaloid
phenomenon spawned a global community of creators and spawned live concerts featuring
holographic performances of digital singers, demonstrating how synthetic voices could acquire
cultural authenticity (that is, resonance with the values of a culture) through community
engagement rather than technical realism alone. A notable figure in vocaloid culture is its avatar
Hatsune Miku, (which translates to “the first sound of the future”) depicted as a 16-year-old girl
with blue hair, who is assigned to one particular voice donor's contributions (Le, 2014; Lam,
2016). Miku is claimed by aspiring music creators and fans of the software not to diminish but
to enhance “the humanness of the technology” (p. 1112), as her in-software characteristics are
enhanced by the various derivative works produced by fans (Lam, 2016).

1.4. Voice as general-purpose technology

Al-enabled voice synthesis is now integrated into many platforms and product suites for
search, chat, and device control functions. From early ‘smart’ assistants with synthetic voice
output like Apple Siri, Amazon Alexa, and Google Assistant to its integration across a wide
range of consumer products and within generative Al systems, voice is now arguably a general-
purpose media technology.

Most of the large technology companies have made significant investments in the infrastructure
and applications (as well as the PR effort) needed to normalise voice synthesis across
economic sectors and in everyday life. In 2018 Google demonstrated the potential of synthetic
voice interaction via a demonstration of Google Duplex, a system designed to autonomously
place phone calls on behalf of users. Its launch drew wide attention, and concern, for
showcasing a voice assistant making restaurant reservations and hair appointments with
minimal human intervention. Critics noted that the application appeared to be deceptive, failing
to disclose its non-human status, as well as the highly curated nature of the demos, which
raised ethical questions around transparency, manipulation, and the practical viability of such
systems in unscripted environments®. Google Duplex was shelved as a standalone product by
Google in 2022, although elements of the sytem were repurposed as part of Google’s voice
assistants and other phone features.

Microsoft acquired Nuance Communications for $19.7 billion in March 2022, integrating voice
technologies across healthcare applications including Dragon Medical One for clinical

8 https://www.theguardian.com/technology/2018/may/11/google-duplex-ai-identify-itself-as-
robot-during-calls

12
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documentation.” OpenAl released its speech-to-speech API in October 2024 in order to
encourage third-party voice application development and consumer take-up. Google's /O 2025
announcements included Gemini Live with camera capabilities for voice conversations about
visual content® and Veo 3's native audio generation for video with character dialogue and
sound effects.® Google's move to replace Google Assistant with Gemini across mobile devices
demonstrates voice's central role in the company's generative Al strategy.

Business uses of Al voice for personalised and context-specific engagement with customers
have carved out significant commercial spaces. Companies like ElevenLabs offer voice cloning
services for content creators, while enterprises use voice synthesis for personalised customer
communications at scale. Apple's May 2025 accessibility features announcement'™
demonstrates continued innovation in assistive applications, maintaining voice synthesis's
historical connection to disability support and communication access.

1.5. Anatomy of a Voice Al system: Tortoise TTS

Voice Al systems are varied in their design, and hence their performance across different
criteria. In this section, we offer a brief outline of the components and performance of one such
system, which may serve as the basis for future critique and comparative work.

Tortoise TTS™ (Betker, 2023) is a prominent transformer-based voice cloning model known for
prioritising synthesis quality over processing speed. The model works well to exemplify how
contemporary voice cloning models process and understand vocal characteristics through
embedding strategies.

Voice cloning systems work by converting human speech into discrete digital representations
that can be processed by Al models. This process involves creating embeddings, computational
representations that capture imagined characteristics of voice. Tortoise TTS uses what it refers
to as MEL embeddings, where MEL stands for mel-scale (derived from 'melody’), a frequency
scale designed to match human perception of sound (Betker, 2023). However, MEL
embeddings alone are insufficient to make a cloned voice ‘speak’. Tortoise employs a multi-
model pipeline where each component handles a different aspect of the speech generation
process. The system consists of five interconnected models working together:

7 https://news.microsoft.com/source/2021/04/12/microsoft-accelerates-industry-cloud-
strategy-for-healthcare-with-the-acquisition-of-nuance/

8 https://blog.google/products/gemini/gemini-app-updates-io-2025/

® https://www.techradar.com/news/live/google-i-0-2025-live-project-astra-gemini-and-more

Ohttps://www.apple.com/au/newsroom/2025/05/apple-unveils-powerful-accessibility-features-
coming-later-this-year/
" https://github.com/neonbjb/tortoise-tts?tab=readme-ov-file
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1. Autoregressive transformer - converts input text into discrete MEL embeddings
(mathematical representations of audio frequency content)

2. Diffusion model - transforms MEL embeddings into mel-spectrograms (visual
representations of audio frequency content over time)

3. VQ-VAE (Vector Quantised Variational Autoencoder) - compresses mel-spectrograms
for processing by mapping continuous data to discrete embedding vectors

4. Vocoder - converts mel-spectrograms into final audio waveforms

5. CLVP (Contrastive Language-Voice Pretrained) model - ranks multiple outputs to select
the highest quality result

The primary embedding process occurs in the autoregressive transformer, which learns to
associate text with discrete audio representations. These embeddings are computational
representations that appear to capture vocal characteristics, though what they actually encode
remains opaque. We can observe that the model learns to distinguish between speakers and
maintain vocal consistency, but the embeddings themselves are mathematical abstractions
rather than explicit representations of human-interpretable voice features.

The voice cloning process with Tortoise TTS works by first analysing sample audio clips to
extract vocal embeddings, then using these embeddings to guide the generation of new
speech. The system learns to match text with audio embeddings while intending to maintain the
target speaker's distinctive voice qualities.

This embedding approach allows voice cloning systems to treat speech synthesis like a
translation problem: text is converted into audio embeddings rather than trying to manipulate
audio signals directly. By representing voice through these discrete embeddings, voice cloning
models can use the same pattern-matching techniques that work well for text-based Al.

How a voice cloning model creates embeddings for vocal characteristics fundamentally
determines what it can and cannot do. Models that focus on capturing fine acoustic details in
their embeddings might reproduce a speaker's vocal texture perfectly but struggle to maintain
natural rhythm across longer sentences. Models that prioritise speech rhythm and melody in
their embedding space might sound natural and flowing but lose the subtle qualities that make
each voice distinctive.

For example, fast real-time voice synthesis systems like those used in virtual assistants
prioritise speed and computational efficiency in their embedding design. These models can
generate speech almost instantaneously but often produce voices that sound somewhat
generic or robotic, lacking the subtle individual characteristics that make each person's voice
unique. In contrast, Tortoise's approach sacrifices speed for quality, creating more detailed
embeddings that can capture nuanced vocal characteristics but require significantly more
processing time.

These design choices create direct trade-offs: a system might excel at reproducing accents but
struggle with emotional expression, or capture speaking style but fail with precise
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pronunciation. Essentially, how a model represents voice through its embedding approach sets
the boundaries of what kind of voice cloning is possible.

1.6. Summary: the difference generative Al makes

Contemporary voice Al technologies and applications represent a number of distinctive shifts
relative to the history of voice synthesis that expand its functionality and distinguish it from
voice recording and transmission:

1. Significant advances in the realism of synthetic speech and singing, including the
integration of prosody, intonation, breath and sub-vocal or extra-lingual expression;

2. The ability to operate with very little latency (i.e. in real time), which removes the time
lag that would otherwise prompt users to notice the intervention of a machine;

3. Voice cloning, which enables the disembodied rendering of specific human voices
without the direct involvement or consent of the humans in question; and

4. The integration of all these advances into multimodal generative Al models that can
generate human-sounding voices to deliver Al-generated words, lyrics, melodies or
harmonies from user prompts.

Overall, then, the development of neural synthesis over the past decade represents more than
technical progress: it has begun to fundamentally challenge our understanding of voice as a
marker of human presence and identity and created new possibilities for interacting with Al
conversational agents. When voice cloning can passably replicate individual speakers with
minimal training data and without their involvement, the basis of the distinction between 'real’
and 'synthetic' voices in any mediated context becomes increasingly difficult to pin down,
raising new questions about authenticity and the nature of vocal identity. This also
represents a dramatic acceleration of the normalisation of voice as a familiar, more intimate and
engaging mode for interacting with computational systems.

At the same time, however, as the case of Tortoise TTS shows, voice Al systems are far from
perfect, either in terms of performance or in terms of their fidelity to and representation of the
human voice in general, or specific people’s voices (especially non-normative voices) in
particular. Unlike the more rules-based tools developed in linguistic research, such as forced-
alignment systems, corpus annotation platforms, or articulatory phonetics models, commercial
neural voice synthesis systems generally prioritise surface-level naturalness over detailed
linguistic or stylistic fidelity, and they typically offer limited insight into the structural, historical,
or socio-cultural dimensions of language and other forms of vocal expression. While startlingly
capable and rapidly improving, such systems are not (yet) designed to reproduce fine-grained
phonetic detail, grammatical variation, or cross-linguistic patterns (for example, the vernacular
of a North Queenslander or a Viethamese-Australian accent).

These limitations may make fake voices more detectable in the short term. But they also
present challenges to the authenticity of synthetic voices in relation to linguistic, socio-
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linguistic, and cultural diversity, where authenticity is understood not as “human and not Al”,
but as goodness of fit with a community and its systems of meaning-making.

2.Recent controversies and media events

In this section, we survey instances of controversy (Callon et al., 2009) which may prove useful
in thinking through the relationship between voice synthesis and authenticity in the context of
generative Al. Controversies—that is, discrete events that enact productive uncertainty and
debate around complex issues—are productive sites of analysis because they reveal tensions,
stakeholders, and contradictions in issues (Marres, 2015). In our case, such instances are useful
even when the specific controversies themselves are partly the result of media reporting on Al
hype, because they engage citizens and consumers in speculation and debate about the
uncertain futures, limitations, and politics of voice technologies (Ramati, 2024).

For example, following OpenAl's May 2024 launch of GPT-40 with a synthetic voice hamed
"Sky," observers noted its resemblance to Scarlett Johansson's voice in the film Her. Johansson
stated she was "shocked, angered, and in disbelief" that OpenAl had used a voice so similar to
hers, given that she had explicitly refused OpenAl's invitation for her to voice the system
months earlier. She hired legal counsel, alleging the company intentionally mimicked her voice,
and citing CEO Sam Altman's tweet of a single word, "her", in relation to the launch.” In
response, OpenAl stated the voice was from a different professional actor, but paused the use
of the voice out of respect and released more public information about how their Al voices were
developed than they otherwise might have.™ In this example, we see how celebrity, speculation
and public concern in a context of uncertainty helped provoke debate and nudged actors
towards transparency, however temporarily and imperfectly.

What follows is a selection of further instances of controversy that show some of the ways
voice technologies, generative Al, and ideas about authenticity are already beginning to
interact, and the questions that arise out of these interactions.

2.1. Mediaindustries

As is the case throughout the economy, generative Al voice systems are appealing solutions to
productivity and resourcing challenges in the media industries: they promise to reduce labour
costs, speed up content production, and even enable live delivery of news or entertainment by
synthetic agents. But early experiments in this area have provoked audience outrage and
damaged institutional trust, largely for reasons relating to authenticity. One example arose at

2 https://apnews.com/article/scarlett-johansson-openai-voice-chatgpt-sky-
d04b68074944d187219f8502f6aeb4ce

3 https://openai.com/index/how-the-voices-for-chatgpt-were-chosen/
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the Australian Radio Network’s (ARN) Sydney-based CADA station, which used an Al host for its
Workdays with Thy program.™ Developed as a text-to-speech agent using an ARN finance
employee as its model, the Al host was employed by the station for six months without
informing the audience. For some, assigning the synthetic Al agent an Asian and female
persona only served to highlight the lack of human diversity in radio and media industries more
generally. According to the Australian Communications and Media Authority (ACMA), the station
had no obligation to disclose that the presenter was Al because policies and standards are still
under development, and when implemented are likely to be mandatory primarily in ‘high risk’
situations.

Even when synthetic voices are disclosed and deployed in more focused environments, the
benefits to news organisations can be marginal despite the considerable effort required in
developing and implementing them. Earlier this year, the Philippine Center for Investigative
Journalism experimented with transforming an original investigative written piece into an Al
multimedia story."™ According to the journalist who disclosed the experiment, one of the
greatest difficulties was generating the Al voice-over, requiring the prompts to be repeatedly
adjusted to fix the sources’ accents and make them sound “authentic”. It turned out that non-
Filipino listeners found those voices “monotonous”. BBC had the Beeb Voice Assistant project
to provide an independent alternative to Amazon Alexa and Google Assistant. They conducted
extensive research with universities and audience testing on synthetic voice and accents to
gauge how audiences felt about the use of different disembodied voices to represent the BBC
and different types of content (Zambrini, 2020). The project team ultimately chose a Northern
male accent, deliberately countering the prevalence of female voices in commercial Al
assistants.

2.2. Creativity and creative work

Voice generation will likely have significant impacts on the creative industries around the world
and in Australia, and is already the subject of speculative debate and protest as well as
practical experimentation. In the United States, SAG-AFTRA voice actors and motion capture
artists went on strike in 2024 against video game voice cloning following broader strikes and
ongoing anxiety about contractual arrangements that signed over voice and image rights”’

4 https://www.smh.com.au/culture/tv-and-radio/thy-has-been-on-the-radio-for-six-months-
turns-out-she-isn-t-real-20250424-p5Itxi.html

> https://pcij.org/2025/03/16/i-turned-a-powerful-longform-story-into-multimedia-with-
generative-ai-heres-how-i-did-it/

'8 https://en.wikipedia.org/wiki/2024%E2%80%93present_SAG-AFTRA_video_game_strike/

7 https://www.rollingstone.com/tv-movies/tv-movie-features/actors-strike-sag-aftra-ai-one-
year-later-1235059882/
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across the American entertainment industry. According to the Australian Association of Voice
Actors (AAVA), more than 5,000 jobs could be lost or otherwise negatively impacted by the
growing use of Al voice clones'™. Simon Kennedy from the AAVA states that it is not uncommon
for voice actors to discover that their voice has been cloned without their consent, or that they
have lost work to a non-consensual clone of themselves.” Audiobook platform Audible now
uses an ‘end to end’ production pipeline?® that includes cloned voiceover artists?' capable of
multiple languages, enabling the automated production of audiobooks in a wide range of
languages without employing voice actors at any stage. Similarly, Netflix and other streaming
services are already using synthetic voices to overdub for translation, particularly for non-
English titles with a global appeal such as Squid Game.

Voice synthesis has also been used to replicate deceased figures, such as in a documentary
about the chef Anthony Bourdain?? or in Albert Einstein chatbots,? leading to debates about
disclosure, transparency, and the ethics of using voices that cannot give permission for their
replication. This risk extends to the content creation community. For example, a YouTube
gaming personality discovered that his voice was cloned to narrate a video without his
consent.?* His concerns speak to the authenticity at the core of this labour and intellectual
rights issue. “The thought that someone else would do it in order to copy my persona in this
way—it's just so weird and invasive,” he says. “It's kinda like plagiarism but more personal. It's
not my work or my labor. It's a distinct part of who | am.” Synthetic singers are also now part of
Al music generation applications, further complicating already fraught questions of authenticity
that surround the use of generative tools to create music; fan creations that use iconic singers’
voices to ‘perform’ songs they never sang both build on existing home production technologies
like Digital Audio Workstations (DAWSs) and stretch the limits of norms for creative license in fan
art (Galuszka, 2024). Voice also appears unprompted in text-to-video applications, sometimes
generating dialogue without any direction from users, in the case of Google’s new Veo 3

8 https://www.theguardian.com/technology/article/2024/jun/30/ai-clones-voice-acting-
industry-impact-australia

¥ https://www.sbs.com.au/news/article/the-scammers-trying-to-steal-our-voices-and-how-to-
protect-yourself/15mgeqa74

20 https://www.wired.com/story/audible-audiobook-narrators-ai-voice-clones/

2 https://www.publishersweekly.com/pw/by-topic/digital/content-and-e-books/article/97756-
audible-expands-catalog-with-ai-narration-and-translation-services.html

22 https://www.newyorker.com/culture/annals-of-gastronomy/the-ethics-of-a-deepfake-
anthony-bourdain-voice

2 https://techcrunch.com/2021/04/16/ai-driven-audio-cloning-startup-gives-voice-to-einstein-
chatbot/

24 https://www.wired.com/story/a-gaming-youtuber-says-an-ai-generated-clone-of-his-voice-
is-being-used-to-narrate-doom-videos/
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model.?® Artists themselves have used Al to create content — for instance Paul McCartney?®
famously used Al to isolate and reconstruct John Lennon’s voice from incomplete, lossy demo
tapes, to finish what is termed as The Beatles’ final record. Similarly, James Earl Jones?” signed
over the rights to recreate his voice using Al for his iconic role of Darth Vader in the Star Wars
series to Lucasfilms.

2.3. Relationships and intimacy

Voice synthesis offers a believable and emotionally resonant way for people to connect with
systems that mimic the voices of real individuals - living or deceased. Its inherently
conversational nature lends itself to relational engagement, and one of the fastest-growing
applications is in the field of legacy preservation. This use of voice synthesis builds on earlier
forms of digital memorialisation, such as chatbots trained on the data of the deceased -
commonly referred to as deadbots, digital ghosts, or thanabots (derived from thanatology, the
study of death) (Henrickson, 2023). Advances in voice synthesis have fuelled the growth of a
legacy-tech industry. Companies like You, Only Virtual (YOV) have developed ‘versona’
technology, which captures the voice, personality, and behavioural patterns of loved ones, with
the aim of preserving and sharing their presence with future generations.

While these technologies can facilitate a sense of relational intimacy, they may also reflect
more individualist ideals, designed to fulfill posthumous aspirations. This raises complex cultural
questions about what constitutes appropriate treatment of the dead. As Sparrow and Zhang
(2025) argue, such practices may conflict with certain traditions, potentially undermining values
like filial piety and disrupting the communal bonds upheld by ancestral rituals. Furthermore,
ethical considerations emerge when using the voices of deceased Indigenous Australians,
where consent, cultural protocols, and collective memory must be treated with particular care.
Recent incidents where generative Al has been used to revive voices of the deceased reveal
some of these underlying moral and ethical complexities. For example, in 2025, the US family of
a deceased road rage victim used his voice recordings, videos and pictures to generate a

25 https://www.theverge.com/ai-artificial-intelligence/673719/google-veo-3-ai-video-audio-

sound-effects

26 hitps://www.theguardian.com/music/2023/jun/13/ai-used-to-create-new-and-final-beatles-

song-says-paul-mccartney

27 https://www.forbes.com/sites/timlammers/2024/09/09/james-earl-jones-signed-over-rights-
for-ai-to-recreate-darth-vaders-voice/
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synthetic victim impact statement?, confronting the perpetrator with it at the sentencing
hearing.

2.4. Deception and scams

In the world of deception and scams, synthetic voice generation is engaged in a cat-and-mouse
game with techniques for voice verification. In 2023, a Wall Street Journal columnist? cloned
her voice and then used it to fool her bank and her family. In Australia, reporting by The
Guardian® showed that Al voice cloning tools were good enough to verify identity with the
voiceprint technology used by Centrelink and the Australian Taxation Office. Citizens are also
using Al voice clones to waste the time of phone scammers, with “Daisy” the artificial English
grandma® among the more amusing examples. This has also extended to larger scale
organisational efforts, for instance in 2025 Commonwealth Bank of Australia®? in collaboration
with Apate.ai reportedly deployed an army of thousands of Al-bots, designed to engage
scammers in voice and text-based conversations, to gather critical intelligence, and disrupt
scam operations, whilst insulating real Australians from the growing threat of voice call scams.
High profile fraud cases highlight the importance of voice to the believability (or fidelity) of real-
time deepfakes. In one of the more widely reported scams, the British design and engineering
firm Arup was the victim of a $25m scam after a finance worker in Hong Kong?® was convinced
of the authenticity of a call with its ‘chief financial officer’.

There is also an increasing number of reported instances of Al voice clones being used to scam
the public, by imitating family members and loved ones. In 2023, Scammers convinced an
American mother her daughter had been kidnapped,** using an Al voice scam demanding
ransom of $1m. Similarly, an elderly Canadian couple was defrauded by scammers using a

28 https://www.bbc.com/news/articles/cq808px90wxo

29 hitps://www.wsj.com/tech/i-cloned-myself-with-ai-she-fooled-my-bank-and-my-family-
356bd1a3

30 https://www.theguardian.com/technology/2023/mar/16/voice-system-used-to-verify-
identity-by-centrelink-can-be-fooled-by-ai

31 https://www.instagram.com/reel/DJSbEcnBN94/?igsh=cmZ4ZWZkZXk4dDho

32 https://www.commbank.com.au/articles/newsroom/2025/06/apate-ai.html

33 https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-
hnk/index.html

34 https://abcnews.go.com/Technology/experts-warn-rise-scammers-ai-mimic-voices-
loved/story?id=100769857
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convincing Al voice clone impersonating their son and son’s lawyer2®, demanding $21,000 in
legal fees in relation to an alleged car crash fatality. While most scams are more mundane than
voice and video clones and “their impact on individuals far greater” (Swartz et al., 2025), the
potential for voice synthesis to overcome authentication and verification tools spotlight the
need for government, financial institutions, businesses, and individuals to future proof their
systems.

2.5. Political communication

The authenticity of voice is a familiar matter of concern in political communication. The issue is
socio-technical in nature as it is made up of the technical uncertainty in the provenance of
questioned voice content as well as the cynical exploitation of this uncertainty for political
favour or damage control. For audiences, the deceitful use of synthetic audiovisual content—or
even, the strategic accusation that certain political media messages might be synthetic—
contributes to a sense of malaise that manifests as a general detachment from societal
institutions and an erosion of trust in everyday social and political communications (Whelan-
Shamy & Watt, forthcoming).

Examples include the case of an election in Tamil Nadu, India, where two audio clips allegedly
depicting Palanivel Thiagarajan, then a minister, were posted to X (formerly Twitter) by a rival
candidate where Thiagarajan could be heard candidly disparaging his own party, discussing
corruption it had been involved in, and praising political rivals (Christopher, 2023). In addresses
posted to X, Thiagarajan vehemently denied the genuineness of both the clips claiming that
they were generated by malicious actors, but forensic analysis was inconclusive as the first clip
was deemed too low quality to be assessed, and the second one was deemed 87% likely to be
a real depiction. This example shows how the challenges to authenticity of synthetic voice
generation, and voice cloning in particular, enables actors to raise doubts as to the veracity of
genuine recordings.

Other examples of technical verification uncertainty can be seen in the viral audio of former
Ghanaian President John Mahama, which was found to be 62% inauthentic by synthetic audio
detection tools Hiya Deepfake and Deepware (Ghana Fact-Checking Coalition, 2024), and also
in the 2023 Slovakian election where politically damaging audio of a political candidate was
released two days prior to an election that was later determined ‘altered’ by GenAl company
Eleven Labs (Meaker, 2023). ABC News Verify deliberately amplified the public debate around
this issue in the leadup to the 2025 Australian federal election, by generating an Al clone of
Senator Jacqui Lambie’s voice. They gathered community reactions to Al Lambie’s “electoral
platform” to highlight the importance of context and to show how difficult it was to technically
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identify problematic Al-generated voice content through human and automated means (Martino
& Mallal, 2025).

Each of these controversies raises questions about or suggests new perspectives on the
question or ideas of authenticity. They touch on several dimensions of the problem: identity and
verification; authentic relationships and interpersonal communication; cultural and aesthetic
meaning and creativity; and the consequences of synthetic media for ethics and rights in all
these areas. In the following section, we look at some of the deeper historical, social and
cultural concepts and issues that are highlighted, challenged and intensified by these new
developments in voice automation.

3. Social and cultural concepts and issues

3.1. Voice as embodied medium

McGettigan et al. (2024) define the human voice as a “dynamic audio signal that can be used
flexibly to express thoughts, emotions, and mental states via both verbal (i.e. speech) and non-
verbal (e.g. laughter, sighs) vocal behaviours” (p. 6). The voice is therefore a medium in that it
conveys meaning from sender to receiver - but it is also a medium in the sense that it
transforms or at least takes part in creating the signal or meaning it conveys. As Jonathan
Sterne’s cultural history of sound reproduction, The Audible Past (2003) argues so powerfully,
there is no such thing as a pure, unmediated voice: technically, vocal sounds cannot be
produced or perceived without the materiality of external resonant spaces, and even the ear
itself can and should be understood as a complex mechanism. Even in the earliest electrical
technologies like the telephone or microphone, sound is converted to electricity, transmitted
from one place to another, and then converted back to sound. Speech synthesis and other
voice technologies “exist within complex sociotechnical systems, whose (mis)behaviour arises
from interactions between networks of human actors and technical subsystems” (Hutiri et al
2024, p 359).

The question of authenticity has always been part of developments and debates around sound
production and reproduction. In the early days of mechanical sound reproduction, the aesthetic
ideal was fidelity (literally, faithfulness) to a presumed ‘original’ (Sterne, 2003). That is, even
before the development of digital speech or vocal synthesis, there was a question about the
value of showing versus hiding the involvement of technology in the reproduction of sound. The
ideal technologies of audio reproduction would be undetectable in their operations, pointing to
the unresolvable tensions between ‘transparency’ (revealing the presence of mediation) and
‘naturalness’ (where mediation disappears) in all encounters with the problem of authenticity in
media.

As media studies scholar John Durham Peters (2004) observes, understanding voice as a
medium also implies a sense of being: a voice implies the existence of an identity and body
attached to the speaker (Peters, 2004). Voice and presence are closely connected: the voice of
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a singer, a politician, a parent, or a teacher is central to the way we experience their presence
in our lives. We could think of the specific timbre of an orator, or the distinctive ways of
speaking that become familiar in friends or partners. These qualities convey emotion, meaning,
and sentiment (e.g., Wahl-Jorgensen, 2019).

Voice is important in social relations and interpersonal communication: it is a key mode through
which humans relate to and comprehend one another, mediating our relationships with others
and ourselves. Alongside its strong ties to identity, a person’s voice can carry or reinforce
power disparities between different communities and levels of ability; through association, it
can represent, adhere to, or challenge stereotypes, such as those of gender and class (Dennler
et al., 2025; Peters, 2004).

Because it mediates language and sound, voice is often used to frame and direct the attention
paid to other forms of communication, media, or actions (Jucan, 2023, p. 122); for example, we
might ask our parent to drive us somewhere, tell our partner to watch a news item, or express
delight at a marvellous view to anyone listening. Voices can therefore communicate emotion,
memory, and emphasis. They can immerse, enthral, and persuade, whether speakers are visible
or not: “listen to the sound of my voice,” intones the hypnotist; “l can't do that, Dave,” says HAL.
Recordings can store memories and testimonies to revisit at a later date, which can “take one
back” to a situated place and time (such as childhood; Taussig, 1994). Metaphors indicate the
powerful association of the voice with the individual: to have a voice is to have communicative
and political agency (as Australian national treasure John Farnham sings, “You're the Voice”).

It is important to recognise the extra-lingual and affective aspects of voice as well. Voice is not
only what is said, but how it is said — tone, rhythm, prosody etc.— all of which are bound up in
emotional dynamics that are temporally situated, interpersonal and interactive (McCosker,
2015), and reinforced through repetition over time and across multiple encounters and
interactions (Bertelsen & Murphie 2010). Daniel Stern in The Interpersonal World of the Infant
(1985) and Forms of Vitality (2010) explores these dimensions through the concepts of
‘affective attunement’ and ‘vitality affects’. In pragmatic terms, both certain tones of voice and
our degree of familiarity with a specific voice tends to indicate that there is an authentic self or
person behind the speech—or so we have come to assume.

3.2. Voice as personality and social presence

The human voice is generally given heightened significance as an element of ‘authentic’
relationships and trustworthy interpersonal as well as public and professional communication:
through extra-lingual cues like ‘tone of voice’, people are endowed with personality attributes
such as trustworthiness, warmth, or authority. For Walter Benjamin (2021 [1920]), the voice of a
person being broadcast on radio was assessed in the same way that one would assess a visitor
to a house: quickly, and sharply (p. 364).

Additionally, voices are tied not only to individual but also to group cultural identities
(McGettigan, 2024). In this context, the ways that Al voices seem to reinforce dominant ideas
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about what a ‘friendly’, ‘authoritative’, ‘trustworthy’ or ‘helpful’ voice sounds like is a significant
area of concern and debate. We can see this in the example of Google NotebookLM ‘NPR’-style
podcasts,3® which are rendered in a specific vocal style characterised by measured pacing,
clear articulation, slight vocal fry, and strategic breathing patterns that convey a relaxed and
confident intellectual authority and cultural sophistication. The vocal styles associated with
public or national radio have a long history of class distinction in many cultures, but in the case
of NPR, the style also appeals specifically to “an audience of listeners who are ambivalently
positioned within a post-liberal, post-civil rights and post-feminist social formation of highly
educated Americans” (Loviglio, 2008), and therefore works to generate a warm, progressive
aura for Google’s Al products.

The problems with normative Al voices are particularly apparent in voice assistants, with home
assistants frequently assigned a gendered ‘voice’, name or image (Strengers & Kennedy, 2020);
see also Phan's (2017; 2019) critical scholarship on the materiality and aesthetics of Al voice
interfaces. It is equally important to be critical of the common-sense idea that the audible,
easily understood, and embodied voice with a contextually appropriate tone is an absolute
requirement for authentic communication, as this is ableist (with regard to neurodiversity, deaf
speakers and speech impairment, for example) and problematic with respect to linguistic and
sociolinguistic diversity. Simplistic assumptions that people with hearing or speaking related
disabilities need to replace their existing communication methods with normative synthetic
voices are also problematic especially in the absence of truly participatory or democratic
methods of research and design (Napolitano, 2022; 2023). Tensions in ethical considerations
across domains and uses arise. In education, using a range of voices, languages, and accents
might be seen as inclusivity in design, but this might also foster stereotypes, or misrepresent
cultures. While synthesised voices can bridge language barriers and facilitate cross-cultural
interactions among users from diverse backgrounds (Sarwari et al, 2024), these possibilities
also pose the question of who decides how a culture/group of people are represented.

In political communication, tones of voice and ways of speaking have additional significance.
For example, calm, irony or mockery may be deployed as expressions of apparent
(masculinised) rationality to reject critiques delivered with (feminised) emotional or moral affect,
as Nicholls (2019) observed in Jordan Petersen’s debates with postmodern philosophers on
YouTube. These practices show that tone of voice is intimately connected to public perceptions
of authority, such as Donald Trump’s “angry populism” (Wahl-Jorgensen, 2019) and former
Filipino President Rodrigo Duterte’s “strongman politics” (Ragragio, 2021).

The use of synthetic or replica voices in communicative and social environments also raises
questions of where and with whom ethical responsibility lies. Writing about representation
issues in the early 2000s, in the context of virtual reality (VR), Ford (2001) poses the question
that if an entity uses the same sentence syntax and gestures as Einstein, and appears like

36 https://www.wired.com/story/ai-podcast-google-notebooklim/
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Einstein, what expectations are brought to the environment by the user who interacts with the
Einstein-like bot, and what are the responsibilities of developers in being accurate to the
attitudes and actions of real people? (p. 116). Ford (2001) also asks, “who assumes the
responsibility for destructive actions of an intelligent agent who looks like the user, acts like the
user, and is the representative of the user?” (p. 118): does this fall on the user, the developer,
app provider, designer, or the person who consented for their voice to be used? Who should
profit from the voice? Who gets to hear and use the cloned voice? How will it be used? For how
long will it be used?

Henrickson and Carlon (2024) discuss “Digital human versions”, which they define as “digital
replicas of embodied humans, living or dead that convincingly mimic their textual, visual and
aural habits” - versions are designed to mimic a specific person. Versions are designed to mimic
a specific person and accordingly provoke questions of transparency, consent, and
representation, as well as the limitations of the technology. Versioning raises issues not only
about terms of ‘voice donation’ to be used, but also questions of accuracy in representation (of
content, values, personality, and voice aesthetics), control over the purpose and use of the
clone, and consent regarding the deceased. Should people determine, while alive, what should
happen to their voice after their death? Should they give orders about voice data and
information after death, in similar ways to what is already happening with regards to social
media data?

3.3. Voice and listening

Voice and listening are closely tied to one another, both socially and technically. In social terms,
listening is crucial to the concept of voice: having the capacity to speak does not mean one is
heard. Philosopher Emmanuel Levinas (1991) thus believed that not only voice but dialogue is
fundamental to ethics, because we cannot relate to others fairly without it. Some voices have
historically been listened to much more actively, such as those of men in halls of power. Others
have been marginalised in public discourse, or only heard in narrow and specific contexts.
Refugee voices in Australia, for example, tend not to be heard in mediated discourse at all,
while anti-refugee voices are often amplified (Dreher, 2009). Elevating marginalised voices is
thus only part of the challenge; the larger issue is over who is actively listened to and whether
that listening involves meaningful policy or public response. The ways that certain voices are
heard (or not heard) may shape public and private engagement with misinformation or
extremist politics, as well as attitudes to diversity and other ethical principles. In other words,
voice and listening both possess political dimensions that need to be understood in the context
of new synthetic voice agents. The consequences of this historical imbalance around listening
are that machines may not be equipped to hear all voices as well as others, and they may
reinforce and amplify the absence of minority voices. This means they may serve minority or
low-resource language groups less well, as well as overrepresenting the particular ways of
speaking dominant within majority languages.
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Voice has been crucial to the relationships audiences form with particular radio stations and to
the overall social role of the medium (see Susan Douglas’s [2013] social history of radio,
Listening In). The ‘BBC Voice,” for example, bundles together not only the long history of the
BBC as a media outlet but also British norms of class and social capital. Gender, race, class, and
sexuality can all be inferred — accurately or not, and often via narrow stereotypes — from
aspects of voice and bias thus impacts which voices count as authoritative in news media.

Generative authenticity in voice thus has its other half in the authenticity of listening as a social,
political and technical practice. As synthetic voices become more prevalent, critical questions
emerge around what those voices do in the public domain. How does voice synthesis challenge
listening as a social, cultural and political practice, particularly in the public domain? Whose
voices, or synthetic versions of them, are heard and evaluated by both humans and machines
as authentic? Do synthetic voices engender new listening practices? What responses are
engendered, how and to what effect?

Understanding authenticity in voice synthesis also requires us to consider the listening
practices of machines. For example, voice assistants such as Alexa, Siri and Gemini embedded
in smart home devices listen continuously, via an ensemble of microphones, natural language
processing models, and datasets, in an ambient form of continual eavesdropping (Parker &
Stern, 2019). Enhancing this ‘listening’ capacity depends on gathering data through this ambient
machine listening, such that making synthetic voices that are richer and more ‘authentic’
increasingly requires listening to human voices in conversation. Conversely, the effective
detection of synthetic voice will require ever more sophisticated forms of machine listening that
can attend to the speech patterns or other sonic signatures of particular Al voice models.

In the following sections, we provide a brief overview of how these issues are mirrored in
technical and empirical disciplines, including human-computer interaction and cybersecurity
research.

4.Technical and user research perspectives

4.1. User experience and interaction with voice automation

Research in user behaviour from the fields of information retrieval and psychology suggest that
people are becoming rapidly accustomed to voice command functionalities across devices and
applications, and at the same time, the overall landscape of communication is changing, shifting
towards more conversational and less formalised interactions (Flavian et al 2022; Lopezosa et
al., 2024). A study by Flavian et al. (2022) on the effects of Al-powered voice assistant
recommendations on consumer behaviour suggests that synthesised voices can create an
atmosphere conducive to dialogue, fostering a more interactive communication experience
compared to textual forms of media. The use of voice enhances the conversational dynamic of
a given interaction, an effect that is intensified in the context of applications that are
deliberately designed to make users feel like they are having intimate, confidential
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conversations. As a result, people may abandon the public selves they present to the world and
reveal their private, ‘backstage’ selves, with implications for privacy (Henrickson and Carlon,
2024).

Zhang et al. (2021) argue that voice synthesis for social media should be evaluated not only on
listening experience and voice quality, but also on expressivity, degree of customisability, and
adaptability to contexts. They outline how scholarly attention (in the fields of human-computer
interaction (HCI), computer-supported cooperative work (CSCW), and science and technology
studies (STS) has shifted from the mechanics of speech recognition, speech synthesis, and
conversational understanding to examine expressive characteristics of synthesised voices —in
other words, shifting from what the voice should say to how it should say it (e.g. see Cambre
and Kulkarni 2019).

Zhang et al.’s (2021) interviews with fifteen participants explored user preferences for
synthesised voices in social media. They found that participants wanted not only “an authentic
and consistent synthesised voice presentation of themselves”, but also, “the ability to reflect
the emotion of specific posts and to opt for more ‘fun’ or more ‘formal’ voices for different
platforms” (p.2). Their findings support the demand for diverse and authentic self-presentation,
while also raises concerns about voice synthesis perpetuating stereotypes. They found that:

e Participants preferred voices that matched their own characteristics, such as gender
and age.

e Many users desired the ability to customise voice characteristics for different social
media platforms (e.g., fun for Twitter, formal for LinkedIn).

e The study revealed challenges related to potential stereotyping through accented
synthetic speech.

The emotional responses elicited by synthesised voices can impact interpersonal
communications, manipulating listener perception and engagement through auditory identity
and the reactions it evokes (McGettigan 2024).

In commercial contexts, the personalisation and customisation of voice cloning allows
organisations and creators to maintain a consistent voice across various platforms, which can
lead to wider brand recognition and the communication of values and messaging in a way that
may feel authentic to the targeted audience (Schanke et al., 2022). Schanke et al. (2022) also
indicate that consumers tend to exhibit greater trust and attraction toward voices that reflect
familiar characteristics and personalities. Rosi et al. (2025) examine how familiarity with a voice
can influence individuals' perceptions and social evaluations, decision making, and
interpersonal dynamics. As the familiarity associated with a cloned voice can enhance user
trust, this can in turn be exploited (Rosi et al., 2025) for nefarious purposes such as scams and
misleading impersonation, which in addition to other harms can create reputational damage for
the person whose voice is cloned.

Recent voice synthesis technologies have further complicated this terrain by enabling the
production of voices that closely resemble those of specific individuals, making them notably
more human-like and emotionally resonant (Amezaga & Hajek, 2022). These synthetic voices
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can evoke emotional responses that significantly shape interpersonal communication,
manipulating listener perception and engagement through the crafted auditory identity they
present (McGettigan, 2024). Recent innovations in computer science that are focused on text-
to-speech synthesis indicate that there is an intention to continue to develop increasingly
realistic voices (Kolekar et al., 2024; Ma et al., 2024), while frameworks that make emotion
adjustable have also been proposed (Chen et al., 2024). While synthetic voices have many
positive applications and can foster trust and connection, these characteristics can in turn open
up new avenues for manipulation and exploitation, implying the need for improved public
awareness and literacies, as well as tools for detection and defence.

4.2. Technical aspects of detection and authentication

An important aspect of the use of synthetic voices is whether the audience is aware that they
are listening to, or conversing with, a bot or a human. This introduces the socio-technical
challenge of accurately detecting synthetic voice in a variety of settings. Existing detection
approaches for synthetic voice can be broadly categorised into two types: end-to-end
methods; and two-stage feature extraction-based methods. End-to-end methods take raw
audio utterances as input and feed them directly into a machine-learning model for binary
classification (i.e., bona fide vs. fake). In contrast, two-stage methods involve first extracting
hand-crafted or learned features from the audio signal, such as short-term spectral, long-term
spectral, or deep features, and then applying a binary classifier to distinguish between real and
synthetic voices. Among these, deep feature-based approaches have emerged as the most
effective. These methods typically use self-supervised learning models pre-trained on large-
scale bona fide voice datasets, followed by fine-tuning on a smaller dataset that includes both
bona fide and synthetic samples. One of the most widely adopted frameworks for this purpose
is Meta’'s Wav2Vec (Baevski et al., 2020), which has shown strong performance in detecting
synthetic voices.

However, several challenges remain:

1. Limited generalisability to Australian voices: Open-sourced Wav2Vec models are
primarily trained on datasets from European and U.S. speakers. Their effectiveness in
generalising to Australian accents and speech patterns remains uncertain.

2. Data scarcity: Publicly available datasets containing Australian voice samples are
limited. This problem is even greater for low-resource languages that have a smaller
number of speakers and recordings. This scarcity poses a barrier to training or fine-
tuning detection models for local contexts.

3. High computational cost: Training Wav2Vec models from scratch is resource-intensive.
For example, training the base model originally required 128 graphic processing units
(GPUs) running for a week, making it inaccessible for researchers or organisations with
limited computational resources.
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As GenAl models continue to advance, they are becoming increasingly capable of producing
highly realistic synthetic voices. This progress raises the possibility that such voices may
eventually bypass existing detection approaches, particularly those that rely on analysing
individual utterances in isolation. The real-time conversational setting is likely to become a new
and more challenging battleground for synthetic voice detection. Fundamentally, GenAl models
have the capacity to generate voices that are too uniform and predictable (or ‘perfect’-
sounding), lacking the subtle emotions, inconsistencies, disfluencies, and natural errors that
characterise the human voice in real-world contexts. Even if these models are trained to mimic
human imperfections, they are likely to introduce perfectly consistent mistakes, which could
still distinguish them from authentic human voices when examined in longer interactions. This
inherent difference suggests that synthetic voices may remain detectably distinct in multi-turn
conversations, where natural human variability plays a critical role, at least in the foreseeable
future. Consequently, the future of synthetic voice detection may lie in developing systems that
operate across social, especially conversational, contexts rather than the analysis of isolated
audio samples.

4.3. Voice authentication

Alongside the face, iris, and fingerprint, once rendered as data, each person’s voice profile—the
sum of sufficiently distinctive features of their speech patterns— is understood to be a unique
identifier of that individual. This ‘voiceprint’ is in wide use as a means to secure identity in a
variety of applications. As recently as May 2025, for example, where the feature is activated,
the ANZ mobile app still requires a customer wishing to transfer large sums of money to
pronounce the words, “My voice confirms my identity” in order to complete the transaction. The
rapid development of voice synthesis in generative Al opens up new questions and creates new
security vulnerabilities in this area.

In the domain of voiceprint authentication, biometric voice authentication technology has often
been contrasted with other biometric technologies, such as facial and fingerprint recognition
(Rui & Yan, 2018; Minaee et al., 2023; Sabhanayagam et al., 2018). These comparisons are
necessarily difficult due to the differences in technologies, benchmarks, and evaluation
methods, but broadly speaking, while voice authentication methods are appraised as having
lower accuracy and security robustness than other technologies like Iris or Fingerprint
technologies, they have seen broad adoption due to the ready availability of the hardware
required (a moderate quality microphone and/or speaker). This highlights the importance not
only of the underlying technology, but also of the platform economy and user interactions
surrounding it.

Additionally, potential solutions to address security vulnerabilities might have as many serious
unintended consequences for inclusion and fairness as did automated decision-making based
on voice identification. It is equally important to counter ableist assumptions that equate voice
with the rational person, or ignore the spectrum of vocal abilities that might be rendered
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inauthentic due to sounding ‘mechanical’, as is often the case with the autistic voice, for
example (Lebenhagen, 2020).

5.Industry, community and regulatory responses

5.1. Al ethics and safety research

The multifaceted nature of voice synthesis technology demands a correspondingly layered
approach to its ethical, legal, cultural, and practical implications. Voice is not a singular
construct: it encompasses voice styles, acts of speaking or other forms of vocal expression,
and the content of that expression. Voice synthesis can be used to imitate or ‘give voice’ to a
specific individual, or to represent or mimic a broader cultural identity or collective. This
complexity introduces a range of concerns around consent, privacy, safety, and representation,
requiring individuals, communities, and regulators to navigate sensitive terrain. As synthetic
voices become more widely deployed, robust frameworks and regulatory responses are
necessary to mitigate potential harms and foster accountability around responsible use and
development of companies that offer voice Al services.

The safety risks, hazards, and harms posed by Al-generated voices remain under-researched
within the Al ethics field (Hutiri et al 2024), despite industry narratives that frame voice Al as
especially potent and dangerous. OpenAl, for example, famously delayed the rollout of its Voice
Engine technology, deeming it “too risky for general release” (Hern 2024). The company cited
potential threats to election integrity, voice-based authentication systems, and individual rights,
though these concerns were articulated only in broad terms. Independent research on these
broad categories of harm is particularly urgent, as the plausibility of malicious use is often
conflated with actual observed use in the real-world contexts (Goldstein and Sastry 2025).
Indeed, Al safety researchers have observed a “sharp increase in the number of voice related
incidents” in the OECD Al Incident database since March 2023, including highly serious
swatting attacks in which “anonymous perpetrators create synthetic voices that call police
officers to close down schools and hospitals to investigate bogus bomb threats, or to violently
gain access to innocent citizens’ homes” (Hutiri et al 2024, p.1). Yet, as the first independent
International Al Safety Report, published in January 2025, emphasises, there remain “key
empirical evidence gaps” in assessing the prevalence and impact of malicious uses of deep
fakes and voice cloning, with most data limited to anecdotal reports and fragmented incident
tracking (Bengio et al 2025). In addition to empirical validation, the development of
conceptually coherent, voice-specific taxonomies of risk has also been slow (Hutiri et al 2024).
This reflects a broader trend in the research community, where risk taxonomies for generative
Al tend to prioritise categorising the harms associated with large language models, giving less
attention to multimodal Al (Weidinger et al 2023).
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5.2. Industry responses to safety concerns

Against this backdrop, major commercial actors, including foundation model providers,
application developers, digital platform companies and news outlets have identified several key
safety concerns and concentrated their usage policies and mitigation measures on addressing
them. OpenAl’s “Building Voice Engine safely” blog post highlights the central risks associated
with speech generation as “impersonation of another individual or organization without consent
or legal right” and in particular, “the creation of voices that are too similar to prominent
figures”.?” Safety measures largely focus on prevention of unauthorised voice cloning, although
risks extend beyond this. For example, other modalities like speech-to-text have raised
concerns around reliability and accuracy that necessitate a different set of safeguards. As seen
in the case of OpenAl's medical transcription tool, Whisper, it reportedly invented “chunks of
text or even entire sentences, including racial commentary, violent rhetoric and even imagined
medical treatments” (The Associated Press 2024). YouTube's recently updated content
monetisation policy for ‘inauthentic content’*® marks a growing shift toward valuing authenticity
in content creation, aiming to curb the rise of low-effort, Al-generated media that lacks original
voice — often deemed ‘Al slop’.3® A common example of this is using synthetic Al voice overlaid
onto photos, videos, and repurposed content, which in some cases garners millions of views
e.g., Al-generated content relating to Sean ‘Diddy’ Combs's trial.*°

The first set of safeguards involve implementing content moderation mechanisms that follow a
multipronged approach: banning certain uses outright and recommending against others.
ElevenLabs, a prominent player in the field, explains that there are “no-go voices”, while leaving
the category undefined: “While our policies prohibit impersonations, we use an additional safety
tool to detect and prevent the creation of content with voices deemed especially high-risk.”.*’
PlayAl, another startup that has similarly garnered significant attention and funding, states:
“Users are permitted to clone only their own voices or those for which they have explicit
permission.” Descript requires users to record and submit a consent statement from the
individual whose voice they wish to clone.*? The most widely used GenAl application, OpenAl's
ChatGPT, “is designed to speak in only one of our preset voices”. However, an investigation by
Consumer Reports found that many of these systems are still vulnerable. Consumer Reports
tested six companies that offer voice cloning tools (ElevenlLabs, Speechify, PlayHT, Lovo,
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Descript and Resemble Al) between September 2024 and January 2025, and found that “for
four of the six products in our test set, we were able to easily create a clone based on publicly
available audio.” (Gedye 2025).

To compensate where content moderation falls short, companies implement a second layer of
safeguards focused on provenance and traceability that would allow them to identify content
generated by their systems and deter misuse. Both ElevenLabs and Descript, in addition to
Respeecher, a voice cloning marketplace, are members of the Content Authenticity Initiative
and have integrated C2PA, the initiative’s metadata standard for binding provenance
information to media, into their systems.*® Google has developed SynthID to watermark outputs
from its models, including voice outputs. In addition, companies are building classifiers to
detect and match generated content (Thomson et al., 2025). It is important to note that these
safeguards are model-specific, non-generalisable and thus have limited interoperability.
Furthermore, not all providers, especially smaller companies or open-source projects, have
implemented them, nor are they required to. No law currently mandates that companies build
detection mechanisms, though there are increasing calls for such regulation (see Knott et al
2023).

As content moderation and traceability mechanisms fall short, a growing ecosystem of third-
party synthetic voice detection tools is emerging to enhance security for organisations
adversely impacted by, for example, “deep fake fraud”. Forbes identified this trend as the rise
of a new market category “voice security and authentication” in its 2025 report The Future of Al
Voice. The report notes: “As security concerns grow, firms specialising in Al-driven voice
authentication and fraud prevention are becoming attractive investment targets” (Predin,
2025). This sector now includes a growing list of third-party commercial tools aimed at
detecting synthetic or Al-generated voices, including: Reality Defender, which offers “multi
modal solutions to detect real time Al impersonations”#4, Pindrop, specialising in “solutions for
contact centers in various industries”#®, Resemble Al, offering to “detect Al-generated audio
and deep fakes”, *¢ and Deepfake Total, a platform where users can “analyze suspicious audio
files to detect deepfakes, and automatically share them with the security community”.” The
core offering of these companies is real-time or “synchronous” detection capabilities
(Barrington et al., 2025) which are sometimes referred to as “liveness testing”, for use in
contact centres of organisations in banking, finance, insurance, healthcare, or retail. Additional
use cases range from fraud prevention and brand protection to securing executive
communications and video conferencing. Several of these companies also offer voice

43 https://contentauthenticity.org/blog/community-story-respeecher;
https://elevenlabs.io/safety; https://www.descript.com/ethics

44 https://www.realitydefender.com

45 https://www.pindrop.com/

46 https://www.resemble.ai/

47 https://deepfake-total.com
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generation tools for automating call centre services, or other organisational uses, reflecting the
service diversification and platformisation trends observed in the broader ecosystem of “trust
and safety” vendors (Matamoros-Ferndndez and Bartolo, 2024).

Professionally accredited fact checkers who attempt to verify the authenticity of suspected Al-
generated audio content still tend to rely on traditional journalistic methods and consult with
experts rather than turning to Al detection tools (Cazzamatta & Sarisakaloglu, 2025). The
verification process is carried out through a detailed examination of detection metrics
combined with other strategies. Consequently, fact checkers tend to concentrate their efforts
on inconsistencies that are humanly possible to identify i.e. voice audio that does not align with
the connected video footage (see, for example, Full Fact, 2025a; Zinsner, 2023) or voice audio
that has been disconnected from the original video footage (see, for example, Tariq, 2025).
Some fact checkers work with media forensics experts from WITNESS's Deepfakes Rapid
Response Force (DRRF), including specialists who can detect atypical speech patterns in audio
content (see, for example, Full Fact, 2025b; uz Zaman, 2024; Aguirre, 2025). There is potential
for the development of voice audio detection systems in radio news and digital media in Latin
America, a region that relies strongly on this medium for news and cultural consumption. In
Spain, the Prisa media group has a significant presence in the Hispanic market, and has started
to use ad hoc tools to verify political sound bites, political ads, speeches in electoral campaigns
and everyday political debates. For example, through voice cloning, highly popular politicians,
celebrities and sport stars’ voices have been doctored for scams, deceptive content and
disinformation campaigns. VerificAudio was launched in 2024 to detect voice cloning, a
practice that is becoming more common for digital media. In general, factcheckers and
journalists have depended on Google Reverse Image to forensically analyse audio through
matching image and audiovisual material in their inspections and analysis, however this
specialised audio deepfake detector uses machine learning techniques that are trained with the
company’s rich audio dataset. It “compares the suspicious material with audio from the PRISA
station files based on a set of predetermined indicators, and provides a percentage of
authenticity” given specific metrics such as “timbre, intonation and speech patterns”.*® Given
the relevance of radio and podcasting in the region, Google has supported the project through
the Google News Initiative and both companies are planning to open access to journalists and
fact checkers. In many other instances, journalists and fact checkers have used other emerging
audio detection tools such as Deep Media and True media.

Other tactics to detect audio deepfakes and train interested users in authenticity literacy in the
context of political communication, include collaboration with media and interested developers.
In Europe, for example the public broadcaster Deutch Welle has designed games for users to

48 | opez Linares, C.(2024). PRISA group uses new Al tool to detect audio deep fakes and
combat disinformation in Latin America. https://latamjournalismreview.org/articles/prisa-group-
uses-new-ai-tool-to-detect-audio-deep-fakes-and-combat-disinformation-in-latin-america/
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detect multimodal deepfakes through the Digger Deepfake Detection project. Other industry
projects like Deep Fake Total*® are also open to contributions from the general public.*

Overall, the tech industry’s responses to synthetic voice challenges— in the form of content
moderation, provenance tracking and third-party detection— embody deeper tensions between
the two competing logics of, on one hand, accountability and harm prevention, and on the
other, profitability and market-making. Critical scholarship has observed that ethics, safety and
security concerns and controversies around emerging technologies are increasingly used as a
market strategy (Geiger et al., 2014), with public concerns appropriated as “a way of opening
up markets for new products” and mobilised “to create a community of attention for said
products” (Marres et al., 2024). It is therefore important to put industry responses into
perspective, within the broader context of legal and community responses.

5.3. Regulatory action

Al voice cloning raises a wide spectrum of legal implications in Australia, as well as in the
international contexts with which industry actors are more likely to engage and hence are likely
to shape the technologies and applications that are used and experienced by Australians.

One area of growing concern is the potential harm caused when voices are cloned without
permission and/or used in deceptive ways. Current Australian copyright law®' is unlikely to offer
an adequate response for most instances of voice cloning, as it protects the original expression
of ideas and information in a material form, which can include, for instance, a sound recording
but does not extend to the voice itself (Pace, Girardi, & Huang, 2024, Pace et al, 2025; Potter,
2025). While unauthorised use of a voice recording may constitute infringement, if a cloned
voice is considered an original work and does not directly use a recording, such use would fall
outside the scope of protection (Potter, 2025). This raises critical questions about the
distinction between copy, clone, and original. It also raises questions about the circumstances
in which a clone is produced from a copy and how this would be proved. This possibility raises
many issues about misuse, but could offer some protection for creative and artistic uses of
voice cloning as content production, as well as a way to protect voice clones that memorialise
deceased people from unauthorised use (McGettigan, 2024; Pace et al., 2025).

While copyright in Australia has limited scope, the role of voice in society and implications of
misuse of voice synthesis extends wider, accordingly also offering other avenues. The US TAKE

49 https://deepfake-total.com/

%0 Sparrow, T. (2024). Fact check: How do | spot audio deepfakes?
https://www.dw.com/en/fact-check-how-do-i-spot-audio-deepfakes/a-69934521

5 Copyright Act 1968 (Cth)
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IT DOWN ACT “prohibits the nonconsensual online publication of intimate visual depictions of
individuals, both authentic and computer-generated, and requires certain online platforms to
promptly remove such depictions”,>? and may offer some protection to Australians as a result if
“depiction” is held to include voice cloning. As Potter (2025) notes, in Australia, areas such as
defamation, privacy, image-based abuse, consumer protection, and passing off may also offer
partial avenues for recourse, though each presents distinct challenges when applied to
synthetic voice and audio.

When voice cloning is used deceptively in advertising or commercial settings, there is potential
for implications under Australian Consumer Law?®® enforced by the Australian Competition and
Consumer Commission (ACCC). This may offer some avenue and scope for restrictions if an
individual attempted to commercialise their voice synthesis skills, offer them as a service, or
use them to run misleading ads or promotions (Pace et al., 2025). Additionally, Australian
Consumer Law prohibits false or misleading endorsements, which could cover the use of voice
clones for this purpose.

Consumer protection however does not extend to the use of voice synthesis in non-commercial
settings. Given that synthetic voice technologies are increasingly deployed in everyday
contexts - including impersonation, misinformation, and harassment - the limitations and
applicability of other legal frameworks warrant closer scrutiny. For example, Australia’s Privacy
Act®* offers some protection against the misuse of a person’s likeness, but individuals depicted
in voice clones or deepfake audio currently lack direct legal recourse. Similarly, voice cloning
can be used to create non-consensual sexual content using a person’s likeness, however
existing legislation primarily focuses on visual content (i.e. image-based abuse). Cloned voices
can also be used to fabricate statements or disseminate false and damaging content. While
Australian courts have accepted that defamation claims may arise from deepfakes, applying
these principles to synthetic voice remains difficult, especially when it comes to proving serious
harm and identifying perpetrators (Potter, 2025). A more promising area of potential emerges
from the role of voice being recognised as a biometric identifier, which raises potential recourse
in certain circumstances regarding data protection and informed consent, particularly in
contexts where voice data is collected, stored, or used without transparent disclosure.

Given the position of Australia as a relatively small market and regulatory ‘middle power’, in
technology generally the strategies of international regulatory and industry actors are just as
likely to influence Australian experiences as local ones. In particular, emerging international

52 hitps://www.congress.gov/bill/119th-congress/senate-bill/146

53 Section 18 Competition and Consumer Act 2010 (Cth)
54 Privacy Act 1988 (Cth)
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regulatory developments may benefit people whose voices have been cloned without
permission.

The most ambitious developments have been in Europe. Between 2018 and 2024, recognition
of generative voice and deep fake content in key EU regulations has become more direct. The
General Data Protection Regulation (GDPR), introduced in 2018, sets out rights and
requirements in relation to the processing of personal data identifying a natural person (which
could include voice inputs into Generative Al), but it does not specifically address generative or
voice content. The EU Digital Services Act (DSA), introduced in 2022, refers to both
“manipulated material” and “generated or manipulated...audio” that “appreciably resembles
existing persons.”>® The European Union's Al Act (Al Act), introduced in 2024, goes one step
further to specifically define ‘deep fake’ as including “Al-generated or manipulated... audio...
content that resembles existing persons, objects, places, entities or events and would falsely
appear to a person to be authentic or truthful.”s®

The only express requirement for voice generated content under the DSA and Al Act is to mark
and disclose it as such in some circumstances.%” Other requirements which may intersect with
generative voice content and deep fakes include the requirement for ‘very large’ (45 million
users+ per month in the EU) online platforms (VLOPs) and search engines to remove illegal
content including “non-consensual sharing of intimate or manipulated material” %8 and additional
regulations for high-risk Al systems that target the voting behaviour of natural persons.*® The
failure to more directly address and regulate contexts where generative content is already
causing harm, including sexual image abuse and gender-based harm, has been critiqued along
with a suggestion for systems producing harmful deep fake content to be included as a high-
risk system in the Al Act (Labuz, 2024, Romero Moreno, 2024).

Text and data mining of internet content has been an exception to EU copyright laws since
2019 (Directive on Copyright in the Digital Single Market (DSMD)). However, the exception was
only intended to operate where rights were not reserved and only for “certain special cases
which do not conflict with a normal exploitation of the work or other subject-matter and do not
unreasonably prejudice the legitimate interests of the rightsholder.” Compliance with the DSMD
was reinforced in the Al Actin 2024,5° and in July 2025, a Code of Practice addressing
copyright has sought to emphasise that platforms should utilise standardised methods of
identifying machine readable rights reservations and not override these, should keep a
copyright policy, and should designate a person to whom rightsholders can complain (European
Commission, 2025). Overall, the extent to which the already evident use of text and data mining
leading to the creation of voice clones could possibly be consistent with EU copyright law, even

55 Article 35(1)(k) Digital Services Act, Recital 87 DSA

%6 Article 3(60) Al Act

%7 See Articles 34 and 35(1) (k) of the Digital Services Act, and Article 50(4) of the Al Act.
%8 Digital Services Act Article 35(1)(c)), Recital 87

%% See Annex 3(8)(b) Al Act, Chapter 3 Al Act

80 Article 53(1)(c) Al Act
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in the absence of a rights reservation marking, has been questioned (Baris, 2024, Jasinski,
2025).

Despite the existence of relevant copyright, data rights, platform and Al regulation, the use of
synthetic media in these ways is already causing and could increasingly cause harm to
individuals. In response, the Danish Ministry of Culture introduced a Bill to amend the country’s
Copyright Act to send “an unequivocal message that everybody has the right to... their own
voice” (Bryant, 2025). The Bill proposes a significant extension of copyright laws, where
consent would be required for not only publication of actual artistic performances, but also
digitally generated versions of artistic performances, and “realistic digitally generated imitations
of a natural person’s personal, physical characteristics” (Danish Ministry of Culture, 2025.)¢
This Bill has not been made law as of the time of writing, but would run counter to the principle
that while a particular vocal performance can be copyrighted, a human voice itself cannot.®?

Whatever the eventual outcome, in acknowledging the connection between individuals and
their voice and likenesses as a type of property right, these moves are beginning to normalise
the idea of a market for voice (and face) clones, which might previously have been considered
non-commodifiable personal attributes. Alongside managing deception or misinformation, these
regulatory strategies enable individuals to take action for the usurpation of a commercial
opportunity while vindicating concerns about estrangement and alienation of something
deemed integral to self. Whether or not these are sensible solutions to the harms of voice
cloning, they do highlight a fundamental challenge that GenAl poses to historical
understandings and boundaries of human expression and commodification.

There is a range of metaphors describing how GenAl translates training data into novel outputs.
Sometimes, GenAl is described as a collaging machine, taking small elements or fragments from
its training data and stitching them together in new arrangements. That account is typically
levied by copyright holders suggesting that a GenAl model has copied and reproduced material
they control. However, this metaphor of the ‘collage’ is inadequate to describe a technical
process that is less about ingesting expression in order to carve it up and remix it (Sobel,
2024), and more about learning the statistical relations between different elements of
expression and concepts in order to generate similar media material. In the learning process for
voice cloning, the elemental units of voice are rendered into probabilistic relationships that can
be used not to reproduce a speaker’s actual utterances, but to create new contentin a
speaker’s voice ‘style’.

In this way, GenAl has been aptly described as a “style engine” (Reimer and Peter, 2024). And
‘style’ is what is implicated when the user of voice cloning software requests a GenAl system to
‘say’ something in the voice of another person. Copyright law is historically uncomfortable with

61 See https://infojustice.org/archives/46588 for machine generated English translation.
82 see e.g. Midler v Ford Motor Co, 849 F.2d 460 (9th Cir, 1988)
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style because of its focus on expression, in which peripheral elements of expression such as
style and genre are typically understood as unprotectable and un-ownable. But the elements
that make up an individual's voice are precisely those second order statistical encodings about
an expression that could be called style (Goldenfein, 2025). The conceptual elements and
attributes that enable the cloning of specific human voices may now, for the first time, be
subject to novel forms of commodification and intangible property protection. Whether these
individualistic approaches provide much benefit beyond the forms of self-regulation and market
management that are already developing is difficult to discern, and it may be that only certain
classes of actors are able to exercise these rights in the absence of more holistic and systemic
regulation.

5.4. Community responses and future needs

The rapid advancement of Al voice technologies has transformative possibilities for voice
applications across society. From improvements in assistive technologies and real-time
translation, to responsive therapy bots and new modes of communication, voice synthesis
offers considerable potential for inclusive and beneficial use. Voice interfaces and search
functionalities can bypass text-heavy systems, enabling hands-free, screen-free interaction,
which is particularly valuable for individuals who may lack confidence with traditional digital
tools or face barriers to using a keyboard or mouse. Voice Al integration has the potential to
open up digital environments to a wide range of users including, but not limited to, those with
lower digital literacies, people with disabilities, and individuals navigating language barriers.

Parallel to these beneficial applications, the increased realism and proliferation of voice cloning
technology has also enabled a surge in deceptive and harmful uses, including impersonation,
fraud, and misinformation. Voice Al is increasingly designed and used to imitate specific
individuals. While this can support engaging educational experiences or creative storytelling, it
also facilitates misleading impersonation of politicians, authority figures, companies, and loved
ones. Everyday individuals are vulnerable to having their voices cloned without consent -via
access to their voicemail, social media posts, or shared recording or video. Additionally, even
non-sinister uses of voice Al, such as use in entertainment or satire, raise critical questions
around how society can navigate issues of trust, consent, and transparency in a landscape
where hearing is no longer believing.

Community Capability-Building

Voice and audio modes of communication present particular challenges that are distinct from
visual and textual media. Unlike video, audio lacks visual cues such as facial expressions or
body language, making it more difficult to detect manipulation or deception. Unlike text, voice
interactions often unfold in real time, leaving little space for contemplation or delayed response.
Voice calls in particular expand the stage for engagement with Al-mediated communication,
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moving it off the screen and into everyday settings where people are often on the move and
multi-tasking with divided attention.

This shift underscores the need for tailored awareness strategies and community resources
that account for and respond to the unique characteristics of audio-based interaction, including
its immediacy, intimacy, and potential for heightened emotional influence. Navigating this
evolving landscape requires far more than teaching people technical proficiency or familiarity
with voice Al tools. It calls for the development of broader, socially grounded awareness,
discussions, and literacies that empower individuals and communities to engage with voice
technologies in informed, ethical, and safe ways.

@ Ethical awareness involves expanding knowledge about the importance of seeking and

giving informed consent for voice recording and reproduction, such as knowing when
and how to request permission to use voice clones, and ensuring individuals understand
how their voice data is collected, stored, and used (and how they can opt out). It also
extends to the broader social and cultural implications of voice synthesis, particularly in
cases where misuse or misrepresentation can reinforce harmful stereotypes or exclude
marginalised voices. Sensitive situations such as posthumous voice cloning demand
particular care as the intentions of the deceased, the wishes of their family, and cultural
or religious traditions may conflict or require delicate navigation. As synthetic voices
become more integrated in everyday life, public engagement about ethical use of voice
Al will become more essential for ensuring responsible, inclusive, and accountable
applications.

Building community resilience in the context of synthetic voice technologies means
equipping individuals and groups with the knowledge, skills, and resources to navigate
emerging risks. This includes strengthening the capacity to identify and respond to
voice-based scams, and translating strategies - such as the Australian government'’s
“Stop. Check. Protect” campaign® - into practical, context-sensitive actions. For
instance, some individuals may require additional or targeted support in recognising
cloned voices impersonating authority figures or loved ones, and in developing
approaches to safely and confidently disengage from apparently urgent, emotive or
high-pressure calls. Local government and community organisations that provide adult
education or digital literacy support are deploying initiatives involving peer mentors and
supportive informal networks in venues like community houses and local libraries.
Ensuring these actors and spaces are equipped with appropriate knowledge, resources,
and training is essential to building sustainable, community-led responses to the
evolving landscape of voice-based Al risks.

Legal literacy is essential to ensuring individuals understand their rights and available
avenues for recourse in cases of synthetic voice misuse. This includes public awareness
of consumer protection frameworks, reporting mechanisms, and the legal conditions

83 https://www.scamwatch.gov.au/stop-check-protect
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under which voice data may be recorded, sold, or cloned. For these pathways to be
effective, institutions, services, and regulators must communicate them in formats that
are clear, accessible, and actionable— ensuring individuals know who to contact, how
to do so, and what to expect. Public knowledge of voice data rights also empowers
informed decision-making, including the ability to access opt-out mechanisms and
assert control over personal data. Additionally, demystifying complex regulatory
frameworks can foster broader civic engagement, enabling individuals and communities
to participate meaningfully in public and policy discussions around voice technologies.

Community Resources

The distinctive challenges and opportunities posed by voice technologies imply the need for
targeted, accessible resources that promote community empowerment and preparedness. In
collaboration with Tactical Tech, the ADM+S Centre has co-developed and contributed to a
growing suite of materials designed to support inclusive and responsible engagement with
voice Al issues—particularly in contexts where digital access is limited or uneven. These include
analogue formats such as activities, posters, and handouts tailored for low-tech community
spaces, as well as interactive digital tools that raise awareness and offer practical strategies for
navigating the social and ethical implications of voice synthesis.

By offering practical tips and critical insights into the social implications of voice synthesis,
these resources help individuals and communities build wider awareness and confidence in
using or navigating Al Voice. The digital materials are freely available and form part of a wider
global collection of Al literacy resources, designed to support equitable access and informed
participation:

e Data Detox Kit: Whose voice is it anyway? Navigating the highs and lows of Voice Al
(by Tactical Tech with Anthony McCosker, Dominique Carlon, and Awais Hameed Khan)
https://datadetoxkit.org/en/ai/voiceetox Kit

e Data Detox Kit: The virtual big bad wolf: Be wary of Al-powered scams (by Tactical
Tech) https://datadetoxkit.org/en/ai/tricks Kit

e Data Detox Kit: Persuasive Powers: Revealing Al's influence in elections (by Tactical
Tech) https://datadetoxkit.org/en/ai/influence/Kit

Together, the analogue and digital resources support community capability building by
demystifying voice Al, encouraging ethical reflection, and equipping individuals with the
confidence to navigate emerging risks, particularly in preparedness for voice impersonation and
scams. They serve as a foundation for participatory workshops and broader public engagement
efforts aimed at fostering the responsible, empowering, and culturally appropriate use of voice
technologies.
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