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Key issues   

• ‘Information disorder’ describes the collective issues of misinformation, 
disinformation and malinformation, and the broad ways in which the information 
space is ‘polluted’. 

• Information disorder has been described as a ‘vicious cycle’, reflecting broader 
societal issues, and, in turn, perpetuating and entrenching these issues.  

• Information disorder undermines the right to political participation, threatens social 
cohesion, amplifies social and political tensions and divisions, and disrupts 
people’s ability to make informed decisions (p. 3). 

• Digital platforms and tools facilitate information disorder through: 

– increased speed and scale of content creation and dissemination 

– commodification of content 

– design features, including recommender algorithms 

– artificial intelligence. 

• Increased transparency and risk-based regulation can hold platforms to account, 
while protecting freedom of expression. 

• Strengthening the broader information environment and championing information 
integrity is key in combating information disorder. 

https://firstdraftnews.org/long-form-article/understanding-information-disorder/
https://www.nature.com/articles/s44271-023-00054-5#Sec4
https://docs.un.org/en/A/77/287
https://www.un.org/en/information-integrity
https://www.un.org/en/information-integrity
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Introduction 

An informed public is crucial to a well-functioning democracy. Yet, against a background of 
high political tension and diminishing trust, information disorder is undermining this aim. 
Misinformation, disinformation and malinformation are threatening social cohesion, 
increasing polarisation and creating confusion. 

Addressing information disorder and strengthening information integrity is a critical concern 
for Parliament, and for the health of Australia’s democracy.  

Definitions 

Information disorder is a term and conceptual framework coined by media researchers 
Claire Wardle and Hossein Derakhshan – and increasingly used by experts and key 
stakeholders – to describe the collective challenges of misinformation, disinformation and 
malinformation. Rather than focusing solely on whether content is ‘true’ or ‘false’, information 
disorder considers the broader ways in which the online information space is ‘polluted’, 
skewed and manipulated, and the social harms that may result.  

Box 1: Key terms 

While there are no universally accepted definitions of misinformation, disinformation and 
malinformation, the following definitions are commonly accepted: 

 

  

 
 

Examples of these terms are outlined in Figure 1. 

Malinformation:  
true information that is shared with the intent to deceive 
or cause harm. 

Disinformation:  
false or misleading information shared with the intent to 
deceive or cause harm. 

Misinformation:  
false or misleading information created or shared 
regardless of intent. 

https://www.southampton.ac.uk/news/2025/02/democracy-in-crisis-trust-in-democratic-institutions-declining-around-the-world.page
https://www.nature.com/articles/d41586-024-01587-3#:~:text=Democracy%20relies%20on%20authentic,on%20democracy18.
https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/Research/Issues_and_Insights/48th_Parliament/Diversitymigrationandsocialcohesion#heading_1a1d6b44dcdd4f45b738d3b9f8d93be4:~:text=shape%20social%20cohesion.-,Social%20cohesion%20concepts,-Social%20cohesion%20is
https://firstdraftnews.org/long-form-article/understanding-information-disorder/
https://edoc.coe.int/en/media/7495-information-disorder-toward-an-interdisciplinary-framework-for-research-and-policy-making.html
https://digitallibrary.un.org/record/3925306/files/A_HRC_47_25-EN.pdf?ln=en
https://blogs.deakin.edu.au/article/misinformation/#:~:text=and%20mal%2Dinformation%3F-,Misinformation,-is%20false%20or
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Figure 1 7 types of misinformation and disinformation 

    
LOW           HIGH 

                   
 

Source: Adapted from Claire Wardle, ‘Understanding information disorder’, First Draft, 22 September 2020. 
 

The broad framework of information disorder may be applied to concepts such as 
algorithmically-driven echo chambers, ‘astroturfing’, opaque and biased recommender 
algorithms, propaganda, and AI-driven content and campaigns. Emerging concerns include 
subtle inaccuracies in AI-generated content (‘careless speech’), where ‘accuracy’ and ‘intent’ 
are conceptually different to human-generated information.  

Different types of information disorder are distinct and warrant individual focus and research. 
As media historian Caroline Jack notes, precise definitions matter: 

The words we choose to describe media manipulation can lead to assumptions about how 
information spreads, who spreads it, and who receives it. These assumptions can shape what kinds 
of interventions or solutions seem desirable, appropriate, or even possible (p. 1). 

Yet, it can be difficult to accurately apply definitions to different instances of disseminated 
content, with intent and veracity being hard, if not impossible (paragraph 10), to ascertain, 
and often dependent on the perspective of the observer (p. 4).  

Satire or parody 

No intention  
to cause harm  

but has potential  
to fool.  

Misleading content 

Misleading use  
of information to 

frame an issue  
or individual. 

Imposter 
content 

When genuine 
sources are 

impersonated. 

Fabricated content 

New content that  
is 100% false, 

made to deceive 
and do harm.  

False connection 

When headlines, 
visuals or captions 

don’t support  
the content.  

False content 

When genuine 
content is shared  

with false contextual 
information. 

Manipulated content 

When genuine 
information or  

imagery is manipulated  
to deceive. 

https://firstdraftnews.org/long-form-article/understanding-information-disorder/
https://www.esafety.gov.au/about-us/glossary#:~:text=Read%20format.-,echo%20chamber,-An%20echo%20chamber
https://www.theguardian.com/commentisfree/2012/feb/08/what-is-astroturfing
https://www.esafety.gov.au/industry/tech-trends-and-challenges/recommender-systems-and-algorithms
https://www.esafety.gov.au/industry/tech-trends-and-challenges/recommender-systems-and-algorithms
https://royalsocietypublishing.org/doi/10.1098/rsos.240197#d1e867:~:text=We%20define%20careless%20speech%20in,topics%20(see%20figure%C2%A02).
https://reutersinstitute.politics.ox.ac.uk/news/ai-generated-slop-quietly-conquering-internet-it-threat-journalism-or-problem-will-fix-itself#:~:text=The%20aim%20is,questions%20about%20elections.
https://misinforeview.hks.harvard.edu/article/new-sources-of-inaccuracy-a-conceptual-framework-for-studying-ai-hallucinations/#:~:text=Such%20cases%20mark%20a%20shift%20from%20misinformation%20caused%20by%20human%20mistakes%20to%20errors%20generated%20by%20probabilistic%20AI%20systems%20with%20no%20understanding%20of%20accuracy%20or%20intent%20to%20deceive
https://datasociety.net/library/lexicon-of-lies/
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocuments.un.org%2Fdoc%2Fundoc%2Fgen%2Fg21%2F085%2F64%2Fpdf%2Fg2108564.pdf&data=05%7C02%7CAnnika.Hellsing%40aph.gov.au%7C12791bb78c53474355a708dcdd2499ac%7Cf6214c153a9947d1b862c9648e927316%7C0%7C0%7C638628396467851181%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Fx1ERB9gGf5KpA4uvZk8XSug7rORn7AMGEU4x4jnzJY%3D&reserved=0
https://datasociety.net/wp-content/uploads/2017/08/DataAndSociety_LexiconofLies.pdf
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Given the complexity and overlap of different forms of information manipulation, considering 
the issue of information disorder more broadly – without dismissing the nuances of different 
types of manipulation – may help identify trends and structural issues that cut across these 
different forms.  

How does information disorder arise? 

Societal conditions  

Information disorder is not a new phenomenon. Truth and lies, spin and rhetoric have been a 
feature of public discourse for centuries. Yet, the issue has intensified in recent years, 
prompting some to describe contemporary society as a ‘post-truth’ world. 

Research shows information disorder is a complex issue that is symptomatic of broader 
societal challenges including declining social capital, civic engagement and trust in science, 
as well as increasing inequality, political alienation and polarisation (p. 20).  

Information disorder has been described as a ‘vicious cycle’, reflective of societal issues and, 
in turn, perpetuating and entrenching these issues. The speed of this cycle has been greatly 
facilitated by a changing media environment underpinned by digital platforms and tools. 
Understanding this dynamic is essential for developing effective policy responses. 

The role of online platforms  

Digital platforms have transformed the information space. Information can be developed and 
disseminated at extreme speed and scale, engagement is a prime factor of information’s 
value, and a few private companies have outsized influence over the information ecosystem.  

As communications scholar James W. Carey has observed, communication is not just about 
the transmission of information but has a ‘ritualistic’ function, acting as a vector for people to 
exhibit and negotiate values and identity. Social media accentuates this performative role of 
communication (pp. 43–44), fuelling a culture of reaction and sharing that contributes to the 
dynamics of information disorder. 

Online platforms are not neutral. While the internet was once touted for its potential to 
democratise information, in reality, information presented to the public is skewed by 
commercial interests and enables manipulation by actors not working in the public interest. 
A few core businesses – including, for example, Alphabet (Google) and Meta (Facebook and 
Instagram) – dominate the market, shaping what people conceive of as ‘the internet’ and 
mediating what information is made available and how.  

Much information on the internet may be better conceived of as ‘content’ within an ‘attention 
economy’, prioritising user engagement and revenue. Platforms – and the algorithms that 
underpin them – are often geared towards ‘sensational, emotive, [and] controversial’ content 
that attracts clicks and reactions, regardless of the factual nature of the information. 
Recommender systems have also been found to promote content that conforms to a user’s 
previous behaviour and preferences and excludes ‘different viewpoints or valuable ideas 
contrary to a person’s existing beliefs’ (p. 5). While the emergence of alternative platforms 

https://theconversation.com/post-truth-politics-and-why-the-antidote-isnt-simply-fact-checking-and-truth-87364
https://cssn.org/wp-content/uploads/2020/12/Beyond-Misinformation-Understanding-and-Coping-with-the-Post-Truth-Era-Stephan-Lewandowsky.pdf
https://cssn.org/wp-content/uploads/2020/12/Beyond-Misinformation-Understanding-and-Coping-with-the-Post-Truth-Era-Stephan-Lewandowsky.pdf
https://theconversation.com/3-reasons-young-people-are-more-likely-to-believe-conspiracy-theories-and-how-we-can-help-them-discover-the-truth-261074#:~:text=Our%20project%20tested,by%20nefarious%20actors.
https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2024.pdf
https://www.nature.com/articles/s44271-023-00054-5#Sec4
https://theconversation.com/post-truth-politics-and-why-the-antidote-isnt-simply-fact-checking-and-truth-87364#:~:text=New%20techniques%20and,in%20North%20Africa.
https://cs.stanford.edu/people/ashton/pubs/twiral.pdf
https://www.ebsco.com/research-starters/communication-and-mass-media/ritual-view-communication
https://edoc.coe.int/en/media/7495-information-disorder-toward-an-interdisciplinary-framework-for-research-and-policy-making.html
https://edoc.coe.int/en/media/7495-information-disorder-toward-an-interdisciplinary-framework-for-research-and-policy-making.html
https://georgetownlawtechreview.org/wp-content/uploads/2018/07/2.2-Chander-Krishnamurthy-pp-400-16.pdf
https://www.belfercenter.org/publication/can-democracy-survive-information-age#:~:text=In%20the%201990s,reflected%20liberal%20principles.
https://www.belfercenter.org/publication/can-democracy-survive-information-age#:~:text=In%20the%201990s,reflected%20liberal%20principles.
https://web.archive.org/web/20250108110359/https:/am.jpmorgan.com/us/en/asset-management/adv/insights/market-insights/market-updates/on-the-minds-of-investors/could-regulatory-shifts-impact-the-dominance-of-big-tech/
https://www.bbc.com/news/magazine-38168281
https://www.sydney.edu.au/news-opinion/news/2024/01/29/anti-social-media.html#:~:text=Their%20algorithms%20also,of%20diverse%20viewpoints.
https://www.esafety.gov.au/industry/tech-trends-and-challenges/recommender-systems-and-algorithms
https://www.esafety.gov.au/sites/default/files/2022-12/Position%20statement%20-%20Recommender%20systems%20and%20algorithms.pdf
https://theconversation.com/what-is-bluesky-and-hows-it-different-to-twitter-205995
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may chip away at the dominance of ‘Big Tech’, there is a fear that it could lead to fragmented 
partisan communities. 

Artificial intelligence (AI) is further changing how information is created and disseminated 
online. Generative AI can create highly plausible synthetic media (including disinformation) 
quickly, cheaply and at scale. Information can be targeted to local contexts, AI-driven bots 
and followers can be purchased, and whole production chains can be automated. AI 
chatbots and AI summaries are also altering how people search for information online, 
deplatforming traditional news outlets and transforming search engines into ‘answer 
engines’. As predictive processing machines, generative AI has no gauge for ‘veracity’ but 
merely predicts ‘likely word combinations’. Large language models reproduce biases in 
underlying training data and often fail to understand nuances in sources. They can create 
outputs that ‘look plausible but are far from it’, confidently presenting potentially misleading 
or incorrect information. Some researchers suggest that these are fundamental limitations in 
the structure and design of AI, and that current ‘safeguards’ are superficial and ineffective.  

Social harms and democratic risks 

Information disorder is now considered a key concern worldwide. In 2024, the World 
Economic Forum named misinformation and disinformation as the ‘biggest short-term risks’ 
to global society. In his 2025 Annual Threat Assessment, ASIO’s Director-General 
Mike Burgess highlighted the role of social media and online echo chambers, inflamed by 
misinformation and disinformation, in spreading and cultivating political tensions, 
conspiracies and grievances.  

The precise impact of information disorder online is difficult to measure and some argue that 
concerns around its impact may be overblown. However, the cumulative effect of information 
disorder on social cohesion, public opinion and democratic processes appears clear. If ‘a 
functioning democracy relies on a well-informed public’, then a ‘pervasively misinformed’ 
public will lead to poor quality societal decisions (p. 354). As the UN Secretary-General noted 
in 2022, disinformation may be ‘undermining the right to political participation’, pose threats 
to ‘inclusion and social cohesion’, ‘amplify tensions and divisions’, and ‘affect the full range of 
human rights by disrupting people’s ability to make informed decisions’ (p. 3). 

Recommender algorithms, compounded by confirmation bias, have been found to amplify 
and spread misinformation at scale, contributing to adverse health effects and real-world 
violence (see Box 2). Algorithms can make previously fringe or politically extreme content 
easier to access and more mainstream. This can contribute to and overlap with hate speech. 
For example, investigations have found that Facebook’s lack of content moderation in 
Myanmar enabled the spread of ‘hateful and divisive rhetoric’ including misinformation 
(p. 339), contributing to serious human rights impacts (p. 45). With many major platforms 
winding back content moderation and safety features, these risks are increasing. 

Platforms and the politics of attention are vulnerable to manipulation by malicious actors and 
coordinated operations. ‘AI slop’, trolls, bots and scams are polluting platforms. There are 
fears that malicious actors may exploit the design of platforms and AI capabilities to 
deliberately ‘flood the zone’ with biased, or non-factual information – skewing narratives, 

https://theconversation.com/elon-musk-has-turned-x-into-a-globally-influential-media-platform-and-theres-more-to-come-243377#:~:text=If%20these%20trends,or%20foreign%20influence.
https://theconversation.com/elon-musk-has-turned-x-into-a-globally-influential-media-platform-and-theres-more-to-come-243377#:~:text=If%20these%20trends,or%20foreign%20influence.
https://www.newsguardrealitycheck.com/p/openais-sora-2-is-a-willing-hoax
https://carnegieendowment.org/research/2024/12/can-democracy-survive-the-disruptive-power-of-ai?lang=en#:~:text=Such%20patterns%20pose,distribution%2C%20and%20amplification.
https://theconversation.com/ai-overviews-have-transformed-google-search-heres-how-they-work-and-how-to-opt-out-258282#:~:text=What%20are%20the%20other%20impacts%20of%20AI%20search%3F
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query%3DId%3A%22media%2Fpressclp%2F10528157%22
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query%3DId%3A%22media%2Fpressclp%2F10528157%22
https://theconversation.com/chatgpt-and-other-generative-ai-could-foster-science-denial-and-misunderstanding-heres-how-you-can-be-on-alert-204897
https://theconversation.com/chatgpt-and-other-generative-ai-could-foster-science-denial-and-misunderstanding-heres-how-you-can-be-on-alert-204897
https://mitsloanedtech.mit.edu/ai/basics/addressing-ai-hallucinations-and-bias/#:~:text=Training%20Data%20Sources,Weise%20%26%20Metz%2C%202023).
https://mitsloanedtech.mit.edu/ai/basics/addressing-ai-hallucinations-and-bias/#:~:text=Training%20Data%20Sources,Weise%20%26%20Metz%2C%202023).
https://unisa.edu.au/media-centre/Releases/2025/pseudolaw-is-high-theatre-but-no-laughing-matter-for-the-courts/
https://www.dw.com/en/chatbot-ai-artificial-intelligence-chatgpt-google-gemini-news-misinformation-fact-check-copilot-v2/a-74392921?ref=disinfodocket.com
https://mitsloanedtech.mit.edu/ai/basics/addressing-ai-hallucinations-and-bias/#:~:text=Limitations%20of%20Generative,Weise%20%26%20Metz%2C%202023).
https://theconversation.com/how-we-tricked-ai-chatbots-into-creating-misinformation-despite-safety-measures-264184
https://www.weforum.org/press/2024/01/global-risks-report-2024-press-release/
https://www.weforum.org/press/2024/01/global-risks-report-2024-press-release/
https://www.asio.gov.au/director-generals-annual-threat-assessment-2025
https://pmc.ncbi.nlm.nih.gov/articles/PMC10623619/#:~:text=Thus%2C%20precisely%20mapping,issue%20(see%20below).
https://pursuit.unimelb.edu.au/articles/disinformation-damages-democracy,-but-perhaps-not-in-the-way-you-think#:~:text=But%20demonstrating%20this%20is%20difficult%20due%20to%20ethical%20and%20legal%20concerns%3A%20no%20ethics%20committee%20is%20going%20to%20allow%20the%20intentional%20dissemination%20of%20misinformation%20or%20disinformation%20to%20study%20how%20it%20affects%20democratic%20outcomes.
https://journals.sagepub.com/doi/10.1177/20563051221150412
https://cssn.org/wp-content/uploads/2020/12/Beyond-Misinformation-Understanding-and-Coping-with-the-Post-Truth-Era-Stephan-Lewandowsky.pdf
https://docs.un.org/en/A/77/287
https://docs.un.org/en/A/77/287
https://www.bbc.co.uk/bitesize/articles/znbytrd
https://academic.oup.com/heapro/article/40/2/daaf023/8100645
https://theconversation.com/how-conspiracy-theories-spread-online-its-not-just-down-to-algorithms-133891#:~:text=The%20theory%20that,of%20political%20polarisation.
https://edmo.eu/publications/pop-fascism-rewriting-history-in-the-digital-age/
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id%3A%22library%2Fjrnart%2F10613362%22
https://www.ohchr.org/sites/default/files/Documents/HRBodies/HRCouncil/FFM-Myanmar/A_HRC_39_CRP.2.pdf
https://www.amnesty.org/en/documents/asa16/5933/2022/en/
https://www.theguardian.com/media/2023/dec/07/2024-elections-social-media-content-safety-policies-moderation
https://reutersinstitute.politics.ox.ac.uk/news/ai-generated-slop-quietly-conquering-internet-it-threat-journalism-or-problem-will-fix-itself#:~:text=AI%20slop%20can%20be%20found%20in%20many,*%20**Clickbait%20headlines**%20*%20**Repeated%20search%20terms**
https://www.theatlantic.com/technology/archive/2020/01/future-politics-bots-drowning-out-humans/604489/
https://theconversation.com/i-investigated-millions-of-tweets-from-the-kremlins-troll-factory-and-discovered-classic-propaganda-techniques-reimagined-for-the-social-media-age-237712
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stifling genuine debate, overwhelming audiences and causing confusion. There are many 
instances in Australia of fringe hyper-partisan accounts, amplified by what appear to be bots 
or sock puppet accounts, leading campaigns to make misleading hashtags trend. These 
campaigns drown out genuine information and debate. Access to vast amounts of user data 
also facilitates hyper-targeted communications or advertising, increasing the potential for 
manipulation and erosion of trust. 

Information disorder abounds in response to data voids and news deserts, with misleading or 
false content propagating in places where there may be a lack of relevant information. This 
phenomenon is particularly prevalent in response to breaking news events (p. 16), where 
false or unverified information and conspiracy thinking quickly spreads before quality or 
complete information has time to emerge. Breaking events also give rise to ‘disaster 
disinformation’, where disinformation is shared online after disaster events, feeding on 
peoples’ heightened emotions and desire for information. 

Foreign information manipulation and interference (FIMI) is also a key concern around the 
world. While FIMI did not prove to be an issue in the 2025 Australian election, there has been 
clear evidence of interference in international elections in 2025, suggesting that Australia 
may not be immune. 

Box 2: Misinformation, algorithms and violence: Southport riots, UK, 2024 

In July 2024, 3 children were killed in a stabbing attack in Southport, England. Local police 
were only able to identify the perpetrator as ‘a male’, creating a data void – a ‘vacuum 
where misinformation was able to grow’. Within hours, false and unverified claims began 
circulating online, incorrectly identifying the attacker as a Muslim and asylum seeker. By 
the next day, posts containing this disinformation had achieved an estimated 27 million 
impressions (impressions are the total number of times content is displayed on a user’s 
screen).  

While platform algorithms accelerated the spread of misinformation, influential ‘super-
spreaders’ further picked up and amplified these false claims. This included accounts with 
‘purchased blue ticks’ on X, which artificially boosts these accounts’ content. An X 
account, ‘Channel 3 Now’, which posts news content incentivised by digital advertising, 
further amplified the false narrative, leading to the content being picked up by larger media 
outlets, including Russian state-controlled news outlets.  

The day after the murders, violent rioting broke out in Southport, spreading across the UK 
and Ireland over the following week. The UK Home Office stated that the ‘online 
environment played a significant role in inciting [this] violence’. 

A House of Commons inquiry into the riots found that platforms’ responses to the unrest 
were slow and inconsistent, and often failed to uphold their own terms of service. It also 
found that closed groups on encrypted platforms (where content is not moderated) were 
used to coordinate and incite violence. 

During sentencing of the Southport offender, it emerged that he had searched for a video of 
a 2024 stabbing in Sydney – content that had been posted on X and which the eSafety 
Commissioner had attempted to have taken down – minutes before leaving home ahead of 
the killings.  

https://theconversation.com/the-story-of-danliedpeopledied-how-a-hashtag-reveals-australias-information-disorder-problem-144403
https://theconversation.com/the-story-of-danliedpeopledied-how-a-hashtag-reveals-australias-information-disorder-problem-144403
https://www.bbc.com/news/technology-34127466#:~:text=%22sock%20puppets%22%20%2D%20a%20term%20that%20refers%20to%20people%20creating%20fake%20online%20identities%20to%20promote%20a%20certain%20viewpoint%2C%20often%20while%20having%20a%20personal%20or%20paid%20interest.
https://theconversation.com/bushfires-bots-and-arson-claims-australia-flung-in-the-global-disinformation-spotlight-129556
https://digitalrightswatch.org.au/2022/05/10/the-power-to-misinform-begins-with-an-invasion-of-privacy/#:~:text=The%20power%20of,critically%2C%20our%20democracy
https://www.theguardian.com/news/2018/mar/17/cambridge-analytica-facebook-influence-us-election
https://datasociety.net/library/data-voids/
https://www.cogitatiopress.com/mediaandcommunication/article/view/7612
https://datasociety.net/wp-content/uploads/2019/11/Data-Voids-2.0-Final.pdf
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id%3A%22media%2Fpressclp%2F9697813%22
https://theconversation.com/conspiracy-theories-on-the-trump-assassination-attempt-are-spreading-like-wildfire-on-both-sides-of-politics-234688
https://pursuit.unimelb.edu.au/articles/australia-isnt-immune-to-disaster-disinformation
https://pursuit.unimelb.edu.au/articles/australia-isnt-immune-to-disaster-disinformation
https://www.eeas.europa.eu/eeas/information-integrity-and-countering-foreign-information-manipulation-interference-fimi_en
https://www.aec.gov.au/About_AEC/files/eiat/Endorsed%201%20July%202025%20-%20EIAT%20Board%202025%20federal%20election%20post-event%20advice.pdf
https://www.osce.org/odihr/598219
https://publications.parliament.uk/pa/cm5901/cmselect/cmhaff/381/report.html#:~:text=17.%20conclusion-,Merseyside%20Police%20were%20put%20in%20a%20very%20difficult%20position%20given%20legal,on%20contempt%20of%20court%20and%20the%20CPS%E2%80%99s%20review%20of%20media%20guidelines.,-recommendation%0ANotwithstanding%20potential
https://www.bbc.com/news/articles/c5y38gjp4ygo#:~:text=They%E2%80%99re%20all%20linked,and%20Muslim%20communities.
https://publications.parliament.uk/pa/cm5901/cmselect/cmhaff/381/report.html#:~:text=Timeline%20of%20information%20published%20after%20Southport%20attack
https://publications.parliament.uk/pa/cm5901/cmselect/cmhaff/381/report.html#:~:text=Timeline%20of%20information%20published%20after%20Southport%20attack
https://fullfact.org/crime/what-southport-taught-us-about-social-media-failure/#:~:text=TikTok%E2%80%99s%20search%20recommendations,the%20recommender%20algorithm.
https://www.bbc.com/news/articles/c99v90813j5o#:~:text=By%20the%20time%20violence%20started%20in%20the%20Merseyside%20town%20on%20the%20evening%20of%2030%20July%2C%20some%20of%20the%20claims%20had%20been%20amplified%20or%20repeated%20by%20well%2Dknown%20online%20influencers%20such%20as%20Andrew%20Tate%2C%20who%20had%20millions%20of%20views%20repeating%20false%20narratives%20on%20X.
https://www.bbc.com/news/articles/cd1e8d7llg9o#:~:text=Many%20of%20these%20accounts%20have%20purchased%20blue%20ticks%2C%20which%20means%20their%20posts%20feature%20more%20prominently%20on%20others%27%20feeds.
https://news.sky.com/story/southport-attack-misinformation-fuels-far-right-discourse-on-social-media-13188274#:~:text=The%20name%20was,for%20the%20attack.
https://news.sky.com/story/southport-attack-misinformation-fuels-far-right-discourse-on-social-media-13188274#:~:text=The%20name%20was,for%20the%20attack.
https://publications.parliament.uk/pa/cm5901/cmselect/cmsctech/441/report.html#:~:text=There%20is%20evidence%20that%20the%20digital%20advertising%20industry%20helped%20incentivise%20creation%20of%20false%20and%20harmful%20content%20after%20the%20Southport%20attack.
https://news.sky.com/story/southport-attack-misinformation-fuels-far-right-discourse-on-social-media-13188274#:~:text=After%20Channel%203,for%20the%20attack.
https://www.theguardian.com/uk-news/article/2024/aug/01/the-areas-in-england-where-riots-have-broken-out-since-southport-attack
https://committees.parliament.uk/writtenevidence/133688/html#:~:text=24.%C2%A0,removal%20action.
https://publications.parliament.uk/pa/cm5901/cmselect/cmsctech/441/report.html#:~:text=We%20received%20evidence,the%20past.%E2%80%9D36
https://publications.parliament.uk/pa/cm5901/cmselect/cmsctech/441/report.html#:~:text=10.%20Social%20media%20was%20used%20to%20organise%20the%20unrest%2C%20with%20accounts%20created%20for%20the%20riots%20including%20far%2Dright%20symbols%20and%20calls%20for%20%E2%80%9Cmass%20deportation.%E2%80%9D24%20Closed%20groups%20on%20encrypted%20platforms%20such%20as%20Telegram%20and%20WhatsApp%20were%20used%20to%20coordinate%20and%20incite%20violence.25
https://www.bbc.com/news/articles/c2egz1089pwo
https://www.bbc.com/news/articles/c2egz1089pwo
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Commentary on the Southport riots has subsequently been shared out of context to fuel 
misinformation about other issues.  

New UK police guidelines now encourage disclosure of suspects’ race and nationality in 
high-profile cases in a bid to combat misinformation. However, some campaigners warn 
that this may have unintended consequences. 

How to address the issue? 

Transparency and accountability  

Balancing human rights is a central consideration in information regulation. The UN warns 
that content-based regulation risks unreasonably restricting freedom of expression and 
protected speech (p. 12). Instead, increased transparency of platforms is the widely 
recommended approach by global and national bodies, including the UN (p. 6) and the 
Australian Parliament’s 2023 Senate Inquiry into Foreign Interference through Social Media.  

Transparency of platform content and complaints – including consistent and localised 
datasets (p. 1) – is critical for researchers, policymakers and law enforcement to better 
understand the nature and extent of the issue and to respond effectively and appropriately. It 
also increases the accountability of platforms in addressing harmful misinformation.  

Built-in transparency features – such as flagging inauthentic accounts or AI generated 
content, transparency of advertisements and algorithms, and accurate source attribution – 
help the public critically assess content and make better informed decisions. 

However, balancing the needs for transparency and encrypted services remains a 
conundrum for digital regulation. This is especially relevant to information disorder, as many 
fringe and anti-institutional groups, who may be susceptible to misinformation, avoid 
mainstream platforms in favour of encrypted platforms or private communication channels. 

Some jurisdictions, notably the European Union (EU), have adopted risk-based regulation 
that requires certain large platforms to undertake risk assessments related to misinformation 
and disinformation and to take appropriate mitigation measures (see Articles 34 and 35). The 
EU’s Artificial Intelligence Act applies a similar risk-based approach. Unlike Australia, these 
regulatory regimes include enforcement powers. However, some platforms are finding ways 
to avoid compliance. Indeed, as noted earlier, content moderation and safety measures 
across several major digital platforms have been rolled back in recent years (pp. 10–11). 

Information integrity and resilience 

Strengthening the broader information environment and championing information integrity is 
also key in combating information disorder. Fundamental to this is a well-supported, 
independent and diverse media – the ‘fourth estate’ of democracy. Governments and media 
should provide timely and accessible factual information, including in simple English and 
other accessible forms (pp. 2–3). In Australia’s multicultural context, non-English language 
media must be considered in both regulatory frameworks and content creation. 

https://fullfact.org/culture-and-society/starmer-southport-clip-incorrect-context/?ref=disinfodocket.com
https://fullfact.org/culture-and-society/starmer-southport-clip-incorrect-context/?ref=disinfodocket.com
https://news.npcc.police.uk/releases/police-issue-new-national-guidance-for-disclosing-suspects-details
https://www.theguardian.com/uk-news/2025/nov/02/police-disclose-ethnicity-suspects-far-right-speculation#:~:text=Campaigners%20have%20warned%20that%20the%20move%20may%20encourage%20focus%20on%20the%20racial%20background%20of%20suspects%20and%20lead%20to%20further%20rightwing%20conspiracy%20theories%20when%20information%20is%20not%20released%20to%20the%20public.
https://docs.un.org/en/A/HRC/47/25
https://documents.un.org/doc/undoc/gen/n22/459/24/pdf/n2245924.pdf
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Foreign_Interference_through_Social_Media/ForeignInterference47/Report/List_of_recommendations
https://www.acma.gov.au/sites/default/files/2025-08/Summary_4th%20report%20to%20government.pdf
https://www.acma.gov.au/sites/default/files/2025-08/Summary_4th%20report%20to%20government.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_25_2311
https://www.esafety.gov.au/newsroom/blogs/end-to-end-encryption-a-challenging-quest-for-balance
https://theconversation.com/what-does-australian-law-have-to-say-about-sovereign-citizens-and-pseudolaw-260289#:~:text=Because%20many%20social,real%20legal%20force.
https://theconversation.com/what-does-australian-law-have-to-say-about-sovereign-citizens-and-pseudolaw-260289#:~:text=Because%20many%20social,real%20legal%20force.
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R2065
https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
https://www.uts.edu.au/news/2023/12/truth-and-consequences#:~:text=the%20consequences%20of,student%20for%20truancy.
https://ec.europa.eu/commission/presscorner/detail/en/qanda_20_2348#:~:text=6.%C2%A0%C2%A0%C2%A0%C2%A0%C2%A0%20The%20enforcement%20framework
https://euobserver.com/digital/ar63b2aab1
https://euobserver.com/digital/ar63b2aab1
https://docs.un.org/en/A/80/341
https://www.un.org/en/information-integrity
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id%3A%22library%2Fprspub%2F10376682%22
https://www.nato.int/en/news-and-events/events/transcripts/1998/07/02/quotthe-role-of-the-media-in-a-democratic-societyquot?selectedLocale=
https://www.oecd.org/en/publications/good-practice-principles-for-public-communication-responses-to-mis-and-disinformation_6d141b44-en.html
https://documents.un.org/doc/undoc/gen/n21/416/87/pdf/n2141687.pdf
https://www.abs.gov.au/statistics/people/people-and-communities/cultural-diversity-census/latest-release
https://www.sbs.com.au/news/podcast-episode/misinformation-and-disinformation-appears-rife-on-non-english-social-media/1r63ww48a
https://www.sbs.com.au/news/podcast-episode/misinformation-and-disinformation-appears-rife-on-non-english-social-media/1r63ww48a
https://misinforeview.hks.harvard.edu/article/contextualizing-critical-disinformation-during-the-2023-voice-referendum-on-wechat-manipulating-knowledge-gaps-and-whitewashing-indigenous-rights/#:~:text=Of%20note%2C%20WeChat%E2%80%99s,et%20al.%2C%202024).


Information disorder: disinformation, misinformation and a ‘polluted’ information space 

Parliamentary Library | Issues & Insights 10 

Efforts should also address the ‘demand-side’ of information disorder – that being the 
‘societal vulnerabilities that make individuals susceptible to false or misleading content’. This 
includes promoting media literacy, ‘prebunking’ strategies to ‘inoculate’ the public against 
misinformation and understanding why certain people may be inclined to seek out 
misinformation or engage with conspiratorial thinking. Research links these tendencies to 
various societal inequalities, political alienation, and declining trust in democratic 
institutions. Stakeholders suggest that boosting civic engagement and increasing 
transparency of government are key for rebuilding trust in government. Countries with stable 
and trusted institutions and access to independent information have been found to be the 
most resilient to misinformation (p. 15). 

Parliament’s role 

While there have been efforts in Australia and internationally to combat the harms caused by 
information disorder, it is clear that more action is needed, and soon.  

In addressing the issue of information disorder, Parliament may need to move beyond a 
narrow focus on misinformation and disinformation, where ‘truth’ and ‘intent’ are hard to 
gauge, and consider the broader challenge of a polluted information space. Focusing on 
structural and systemic approaches – rather than individual pieces of content – can address 
the roots of the issue without infringing on protected speech. Protecting the integrity of the 
information environment is key to protecting freedom of expression, democracy and social 
cohesion. 

Further reading 

• United Nations (UN), United Nations Global Principles For Information Integrity: 
Recommendations for Multi-stakeholder Action, (New York: UN, 2024). 

• Jon Bateman and Dean Jackson, Countering Disinformation Effectively: An 
Evidence-Based Policy Guide, (Washington: Carnegie Endowment for International 
Peace, 31 January 2024). 

• Australian Communications and Media Authority (ACMA), ‘Online disinformation and 
misinformation’, ACMA website, last updated 24 September 2025. 

• UK House of Commons, Science, Innovation and Technology Committee, Social 
Media, Misinformation and Harmful Algorithms, HC 441, 11 July 2024.  

• Irene Khan (Special Rapporteur on the Promotion and Protection of the Right to 
Freedom of Opinion and Expression), Disinformation and Freedom of Opinion and 
Expression, A/HRC/47/25, (United Nations Human Rights Council, 13 April 2021). 

• Nell Fraser, ‘What's next for misinformation regulation?’, FlagPost, (Canberra: 
Parliamentary Library, 2 July 2025). 

https://web.archive.org/web/20250917125412/https:/www.coe.int/en/web/freedom-expression/resist-strengthening-societal-resilience-to-disinformation-in-europe
https://edmo.eu/areas-of-activities/media-literacy/the-importance-of-media-literacy-in-countering-disinformation/
https://theconversation.com/can-we-be-inoculated-against-climate-misinformation-yes-if-we-prebunk-rather-than-debunk-215815
https://theconversation.com/inoculation-theory-using-misinformation-to-fight-misinformation-77545
https://misinforeview.hks.harvard.edu/article/misinformation-reloaded-fears-about-the-impact-of-generative-ai-on-misinformation-are-overblown/#:~:text=What%20makes%20misinformation,and%20favor%20misinformation.
https://misinforeview.hks.harvard.edu/article/misinformation-reloaded-fears-about-the-impact-of-generative-ai-on-misinformation-are-overblown/#:~:text=What%20makes%20misinformation,and%20favor%20misinformation.
https://theconversation.com/how-feelings-of-disconnection-and-lack-of-control-fuel-conspiracy-beliefs-new-research-242387
https://theconversation.com/the-sovereign-citizen-movement-is-growing-so-is-the-risk-of-more-violence-264182#:~:text=What%20makes%20people%20this%20way%3F
https://www.oecd.org/en/topics/policy-issues/trust-and-democracy.html
https://ovic.vic.gov.au/newsitem/how-transparency-and-privacy-build-trust-in-government/#:~:text=Open%20and%20transparent,to%20public%20policy.
https://research-ebsco-com.aph.idm.oclc.org/c/kfguzz/search/details/qkxntnbenr/details?q=Resilience+to+Online+Disinformation%3A+A+Framework+for+Cross-National+Comparative+Research
https://research-ebsco-com.aph.idm.oclc.org/c/kfguzz/search/details/qkxntnbenr/details?q=Resilience+to+Online+Disinformation%3A+A+Framework+for+Cross-National+Comparative+Research
https://www.acma.gov.au/fourth-report-digital-platforms-efforts-under-voluntary-arrangements-combat-disinformation-and-misinformation
https://www.un.org/sites/un2.un.org/files/un-global-principles-for-information-integrity-en.pdf
https://www.un.org/sites/un2.un.org/files/un-global-principles-for-information-integrity-en.pdf
https://carnegieendowment.org/research/2024/01/countering-disinformation-effectively-an-evidence-based-policy-guide?lang=en
https://carnegieendowment.org/research/2024/01/countering-disinformation-effectively-an-evidence-based-policy-guide?lang=en
https://www.acma.gov.au/online-disinformation-and-misinformation
https://www.acma.gov.au/online-disinformation-and-misinformation
https://committees.parliament.uk/publications/48745/documents/258221/default/
https://committees.parliament.uk/publications/48745/documents/258221/default/
https://www.ohchr.org/en/documents/thematic-reports/ahrc4725-disinformation-and-freedom-opinion-and-expression-report
https://www.ohchr.org/en/documents/thematic-reports/ahrc4725-disinformation-and-freedom-opinion-and-expression-report
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id%3A%22library%2Fprspub%2F10376682%22
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