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Agent: /a’jont/

noun
L aperson who acts for or represents another

Cambridge Dictionary



Introduction

The 2022 release of ChatGPT signaled what may prove to be the biggest historical revolution in

the structure and nature of the internet. Suddenly people could write their own code without

having any engineering experience at all. They could receive one-on-one tutoring in any subject

matter of their choice. They could instantly find answers to questions on the web without wading

through Google search ad slop.

Of all the changes, perhaps the most radical has been the
introduction of a new generation of vastly more powerful
“agents” designed to autonomously use tools and male
decisions on a person’s behalf in furtherance of some specific
practical aim — such as buying an airline ticket or vacuum
cleaner or disputing a bill with the local utility:!

In doing so the agents are encapsulating many of the most
dramatic advances of recent decades in online technologies.
They are also changing in fundamental ways how people
engage with the internet, by in essence adding an entirely new
layer between the end user and the information she seeks. (In
this paper, in addition to the word “people,” I will also use the
terms “users” and “citizens.”)?

[t is important not to understate the magnitude of the change
we are living through. The first generation of the internet
was structured as the world wide web, and users navigated
from website to website. In the second generation, a few
giant online applications like Google, Facebook, and Amazon
became the primary portals through which people interacted
with information and business online. Today we stand at the
beginning of nothing less than a third paradigm, the “agentic
web,” in which people will no longer interact directly with apps
but instead with Al agents who will learn users’ needs and
preferences and then interact with traditional apps, websites,
and other Al agents to execute tasks on behalf of the user?

"This relationship makes the Al agent different from the Al
chatbots that have captured so much attention the last few
years, both in how it engages with the user and in what it can
do or will soon be able to do. To be sure, Al assistants and
chatbots have been around for many years —Apple rolled out
the first generation of SIRI in 2011* and Amazon introduced
Alexa in 2014.° But the advances in Generative Al over the

last few years have expanded and extended the capabilities of
these tools in revolutionary ways that are already beginning to
remake the structure of power and commerce on the internet.

"The speed at which people are embracing today’s generation of

Al agents is also stunning. In part, this is because the agents
are already able to fill — or at least seem to fill — a variety of

Who Do AI Agents Work For?

perceived needs. In addition to simple commercial tasks like
shopping for groceries and buying concert tickets, this includes
tasks that are more political in nature, such as gathering and
fact-checking news. And it includes tasks that are much more
personal, such as drafting legal documents like wills and
making medical appointments.

This fast adoption is also due to the immense existing power
of the corporations that control the main Al technologies.
Most leading Al agents are embedded in the already dominant
platforms that people are accustomed to using, and which
have captured some degree of monopoly control over the
foundational infrastructures of today’s internet. Google, for
instance, has embedded its Gemini technology in Google
search, Gmail, Chrome, Android, Google Docs, and more.®
Meta, meanwhile, has embedded agentic features in Instagram,
WhatsApp, Facebook, and Messenger.” And Microsoft has
embedded OpenAl’s technology into Microsoft 365 Copilot,
GitHub, Azure, and Bing.® Further, Microsoft, Google,

IBM, and others are licensing their Al technology to other
corporations to embed Al agents in their own online services,
as well as licensing their technology to individuals.’

Recognizing the degree to which these already dominant
corporations also dominate the design and rollout of the first
generation of Al agents helps us focus on the ultimate essential
question of this whole technology: who does the Al agent
actually serve? Does it primarily represent the interests of

the user? Or does it represent the interest of the corporation
that provides and controls the agent? Or worse, a powerful
corporation in service to an even more powerful state?'

Consider perhaps the simplest of examples, when people use
an Al agent to buy a product such as an airline ticket, how do
they know they are getting a fair price? A growing number of
corporations, including airlines, already impose systems of
surveillance pricing designed to charge individuals the maximum
price that close study of that individual’s actions and private
data reveals they might be willing and able to pay." Any Al
agent routinely used by a specific person will have even more
data about the user than an airline like Delta has. "This will

be vastly truer of any Al agent controlled by a corporation



like Google, which already dominates sprawling realms of
internet commerce and communications and has assembled
avast portfolio of information on almost every user. In such

a structure of power, is it not logical to expect the Al agent to
charge even more money oft the top for that airline ticket than
the airline itself, without the user knowing? Or to expect the
Al agent to choose the airline that pays it the biggest kickback,
instead of the airline that offers the best deal to the user?

And when X users ask Grok, “Is this true?”— as they did 2.3
million times in just one week last June — most users will
logically think that Grok is working for them.” But is Grok
instead filtering the information it delivers to individuals

in ways that promote the business and political interests of
Elon Musk? Grok (which started as an Al assistant but now
has agentic features) is of course an extreme example. It was
trained on Elon Musk’s tweets,® and, despite being billed as
“your truth-seeking Al companion for unfiltered answers,” it
has repeatedly delivered extremely concerning information. In
July 2025, for instance, Grok spouted antisemitic vitriol during
what has been called a “Mecha-Hitler” meltdown," while also
censoring access to publications like Media Matters or Rolling
Stone that Elon Musk had deemed to be too liberal.” Agents
provided by Google and Microsoft pose many of the same
threats, albeit behind a less controversial facade.

"The list goes on and on. When a patient uses an Al agent to
research a medical problem they have, how do they know
the agent is providing the full range of solutions, including
preventative or lifestyle modifications, and not just pushing
pills and getting kickbacks from Big Pharma?

When people use an Al agent to challenge corporate
overcharges or fraudulent fees, how do they know the Al agent
is working in their best interests, and not delivering yet more
private information to the corporation that is ripping them off?

When people allow an Al agent to learn about their emotional
wellbeing, their financial status, their individual vulnerabilities,
their spiritual crises, their career hopes and fears, who gets to
control this information and to what end? What restrictions
should be placed on how that information can be used and who
gets to see it?
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We don’t know the answers to these questions. What we do
know is that the Al agent can use what it already knows about
the user to pick and choose what information the user sees,
and the Al agent likely will have the ability to influence how the
user engages with politics, family, community, even their own
bodies and minds, to an even greater degree than today’s tech
platforms do.

We also know that it doesn’t have to be this way. Al agents
created by new innovators could help arm the citizen against
harmful business models and empower citizens against the
onslaught of manipulation and extraction.

Dazza Greenwood of Consumer Reports, part of an alliance
of innovators called GliaNet discussed more fully below, puts
forth a vision of the Al agent as a consumer advocate with a
duty of loyalty to the consumer:

“I'he implications of LLM agents for consumer
empowerment are profound. If built with the right legal

and technical safeguards, they could shift the balance of
power, allowing individuals to navigate complex systems —
whether financial, commercial, legal, or social — with an Al
working solely in their interests. These agents could help
consumers make informed choices, protect their privacy,
and advocate for their needs in previously impossible
ways.”

Policymakers can proactively foster the development of a
deconcentrated agentic web that works for every individual
citizen and for the public as a whole. The choice is up to us.

But if policymakers do nothing, the choice will be made for us
all by default. Given the now familiar arc of the monopolist’s
playbook in the digital age, which has remained remarkably
consistent since the 1990s, the default outcome is amplified
exploitation and extraction. The only way to ensure that

Al agents actually work for people — and do not simply
amplify already dangerous forms of surveillance, addiction,
manipulation, and extraction by today’s dominant tech
corporations — is to take decisive political action now.



The Purpose of this Paper

The purpose of this paper is to begin to ask the question: What can we do to ensure that the Al

agent serves the user’s interest, instead of the corporation’s interests, or the interests of the

corporation aligned with the state? And how can we do so through the framework of the legal

regimes democratic society have traditionally used to regulate the power of corporations that

provide good and services?

‘Throughout history, Americans developed many forms of
regulatory policy to prevent the abuse of new technologies to
concentrate dangerous levels of political power or dangerous
forms of direct control over individual citizens and independent
businesses. As new technologies have emerged that pose the
risk of creating gatekeepers and chokepoints, this toolkit has
repeatedly provided Americans with the ability to preserve both
the free flow of information and dynamism in commerce. With
each new wave of technology, American policymakers created
policies designed to ensure that owners of crucial technologies
did not privilege some people’s speech while suppressing
others.”

"These policies aimed to prevent networks — whether the
railroad, telegraph, telephone, or internet service provider —
from discriminating in favor of, or against, any one person,
party, or corporation.”®

Unfortunately, these tools have largely been neglected in the
digital age. For instance, the 'lelecommunications Act 0f1996, a
culmination of the anti-regulatory revolution of the 1980s and
1990s, de facto exempted Big 'Tech from most of the traditional
forms of regulation that over the decades proved so critical

to fundamental American freedoms.” This latest wave of
technological advancement brought on by agentic Al increases
the urgency of their revival.

A few clarifications: in raising the questions, “Who do Al agents
work for?” and “How can we ensure that Al agents work for
users?” this paper is not about the Al “alignhment problem.”
"That refers to the technical and ethical challenge of Al systems
reliably doing what humans intend, instead of doing something
slightly or entirely different, sometimes called “going rogue.”
Nor does this paper address the range of serious concerns about
Al safety, bias, and environmental impacts.

BN Who Do AI Agents Work For?

"This paper also does not focus in any depth on enterprise Al
agents. In the enterprise context, Al agents are designed to
perform a wide variety of functions within a corporation. Again,
the goal here is to focus on Al agents that regular people use to
do things like find and make sense of information or to make
purchases.”

"This paper instead focuses largely on exploring fiduciary

duty law, which is the body of law designed to ensure that real
human agents owe fiduciary duties to their human customers
and must act in their best interest in all real-life transactions.

It explores whether Al agents could possibly uphold fiduciary
duties to users when they are being deployed by corporations
with business models that surveil, addict, manipulate and
extract? (Hint: they can’t). In doing so, the paper builds on the
scholarship of former Federal Irade Commission chair Lina
Khan and Columbia law professor David E. Pozen regarding
tech platforms and fiduciary duty law and extends that analysis
into the agentic web, drawing on Open Market’s director
Courtney C. Radsch’s work on Al market concentration,
cognitive liberty, and the structural conditions under which Al
agents serve users or the corporations that deploy them.”

"The paper will also emphasize the idea that stronger and

more strategic enforcement of antimonopoly law and policy

is necessary to eliminate the present chokehold on Al
technologies and infrastructure by Google, Microsoft, and
Amazon, including through regulation of the behavior of

the monopoly platforms controlled by these corporations.
Relatedly, the paper argues that policies such as interoperability
are unlikely to succeed in reducing the power of the dominant
players, until lawmakers and enforcers have more forcefully
addressed the behavior, and structure, of these corporations.

‘The ultimate goal of this paper is to ensure either that the Al
agent truly works on behalf of the user, or to ensure that users
understand that the Al agent works for the corporation.
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1.Whatis an AI Agent?

Most people probably think of an Al agent much the way they think of human agents. This

means, as defined by the Cambridge Dictionary, someone “who acts for or represents another.”

As the virtual version of a real-life agent, an Al agent is a software system, powered by generative

Al that autonomously uses tools and makes decisions on a person’s behalf toward a goal.” For

example, an Al agent could make shopping comparisons and purchasing decisions for you, plan

your next vacation, or even analyze financial investments for you.

An example of a real-life agent with whom many people

have interacted is the real estate agent. Anyone who has

used an agent to help buy a home swiftly learns there is clear
demarcation between an agent that works for the person who
is selling a property and an agent who works for the person
buying a property. People understand that if they are buying a
house, the seller’s agent does not work for them and is largely
working for the interests of another person or party, and hence
cannot be trusted.

Similarly, many people have hired a lawyer to serve as their
agent, such as by representing their interests in court. In this
experience, they have also learned that the opposing counsel
represents the interests of their adversary. Much the same is
true when people hire agents to help them invest in the stock
market. They expect their broker to represent their interests,
not the interests of a particular corporation, when facilitating
the purchase of the corporation’s stocks.

Given the wide variety of Al tools that are being introduced

to the market at a rapid pace, there is no clearly agreed-upon
public definition of an “Al agent.” What can be said is that Al
agents have traditionally been defined as being technically
different from Al chatbots and assistants like earlier versions
of ChatGP'T" or Grok, which are conversational interfaces that
provide specific information or assistance.** Chatbots answer
specific questions in a call and response format. Al assistants
also help answer questions that empower users to complete a
specific task.

Al agents go further than Al chatbots and assistants and can

decide what to do next based on pre-set goals and can even
create and execute workflows without human involvement
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in each step.” Al agents are able to “understand and respond
to complex instructions, reason about different options, and
use tools.”* Al agents act at a higher level of autonomy as
they work to achieve the user’s goals, largely without human
supervision along the way.

'The definitional boundaries between these types of Al services,
however, are breaking down as Al chatbots rapidly advance
technologically and begin to perform more autonomously.
Meta Al for example, began as an Al assistant but now offers
agentic features.” Instead of just responding to prompts,
Meta’s Llama 4 Al model can power Al agents that are capable
of higher levels of reasoning and action.” Llama 4 is trained
and tuned to break problems into subtasks, maintain a plan
over many turns, and revise that plan as new information
arrives.” Similarly, ChatGP'I" unveiled Agent Mode in July
2025, and xAl included agentic capabilities in Grok 4.1, both
of which can do things like book appointments and handle
complex tasks.*

Well-intentioned innovators are developing Al agents designed
to faithfully work for the user; as discussed further below.
Many of these innovators believe that technological disruption,
paired with interoperability requirements, will open markets to
new competition. Such a belief is appealing because innovating
is easier than the hard work of challenging the entrenched
power of Big 'Tech incumbents.

But history teaches otherwise. Specifically, that the already
powerful corporations that dominate today’s technologies
and reap tremendous profits from them will use their power
to ensure that these well-intentioned innovators don’t stand a
chance.



2. Al Agents As the Next
Internet Middlemen

Big Tech platforms were the first internet middlemen, separating readers from publishers

(Google and Facebook), buyers from sellers (Amazon), and fans from artists and content creators

(YouTube and Spotity), and then intermediating those relationships. The result has been the

destruction of journalism and the degradation of the entire political economy of information,*

highly targeted manipulation of the citizenry and individuals,* increasingly sophisticated and

effective extraction of wealth from individual people and small and mid-sized companies,* and

ever more extreme concentration of economic and political power in the hands of a few.**

As the next level of middlemen, acting autonomously as a
go-between for users and the web, or a go-between in agent-
to-agent communications, Al agents have the capacity to
amplify these harms, giving tech corporations even more
intrusive access to our personal data, and even more power to
manipulate us. Given that most leading Al tools are owned by
or have ties to Big 'lech, this looks to be the likely outcome if
nothing is done to stop it.

Areport published last year by venture capital firm Menlo
Ventures showed that OpenAl (Microsoft has a 27% stake in
OpenAl),® Google, Meta, Amazon, and Apple lead in terms

of general Al assistant usage market share as of June 2025. It
notes that “first-mover advantage and built-in distribution

are currently driving market share.”* Most Al consumers
don’t differentiate between Al technologies, says the report,
whether voice assistants, LLMs, or algorithms, making their
usage “fueled more by habit and convenience than concern for
technology under the hood.”™

In the consumer chatbot segment, the market leader as of April
2026 is OpenAl, with roughly a 60% market share, followed
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by Google’s Gemini at 15% and Microsoft’s Copilot at 13%.%*
Microsoft’s Copilot is built directly into Bing, Microsoft Edge,
Windows, and Office 365. Similarly, people encounter Gemini
without having to afirmatively seek it out, due to integration
with Search, Gmalil, YouTube, and Android.* And Meta Al had
nearly 1 billion monthly active users by Q1 2025, because it was
integrated into existing platforms, Facebook, WhatsApp, and
Instagram.*

Although market share information is difficult to pin down for
Al agents, one recent report put Google Gemini (Agent Mode)
in the lead with nearly 58% percent market share due to its
integration with its dominant platforms.*

When it comes to Al agentic shopping, Perplexity Buy and
ChatGP'T" Operator have led the transition, while Amazon,
Google, Mastercard, and Shopity are all developing agentic
shopping services at the time of writing. McKinsey predicts
that by 2030 agentic commerce could reach $1 trillion in the

U.S. alone, and $3 to $5 trillion globally.*2



3. Big'Tech Platforms - and Their Al
Agents - Do Not Work for You

As internet middlemen, Big Tech platforms inserted themselves between the reader and the
content creator and between the buyer and the seller. The effect of Big 'Tech’s intermediation

of those relationships over the last two decades has been a broad disempowerment and
disenfranchisement of the citizen and user. Big 'Tech has not served the user as an agent working
on their behalf. Rather Big Tech has surveilled and manipulated the citizen using invisible
trackers and algorithms to promote the interests of the tech corporation, often in ways that have
harmed the user, largely without the user’s knowledge or consent. Tech corporations have earned
many hundreds of billions of dollars in profits by exploiting these technologies, and the poor
regulatory decisions of the last generation, to hyper-target individuals in order to persuade them
to buy something, go somewhere, or to vote in a particular way — in exchange for payments from

corporations, nation states, and people who seek to convince the user to buy a particular good,

service, candidate, or idea.*?

Unfortunately, for the last 20 years, most policymakers and

law enforcement agencies have largely misunderstood how

the last generation of technologies worlks, and/or how to use
existing legal tools to reduce or eliminate the political, social,
and personal harms that have resulted. And people have largely
misunderstood whom technology in general, and Al tools, in
particular, work for. Alexa works for Jeft Bezos, Meta Al works
for Mark Zuckerberg, and Grok works for Elon Musk. These
systems don’t primarily serve the interests of regular people,
even if they do provide benefits and value to users in some ways.

Amazon’s Alexa, in standing in between the user and the sellers
on the Amazon marketplace, weakened the user’s ability to
compare choices and quality, and steered the user toward the
purchase of, for instance, Amazon Basics brand batteries instead
of competitors’ batteries, author Scott Galloway found.* (Note
that the Federal 'I'tade Commission and state attorneys general
sued Amazon for self-preferencing its own products and for
using Alexa to violate children’s privacy laws®).

Facebook, too, has often portrayed its algorithms as tools

for personalizing information in ways that serve the user by
delivering content tailored to their interests, when in fact the
information was personalized to serve the interests of Facebook’s
advertisers — hence ultimately serving the interests of
Facebook’s bottom line.*

Now Facebook is rocketing this problem to an entirely new orbit
by integrating Al into its platforms without any new forms of
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protection. In a podcast interview, Mark Zuckerberg described
as “super exciting” the ability to combine what Facebook learns
about users from their interactions with the corporation’s new
integrated Al tools with what it learns about them from their
feeds, all their existing profile information, and all their existing
social graph information,* into what he called “a personalization
loop.” While personalization is a main value of Al agent
technology, the question must be answered: Who does that
personalization serve? What policy measures can ensure that
personalization no longer is a means of control by the powerful,
the oligarch, or the autocrat, but rather serves the citizen?

Al agents also risk amplifying the harms of the surveillance
economy. The rise of surveillance pricing, a practice used by
companies as wide-ranging as Delta, Uber, and Instacart,* only
amplifies the potential harms of the next level of intermediation
by Al agents. The Al agent can extract the maximum price for
any purchase based on even greater amount of data about the
user, with the corporation that created the agent pocketing the
price differential. The Al agent could intimately know the limits
of the user’s attention, not to mention wallet, in any moment,
and the maximum dollar amount that it can charge.

'The dominant corporations that provide and control Al

agents have introduced many tools to protect their corporate
customers against surveillance. But when it comes to Al
tools used by regular people, they have introduced essentially
nothing to protect their interests.*



4. How Al Agents Can Make
Existing Problems Worse

Absent action by government, today’s new generation of Al agents will only increase the

political, social, and economic harms caused by the business models of the last generation of

dominant corporations. This is even more obviously true if Google, Amazon, Microsoft, and

Facebook maintain their present control over the most advanced Al agents. These harms include

the manipulation of public debate in ways that promote extreme political polarization, the

degradation of trustworthy information and news, and a variety of social ills such as depression,

various forms of addiction, and ever more extreme forms of financial exploitation.

"These problems are not new. Dominant tech platforms like
Facebook and Google, for instance, cut off essential traffic and
revenue for journalism over the course of the second app-
dominated era of the internet. But Al tools are already making
these problems vastly more acute, such as by making it even
harder for readers to connect directly to news publishers, while
scraping their content and serving it up as answers to users.
(See Appendix A for more detail on the digital age business
model of these dominant corporations — sometimes referred
to as surveillance, addiction, manipulation and extraction
(SAME) — and how they serve the corporation’s interests at
the expense of the users’ interests.)

Freedom of speech, of inquiry, and of thought requires a public
sphere for the sharing of news and ideas, and for debate.™

'T'he dominant apps such as Google and Facebook have
already dramatically limited the public’s ability to engage in
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such protected actions, by individualizing feeds of content

for specific people based on information learned about them
through surveillance. 'The agentic web risks compounding
this problem, as each person sees only the news or news-like
content that is chosen for them or manufactured for them

by their Al agent. Indeed, the agentic web is expected to be
dominated by Al-generated content designed by machines for
consumption by machines.”

Big 'lech corporations over the years have provided many
services that are of real value and benefits to users. But again,
these corporations are not designed to serve the interests of
either the individual user or the public as a whole and thus
engage in business models that cause harm.

Al agents risk turbocharging these harms.



5. Could AI Agents Help Liberate
People from Tech’s Exploitative
Business Models?

Let’s envision a different world of possibilities, in which AI agents neutralize the exploitative
p g

business models of the digital age. Al agents could intermediate the relationships between people

and tech companies with SAME business models or even disintermediate SAME corporations

entirely by going straight to the seller, publisher, or content creator and cutting out the tech

platform middlemen. If AT agents truly represented users’ interests, Al agents could empower the

people against exploitation.

This is not to say that Al agents are the best way to deal with
the harms of the digital age or the modern economy. Laws,
regulations, and law enforcement that protect the people
against the abuses of concentrated corporate power, as well as
government action to deconcentrate that power, would be the
optimal course. Nonetheless, government action has fallen
painfully short, and, meanwhile, Al agents are being deployed
at a phenomenal pace.”

What would it take for the agentic web to develop in a way that
is distributed and resilient, with each person and community
having one agent — or a hive of specialized agents — that truly
represent their interests? We could see a variety of benefits for
the individual, some potentially dramatic in their effects.

Authentic Al agents could help consumers navigate the
mazes, stumbling blocks, and hidden fees so prevalent in the
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modern economy, dubbed by The Atlantic as “'I'he Annoyance
Economy.”? Authentic Al Agents could free people of their
algorithmic news silos and hyper-targeting of content,
directing users to news from sources across the political
spectrum and helping users shield their data. And authentic
Al agents could combat surveillance pricing, gathering
information about prices being charged across the board, and
negotiating the best price available.

We might also see an explosion of innovation and
opportunities for entrepreneurs to start new businesses.

And we might see some real de-concentration of economic
opportunity, wealth, and power. Authentic Al agents could also
promote government accountability, gathering data about the
actions of a user’s elected officials.

"The possibilities are vast.
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6. Al Agents and Fiduciary Duty Law

This paper lays out the challenges of ensuring that Al agents work for the people in ways designed

to start the conversation without promising any ultimate answer. The intent is to ask the

question of what types of policies should be explored to make AI agents work for the people and

to prevent amplified exploitation by Al agents. Fiduciary duty law may prove to be an especially

useful starting point for our analysis.

A. Al Agents and the Problem of Conflicting
Fiduciary Duties

In the real world, human agents owe fiduciary duties to their
human customers and clients and are required to always act in
their customer’s best interest. Any service that claims to act as
an agent then should reasonably conform to fiduciary duty law.

However, an analysis of scholarly work raises a challenge:
fiduciary duty principles cannot work when corporations
have exploitative business models based on surveillance,
addiction, manipulation and extraction, and existing fiduciary
duties to shareholders to maximize profits. The Al agent’s
fiduciary duty to users will be in fundamental conflict with the
SAME corporation’s primary fiduciary duty to shareholders,
hence its duty to maximize its use of surveillance, addiction,
manipulation and extraction.

In 2014, Yale law professor Jack Balkin and Harvard law
professor Jonathan Zittrain published a law review article
proposing that Big 'lech platforms should be treated as
“Information fiduciaries.”* They defined a fiduciary as “one
who has special obligations of loyalty and trustworthiness
toward another person,” explaining that “[t]he fiduciary must
take care to act in the interests of the other person...” “T'he
client,” they added, “puts their trust or confidence in the
fiduciary, and the fiduciary has a duty not to betray that trust or
confidence.”®

Balkin and Zittrain argued the law should impose duties of
care, confidentiality, and loyalty on tech companies like Google,
Microsoft, Twitter (now X), and Uber to their end users, just as
the law imposes such duties on doctors, lawyers, accountants,
and estate managers. Each tech corporation should be deemed
an “information fiduciary,” defined as “a person or business
who, because of their relationship with another, has taken on
special duties with respect to the information they obtain in the
course of the relationship.”

Zittrain later went on to present the information fiduciary duty

framework as an alternative to “heavy-handed government
intervention.”” And at least one key founder of a platform
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monopoly — Mark Zuckerberg — embraced the idea, claiming
that Facebook was already acting as a fiduciary to its users.”

In 2019, while working as a staffer in Congress, Lina Khan
published an article with co-author David L. Pozen critiquing
Balkin and Zittrain’s information fiduciary proposal. Khan

and Pozen pointed out that Facebook, Google, Twitter, and
Uber were all Delaware corporations, and their officers and
directors therefore owed fiduciary duties to the corporations
and their shareholders. Khan and Pozen noted that Delaware
fiduciary law does not allow traditional, for-profit corporations
to consider other constituencies besides shareholders.”
Balkin’s proposed legal framework, therefore, would create

an untenable position for corporate officers and directors.

As Khan and Pozen put it, officers and directors cannot
simultaneously honor their fiduciary duties to shareholders
under Delaware law and their fiduciary duties to end users
under the “information fiduciaries” regime. 'This in turn would
mean that whenever shareholder and user interests diverged,
the corporation’s duties to their shareholders would win out.®

Using F'acebook specifically as an example, Khan and Pozen
pointed out how the interests of a social media corporation’s
stockholders and users would likely diverge. Facebook makes
its money by selling targeted advertisements, which brought
in $162.4 billion in 2024 alone.”

“Like other corporations with comparable business
models, Facebook therefore has a strong economic
incentive to maximize the amount of time users spend on
the site and to collect and commodify as much user data
as possible.*” By and large, addictive user behavior is good
for business.® Divisive and inflammatory content is good
for business.** Deterioration of privacy and confidentiality
norms is good for business.® Reforms to male the site less
addictive, to deemphasize sensationalistic material, and

to enhance personal privacy would arguably be in the best
interests of users. Yet each of these reforms would also
pose a threat to Facebook’s bottom line and therefore to the
interests of shareholders.®”

While traditional fiduciaries like doctors and lawyers do
sometimes experience tensions and misalignments with their
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fiduciary obligations, and are ordinarily required to disclose
them, the conflicts that tech platforms would experience

go to the very core of their business models. And although
fiduciary duties vary from context to context, one principle
holds true: “the fiduciary always must act in the customer’s
best interest.”®” A fiduciary duty to users thus would not
work with any existing business model based on surveillance,
addiction, manipulation and extraction, like targeted behavioral
advertising. By downplaying these differences between tech
platforms and doctors and lawyers, Balkin’s proposal hides
the power imbalances that exist between ordinary people and
tech platforms, Khan and Pozen concluded, describing them
as “imbalances that stem both from the business model these
firms employ and from the market dominance they enjoy.”*®

It follows then, that in order for Al agents to uphold fiduciary
duties to users, they would need to employ business models
that do not involve surveillance, addiction, manipulation, and
extraction. And further, they must operate in competitive
markets where users easily find similar services from a rival
provider.

"The business models and the market dominance of Big 'Tech
make it impossible for them to promise to primarily serve the
interests of the individual user/citizen/consumer. Fiduciary
duties and business models must be aligned. With the imbalance
of power between tech corporations and users stemming from
both SAME business models and market dominance, both
different business models and deconcentrated market structures
are needed for Al agents to truly work on behalf of the people.

B. 'The “Net Fiduciary” Model

A growing class of innovators aims to authentically represent
the interests of the individual user, not the corporation. Ina
paper published in 2024, Richard Whitt, founder of GliaNet
and the GliaNet Alliance, proposed the “digital trustmediary”
(DTM) in which intermediaries provide digital services to
their clients, while voluntarily operating under heightened
fiduciary duties of loyalty, care, and confidentiality. Whitt’s
vision “encompasses an individual creating and building a
relationship with a digital trustmediary that actively promotes
that individual’s interests.”® Whitt’s proposal is different
from Balkin and Zittrain’s because he does not suggest that the
Big 'lech platforms with their SAME business models act as
fiduciaries. Rather, Whitt proposes the creation of third-party
authentic agents that mediate the interactions between users
and the existing web or between users and other Al agents.

Whitt formed the GliaNet Alliance, a coalition of tech
companies and other entities “committed to building a
community of trustworthy Web intermediaries and edgetech
capabilities.”” The coalition’s mission is “to develop open-
source governance frameworks for a new sector of ‘Net
Iiduciaries’ and Al agents, rooted in duties of care and
loyalty.””" The Alliance aims “to foster authentic trust-based
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digital markets that prioritize the best interests of individuals
and communities,” in a “self-regulating organization, with a
formal certification and enforcement regime.””?

Big 'Tech’s business models monetize people’s data in service
of their own interests, says the Alliance. The coalition
demonstrates the potential for agents that truly work for

the people because many of its members have created new
business models that focus on serving users. This alone makes
it an important step in the right direction.

But Whitt’s framework is voluntary and recommends

the use of certified “trustmarks” to identify trustworthy
intermediaries.” The GliaNet Alliance has not developed a way
to guarantee the ability to protect people from being deceived
and exploited by the Al tools of Google, Microsoft, and other
corporations that rely on surveillance, addiction, manipulation
and extraction business models.

Asnoted above, a few already dominant corporations control
the means of distribution and are hence much more likely to
reach, and be used by, regular people. These corporations have
also demonstrated great ability to stop rivals from growing and
expanding through a variety of different means.

Moreover, in the face of dominant tech platforms that act as the
infrastructure of the internet,” innovators with better business
models, such as those that protect privacy, have only gained
limited traction in the digital age.” Business models based on
surveillance, addiction, manipulation, and extraction are the
prevailing business strategy used by tech companies no matter
their size or their market power. However, those innovators
who have sought to utilize different business models have
often found they cannot get through dominant platforms’
gateleeping to reach users.” Strong antitrust enforcement and
antimonopoly policies, discussed further below, must therefore
prevent “Net Fiduciaries” from getting crushed by tech giants’
“buy, bury, or kill” modus operandi toward competitive threats.””

In terms of policy measures, Whitt focuses primarily on
interoperability and data portability to ensure that “Net
Fiduciaries” can connect with the dominant players and their
data silos. “[I]nteroperability is the bedrock for a competitive
marlket where truly pro-consumer agents can thrive,” echoes
Dazza Greenwood of Consumer Reports.”® With the promise
of Al agents’ innovation being tied closely to agent-to-agent
communication, the agentic web requires interoperability

to reach its innovative potential. Moreover, universal open
standards have been developed to support this vision.”

Here again, however, the promise is highly circumscribed

by the power of the corporations that already dominate
communications and commerce on the internet, and most of
the layers in the Al agent tech stack. The simple fact remains
that new innovators will need access to Big 'lech’s walled
gardens to neutralize SAME business models and realize the
potential of the agentic web.
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In fact, history demonstrates repeatedly that interoperability
policies alone are not sufficient to promote and protect
innovation or the ability to build a sustainable business in

the face of the power of an entrenched incumbent. The U.S.
Department of Justice lawsuit against Apple for monopolizing
smart phone markets, for example, provided numerous
examples of Apple outright blocking or creating friction with
interoperability in order to preserve its monopoly power.*
‘The same was true of long distance phone providers, who
were legally required to integrate with competitive local
exchange carriers (CLECs) by the 'Telecommunications Act of
1996, but have pulled endless tricks to make interconnection
difficult. As alegal tool, interoperability is necessary but

not suflicient to achieve a competitive market that allows Al
agents independent of corporations that rely on surveillance,
addiction, manipulation, and extraction to loyally serve users.

It is therefore vital that policymakers prioritize addressing

the present structure and behavior of the corporations that
dominated the second generation of the internet and now
appear ready to dominate the next agentic era. A common
pattern in the digital age has been for corporations to introduce
technology as open and fully interoperable and then move to
closed models, usually once they have gained sufficient market
power* In fact, this is already happening with Al agents, as
several of the big players have exploited existing market power
in their legacy technologies to promote their own agents and
to block the agents of others. On October 18, 2025, for instance,
Meta announced it is changing its API policy to bar Al agents
made by other companies from using its platform, closing off
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access to companies like OpenAl, Perplexity, Luzia, and Poke
that had deployed WhatsApp-based agents.® 'The change
made WhatsApp unavailable as a way to distribute Al agents,
leaving Meta Al as the only agent available on the app.

Similarly, in November of 2025, Amazon sued Perplexity

to stop its Comet Al agents from accessing its e-commerce
marketplace.®* Amazon alleges that Perplexity violates
computer fraud and abuse statutes, puts consumer data at risk,
and degrades the shopping experience.® Perplexity responded
to threats from Amazon with a blog post entitled “Bullying is
Not Innovation.”* “Amazon wants to eliminate user rights

so that it can sell more ads right now and partner with Al
agents designed to take advantage of users later,” reads the
post. Amazon has its own Al assistant for shopping, called
Rufus,” and it has indicated plans to partner with third-party
agents. Perplexity’s post continues, “Users want Al they can
trust, and they want Al Assistants that work on their behalf
and no one else’s.”® On March 10, 2026, a federal judge granted
Amazon a temporary injunction against Perplexity, ruling
that Amazon was likely to succeed on the merits of its case.
This is an unfortunate decision that helps Amazon fortify its
walled garden and keep out competition. It also demonstrates
the huge challenges ahead for anyone who claims they will

be able to engineer and scale an agent that challenges the
dominance of the corporations that control communications
and commerce online, as well as the emerging Al tech stacks.
At time of publication, Perplexity has been awarded a stay of
the decision pending appeal.
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7.Recommended Policy Priorities

Any proposal to regulate Al faces extreme headwinds now, due
to President I'rump’s and policymakers’ repeated efforts to

bar Al regulation. But no matter the political challenges of the
moment, allowing exploitation of the people by Al agents is

not an option. If Al agents are legally permitted to betray users’

interests with SAME business models, they will. Corporations
are profit-maximizing by design. If laws can be broken and the
Only consequence is amonetary fine that amounts to a cost of
doing business, tech corporations will continue to abuse users.

'The digital age has been repeatedly marked by the failure of
policymakers to impose traditional real-world laws — some
of which have been in place for centuries — to the online
world. This is perhaps the single biggest reason for today’s
concentration of power and lawlessness. It is illegal to read
someone’s mail, for example, yet email service providers
scraped users’ email accounts with impunity.”’ As Al agents
replace offline roles, a continuation of this trend is a recipe for
even more dangerous and widespread abuse and exploitation.

Already today, Al agents — and hence the corporations that
control them — are giving investment and legal advice to
individuals. In such instances, and in all reasonably analogous
situations, the Al agent is serving a role traditionally held by
humans bound by real-world fiduciary duties, yet they are
doing so without having to abide by the same duties.

Based on such lessons of recent history, policymakers should
prioritize the following four actions:

A.  Apply Traditional Real-World Fiduciary Duties
to Al Agents That Perform the Functions of

Human Agents

Policymakers must immediately address the question of how
to regulate Al agents acting as a real estate agent, a lawyer,
investment brolker, or any reasonably analogous role. An
effective way to do so is to require any product labeled as an

Al “agent” to be 100 percent responsible to the individual

end user. This in turn means that no product labeled as an Al
“agent” can be used for any SAME business model or practice,
given that these actions violate an agent’s duty to always act in
the customer’s best interest.
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Policymalers should also consider how fiduciary duty rules
could be imposed on Al agents and other Al tools that do not
replace offline agentic roles but that users are led to believe are
acting on their behalf and serving their interests.

B. Develop Protections Against Surveillance

For Al agents to serve as legal fiduciaries to the people, they
cannot simultaneously serve as surveillance machines that
transmit every bit of information they learn about an individual
into a data profile assembled for the purpose of manipulating
that individual in any way. Without such protections, people
using Al agents effectively have a spy in their mind that s
acting as an agent of Google, or Meta, or OpenAl, or another
Al corporation. 'lo reinforce efforts to impose the actual
responsibilities of real-world human agents on Al “agents,”
policymakers should develop data protections for any service
that might be presented as an agent, or that seeks to exploit the
trust of the individual user.

Al agents that serve corporate customers are closer to actual
agents, as classically understood, proving that an alternative to
the status quo exists. Thus, a starting point for data protection
is the model that has been used for the enterprise Al customer,
an example of a customer that does have Al agents serving its
interests. Several protections to empower the user’s control
over their data have been deployed in the enterprise context
but are virtually non-existent when it comes to Al agents used
by regular people.”

"The balance of power between a corporation paying an Al
corporation for business agentic solutions is far different

than the balance of power between a regular person and an Al
company. Any employee who encounters an Al agent through
their job, however, should assume that Al agent does not work
for them as an employee, but rather for their employer.

"The below charts, created using Perplexity Al, create a picture
of the stark differences between enterprise Al and consumer-
facing AT when it comes to privacy controls.”” One can easily
see what it looks like when Al works for the customer (the
enterprise corporation) compared with what it looks like when

Al doesn’t (the consumer).
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Examples of data protection controls that are standard practice
for enterprise Al agents but are not available in the leading
consumer-facing Al agents include:

Model training off by default: Al agents are contractually
prohibited from using customer prompts for model
tuning.”

Customer-managed keys: enterprise customers control
their own keys for encryption and decryption, instead of the
Al provider having the right to decrypt.**

Zero-day data retention, or custom data retention periods.
Data retention varies widely in consumer-facing Al, with
Meta Al and Grok retaining a user’s interactions indefinitely
unless the user finds the opt-out setting.

Compliance with stringent regulatory privacy frameworks.”

Role-based access control (RBAC): enterprise customers
assign unique identities to each Al agent, similar to how
they manage human employees, enabling precise control
over what data agents can access and which operations they
can perform.

Policymakers must ask: Is it practicable to make similar data
protections available to non-corporate users? If not, why not?
What kinds of data practices would best protect regular people,
without creating too many burdens on them to constantly
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monitor how their data is handled? Requiring that comparable
data protections are available to all could be one significant way
to move agents in the direction of working for users. What
technical solutions and protocols could help foster a network
of Al agents that serve users’ interests rather than spying on
users?

C. Enforce Laws Designed to Ensure Open Markets
Policymakers can help shape the Al agent market to develop
openly and avoid powerful gatekeepers and chokepoints.

Competition policy is needed to promote and protect
innovation in Al agents that serve the people, and to ensure that
corporations that rely on surveillance, addiction, manipulation,
and extraction business models don’t squash authentic Al
agents. With trillions of dollars at stake, it is unlikely already
dominant corporations will stand by and allow innovators to
disrupt existing business models designed to surveil, addict,
manipulate, and extract by serving as loyal fiduciaries to the
citizen, when they have both the incentive and ability to “buy;,
bury, or kill” them and thereby neutralize the threat they pose.

Rules of the road are needed to prevent dominant tech
companies from leveraging their control over different parts of
the Al technology stack as chokepoints — the hardware, cloud,
models, and application layers — acting as gatekeepers over
access to markets.”



Monopolization by corporations that rely on surveillance,
addiction, manipulation, and extraction — and foreclosure of
authentic Al agents that serve the people — is the familiar arc
we will almost certainly see if policymakers do not take action
to promote and protect innovation. Just as the monopolists’
playbook has remained remarkably consistent over time, the
set of solutions will be essentially the same for Al agents as it
was for railroads, long-distance calling, and the tech platforms
themselves.

Arecent Open Market Institute report, Stopping Big Tech from
Becoming Big AIL: A Roadmap for Using Competition Policy to Keep
Artificial Intelligence Open for All, by Max Von Thun and Daniel
Hanley,” provides a good introduction to what such actions
would look like. That report calls for policymalkers to:

*  Block mergers and anticompetitive partnerships: Prevent
dominant firms from solidifying control over Al by halting
mergers and breaking up existing exclusive agreements that
limit market diversity.

*  Break up concentrations of power: 'Target the concentration of
power across the Al technology stack by applying structural
separation and vertical integration restrictions.

*  Guarantee access to essential inputs: Impose non-
discrimination obligations on dominant firms to ensure fair
access to computing power and other critical Al resources.
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*  Enable consumer and business switching: Empower consumers
and businesses by enforcing data portability and
interoperability.

"This antimonopoly toolkit is an important starting point for
promoting competition in the Al agent market.

D. Require Transparency and Easy Audits

Enterprise Al agents offer granular auditing capabilities for
corporate users. Policymakers must ask: Why not require
these same capabilities be provided to everyone? Further,
policymalers must do so in a way that does not place the
burden on users to audit Al agents, in order to hunt down
instances where the agent betrayed their interests. The great
majority of people simply do not have enough time, resources,
or training to do such auditing. Policymalkers must therefore
immediately begin to define the types of transparency
measures that would actually protect users, without imposing
unrealistic demands on them. Experts worldwide are working
on Al transparency issues, which have critically important
implications for Al safety beyond the Al agent context.” But
functional policy also demands that policymakers establish
some sort of market structure for businesses or other actors to
provide mass auditing on behalf of users.
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8. Key Questions F'or Policymakers

As they approach this next great challenge in regulation of the digital information system,

policymakers must ensure they are guided every day by the following four questions:

* How do we ensure that the Al “agent” is in fact working extreme exploitation of individual users will not merely
for the user, instead of a tool of the corporation to continue but grow rapidly and dramatically worse. So too will all
manipulate the user, or a tool of the state in alliance with the related threats, to democracy, innovation, human creativity,
the corporation, with unprecedented access to personal human spiritual freedom, and the basic functioning of society.
information and unprecedented means of user control? We must ensure that markets develop in a manner where Al

agents work for the user, people are not surveilled by Al agents,
and authentic Al agents are not squashed by dominant tech
corporations with exploitative business models.

*  Given our collective experience with Big 'lech middlemen,
and the profound effects of their intermediation on
journalism, wealth inequality, and democracy, in what ways
could Al agents, as the next level of middlemen, amplify
these harms?

¢ Could Al agents intermediating today’s dominant
digital platforms provide an opportunity to build a new
deconcentrated and democratically resilient agentic web
that serves humanity?

*  What policy actions can be taken now to foster the
development of a deconcentrated agentic web that serves
the people?

Without asking these questions as a society now, the present
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9. Conclusion

Before us is the opportunity for a deconcentrated political economy of information, a more
resilient democracy, a less extractive economy, and a less polarized America that is free of
manipulative algorithms. Such a goal may seem unrealistic, because it is so different from our
lived experiences of the digital age. But it is not merely possible, it is eminently achievable given

sufficient political will.

'lo achieve these possibilities of the agentic web, and to usher Many questions remain unanswered. Yet the North Star of all
in Al agents that empower the citizen user, corporations that policymaking should ask: Who does the Al agent work for?
subject users to surveillance, addiction, manipulation, and How can we promote the development of a deconcentrated
extraction business models cannot be recognized as trusted network of Al agents that serves the people?

Al agents. Nor can market dominance be allowed to thwart
innovators that do work for the people.

BN Who Do Al Agents Work For? 18



Appendix A

'The harms of Big 'lech’s business models based on surveillance,
addiction, manipulation, and extraction have been documented
extensively.”” Here is a quick summary of how they work.

Surveillance

'lech giants have an all-encompassing view of what you read,
think, do, believe, buy, watch, where you go, who you're with,
even how many credit lines you have and what you invest in.
'T'he companies track you across millions of websites, devices,
tech wearables, and offline, and combine the data they collect on
you with data from other companies, like data brokers, or your
smart 1'V maker. Google and Meta have repeatedly been found
to violate privacy laws."™® A 2024 study by Consumer Reports
found that each l'acebook user’s data came from an average
0f2,230 companies, including data brokers, retailers, credit
reporting agencies, and payment processors.""

Most tracking by tech giants is designed to target us with ads
and sell us stuff, which may seem harmless. Although the now
common practice of surveillance pricing certainly is not.""> And
whatever data Big 'Tech collects, the government can get."”?
Digital surveillance is a modern development, but surveillance
itself has a long dark history of being used by the powerful

to control and persecute innocent people. Whether the Stasi

in Fast Germany, McCarthyism’s spying on Americans,
China’s citizen’s scores based on surveilled obedience, or ICE’s
screening of social media accounts for political protest,'™
surveillance does not serve the people.

Addiction

‘The more time people spend on social media and other digital
platforms, the more data the platforms collect, the more ads
they show, and the more money they make. 'Taking Meta as
an example, in 2024, it made more than $3 billion per week by
collecting data and then targeting ads at individuals based on
that data. Meta reports to investors how much of users’ time
and attention it can hoard because that’s what fuels its targeted
advertising business model."” According to lawsuits filed by
42 state attorneys general in October 2023, Meta knowingly
designed and deployed harmful features that purposefully
addict children and teens.""¢
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Manipulation

When it comes to harmful and deceptive content, most people
think social media platforms like Facebook’s and You'lube’s
main problem is they can’t take millions of posts down

quickly enough. But these platforms actually boost hate and
disinformation. Their algorithms prioritize “engagement”
(that s, clicks, likes, comments, and shares) to keep users on
their platform longer because content that provokes fear and
anger — the most incendiary content — “engages” humans the
most."”” Meta’s and You'lube’s algorithms take fear-mongering
to the extreme by targeting content at individuals based on

all the bits of data the platforms have collected about them."”
Because of surveillance, the algorithms know what content

is likely to make each individual react and know how to target
each person based on their particular vulnerability. Indeed,
Facebook’s algorithms were responsible for recruiting the
majority of QAnon members, according to the company’s own
internal research.'”

Just as social media giants enable advertisers to influence
people’s purchasing decisions, they enable propagandists to
influence people’s political decisions. These platforms make
propagandists’ work easy by spying on us, by programming
their algorithms to amplify incendiary content, and by
developing micro-targeting that allows propagandists to
individually target voters based on highly granular data it has
gathered about them.

Extraction

At the same time that they amplified disinformation, the tech
platforms siphoned oft the ad dollars that used to support
trustworthy journalism, using publishers’ work product

as fodder for their platforms and taking the financial gains
for themselves. Once dominant tech platforms control the
infrastructure of the internet and act as gatekeepers, they act
as trolls collecting tolls from everyone who must cross their
bridge, be it the consumer, the entrepreneur, the innovator, or
the business. All market participants have little choice but to
deal with the dominant platform on its terms. The result has
been rampant extraction of the fruits of the labor of artists,
merchants, publishers, businesses, and workers, intensitying
economic inequality and imperiling the American Dream."

Another way that most people have served the interests of
Big 'lech, rather than the other way around, is by helping to
train Big Tech’s algorithms, doing “digital labor” without
compensation. As entrepreneur Joe Toscano explained in

his 2019 TEDx Talk, “Want to Work for Google? You Already
Do,” Google Maps is only as good as it is because billions of us
effectively work for Google, taking pictures of meals, adding
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ratings and reviews, and pinning locations. “Companies
have turned billions of us into unpaid machine trainers,” said
"Toscano, creating “a multi-trillion-dollar stream of unpaid
untaxable labor.”™

Google has also rolled out Google Al Studio, which enables
people to make their own Al agents and applications, a practice
commonly referred to as “vibe coding.” But is it just another
way for Google to get free digital labor, in the form of both data
and great ideas? 'The Gemini terms of service as of December
2025 read:

“Some of our Services allow you to generate original
content. Google won’t claim ownership over that content.
You acknowledge that Google may generate the same or
similar content for others and that we reserve all rights

to do so.... When you use Unpaid Services, including, for
example, Google Al Studio and the unpaid quota on Gemini
API, Google uses the content you submit to the Services
and any generated responses to provide, improve, and
develop Google products and services and machine learning
technologies, including Google’s enterprise features,
products, and services...” "
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It turns out that data created by our digital labor is a scarce
resource that is desperately needed for Al development. As

Dr. Courtney C. Radsch, director of Center for Journalism and
Liberty at Open Markets Institute, wrote in an article entitled,
AI Needs Us More Than We Need It, to “make bots smart you
need to feed them high-quality data created by humans.” Yet
“we are running low on such data and will run out all the faster
if Al puts more human content creators out of business.”?
Despite appearances, Big 'lech has never worked for you, and, if
anything, vou have worked for it.
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